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1 Universal Data Mover

Universal Data Mover (UDM) is managed file transfer component of Universal Agent that manages data in a secure and
automated manner, allowing data to be transferred between any platforms in your environment and initiated from any platform.

These pages provide operating system-specific detailed technical information for Universal Data Mover:

+ Usage
Configuration Options
+ Command line syntax
+ Command references
Component Definition options
+ Universal Access Control List entries

The extensive integration capabilities of Universal Data Mover allow data to be pre- and post-processed.

Universal Data Mover exceeds current security and auditing requirements, including SOX, GLBA, and HIPAA. It supports the
most modern security standards and methodology, including SSL/TLS encryption, X.509 certificates, and proxy certificates.

If there is a connection failure, Universal Data Mover ensures that all interrupted transfers resume without manual intervention.
It integrates with your existing workload management solution to issue alerts if connections are not re-established after an
acceptable time interval.

1.1 Components

Every Universal Data Mover transfer operation is comprised of three components: manager, primary server, and secondary
server. The manager receives commands from the user through an interactive session and/or an external script file. It then
establishes a transfer session, invoking the primary and secondary servers, which actually conduct the transfer operations.
Data is transferred between the servers, with either able to act as the source in a transfer operation.

See Universal Data Mover Transfer Components.

1.2 Transfer Sessions

A transfer session can either be two-party or three-party:

In a two-party transfer session, the manager also serves as the primary server. Transfer operations occur between the
manager/primary server and the secondary server.

+ In athree-party transfer session, the manager acts only as a control point for transfer operations, sending commands
to the primary and secondary servers to be executed. Transfer operations take place between the two machines under
which the primary and secondary servers are running.

See Universal Data Mover Transfer Sessions.
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2 Universal Data Mover Transfer Components

There are three components to any UDM transfer operation:

1. Manager
2. Primary server

3. Secondary server

2.1 Manager

The UDM Manager processes commands using the UDM scripting language. The UDM Manager receives the commands from
the user through an interactive session, an external script file, or some combination of the two. Before the UDM Manager can
initiate any transfer operations, it must first establish a transfer session where it invokes the primary and secondary servers,
which actually conduct the transfer operations.

The manager may act as the primary server, depending on the type of transfer session: two-party or three-party (see Universal
Data Mover Transfer Sessions). The secondary server is always a separate and distinct component invoked via the Universal
Broker.

2.2 Primary Server

When a transfer session is being established, the UDM Manager invokes the primary server, which acts as the first endpoint in
a transfer operation. In turn, the primary server invokes the secondary server, providing a single path of communication. The
primary server also acts as a relay for the UDM Manager, forwarding on any messages for the secondary server from the UDM
Manager. This single message pipeline reduces the number of connections needed for three-party transfers (see Three-Party
Transfer Sessions).

2.3 Secondary Server

The secondary server acts as the second endpoint in a transfer operation. Data is transferred between primary and secondary
servers, with either endpoint able to act as the source in a transfer operation.
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3 Universal Data Mover Transfer Sessions

As discussed in Universal Data Mover Transfer Components, transfer operations take place within the context of a transfer
session. A transfer operation is initiated once the UDM Manager has established a transfer session with the primary and
secondary transfer servers. All subsequent transfer operations take place between the primary and secondary transfer servers.

UDM transfer sessions can be either two-party or three-party.

3.1 Logical Names

When a transfer session is established, the user gives each server (primary and secondary) a unique logical name. Commands
addressed to a particular server reference this logical name.

3.2 Two-Party Transfer Sessions

For a two-party transfer session, the UDM Manager also acts as the primary transfer server, running in the directory - and under
the user ID - under which the UDM Manager was launched. This means that the machine on which UDM Manager resides is the
first endpoint of the transfer.

With a two-party transfer session, the secondary server is invoked by the UDM Manager / primary server via the Universal
Broker. The second endpoint of the transfer session will be on the machine in which the secondary server was spawned.
Transfer operations occur between the manager / primary server and the secondary server. (See the following figure.)

3.3 Three-Party Transfer Sessions

For a three-party transfer session, the UDM Manager acts solely as a control point for transfer operations, sending commands
to the primary and secondary servers to be executed. Both the primary and secondary servers are spawned via the Universal
Broker, and transfer operations take place between the two machines under which these servers are running. (See the
following figure.)
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4 Detailed Information

The following pages provide detailed information for Universal Data Mover:

+ Universal Data Mover Manager for z/0S

+ Universal Data Mover Manager for Windows

+ Universal Data Mover Manager for UNIX

+ Universal Data Mover Manager for IBM i

+ Universal Data Mover Manager Configuration Options
» Universal Data Mover Server for z/0S

+ Universal Data Mover Server for Windows

+ Universal Data Mover Server for UNIX

+ Universal Data Mover Server for IBM i

+ Universal Data Mover Server Configuration Options
+ Universal Data Mover Component Definition Options
» Universal Data Mover UACL Entries

+ Universal Data Mover Commands

+ Universal Data Mover Scripting Language

+ Universal Data Mover Transfer Operations

+ UDM Transfer Operations (zOS-Specific)

+ UDM Transfer Operations (IBM i-Specific)

+ Universal Data Mover Remote Execution

+ Universal Data Mover Return Code Processing

+ Universal Data Mover Additional Information
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5 Universal Data Mover Examples

See Transferring Files to and from Remote Systems - Examples for examples of how to implement Universal Data Mover.

See Universal Data Mover - Remote Execution for examples of how to implement remote execution via Universal Data Mover.
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6 Universal Data Mover Manager for z/0S

Overview
Usage

JCL Procedure

DD Statements in JCL
JCL

Configuration
Configuration Options

Command Line Syntax

6.1 Overview

This page provides information on the Universal Data Mover (UDM) Manager, specific to the z/0S operating system.

UDM Manager transfers files between any computers running UDM Server. Using a UDM command script, you indicate to the
UDM Manager the actions to take. The UDM Manager connects to the UDM Server (or Servers) and processes your request.

The z/0S Batch Manager provides a batch job interface to remote computers running the UDM Server component.

6.2 Usage

UDM Manager for z/0S executes as a batch job.

6.2.1 JCL Procedure

The following figure illustrates the UDM for z/OS JCL procedure (UDMPRC, located in the SUNVSAMP library) that is provided
to simplify the execution JCL and future maintenance.

//UDMPRC PROC UPARM=, -- UDM options

// USPRFC=USPRFC00, - USAP SAP RFC member
// UNVPRE=#SHLQ.UNV,

// UNVPRD=#PHLQ.UNV

/\*

//PS1  EXEC PGM=UDM,REGION=256M,PARM="ENVAR(TZ=EST5EDT)/&UPARM'
//STEPLIB DD DISP=SHR,DSN=&UNVPRE..SUNVLOAD

/71*

//UNVNLS DD DISP=SHR,DSN=&UNVPRE..SUNVNLS

//UNVUSRC DD DISP=SHR,DSN=&UNVPRD..UNVCONF(&USPRFC)

//UNVCLIB DD DISP=SHR,DSN=&UNVPRE..SUNVSAMP

/71*

//UNVTRACE DD SYSOUT=*

//UNVTRMDL DD DISP=SHR,DSN=&UNVPRD..MDL

/71*
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//SYSPRINT DD SYSOUT=*
//SYSOUT DD SYSOUT=*
//CEEDUMP DD SYSOUT=*
//SYSUDUMP DD SYSOUT=*

/r*

//SYSIN DD DUMMY
//UNVSCR DD DUMMY

For this JCL procedure:
« UPARM parameter is used to specify EXEC PARM keyword values.

- UDM command options
- UDM script

Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

+ UNVPRE parameter specifies the data set name prefix of Universal Agent installation data sets.
« UNVPRD parameter specifies the data set name prefix of Universal Agent production data sets.

6.2.2 DD Statements in JCL

The following table describes the DD statements used in the UDM for z/OS JCL procedure, above.

ddname DCB Attributes Mode Description

STEPLIB DSORG=PO, input Universal Agent load library containing the program being
RECFM=U executed.

UNVNLS DSORG=PO, input Universal Agent national language support library. Contains
RECFM=(F, FB, V, VB) message catalogs and code page translation tables.

UNVUSRC DSORG=PS, input Universal SAP connector RFC member.
RECFM=(F, FB, V, VB)

UNVCLIB DSORG=PO, input UDM call library: UDM searches for script files specified on the
RECFM=(F, FB, V, VB) call command in this library.

UNVTRACE DSORG=PS, Output UDM trace output.
RECFM=(F, FB, V, VB)

UNVTRMDL DSORG=PS, input Data set used as a model for creating UCMD and USAP trace
RECFM=(F, FB, V, FB) files when they are called by UDM using the exec and execsap

commands.

SYSPRINT DSORG=PS, output Standard output file for the UDM program.
RECFM=(F, FB, V, VB)

SYSOUT DSORG=PS, output Standard error file for the UDM program.
RECFM=(F, FB, V, VB)

SYSIN DSORG=PS, input Standard input file for the UDM program. UDM reads its
RECFM=(F, FB, V, VB) command options from SYSIN.

UNVSCR DSORG=PS, input UDM command script: UDM executes the script allocated to
RECFM=(F, FB, V, VB) this ddname.

The C runtime library determines the default DCB attributes. Refer to the IBM manual 0S/390 C/C++ Programming Guide for

details on default DCB attributes for stream 1/0.
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6.2.3 JCL

The following figure illustrates the UDM for z/0S JCL using the UDMPRC JCL procedure, above.

//jobname JOB CLASS=A,MSGCLASS=X
//STEP1 EXEC UDMPRC

//UNVSCR DD *

open srv=sol7 user=id001 pwd=pwd001
copy local='uid.data' srv=data

quit

/*

Job step STEP1 executes the procedure UDMPRC.
The UDM script commands are specified on the UNVSCR DD.

6.2.4 Configuration

Configuration consists of:

Setting default options and preferences for all executions of UDM Manager.
Setting options and preferences for a single execution of UDM Manager.

Configuration options are read from the following sources:

1. PARM keyword
2. SYSIN ddname
3. Configuration file

The order of precedence is the same as the list above; PARM keyword options being the highest and configuration file being
the lowest. That is, options specified via a PARM keyword override options specified via a SYSIN ddname, and so on.

See Configuration Management for detailed information on these methods of configuration.

6.2.4.1 Configuration File
The configuration file provides the simplest method of specifying configuration options whose values will not change with
each command invocation. These default values are used if the options are not read from one or more other sources.

Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other
options cannot be specified in the configuration file; they must be specified via one or more other sources for a single
execution of UDM Manager.

6.2.5 Configuration Options

The following table describes the configuration options used to execute UDM Manager for z/0S. Each Option Name is a link to
detailed information about that configuration option.

Option Name Description

ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.
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Option Name

Description

ALLOC_ABNORMAL_DISP

Abnormal disposition of a data set being allocated.

ALLOC_BLKSIZE

Block size used for newly allocated data sets.

ALLOC_DATACLAS

SMS data class used for newly allocated data sets.

ALLOC_DIR_BLOCKS

Number of directory blocks for newly allocated partitioned data sets.

ALLOC_DSORG

Data set organization used for newly allocated data sets.

ALLOC_INPUT_STATUS

Status of data sets being allocated for input.

ALLOC_LRECL

Logical record length used for newly allocated data sets.

ALLOC_MGMTCLAS

SMS management class used for newly allocated data sets.

ALLOC_NORMAL_DISP

Normal disposition of a data set being allocated.

ALLOC_OUTPUT_STATUS

Status of existing data sets being allocated for output.

ALLOC_PRIM_SPACE

Primary space allocation used for newly allocated data sets.

ALLOC_RECFM

Record format used for newly allocated data sets.

ALLOC_SEC_SPACE

Secondary space allocation used for newly allocated data sets.

ALLOC_SPACE_UNIT

Space unit in which space is allocated for newly allocated data sets.

ALLOC_STORCLAS

SMS storage class used for newly allocated data sets.

ALLOC_UNIT

Unit used for newly allocated data sets.

ALLOC_VOLSER

Volume serial number used for newly allocated data sets.

ALLOW_REPL_ON_RENAME

Specification for whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

CA_CERTIFICATES

File name / ddname of the PEM-formatted trusted CA X.509 certificates.

CERTIFICATE

File name / ddname of UDM Manager's PEM-formatted X.509 certificate.

CERTIFICATE_EXPIRATION_NOTICE

Number of days prior to certificate expiration to begin issuing informational messages about
the expiration.

CERTIFICATE_REVOCATION_LIST

File name / ddname of the PEM-formatted CRL.

CODE_PAGE

Character code page used to translate text data received and transmitted over the network.

COMMENT

User-defined string.

CTL_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the control session between UDM
components.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the data session on which file data
is transferred between UDM primary and secondary servers.
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Option Name

Description

ENCRYPT

Encryption method to be used in a UDM transfer session if one is not specified by an encrypt
parameter in the UDM open command.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent when UDM
is operating with network fault tolerance turned on.

HELP

Writes a description of the command options and their format.

IDLE_TIMEOUT

Number of seconds of inactivity in an interactive UDM session after which the manager will
close the session.

KEEP_ALIVE_INTERVAL

Default interval at which a keep alive message is sent from the manager to the transfer
server(s).

MERGE_LOG

Specification for whether or not to merge standard out and standard error output streams
from a remote command to the UDM transaction log.

MESSAGE_LANGUAGE

Universal Message Catalog (UMC) file used to write messages.

MESSAGE_LEVEL

Level of messages to write.

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MODE_TYPE

Default transfer mode type for UDM sessions.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency.

NETWORK_FAULT_TOLERANT

Specification for whether or not UDM transfer sessions are network fault tolerant by default.

OPEN_RETRY

Level of fault tolerance for the open command.

OPEN_RETRY_COUNT

Maximum number of attempts that will be made to establish a session by the open command.

OPEN_RETRY_INTERVAL

Number of seconds that UDM will wait between each open retry attempt.

OUTBOUND_IP Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.
PRIVATE_KEY ddname of Manager's PEM formatted RSA private key.

PRIVATE_KEY_PWD

Password for the Manager's PRIVATE_KEY.

PROXY_CERTIFICATES

Specification for whether or not UDM will use proxy certificates in three-party transfer
sessions if a certificate is supplied to the UDM Manager.

RECONNECT_RETRY_COUNT

Number of attempts the manager will make to re-establish a transfer session when a network
fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

REMOTE_PORT

TCP port number on the remote computer used for invoking UDM Server instances.
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Option Name

Description

SAF_KEY_RING

SAF certificate key ring name.

SAF_KEY_RING_LABEL

SAF key ring certificate label.

SCRIPT

ddname from which to read a UDM script command file.

SCRIPT_OPTIONS

Options to pass to the script command file.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

SERVER_STOP_CONDITIONS

Exit codes that cause Universal Broker to cancel the corresponding UDM Server of the exited

UDM Manager.

SSL_IMPLEMENTATION

SSL/TLS implementation.

SYSTEM_ID

Local Universal Broker with which the UDM Manager must register.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a UDM Server on the receiving end of a two-party transfer.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UMASK

File mode creation mask.

VERIFY_HOST_NAME

Specification for whether or not the Universal Broker's X.509 certificate identity is verified.

VERSION

Writes the program version information and copyright.

6.2.6 Command Line Syntax

The following figure illustrates the command line syntax of UDM Manager for z/0S.

udm

[-alloc_abnormal_disp {keep|delete|catlg|uncatig}]

[-alloc_blksize size]

[-alloc_dataclas class]
[-alloc_dir_blocks number]

[-alloc_dsorg {polps}]

[-alloc_input_status {old|shr}]

[-alloc_Irecl length]

[-alloc_mgmtclas class]

[-alloc_normal_disp {keep|delete|catlg|uncatig}]
[-alloc_output_status {old|shr}]
[-alloc_prim_space space]

[-alloc_recfm format]

[-alloc_sec_space space]
[-alloc_space_unit {cyl|trkinumber}]

[-alloc_storclas class]
[-alloc_unit unit]
[-alloc_volser number]

[-allow_repl_on_rename {yes|no}]

lIniversal Data Mover Manaaer for 7/0S—- 52



[-system_id ID]

[-ssl_implementation {openssl|system}]
[-ca_certs ddname]

[-cert ddname]

[-private_key ddname [-private_key_pwd password] |
[-proxy_certificates {yes|no}]

[-days number]

[-crl ddname]

[-script ddname]

[-options options]

[-codepage codepage]
[-ctl_ssl_cipher_list list]
[-data_ssl_cipher_list list]

[-encrypt {yes|no|cipher} ]

[-compress {yes|no}[{zliblhasp}] ]
[-delay seconds]

[-idle_timeout seconds]
[-keep_alive_interval seconds]

[-lang language]

[-level {trace|audit|info|warn|error}[{time|notime}] ]
[-msg_suppression_list list ]
[-min_ssl_protocol option]
[-network_fault_tolerant {yes|no} [-frame_interval number] ]
[-mode_type {binary|text}]

[Fumask number]

[-outboundip host]

[-port port]

[-recvbuffersize size]

[-open_retry {yes|no}]
[-open_retry_count number]
[-open_retry_interval number]
[-retry_count number]

[-retry_interval seconds]
[-sendbuffersize size]

[-saf_key_ring name]
[-saf_key_ring_label label]
[-server_stop_conditions codes]
[-tcp_no_delay option]
[-tcp_window_size size]

[-tracefilelines number]

[-trace_table size {error|lalways|never}]
[-verify_host_name {yes|no}/host name]
[Fcomment text]

udm
{-help | -version }
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7 Universal Data Mover Manager for Windows

+ Overview
+ Usage
+ Modes of Operation
+ Configuration
Configuration Options

+ Command Line Syntax

7.1 Overview

This page provides information on the Universal Data Mover (UDM) Manager, specific to the Windows operating system.

UDM Manager transfers files between any computers running UDM Server. Using a UDM command script, you indicate to the
UDM Manager the actions to take. The UDM Manager connects to the UDM Server (or Servers) and processes your request.

7.2 Usage

UDM Manager is executed from the command line (interactive mode) or a script (batch mode. In interactive mode, commands
come from standard input; in batch mode, they come from a script file.

This section describes the modes of operation, configuration and configuration options, and command line syntax of UDM
Manager for Windows.

7.2.1 Modes of Operation

Under Windows, UDM can be run either in:

+ Interactive mode
+ Batch mode

7.2.1.1 Running UDM in Interactive Mode

To run UDM in interactive mode, enter the following at the command prompt:

udm

This starts the UDM Manager. You will be greeted with a start-up message and the UDM prompt:

LIniversal Data Mover Manaaer for Windows—- 54



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

UNV2800I Universal Data Mover 6.3.0 Level 0 started.

udm>

UDM now is ready to process commands. At the udm> prompt, you can enter any UDM command.

To exit UDM, enter the following command at the udm> prompt:

quit

7.2.1.2 Running UDM in Batch Mode

To run UDM in batch mode, enter udm on the command line and specify a script file via the SCRIPT_FILE option.

For example:

udm -script script_filename

When the script file has finished executing, UDM exits automatically.

7.2.2 Configuration

Configuration consists of:

« Setting default options and preferences for all executions of UDM Manager.
+ Setting options and preferences for a single execution of UDM Manager.

Configuration options are read from the following sources:

1. Command line

2. Command file

3. Environment variables
4. Configuration file

The order of precedence is the same as the list above; command line options being the highest and configuration file being the
lowest. That is, options specified via the command line override options specified via a command file, and so on.

See Configuration Management for detailed information on these methods of configuration.

7.2.2.1 Configuration File

The configuration file provides the simplest method of specifying configuration options whose values will not change with
each command invocation. These default values are used if the options are not read from one or more other sources.

Although configuration files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager
application, accessible via the Control Panel, is the recommended way to set configuration options. The Universal
Configuration Manager provides a graphical interface and context-sensitive help, and helps protect the integrity of the
configuration file by validating all changes to configuration option values.
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Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other
options cannot be specified in the configuration file; they must be specified via one or more other sources for a single

execution of UDM Manager.

7.2.3 Configuration Options

The following table describes the configuration options used to execute UDM Manager for Windows. Each Option Name is a
link to detailed information about that configuration option.

Option Name

Description

ACTIVITY_MONITORING

Specification for whether or not product activity monitoring events are generated.

CA_CERTIFICATES

File name / ddname of the PEM-formatted trusted CA X.509 certificates.

CERTIFICATE

File name / ddname of UDM Manager's PEM-formatted X.509 certificate.

CERTIFICATE_EXPIRATION_NOTICE

Number of days prior to certificate expiration to begin issuing informational messages about
the expiration.

CERTIFICATE_REVOCATION_LIST

File name / ddname of the PEM-formatted CRL.

CODE_PAGE

Character code page used to translate text data received and transmitted over the network.

COMMENT

User-defined string.

CTL_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the control session between UDM
components.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the data session on which file data
is transferred between UDM primary and secondary servers.

ENCRYPT

Encryption method to be used in a UDM transfer session if one is not specified by an encrypt
parameter in the UDM open command.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent when UDM
is operating with network fault tolerance turned on.

HELP

Writes a description of the command options and their format.

IDLE_TIMEOUT

Number of seconds of inactivity in an interactive UDM session after which the manager will
close the session.

INSTALLATION_DIRECTORY

Directory on which UDM Manager is installed.

KEEP_ALIVE_INTERVAL

Default interval at which a keep alive message is sent from the manager to the transfer
server(s).

MERGE_LOG

Specification for whether or not to merge standard out and standard error output streams
from a remote command to the UDM transaction log.

MESSAGE_LANGUAGE

Universal Message Catalog (UMC) file used to write messages.

MESSAGE_LEVEL

Level of messages to write.
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Option Name

Description

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MODE_TYPE

Default transfer mode type for UDM sessions.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency.

NETWORK_FAULT_TOLERANT

Specification for whether or not UDM transfer sessions are network fault tolerant by default.

NLS_DIRECTORY

Directory where the UDM Manager message catalog and code page tables are located.

OPEN_RETRY

Level of fault tolerance for the open command.

OPEN_RETRY_COUNT

Maximum number of attempts that will be made to establish a session by the open command.

OPEN_RETRY_INTERVAL

Number of seconds that UDM will wait between each open retry attempt.

OUTBOUND_IP Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.
PRIVATE_KEY ddname of Manager's PEM formatted RSA private key.

PRIVATE_KEY_PWD

Password for the Manager's PRIVATE_KEY.

PROXY_CERTIFICATES

Specification for whether or not UDM will use proxy certificates in three-party transfer
sessions if a certificate is supplied to the UDM Manager.

RECONNECT_RETRY_COUNT

Number of attempts the manager will make to re-establish a transfer session when a network
fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

REMOTE_PORT

TCP port number on the remote computer used for invoking UDM Server instances.

SCRIPT

ddname from which to read a UDM script command file.

SCRIPT_OPTIONS

Options to pass to the script command file.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a UDM Server on the receiving end of a two-party transfer.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UCMD_PATH

Sets the complete path to UCMD for calls by the exec command.

UMASK

File mode creation mask.

VERIFY_HOST_NAME

Specification for whether or not the Universal Broker's X.509 certificate identity is verified.
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Option Name Description

VERSION Writes the program version information and copyright.

7.2.4 Command Line Syntax

The following figure illustrates the command line syntax of UDM Manager for Windows.

udm

[-ca_certs ddname]

[-cert ddname]

[-private_key ddname [-private_key_pwd password] |
[-proxy_certificates {yes|no}]

[-days number]

[-crl file]

[-script ddname]

[-options options]

[-codepage codepage]
[-ctl_ssl_cipher_list list]
[-data_ssl_cipher_list list]

[-encrypt {yes|no|cipher} ]

[-compress {yes|no}[{zliblhasp}] ]
[-delay seconds]

[-idle_timeout seconds]
[-keep_alive_interval seconds]

[-lang languagel]

[-level {tracelaudit|info|warn|error}[{time|notime}] ]
[-msg_suppression_list list ]
[-min_ssl_protocol option]
[-network_fault_tolerant {yes|no} [-frame_interval number] ]
[-mode_type {binary|text}]

[Fumask number]

[-outboundip host]

[-port port]

[-recvbuffersize size]

[-open_retry {yes|no}]
[-open_retry_count number]
[-open_retry_interval number]
[-retry_count number]

[-retry_interval seconds]
[-sendbuffersize size]
[-server_stop_conditions codes]
[-tcp_no_delay option]
[-tcp_window_size size]

[-tracefilelines number]

[trace_table size {error|lalways|never}]
[-verify_host_name {yes|no}/host name]
[Fcomment text]

udm
{-help | -version }
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8 Universal Data Mover Manager for UNIX

Overview
Usage

Modes of Operation
Configuration
Configuration Options

Command Line Syntax

8.1 Overview

This page provides information on the Universal Data Mover (UDM) Manager, specific to the UNIX operating system.

UDM Manager transfers files between any computers running UDM Server. Using a UDM command script, you indicate to the
UDM Manager the actions to take. The UDM Manager connects to the UDM Server (or Servers) and processes your request.

8.2 Usage

UDM Manager is executed from the command line (interactive mode) or a script (batch mode). In interactive mode, commands
come from standard input; in batch mode, they come from a script file.

This section describes the modes of operation, configuration and configuration options, and command line syntax of UDM
Manager for UNIX.

8.2.1 Modes of Operation

Under UNIX, UDM can be run either in:

Interactive mode
Batch mode

8.2.1.1 Running UDM in Interactive Mode

To run UDM in interactive mode, enter the following at the command prompt:

udm

This starts the UDM Manager. You will be greeted with a start-up message and the UDM prompt:
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UNV2800I Universal Data Mover 6.3.0 Level 0 started.

udm>

UDM now is ready to process commands. At the udm> prompt, you can enter any UDM command.

To exit UDM, enter the following command at the udm> prompt:

quit

8.2.1.2 Running UDM in Batch Mode

To run UDM in batch mode, enter udm on the command line and specify a script file via the SCRIPT_FILE option.

For example:

udm -script script_filename

When the script file has finished executing, UDM exits automatically.

8.2.2 Configuration

Configuration consists of:

« Setting default options and preferences for all executions of UDM Manager.
+ Setting options and preferences for a single execution of UDM Manager.

Configuration options are read from the following sources:

1. Command line

2. Command file

3. Environment variables
4. Configuration file

The order of precedence is the same as the list above; command line options being the highest and configuration file being the
lowest. That is, options specified via the command line override options specified via a command file, and so on.

See Configuration Management for detailed information on these methods of configuration.

8.2.2.1 Configuration File

The configuration file, udm.conf, provides the simplest method of specifying configuration options whose values will not
change with each command invocation. These default values are used if the options are not read from one or more other
sources. (See the Universal Agent 7.8.x Installation, Upgrade, and Applying Maintenance to determine the directory in which it
is located.)
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Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other
options cannot be specified in the configuration file; they must be specified via one or more other sources for a single

execution of UDM Manager.

8.2.3 Configuration Options

The following table describes the configuration options used to execute UDM Manager for UNIX. Each Option Name is a link to
detailed information about that configuration option.

Option Name

Description

ACTIVITY_MONITORING

Specification for whether or not product activity monitoring events are generated.

ALLOW_REPL_ON_RENAME

Specification for whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

BIF_DIRECTORY

Broker Interface File directory where the Universal Broker interface file is located.

CA_CERTIFICATES

File name / ddname of the PEM-formatted trusted CA X.509 certificates.

CERTIFICATE

File name / ddname of UDM Manager's PEM-formatted X.509 certificate.

CERTIFICATE_EXPIRATION_NOTICE

Number of days prior to certificate expiration to begin issuing informational messages about
the expiration.

CERTIFICATE_REVOCATION_LIST

File name / ddname of the PEM-formatted CRL.

CODE_PAGE

Character code page used to translate text data received and transmitted over the network.

COMMENT

User-defined string.

CTL_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the control session between UDM
components.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the data session on which file data
is transferred between UDM primary and secondary servers.

ENCRYPT

Encryption method to be used in a UDM transfer session if one is not specified by an encrypt
parameter in the UDM open command.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent when UDM
is operating with network fault tolerance turned on.

HELP

Writes a description of the command options and their format.

IDLE_TIMEOUT

Number of seconds of inactivity in an interactive UDM session after which the manager will
close the session.

INSTALLATION_DIRECTORY

Directory on which UDM Manager is installed.

KEEP_ALIVE_INTERVAL

Default interval at which a keep alive message is sent from the manager to the transfer
server(s).

MERGE_LOG

Specification for whether or not to merge standard out and standard error output streams
from a remote command to the UDM transaction log.
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MESSAGE_LANGUAGE

Universal Message Catalog (UMC) file used to write messages.

MESSAGE_LEVEL

Level of messages to write.

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MODE_TYPE

Default transfer mode type for UDM sessions.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency.

NETWORK_FAULT_TOLERANT

Specification for whether or not UDM transfer sessions are network fault tolerant by default.

NLS_DIRECTORY

Directory where the UDM Manager message catalog and code page tables are located.

OPEN_RETRY

Level of fault tolerance for the open command.

OPEN_RETRY_COUNT

Maximum number of attempts that will be made to establish a session by the open command.

OPEN_RETRY_INTERVAL

Number of seconds that UDM will wait between each open retry attempt.

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

PLF_DIRECTORY

Program Lock File directory that specifies the location of the UDM Manager program lock file.

PRIVATE_KEY

ddname of Manager's PEM formatted RSA private key.

PRIVATE_KEY_PWD

Password for the Manager's PRIVATE_KEY.

PROXY_CERTIFICATES

Specification for whether or not UDM will use proxy certificates in three-party transfer
sessions if a certificate is supplied to the UDM Manager.

RECONNECT_RETRY_COUNT

Number of attempts the manager will make to re-establish a transfer session when a network
fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

REMOTE_PORT

TCP port number on the remote computer used for invoking UDM Server instances.

SCRIPT_FILE

Script file containing UDM commands to execute.

SCRIPT_OPTIONS

Options to pass to the script command file.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a UDM Server on the receiving end of a two-party transfer.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UCMD_PATH

Sets the complete path to UCMD for calls by the exec command.
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UMASK File mode creation mask.

USAP_PATH Sets the complete path to USAP for calls by the execsap command.
VERIFY_HOST_NAME Specification for whether or not the Universal Broker's X.509 certificate identity is verified.
VERSION Writes the program version information and copyright.

8.2.4 Command Line Syntax

The following figure illustrates the command line syntax of UDM Manager for UNIX.

udm

[-allow_repl_on_rename {yes|no}]
[-bif_directory directory
[-plf_directory directory
[-ca_certs file]

[-cert file]

[-private_key file [-private_key_pwd password] ]
[-proxy_certificates {yes|no}]
[-days number]

[-crl file]

[-script ddname]

[-options options]

[-codepage codepage]
[-ctl_ssl_cipher_list list]
[-data_ssl_cipher_list list]
[-encrypt {yes|no|cipher} |
[-compress {yes|no}[,{zliblhasp}] ]
[-delay seconds]

[-idle_timeout seconds]
[-keep_alive_interval seconds]
[-lang language]

[-level {trace|audit|info|warn|error}[{time|notime}] ]
[-msg_suppression_list list ]
[-min_ssl_protocol option]
[-network_fault_tolerant {yes|no} [-frame_interval number] ]
[-mode_type {binary|text}]
[Fumask number]

[-outboundip host]

[-port port]

[-recvbuffersize size]
[-open_retry {yes|no}]
[-open_retry_count number]
[-open_retry_interval number]
[-retry_count number]
[-retry_interval seconds]
[-sendbuffersize size]
[-saf_key_ring name]
[-saf_key_ring_label label]
[-server_stop_conditions codes]
[-tcp_no_delay option]
[-tcp_window_size size]
[-tracefilelines number]
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[-trace_table size {error|lalways|never}]
[-verify_host_name {yes|no}|host name]
[Fcomment text]

udm
{-help | -version }
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9 Universal Data Mover Manager for IBM i

+ Overview
+ Usage
+ Workload Automation 5 for IBM i Commands
+ Modes of Operation
+ Configuration
+ Configuration Options

+ Command Line Syntax

Currently, IBM i runs Workload Automation 5.1.1. These pages provide information for that version.

9.1 Overview

This page provides information on the Universal Data Mover (UDM) Manager, specific to the IBM i operating system. It
describes the commands, modes of operation, configuration and configuration options, and command line syntax of UDM
Manager for IBM i.

UDM Manager transfers files between any computers running UDM Server. Using a UDM command script, you indicate to the
UDM Manager the actions to take. The UDM Manager connects to the UDM Server (or Servers) and processes your request.

9.2 Usage

UDM Manager is executed from the command line (interactive mode), a script file, or in batch mode. In interactive mode,
commands come from standard input; in batch mode, they come from a script file.

9.2.1 Workload Automation 5 for IBM i Commands

The names of the Workload Automation 5 for IBM i commands that are installed in the IBM i QSYS library are tagged with the
Workload Automation 5 for IBM i version / release / modification number, 511.

The names of the commands installed in the Workload Automation 5 for IBM i product library, UNVPRD511, are untagged.

To maintain consistency across releases, you may prefer to use the untagged names in your production environment. The
Change Release Tag program, UCHGRLS, lets you change the tagged command names in QSYS to the untagged command
names in UNVPRD511.

These pages reference the IBM i commands by their untagged names. If you are using commands with tagged names to run
UDM, substitute the tagged names for the untagged names in these references.
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9.2.2 Modes of Operation

Under IBM i, UDM can be run either:

In interactive mode
From a script file
In batch mode

Additionally under IBM i, UDM can use either the LIB or HFS file system.

9.2.2.1 Running UDM in Interactive Mode

To run UDM in interactive mode, enter the following at the command prompt:

STRUDM

This starts the UDM Manager. You will be greeted with a start-up message and the UDM prompt:

UNV2800I Universal Data Mover 5.1.1 Level 0 started.

udm>

UDM now is ready to process commands. At the udm> prompt, you can enter any UDM command.

To exit UDM, enter the following command at the udm> prompt:

quit

9.2.2.2 Running UDM from a Script

To invoke a UDM script, enter the following on the command line:

STRUDM SCRFILE(library/file) SCRMBR(member)

This starts the UDM Manager using the script located by library, file, and member.
When the script file has finished executing, UDM exits automatically.

UDM requires the member name (there is no default). This makes script specification under IBM i behave as it does on other
platforms. On other systems, there is no default search order as exists under IBM i. However, you can explicitly provide *FILE
as a member name to use the IBM i default file search order.

9.2.2.3 Running UDM in Batch Mode

(When running in batch mode, use a script as shown in #Running UDM from a Script.)
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To execute a batch file such as the one below, use SBMDBJOB FILE(LIBNAME/FILENAME) MBR(MBRNAME) :

//BCHJOB JOB(MYUDMJOB) ENDSEV(10)
STRUDM MYLIB/QSCRSRC UDM817
//ENDBCHJOB

Output is sent to the output queue associated with the batch job. Two spooled files will be sent to the output queue; one file
associated with standard out and one file associated with standard error.

9.2.3 Configuration

Configuration consists of:

« Setting default options and preferences for all executions of UDM Manager.
+ Setting options and preferences for a single execution of UDM Manager.

Configuration options are read from the following sources:

1. Command line

2. Command file

3. Environment variables
4. Configuration file

The order of precedence is the same as the list above; command line options being the highest and configuration file being the
lowest. That is, options specified via the command line override options specified via a command file, and so on.

Detailed information on these methods of configuration can be found in Configuration Management.

9.2.3.1 Configuration File
The configuration file provides the simplest method of specifying configuration options whose values will not change with
each command invocation. These default values are used if the options are not read from one or more other sources.

The installation default for the UDM configuration file is Workload Automation 5 installation library UNVPRD511, file
UNVCONF, and member UDM. The configuration file name can be any valid file name. It can be edited manually using an IBM i
editor such as SEU, EDTF, or any other installed source file editor, or via the IFS using a text editor. If a text editor is used to edit
the file via the IFS, the padded spaced must be removed for lines that exceed the file maximum record length.

Some options only can be specified in the configuration file; they have no corresponding command line equivalent. Other
options cannot be specified in the configuration file; they must be specified via one or more other sources for a single
execution of UDM Manager.

9.2.4 Configuration Options

The following table describes the configuration options used to execute UDM Manager for IBM i. Each Option Name is a link to
detailed information about that configuration option.

Option Name Description

ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.
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CA_CERTIFICATES File name / ddname of the PEM-formatted trusted CA X.509 certificates.

CERTIFICATE File name / ddname of UDM Manager's PEM-formatted X.509 certificate.

CERTIFICATE_REVOCATION_LIST File name / ddname of the PEM-formatted CRL.

CODE_PAGE Character code page used to translate text data received and transmitted over the network.

CODEPAGE_TO_CCSID_MAP Specification to use either the internal or external table for code page to CCSID mapping.

COMMENT User-defined string.

CTL_SSL_CIPHER_LIST Acceptable and preferred SSL/TLS cipher suites to use for the control session between UDM
components.

DATA_COMPRESSION Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST Acceptable and preferred SSL/TLS cipher suites to use for the data session on which file data

is transferred between UDM primary and secondary servers.

ENCRYPT Encryption method to be used in a UDM transfer session if one is not specified by an encrypt
parameter in the UDM open command.

EVENT_GENERATION Events to be generated as persistent events.

FRAME_INTERVAL Number of UDM transfer blocks transferred before a frame-sync message is sent when UDM
is operating with network fault tolerance turned on.

IDLE_TIMEOUT Number of seconds of inactivity in an interactive UDM session after which the manager will
close the session.

KEEP_ALIVE_INTERVAL Default interval at which a keep alive message is sent from the manager to the transfer
server(s).
MERGE_LOG Specification for whether or not to merge standard out and standard error output streams

from a remote command to the UDM transaction log.

MESSAGE_LANGUAGE Universal Message Catalog (UMC) file used to write messages.
MESSAGE_LEVEL Level of messages to write.
MIN_SSL_PROTOCOL Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.
Note

This option was introduced to IBM i in version 5.1.1.0.

MODE_TYPE Default transfer mode type for UDM sessions.

NETWORK_DELAY Expected network latency.

NETWORK_FAULT_TOLERANT Specification for whether or not UDM transfer sessions are network fault tolerant by default.
OPEN_RETRY Level of fault tolerance for the open command.

OPEN_RETRY_COUNT Maximum number of attempts that will be made to establish a session by the open command.
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OPEN_RETRY_INTERVAL

Number of seconds that UDM will wait between each open retry attempt.

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

PLF_DIRECTORY

Program Lock File directory that specifies the location of the UDM Manager program lock file.

PRIVATE_KEY

ddname of Manager's PEM formatted RSA private key.

PRIVATE_KEY_PWD

Password for the Manager's PRIVATE_KEY.

PROXY_CERTIFICATES

Specification for whether or not UDM will use proxy certificates in three-party transfer
sessions if a certificate is supplied to the UDM Manager.

RECONNECT_RETRY_COUNT

Number of attempts the manager will make to re-establish a transfer session when a network
fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

REMOTE_PORT

TCP port number on the remote computer used for invoking UDM Server instances.

SCRIPT_FILE

Script file containing UDM commands to execute.

SCRIPT_OPTIONS

Options to pass to the script command file.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

SIZE_ATTRIB

Default file creation size for physical files of both data and source file types.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a UDM Server on the receiving end of a two-party transfer.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UMASK

File mode creation mask.

VERSION

Writes the program version information and copyright.

9.2.5 Command Line Syntax

The following figure illustrates the command line syntax of UDM Manager for IBM i.

STRUDM

[PLFDIR (directory)]
[OPTIONS(options)]

[SCRFILE([library/]filename) [SCRMBR(member) ]

[CODEPAGE(codepage)]
[CTLCPHRLST (cipherlist)]
[DTACPHRLST (cipherlist)]
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[ENCRYPT {*yes|*no|cipher} ]
[COMPRESS(*{yes|no})]
[CMPRSMTH(*{zliblhasp})]

[DELAY(seconds)]

[IDLTIMOUT (seconds)]

[KEEPALIVE(seconds)]

[MODETYPE (*{bin|binary|text}]
[MSGLANG(/anguage)]
[[MSGLEVEL(*{trace|audit|info|warn|error}) [*{yes|no}] ]
[MINSSLPROTOCOL (option)]
[NETWORKFT(*{yes|no}) [FRAMEINT(number)]]
[OPENRETRY (*{yes|no} count interval)]
[OUTBOUNDIP(host)]

[PORT(port)]

[PROXYCERT (option)]

[RCVBUFSIZE(size)]

[RETRYCNT(number)]

[RETRYINT(seconds)]

[SNDBUFSIZE(size)]

[TCPNODELAY (*{yes|no})]

[TCPWINSIZE(size)]

[TRCLINES(number)]
[TRCTBL(size,*{error|always|never})]
[CACERTS(file [lib] ) [CACERTSMBR(member)] |
[CERT(file [lib] ) [CERTMBR(member)]

[PVTKEYF|PRIVATE_KEY - UDM Manager configuration option](file [lib] ) [PVTKEYFMBR(member)] [PVTKEYPWD(pass

word)] ]
[CRLFILE(file [lib]) [CRLMBR(member)] |
[COMMENT (user-defined string)]

STRUDM
[VERSION(*{yes|no})]
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10 Universal Data Mover Manager Configuration Options

10.1 Universal Data Mover Manager Configuration Options

This page provides links to detailed information on the configuration options available for use with the Universal Data Mover
Manager.

The options are listed alphabetically, without regard to any specific operating system.

10.2 Configuration Options Information

For each configuration option, these pages provide the following information.

10.2.1 Description

Describes the configuration option and how it is used.

10.2.2 Usage

Provides a table of the following information:

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form <Format / Value>
Command Line, Long Form <Format / Value>
Environment Variable <Format / Value>
Configuration File Keyword <Format / Value>
STRUDM Parameter <Format / Value>

10.2.2.1 Method

Identifies the different methods used to specify Universal Data Mover Manager configuration options:

Command Line Option, Short Form
Command Line Option, Long Form
Environment Variable
Configuration File Keyword
STRUDM Parameter
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Note

Each option can be specified using one or more methods.

10.2.2.2 Syntax

Identifies the syntax of each method that can be used to specify the option:

+ Format: Specific characters that identify the option.
- Value: Type of value(s) to be supplied for this method.

Note

If a Method is not valid for specifying the option, the Syntax field contains n/a.

10.2.2.3 (Operating System)

Identifies the operating systems for which each method of specifying the option is valid:

- IBMi
UNIX

+ Windows

+ z/0S

10.2.3 Values

Identifies all possible values for the specified value type.

Defaults are identified in bold type.

10.2.4 <Additional Information>

Identifies any additional information specific to the option.

10.3 Configuration Options List

The following table identifies all UDM Manager configuration options.

Option Description

ACK_WINDOW Amount of data transferred in Network Fault Tolerant (NFT) mode before waiting for a data acknowledgement message
from the receiver.

ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.
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Option

Description

ALLOC_ABNORMAL_DISP

Disposition of data set when an abnormal ending occurs.

ALLOC_BLKSIZE

Block size used for newly allocated data sets.

ALLOC_DATACLAS

SMS data class used for newly allocated data sets.

ALLOC_DIR_BLOCKS

Number of directory blocks for newly allocated partitioned data sets.

ALLOC_DSORG

Data set organization used for newly allocated data sets.

ALLOC_INPUT_STATUS

Status of data sets being allocated for input.

ALLOC_LRECL

Logical record length used for newly allocated data sets.

ALLOC_MGMTCLAS

SMS management class used for newly allocated data sets.

ALLOC_NORMAL_DISP

Disposition of data set when normal ending occurs.

ALLOC_OUTPUT_STATUS

Status of existing data sets being allocated for output.

ALLOC_PRIM_SPACE

Primary space allocation used for newly allocated data sets.

ALLOC_RECFM

Record format used for newly allocated data sets.

ALLOC_SEC_SPACE

Secondary space allocation used for newly allocated data sets.

ALLOC_SPACE_UNIT

Space unit in which space is allocated for newly allocated data sets.

ALLOC_STORCLAS

SMS storage class used for newly allocated data sets.

ALLOC_UNIT

Unit used for newly allocated data sets.

ALLOC_VOLSER

Volume serial number used for newly allocated data sets.

ALLOW_REPL_ON_RENAME

Specification for whether or not the UDM rename command will succeed if the new file name provided in that command
matches the name of an existing file.

BIF_DIRECTORY

Broker Interface Directory that specifies the location of the Universal Broker interface file.

CA_CERTIFICATES

File name / ddname of the PEM-formatted trusted CA X.509 certificates.

CERTIFICATE

File name / ddname of UDM Manager's PEM-formatted X.509 certificate.

CERTIFICATE_EXPIRATION_NOT
ICE

Number of days prior to certificate expiration to begin issuing informational messages about the expiration.

CERTIFICATE_REVOCATION_LIS
T

File name / ddname of the PEM-formatted CRL.

CODE_PAGE

Character code page used to translate text data.

CODEPAGE_TO_CCSID_MAP

Specification to use the internal or external table for code page to CCSID mapping.

COMMENT

User-defined string.

CTL_SSL_CIPHER_LIST

Acceptable and preferred SSL/TLS cipher suites to use for the control session between UDM components.
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Option

Description

CTL_SSL_CIPHER_SUITES

SSL/TLS 1.3 specific cipher suites to use for the control session between UDM components, or it can be used to disable
the SSL/TLS protocol.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.

DATA_SSL_CIPHER_SUITES

SSL/TLS 1.3 specific cipher suites to use for the data session on which file data is transferred between UDM primary and
secondary servers.

ENCRYPT

Encryption method to be used in a UDM transfer session if one is not specified by an encrypt parameter in the UDM open
command.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent with network fault tolerance turned on.

HELP

Displays a description of the command line options and their format.

IDLE_TIMEOUT

Number of seconds of inactivity in an interactive UDM session after which the UDM Manager will close the session.

INSTALLATION_DIRECTORY

Directory in which UDM Manager is installed.

KEEP_ALIVE_INTERVAL

Default interval at which a keep alive message is sent from the UDM Manager to the transfer server(s).

MAX_SSL_PROTOCOL

Maximum SSL/TLS protocol level that will be negotiated and used for communications channels.

MERGE_LOG

Specification for merging standard out and standard error output streams from a remote command to the UDM
transaction log.

MESSAGE_LANGUAGE

Universal Message Catalog (UMC) file used to format messages.

MESSAGE_LEVEL

Level of messages that UDM will write.

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications channels.

Note

This option was introduced to IBM i in version 5.1.1.0.

MODE_TYPE

Default transfer mode type for UDM sessions.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency (in seconds).

NETWORK_FAULT_TOLERANT

Setting for whether or not UDM transfer sessions are network fault tolerant by default.

NLS_DIRECTORY

Directory name where the UDM Manager can find its message catalog and code page tables.

OPEN_RETRY

Level of fault tolerance for the open command.

OPEN_RETRY_COUNT

Maximum number of attempts that will be made to establish a session by the open command.

OPEN_RETRY_INTERVAL

Number of seconds that UDM will wait between each open retry attempt.
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Option

Description

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM server.

PLF_DIRECTORY

Program Lock File directory that specifies the location of the UDM Manager program lock file.

PRIVATE_KEY

ddname of Manager's PEM formatted RSA private key.

PRIVATE_KEY_PWD

Password for the Manager's PRIVATE_KEY.

PROXY_CERTIFICATES

Specification for whether or not UDM will use proxy certificates in three-party transfer sessions if a certificate is supplied
to the UDM Manager.

RECONNECT_RETRY_COUNT

Number of attempts that the UDM Manager will make to re-establish a transfer session when a network fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a transfer session when a
network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

REMOTE_PORT

TCP port number on the remote computer used for invoking UDM Server instances.

SAF_KEY_RING

SAF certificate key ring name.

SAF_KEY_RING_LABEL

SAF key ring certificate label.

SCRIPT

ddname from which to read a UDM script command file.

SCRIPT_FILE

Script file containing UDM commands to execute.

SCRIPT_OPTIONS

Script options to pass into the script command file.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

SERVER_STOP_CONDITIONS

Exit codes that cause Universal Broker to cancel the corresponding UDM Server of the exited UDM Manager.

SIZE_ATTRIB

Default size for file creation of physical files for both data and source file types.

SSL_IMPLEMENTATION

SSL/TLS implementation.

SYSTEM_ID

Local Universal Broker with which the UDM Manager must register.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_RECV_BUFFER

Size of the TCP receive buffer used for socket connections.

TCP_SEND_BUFFER

Size of the TCP send buffer used for socket connections.

TCP_WINDOW_SIZE

(Renamed TCP_RECV_BUFFER.)

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UCMD_PATH Complete path to Universal Command for calls by the exec command.
UMASK File mode creation mask.
USAP_PATH Complete path to USAP for calls by the execsap command.
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Option Description
VERIFY_HOST_NAME Specification for whether or not the Universal Broker's X.509 certificate identity is verified.
VERSION Specification for writing of program version information and copyright.

10.4 ACK_WINDOW - UDM Manager configuration option

10.4.1 Description

The ACK_WINDOW option specifies the amount of data transferred in Network Fault Tolerant (NFT) mode before waiting for a
data acknowledgement message from the receiver.

ACK_WINDOW provides the ability to tune NFT data transfers. The NFT protocol can reduce data transfer rates when it waits
for an acknowledgement message. The impact is greater on high latency transmission links. Increasing the ACK_WINDOW size
will result in more data transferred before UDM waits for an acknowledgement message.

10.4.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -ack_window size [ unit]

Environment Variable UDMACKWINDOWS=size [ unit]

Configuration File Keyword ack_window size [ unit ]

STRUDM Parameter n/a

10.4.3 Values

The size value specifies the size of the acknowledgement window.

The size value is specified in units of unit. Possible unit values are

Unit Description
B Bytes (the default)
K Kilobytes (1024 bytes)
M Megabytes (1048576 bytes)

The unit value is case insensitive.
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The maximum supported size is 500M. The default is OB indicating each data message is acknowledged.

10.5 ACTIVITY_MONITORING - UDM Manager configuration option

10.5.1 Description

The ACTIVITY_MONITORING option specifies whether or not product activity monitoring events are generated.

10.5.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable n/a

Configuration File Keyword activity_monitoring option L] L] /] L]
STRUDM Parameter n/a

10.5.3 Values

option is the specification for whether or not product activity monitoring events are generated.
Valid values for option are:

yes

Activate product activity monitoring events
no

Deactivate product activity monitoring events

Default is yes.

10.6 ALLOC_ABNORMAL_DISP - UDM Manager configuration option

10.6.1 Description

The ALLOC_ABNORMAL_DISP option is a dynamic allocation option that specifies the disposition of data set when an
abnormal ending occurs.

10.6.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a
Command Line, Long Form -alloc_abnormal_disp disposition (/]
Environment Variable n/a
Configuration File Keyword alloc_abnormal_disp disposition L]
STRUDM Parameter n/a

10.6.3 Values

disposition is equivalent to the third positional parameter of the JCL DD statement's DISP parameter.
Valid values for disposition are:

+ keep
Keep the data set.
+ delete
Delete the data set.
+ catlg
Catalog the data set.
+ uncatlg
Un-catalog the data set.

Default is delete.

10.6.4 References

Refer to the IBM JCL Reference manual for complete details.

10.7 ALLOC_BLKSIZE - UDM Manager configuration option

10.7.1 Description

The ALLOC_BLKSIZE option is a dynamic allocation option that specifies the block size used for newly allocated data sets.

10.7.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_blksize size L]
Environment Variable n/a

Configuration File Keyword alloc_blksize size /]
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STRUDM Parameter n/a

10.7.3 Values

size is equivalent to the JCL DD statement's BLKSIZE parameter.
Valid values for size are any number (size of a block).
Default is 27998.

10.7.4 References

Refer to the IBM JCL Reference manual for complete details.

10.8 ALLOC_DATACLAS - UDM Manager configuration option

10.8.1 Description

The ALLOC_DATACLAS option is a dynamic allocation option that specifies the SMS data class used for newly allocated data
sets.

10.8.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_dataclas class o
Environment Variable n/a

Configuration File Keyword alloc_dataclas class /]
STRUDM Parameter n/a

10.8.3 Values

class is equivalent to the JCL DD statement's DATACLAS parameter.
Valid values for class are any SMS data classes defined in the local environment.

There is no default.

10.8.4 References

Refer to the IBM JCL Reference manual for complete details.
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10.9 ALLOC_DIR_BLOCKS - UDM Manager configuration option

10.9.1 Description

The ALLOC_DIR_BLOCKS option is a dynamic allocation option that specifies the number of directory blocks for newly
allocated partitioned data sets.

10.9.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_dir_blocks number (/]
Environment Variable n/a

Configuration File Keyword alloc_dir_blocks number L]
STRUDM Parameter n/a

10.9.3 Values

number is equivalent to the third positional parameter of the second positional parameter of the JCL DD statement's SPACE
parameter.

Valid values for number are any number (number of directory blocks to allocate).
Default is 20.

10.9.4 References

Refer to the IBM JCL Reference manual for complete details.

10.10 ALLOC_DSORG - UDM Manager configuration option

10.10.1 Description

The ALLOC_DSORG option is a dynamic allocation option that specifies the data set organization used for newly allocated data
sets.

10.10.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a
Command Line, Long Form -alloc_dsorg organization /]
Environment Variable n/a
Configuration File Keyword alloc_dsorg organization L]

STRUDM Parameter

n/a

10.10.3 Values

organization is equivalent to the JCL DD statement's DSORG parameter.

Valid values for organization are:

. po
Partitioned organization
- ps
Physically sequential

Default is ps.

10.10.4 References

Refer to the IBM JCL Reference manual for complete details.

10.11 ALLOC_INPUT_STATUS - UDM Manager configuration option

10.11.1 Description

The ALLOC_INPUT_STATUS option is a dynamic allocation option that specifies the status of data sets being allocated for

input.

10.11.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_input_status status o
Environment Variable n/a

Configuration File Keyword alloc_input_status status L]
STRUDM Parameter n/a
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10.11.3 Values

status is equivalent to the first positional parameter of the JCL DD statement's DISP parameter.
Valid values for status are:

- old
Allocate the data set exclusively.
+ shr
Allocate the data set non-exclusively.

Default is old.

10.11.4 References

Refer to the IBM JCL Reference manual for complete details.

10.12 ALLOC_LRECL - UDM Manager configuration option

10.12.1 Description

The ALLOC_LRECL option is a dynamic allocation option that specifies the logical record length used for newly allocated data
sets.

10.12.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_Irecl length L]
Environment Variable n/a

Configuration File Keyword alloc_Irecl length /]
STRUDM Parameter n/a

10.12.3 Values

length is equivalent to the first positional parameter of the JCL DD statement's LRECL parameter.
Valid values for length are any number (length of the record).
Default is 1024.
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10.12.4 References

Refer to the IBM JCL Reference manual for complete details.

10.13 ALLOC_MGMTCLAS - UDM Manager configuration option

10.13.1 Description

The ALLOC_MGMTCLAS option is a dynamic allocation option that specifies the SMS management class used for newly
allocated data sets.

10.13.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_mgmtclas class /]
Environment Variable n/a

Configuration File Keyword alloc_mgmtclas class (/]
STRUDM Parameter n/a

10.13.3 Values

class is equivalent to the first positional parameter of the JCL DD statement's MGMTCLAS parameter.
Valid values for class are any SMS management classes defined in the local environment.

There is no default.

10.13.4 References

Refer to the IBM JCL Reference manual for complete details.

10.14 ALLOC_NORMAL_DISP - UDM Manager configuration option

10.14.1 Description

The ALLOC_NORMAL_DISP option is a dynamic allocation option that specifies the disposition of data set when normal ending
occurs.
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10.14.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_normal_disp disposition L]
Environment Variable n/a

Configuration File Keyword alloc_normal_disp disposition /]
STRUDM Parameter n/a

10.14.3 Values

disposition is equivalent to the second positional parameter of the JCL DD statement's DISP parameter.
Valid values for disposition are:

+ keep
Keep the data set.
+ delete
Delete the data set.
+ catlg
Catalog the data set.
+ uncatlg
Un-catalog the data set.

Default is catlg.

10.14.4 References

Refer to the IBM JCL Reference manual for complete details.

10.15 ALLOC_OUTPUT_STATUS - UDM Manager configuration option

10.15.1 Description

The ALLOC_OUTPUT_STATUS option is a dynamic allocation option that specifies the status of data sets being allocated for
output.

10.15.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a
Command Line, Long Form -alloc_output_status status o
Environment Variable n/a
Configuration File Keyword alloc_output_status status L]
STRUDM Parameter n/a
10.15.3 Values
status is equivalent to the first positional parameter of the JCL DD statement's DISP parameter.
Valid values for status are:
* new
Create new data set.
+ shr
Allocate the data set non-exclusively.
- old
Allocate the data set exclusively.
* mod
Either create a new data set, for exclusive use, or allocate a sequential data set exclusively and add records to the end
of it.
Default is old.

10.15.4 References

Refer to the IBM JCL Reference manual for complete details.

10.16 ALLOC_PRIM_SPACE - UDM Manager configuration option

10.16.1 Description

The ALLOC_PRIM_SPACE option is a dynamic allocation option that specifies the primary space allocation used for newly
allocated data sets.

10.16.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_prim_space space /]
Environment Variable n/a
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Configuration File Keyword alloc_prim_space space /]

STRUDM Parameter n/a

10.16.3 Values

space is equivalent to the first sub-parameter of the second sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are any number (number of space units to allocate).

Default is 15.

10.16.4 References

Refer to the IBM JCL Reference manual for complete details.

10.17 ALLOC_RECFM - UDM Manager configuration option

10.17.1 Description

The ALLOC_RECFM option is a dynamic allocation option that specifies the record format used for newly allocated data sets.

10.17.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_recfm format /]
Environment Variable n/a

Configuration File Keyword alloc_recfm format L]
STRUDM Parameter n/a

10.17.3 Values

format is equivalent to the JCL DD statement's RECFM parameter.

Valid values for format are dependent on the data set organization and access method used. The following values are valid for
both partitioned and sequential data sets:

* FI[B]J[AIM]
Fixed, optionally blocked, and optionally either ANSI or Machine control characters.
- V[BJ[AIM[S]
Variable, optionally blocked, and optionally either ANSI or Machine control characters, or spanned.
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Default is VB.

10.17.4 References

Refer to the IBM JCL Reference manual for complete details.

10.18 ALLOC_SEC_SPACE - UDM Manager configuration option

10.18.1 Description

The ALLOC_SEC_SPACE option is a dynamic allocation option that specifies the secondary space allocation used for newly
allocated data sets.

10.18.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_sec_space space /]
Environment Variable n/a

Configuration File Keyword alloc_sec_space space (/]
STRUDM Parameter n/a

10.18.3 Values

space is equivalent to the second sub-parameter of the second sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are any number (number of space units to allocate).
Default is 15.

10.18.4 References

Refer to the IBM JCL Reference manual for complete details.

10.19 ALLOC_SPACE_UNIT - UDM Manager configuration option

10.19.1 Description

The ALLOC_SPACE_UNIT option is a dynamic allocation option that specifies the space unit in which space is allocated for
newly allocated data sets.
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10.19.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_space_unit space L]
Environment Variable n/a

Configuration File Keyword alloc_space_unit space /]
STRUDM Parameter n/a

10.19.3 Values

space is equivalent to the first sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are:

* number

Block length or record length
+ oyl

Cylinder allocation
« trk

Track allocation

Default is trk.

10.19.4 References

Refer to the IBM JCL Reference manual for complete details.

10.20 ALLOC_STORCLAS - UDM Manager configuration option

10.20.1 Description

The ALLOC_STORCLAS option is a dynamic allocation option that specifies the SMS storage class used for newly allocated
data sets.

10.20.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -alloc_storclas class (/]

lIniversal Data Mover Manaaer Confiauiration Ontions— 88



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

Environment Variable n/a
Configuration File Keyword alloc_storclas class o
STRUDM Parameter n/a

10.20.3 Values

class is equivalent to the JCL DD statement's STORCLAS parameter.
Valid values for class are any SMS storage classes defined in the local environment.

There is no default.

10.20.4 References

Refer to the IBM JCL Reference manual for complete details.

10.21 ALLOC_UNIT - UDM Manager configuration option

10.21.1 Description

The ALLOC_UNIT option is a dynamic allocation option that specifies the unit used for newly allocated data sets.

10.21.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_unit unit /]
Environment Variable n/a

Configuration File Keyword alloc_unit unit /]
STRUDM Parameter n/a

10.21.3 Values

unit is equivalent to the JCL DD statement's UNIT parameter.
Valid values for unit are:

* number
Device number
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* name
Unit generic or group name

Default is SYSALLDA.

10.21.4 References

Refer to the IBM JCL Reference manual for complete details.

10.22 ALLOC_VOLSER - UDM Manager configuration option

10.22.1 Description

The ALLOC_VOLSER option is a dynamic allocation option that specifies the volume serial number used for newly allocated
data sets.

10.22.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -alloc_volser number /]
Environment Variable n/a

Configuration File Keyword alloc_volser number /]
STRUDM Parameter n/a

10.22.3 Values

number is equivalent to the sub-parameter SER of the JCL DD statement's VOL parameter.
Valid values for number are any Volume serial number.

There is no default.

10.22.4 References

Refer to the IBM JCL Reference manual for complete details.
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10.23 ALLOW_REPL_ON_RENAME - UDM Manager configuration option

10.23.1 Description

The ALLOW_REPL_ON_RENAME option specifies whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

Note

Starting with UDM 5.2.0.6, delivered in the Universal Agent 5.2.0.11 maintenance release, the default behavior for a
rename command executed from a UNIX or z/OS (when using the HFS file system) UDM session was changed to fail if
the new file name matches the name of an existing file.

This was done to ensure consistency across platforms and to preserve the platform-independent nature of the UDM
scripting environment.

ALLOW_REPL_ON_RENAME is provided to allow existing applications that rely on the rename command to replace
existing files to continue executing with pre-5.2.0.6 behavior.

New scripts should be written in a way that expects the rename command to fail if the target file already exists. This
currently is the behavior when a UDM session is opened on a Windows system.

10.23.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -allow_repl_on_rename option
Environment Variable UDMALLOWREPLONRENAME=optio

n
Configuration File Keyword allow_repl_on_rename option o /]
STRUDM Parameter n/a

10.23.3 Values

option specifies whether or not an existing file will be replaced by the rename command.
Valid values for option are:

+ yes
If the target file specified in the rename command exists, it will be replaced.
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no
If the target file specified in the rename command exists, the rename command will fail.

Default is no.

10.24 BIF_DIRECTORY - UDM Manager configuration option

10.24.1 Description

The BIF_DIRECTORY option specifies the Broker Interface File (BIF) directory where the Universal Broker interface file,
ubroker.bif, is located.

10.24.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -bif_directory directory

Environment Variable UDMBIFDIRECTORY=directory

Configuration File Keyword n/a

STRUDM Parameter n/a

10.24.3 Values

directory is the name of the BIF directory.

Defaultis /var/opt/universal.

10.25 CA_CERTIFICATES - UDM Manager configuration option

10.25.1 Description

The CA_CERTIFICATES option specifies the location of the PEM-formatted trusted Certificate Authority (CA) X.509 certificates
file.

Trust CA certificates are required if Universal Broker certificate authentication and verification is desired.

10.25.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a

Command Line, Long Form -ca_certs ddname or file (/]
Environment Variable UDMCACERTS=file

Configuration File Keyword ca_certificates ddname or file /]

STRUDM Parameter

CACERTS(file [lib] )
[CACERTSMBR (member)]

10.25.3 Values

is set to openssl.

format.

IBM i file is the qualified file name of the X.509 certificates file. The file name can be qualified by a library name. If not,
the library list *LIBL is searched for the first occurrence of the file name.

UNIX file is the path name of the X.509 certificates file. Relative paths are relative the current working directory.

Windows file is the path name of the X.509 certificates file. Relative paths are relative the current working directory.

z/0S ddname is the ddname of the X.509 certificates. The value is used only when the SSL_IMPLEMENTATION option

Allocated to the ddname must be either a sequential data set or a member of a PDS that has a variable record

10.26 CERTIFICATE - UDM Manager configuration option

10.26.1 Description

The CERTIFICATE option specifies the file / ddname name of the PEM-formatted X.509 certificate that identifies the UDM

Manager.

A UDM Manager X.509 certificate is required if the Universal Broker requires client authentication.

Note

If the CERTIFICATE option is used, the PRIVATE_KEY option also is required.

10.26.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -cert ddname or file /] /] /]
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Environment Variable UDMCERT=file
Configuration File Keyword certificate ddname or file o o o o
STRUDM Parameter CERT(file [lib])

[CERTMBR (member)]

10.26.3 Values

IBM i file is the qualified file name of the X.509 certificate file. The file name can be qualified by a library name. If not,
the library list *LIBL is searched for the first occurrence of the file name.

UNIX file is the path name of the X.509 certificate file. Relative paths are relative to the current working directory.

Windows file is the path name of the X.509 certificate file. Relative paths are relative to the current working directory.

z/0S ddname is the ddname of the X.509 certificate. The value is used only when the SSL_IMPLEMENTATION option
is set to OPENSSL.

Allocated to the ddname must be either a sequential data set or a member of a PDS that has a variable record
format.

10.27 CERTIFICATE_EXPIRATION_NOTICE - UDM Manager configuration
option

10.27.1 Description

The CERTIFICATE_EXPIRATION_NOTICE option specifies the number of days prior to certificate expiration to begin issuing
informational messages about the expiration.

10.27.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -days number /] o /]
Environment Variable UDMDAYSTILEXPIRE=number
Configuration File Keyword days_til_expire number o /] (/]
STRUDM Parameter n/a

z/0S
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For OpenSSL only; not implemented for SystemSSL.

10.27.3 Values

number is the number of days prior to certificate expiration to begin issuing informational messages about the expiration.

Default is 15.

10.28 CERTIFICATE_REVOCATION_LIST - UDM Manager configuration option

10.28.1 Description

The CERTIFICATE_REVOCATION_LIST option specifies the file name / ddname of the PEM-formatted file containing the
Certificate Revocation List (CRL) issued by the trusted Certificate Authority.

10.28.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -crl ddname or file (] (/] (/]
Environment Variable UDMCRL-=file
Configuration File Keyword crl ddname or file o o o o
STRUDM Parameter CRLFILE(file [lib]) (]

[CRLMBR(member)]

10.28.3 Values

IBM i file is the qualified file name of the CRL file. The file name can be qualified by a library name. If not, the library
list *LIBL is searched for the first occurrence of the file name.

UNIX file is the path name of the file containing the CRL. Relative paths are relative to the current working directory.

Windows file is the path name of the file containing the CRL. Relative paths are relative to the current working directory.

z/0S ddname is the ddname of the file containing the CRL. The value is used only when the SSL_IMPLEMENTATION

option is set to OPENSSL.
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10.29 CODE_PAGE - UDM Manager configuration option

10.29.1 Description

The CODE_PAGE option specifies the character code page that is used to translate text data received and transmitted over the

network.

10.29.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -t codepage (/]
Command Line, Long Form -codepage codepage (/] (/] (/]
Environment Variable UDMCODEPAGE=codepage o o

Configuration File Keyword codepage codepage /] /] /]
STRUDM Parameter CODEPAGE(codepage)

10.29.3 Values

codepage is the character code page that is used to translate data.

codepage references a Universal Translate Table (UTT) file provided with the product (see UTT File Locations - UDM). UTT files
are used to translate between Unicode and the local single-byte code page. (All UTT files end with an extension of .utt.)

Note

UTF-8 is not a supported codepage value for CODE_PAGE. UTF-8 codepage is valid only for text file data translation.
Consequently, it can be specified only in the UDM open command.

10.29.3.1 Default

IBM i + IBM037

UNIX + 1S08859-1 (8-bit ASCII): ASCIl-based operating systems

z/0S + 1BM1047 (EBCDIC): Non-IBM i, EBCDIC-based operating system
Windows + 1S08859-1 (8-bit ASCII): ASCII-based operating systems
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(See Character Code Pages - UDM for a complete list of character code pages provided by Stonebranch Inc. for use with
Universal Agent.)

10.30 CODEPAGE_TO_CCSID_MAP - UDM Manager configuration option

10.30.1 Description

CAUTION!

This option is intended only for use by IBM i specialists who fully understand code pages, CCSIDs, how the two relate to
each other, and how IBM i uses CCSIDs for data translation between data streams and files. If a code page and CCSID
are not correctly matched, data corruption will occur.

The CODEPAGE_TO_CCSID_MAP option specifies whether to use the internal table or external table for code page to CCSID
mapping.

An internal table provides code page to CCSID mapping for the code page specified by the open command. The mapping only
occurs if the CCSID is required for text file mapping. For the LIB file system, this includes mapping text to source physical files
or to data files with an associated DDS file. All files in the root and QOpenSys file systems have associated CCSIDs.

This CCSID is not the same as the CCSID attribute associated with the attrib command; the UDM CCSID attribute determines
the CCSID of the target file if the file does not exist. This CCSID in the mapping table is used as the CCSID associated with the
attrib command when the default value, CODEPAGE, is specified; it also identifies the data stream CCSID, allowing the
operating system to translate the code page translated data stream to the file. However, data written to or read from a file,
record, or field with a CCSID of 65535 (or 'HEX') will not be translated.

The code page (and the mapped CCSID) from the open command is used for data mapping between the two parties involved in
a data transfer. For IBM i, the code page also is used for mapping the data stream to or from the IBM i file, whether a LIB or
HFS transfer.

Under normal circumstances, the external mapping table will not be needed. This external table replaces the internal table, so
all potentially needed code page to CCSID mappings must be provided in the external table.

Universal Agent for IBM i provides an example external table in file CP2CCSID_X, in product library UNVPRD510. For UDM to
use the external table, create a single member file with the name CDPG2CCSID in the installation library. The example file may
be used as a template by copying it to CDPG2CCSID in the same library.

10.30.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable n/a

Configuration File Keyword codepage_to_ccsid_map_opt table /]
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STRUDM Parameter n/a

10.30.3 Value

table is the specification for which table to use:

« error

Use the external table; if it is not found, report an error.
+ quiet

Use the external table; if it is not found, use the internal table. No message is issued.
* internal

Use the internal table.

Default is internal.

10.31 COMMENT - UDM Manager configuration option

10.31.1 Description

The COMMENT option specifies a user-defined string that can contain any value.

This comment will appear for the server(s) in a transfer session.

Note

You also can create a comment for the servers in a single session (or override the comment specified by this option) via
the open command.

10.31.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -comment text L] /] L]
Environment Variable n/a

Configuration File Keyword n/a

STRUDM Parameter COMMENT (user-defined string) /]
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10.31.3 Value

text is the user-defined string.

10.32 CTL_SSL_CIPHER_LIST - UDM Manager configuration option

10.32.1 Description

The CTL_SSL_CIPHER_LIST option specifies the acceptable and preferred SSL/TLS cipher suites to use for the control session
between UDM components, or it can be used to disable the SSL/TLS protocol.

The SSL/TLS protocol uses the cipher suites to specify which encryption and message authentication (or message digest)
algorithms to use.

10.32.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -ctl_ssl_cipher_list list /] /] /]
Environment Variable UDMCTLSSLCIPHERLIST=list

Configuration File Keyword ctl_ssl_cipher_list list /] o (/] /]
STRUDM Parameter CTLCPHRLST (cipherlist)

10.32.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The following table identifies the list of SSL/TLS cipher suites
supported for this option.

The list is in default order, with the most preferred suite first and the least preferred suite last.

Cipher Suite Name Description

AES256-GCM-SHA384 | 256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest.

AES256-SHA 256-bit AES encryption with SHA-1 message digest.

AES128-GCM-SHA256 | 128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest.

AES128-SHA 128-bit AES encryption with SHA-1 message digest.
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Cipher Suite Name

Description

ECDHE-RSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 256-bit AES encryption in Galois Counter Mode, SHA-2
384-bit message digest.

ECDHE-ECDSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 256-bit AES encryption in Galois Counter Mode,
SHA-2 384-bit message digest.

ECDHE-RSA-AES128-
GCM-SHA256

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 128-bit AES encryption in Galois Counter Mode, SHA-2
256-bit message digest.

ECDHE-ECDSA-AES128-

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 128-bit AES encryption in Galois Counter Mode,

GCM-SHA256 SHA-2 256-bit message digest.
RC4-SHA 128-bit RC4 encryption with SHA-1 message digest.
RC4-MD5 128-bit RC4 encryption with MD5 message digest.

DES-CBC3-SHA

128-bit Triple-DES encryption with SHA-1 message digest.

DES-CBC-SHA 128-bit DES encryption with SHA-1 message digest.
Note
As of Universal Agent 6.7.0.0, DES-CBC-SHA is supported only on HP-UX.
Additionally, any Agents on HP-UX that accept connections from, or attempt connections to, Agents on other platforms
must be configured with at least one currently supported cipher suite besides DES-CBC-SHA. Therefore, those HP-UX
Agents cannot be configured only with DES-CBC-SHA in their list of cipher suites.

NULL-SHA256 No encryption and SHA-2 256-bit message digest.

NULL-SHA No encryption and SHA-1 message digest.

NULL-MD5 No encryption and MD5 message digest.

NULL-NULL No encryption, no data authentication, SSL is not used; instead, Universal V2 Protocol(UNVVv2) is used.

A single value of NULL-NULL instead of the list disables the SSL/TLS protocol. The legacy Universal Products (UNVv2) protocol
without encryption and message authentication is used instead of SSL/TLS.

No data privacy or data integrity is provided with the UNVv2 network communications protocol.
NULL-NULL can be specified if the UDM Server ENCRYPT_CONTROL_SESSION configuration option value is no.

10.33 CTL_SSL_CIPHER_SUITES - UDM Manager configuration option

10.33.1 Description

The CTL_SSL_CIPHER_SUITES option specifies one or more SSL/TLS 1.3 specific cipher suites to use for the control session
between UDM components, or it can be used to disable the SSL/TLS protocol.
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This option is specific to TLS 1.3. To configure ciphers for TLS 1.2 and earlier, see the ct1_ss1_cipher_1list option.

10.33.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -ctl_ssl_cipher_suites list

Environment Variable UDMCTLSSLCIPHERSUITES=Iist

Configuration File Keyword ctl_ssl_cipher_suites list

The option is NOT currently supported on HP-UX

10.33.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The following table identifies the list of SSL/TLS cipher suites
supported for this option.

The list is in default order, with the most preferred suite first and the least preferred suite last.

Cipher Suite Description
TLS_AES_256_GCM_SHA384 256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest
TLS_CHACHA20_POLY1305_SHA256 256-bit CHACHA encryption with POLY1305 message authentication, SHA-2 256-bit message digest
TLS_AES_128_GCM_SHA256 128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest

10.34 DATA_COMPRESSION - UDM Manager configuration option

10.34.1 Description

The DATA_COMPRESSION option specifies whether or not data in standard 1/0 file transmissions across the network should
be compressed.

Optionally, it also can specify the compression method to use.
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10.34.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -k option[method] (/] o V]
Command Line, Long Form -compress option[method] (] (/] (/]
Environment Variable ]UDMCOMPRESS=option[,method (/] (V] (/]
Configuration File Keyword compress option[method] /] /] o /]
STRUDM Parameter COMPRESS(*option) and o

CMPRSMTH(*method)

10.34.3 Values

option is either of the following values:

+ yes
Data compression is required. All data in standard I/0 file transmissions is compressed regardless of the UDM Server
DATA_COMPRESSION option value.

* no
Data compression is not required. However, data compression still can be requested via the UDM Server
DATA_COMPRESSION option.

+ no,force
Data compression is not used, even if the UDM Server DATA_COMPRESSION option is set to yes.

Default is no.

method is either of the following values:

- zlib
Data is compressed using ZLIB compression algorithm. This method usually results in a very high compression rate,
but tends to be somewhat CPU-intensive. It is recommended in environments where controlling a process's CPU usage
is not necessarily a priority.

+ hasp
Data is compressed using the HASP compression algorithm. This method is less CPU-intensive than the ZLIB method.
It is recommended in environments where controlling CPU usage is a priority. With HASP, the compression rate, while
still very good, tends to be a little less than what is possible with the ZLIB.

Default is zlib.
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10.35 DATA_SSL_CIPHER_LIST - UDM Manager configuration option

10.35.1 Description

The DATA_SSL_CIPHER_LIST option specifies the acceptable and preferred SSL/TLS cipher suites to use for the data session
on which file data is transferred between UDM primary and secondary servers.

The SSL/TLS protocol uses the cipher suites to specify which encryption and message authentication (or message digest)

algorithms to use.

10.35.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -data_ssl_cipher_list list o (/] (/]
Environment Variable UDMDATASSLCIPHERLIST=list

Configuration File Keyword data_ssl_cipher_list list L] L] /] L]
STRUDM Parameter DTACPHRLST (cipherlist)

10.35.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The following table identifies the list of SSL/TLS cipher suites
supported for this option.

The list is in default order, with the most preferred suite first and the least preferred suite last.

Cipher Suite Name

Description

AES256-GCM-SHA384

256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest.

AES256-SHA

256-bit AES encryption with SHA-1 message digest.

AES128-GCM-SHA256

128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest.

AES128-SHA

128-bit AES encryption with SHA-1 message digest.

ECDHE-RSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 256-bit AES encryption in Galois Counter Mode, SHA-2
384-bit message digest.

ECDHE-ECDSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 256-bit AES encryption in Galois Counter Mode,
SHA-2 384-bit message digest.

ECDHE-RSA-AES128-
GCM-SHA256

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 128-bit AES encryption in Galois Counter Mode, SHA-2
256-bit message digest.
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Cipher Suite Name Description

ECDHE-ECDSA-AES128- |Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 128-bit AES encryption in Galois Counter Mode,

GCM-SHA256 SHA-2 256-bit message digest.

RC4-SHA 128-bit RC4 encryption with SHA-T message digest.

RC4-MD5 128-bit RC4 encryption with MD5 message digest.

DES-CBC3-SHA 128-bit Triple-DES encryption with SHA-1 message digest.

DES-CBC-SHA 128-bit DES encryption with SHA-1 message digest.
Note
As of Universal Agent 6.7.0.0, DES-CBC-SHA is supported only on HP-UX.
Additionally, any Agents on HP-UX that accept connections from, or attempt connections to, Agents on other platforms
must be configured with at least one currently supported cipher suite besides DES-CBC-SHA. Therefore, those HP-UX
Agents cannot be configured only with DES-CBC-SHA in their list of cipher suites.

NULL-SHA256 No encryption and SHA-2 256-bit message digest.

NULL-SHA No encryption and SHA-1 message digest.

NULL-MD5 No encryption and MD5 message digest.

NULL-NULL No encryption, no data authentication, SSL is not used; instead, Universal V2 Protocol(UNVVv2) is used.

A single value of NULL-NULL instead of the list disables the SSL/TLS protocol. The legacy Universal Products (UNVv2) protocol
without encryption and message authentication is used instead of SSL/TLS.

No data privacy or data integrity is provided with the UNVv2 network communications protocol.

10.36 DATA_SSL_CIPHER_SUITES - UDM Manager configuration option

10.36.1 Description

The DATA_SSL_CIPHER_SUITES option specifies one or more SSL/TLS 1.3 specific cipher suites to use for the data session
on which file data is transferred between UDM primary and secondary servers.

This option is specific to TLS 1.3. To configure ciphers for TLS 1.2 and earlier, see the data_ss1_cipher_1list

option.
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Method

Syntax IBMi UNIX Windows z/0S

Command Line, Short Form

n/a

Command Line, Long Form

-data_ssl_cipher_suites list

Environment Variable

UDMDATASSLCIPHERSUITES=list

Configuration File Keyword

data_ssl_cipher_suites list

The option is NOT currently supported on HP-UX

10.36.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The following table identifies the list of SSL/TLS cipher suites

supported for this option.

The list is in default order, with the most preferred suite first and the least preferred suite last.

Cipher Suite

Description

TLS_AES_256_GCM_SHA384

256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest

TLS_CHACHA20_POLY1305_SHA256

256-bit CHACHA encryption with POLY1305 message authentication, SHA-2 256-bit message digest

TLS_AES_128_GCM_SHA256

128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest

10.37 ENCRYPT - UDM Manager configuration option

10.37.1 Description

The ENCRYPT option specifies the encryption method to be used in a UDM transfer session if one is not specified by an
encrypt parameter in the UDM open command.

If an encryption method is specified by an encrypt parameter an open command, it overrides the method specified in

ENCRYPT.

10.37.2 Usage

Method

Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a
Command Line, Long Form -encrypt option o
Environment Variable UDMENCRYPT o
Configuration File Keyword encrypt option /]
STRUDM Parameter ENCRYPT (option) ]
10.37.3 Values
option is either of the following values:
+ yes
An agreed-upon cipher will be negotiated based on the UDM Server DATA_SSL_CIPHER_LIST configuration option
value.
* no
NULL-MDS5 is used as the encryption method.
« cipher

Specific cipher to use as encryption method. SSL/TLS Cipher Suites - UDM identifies the list of SSL/TLS cipher suites
provided for UDM by Stonebranch Inc.

Note

In order to establish a transfer session without using SSL/TLS for the data session, the NULL-NULL cipher must be
specified in the cipher list for any UDM Server involved in the session and in the encrypt option of the open command.

Default is no.

10.38 EVENT_GENERATION - UDM Manager configuration option

10.38.1 Description
The EVENT_GENERATION option specifies which types of events are to be generated and processed as persistent events by
the Universal Event Subsystem (UES).

A persistent event record is saved in a Universal Enterprise Controller (UEC) database, the UES database (uec.evm.db), for
long-term storage.

For a list of all event types for all Universal Agent components, see Event Definition Details.

10.38.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable n/a

Configuration File Keyword event_generation types L] L] o /]
STRUDM Parameter n/a

10.38.3 Values

type specifies a comma-separated list of event types. It allows for all or a subset of all potential event message types to be
selected.

Event type ranges can be specified by separating the lower and upper range values with a dash ( - ) character.
Event types can be selected for inclusion or exclusion:

* Inclusion operator is an asterisk ( *).
+ Exclusion operator is X or x.

10.38.4 Examples

100,101,102 Generate event types 100, 101, and 102.

100-102 Generate event types 100 through 102.

100-102,200 Generate event types 100 through 102 and 200.

* Generate all event types.

* X100 Generate all event types except for 100.

X* Generate no event types.

*X200-250,X300 Generate all event types except for 200 through 250 and 300.

Default is X* (no event types).

10.39 FRAME_INTERVAL - UDM Manager configuration option

10.39.1 Description

The FRAME_INTERVAL options sets the number of UDM transfer blocks transferred before a frame-sync message is sent
when UDM is operating with network fault tolerance on (see NETWORK_FAULT_TOLERANT option).
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10.39.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -frame_interval number

Environment Variable UDMFRAMEINTERVAL number

Configuration File Keyword frame_interval number

STRUDM Parameter FRAMEINT(number)

10.39.3 Values

number can be any number.
Default is 100.

Note

This value should not be changed without direction from Stonebranch, Inc. Customer Support. Changing this value could
degrade UDM performance.

10.40 HELP - UDM Manager configuration option

10.40.1 Description

The HELP option displays a description of the Universal Data Mover Manager command line options and their format.

10.40.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -h o o o
Command Line, Long Form -help /] /] /]
Environment Variable n/a

Configuration File Keyword n/a

STRUDM Parameter n/a
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10.40.3 Values

There are no values used with this option.

10.41 IDLE_TIMEOUT - UDM Manager configuration option

10.41.1 Description

The IDLE_TIMEOUT option sets the number of seconds of inactivity in an interactive UDM session after which the UDM
Manager will close the session.

10.41.2 Usage

Method

Syntax

IBM i

UNIX

Windows

z/0S

Command Line, Short Form

n/a

Command Line, Long Form

-idle_timeout seconds

Environment Variable

UDMIDLETIMEOUT=seconds

Configuration File Keyword

idle_timeout seconds

STRUDM Parameter

IDLTIMOUT (seconds)

10.41.3 Values

seconds can be any number.
Default is 1200.

10.42 INSTALLATION_DIRECTORY - UDM Manager configuration option

10.42.1 Description

The INSTALLATION_DIRECTORY option specifies the directory in which Universal Data Mover is installed.

10.42.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form n/a
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Environment Variable n/a
Configuration File Keyword installation_directory directory o o
STRUDM Parameter n/a

10.42.3 Values

directory is any directory.

10.42.3.1 Default

UNIX /opt/universal/udmmgr

Windows UDM Manager installation file: c:\Program Files\Universal\udmmgr

10.43 KEEP_ALIVE_INTERVAL - UDM Manager configuration option

10.43.1 Description

The KEEP_ALIVE_INTERVAL option sets the default interval (in seconds) at which a keep alive message is sent from the UDM
Manager to the transfer server(s).

If the transfer server(s) do not respond to the keep alive message within 3X this interval, a network fault is registered.

10.43.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -keep_alive_interval seconds

Environment Variable UDMKEEPALIIVEINTERVAL=seconds |@

Configuration File Keyword keep_alive_interval seconds

STRUDM Parameter KEEPALIVE(seconds)

10.43.3 Values

seconds can be any number.
Default is 120.
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10.44 MAX_SSL_PROTOCOL - UDM Manager configuration option

10.44.1 Description

The MAX_SSL_PROTOCOL option specifies the maximum SSL/TLS protocol level that will be negotiated and used for
communications channels.

10.44.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -max_ssl_protocol option

Environment Variable UDMMAXSSLPROTOCOL option

Configuration File Keyword max_ssl_protocol option

This option is NOT currently supported on HP-UX and z/0S

Values

option is the specification for the maximum SSL/TLS protocol level that will be supported.

TLS1_2
Maximum SSL/TLS protocol is TLS 1.2.
TLS1_3
Maximum SSL/TLS protocol is TLS 1.3.

Default is TLS1_2.

10.45 MERGE_LOG - UDM Manager configuration option

10.45.1 Description

The MERGE_LOG option specifies whether or not to merge standard out and standard error output streams from a remote
command to the UDM transaction log (see Universal Data Mover Remote Execution).

10.45.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable UDMMERGELOG=option
Configuration File Keyword mergelog option
STRUDM Parameter n/a

10.45.3 Values

Valid option values are:

* yes
Merge the standard out and standard error output streams.

* no
Do not merge the standard out and standard error output streams.

Default is no.

10.46 MESSAGE_LANGUAGE - UDM Manager configuration option

10.46.1 Description

The MESSAGE_LANGUAGE option specifies the Universal Message Catalog (UMC) file used to format messages.

UDM provides specific UMC files for specific languages. The first three characters of the language name are used as a three-
character suffix in the UMC file base name, UDMMC. All UMC files then have a .UMC extension.

UMC files are located in the UNVNLS file in the Universal Agent installation library (default is UNVPRD510).

10.46.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form -L language V] L] L]
Command Line, Long Form -lang language L] L] L]
Environment Variable UDMLANG=/anguage o /]

Configuration File Keyword language language ] /] /]
STRUDM Parameter MSGLANG(/anguage)

lIniversal Data Mover Manaaer Confiauiration Ontions— 112



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

10.46.3 Values

language is any UMC file provided for UDM by Stonebranch Inc.

Note

For the current release of UDM, English is the only available language.

10.47 MESSAGE_LEVEL - UDM Manager configuration option

10.47.1 Description

The MESSAGE_LEVEL option specifies the level of messages to write.

It also specifies, optionally, whether or not to write a date and time stamp with each message.

10.47.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -| level[ time] o
Command Line, Long Form -level level[time] (/] (/] (/]
Environment Variable UDMLEVEL*=*level[time] (/] (/]

Configuration File Keyword message_level level[time] /] /] /]
STRUDM Parameter MSGLEVEL (*level[*time])

10.47.3 Values

level indicates either of the following level of messages:

trace
Activates tracing and generates a trace file to which UDM writes trace messages used for debugging.

UNIX: Trace file (udm.trc) is created in the current working directory.
Z/0S: Trace file is written to the UNVTRACE ddname.

IBM i: Trace file name is *CURLIB/UNVTRCUDM(Txxxxxx), where xxxxxx is the process ID number of the job
invoking Universal Data Mover.
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Note

Use trace only as directed by Stonebranch, Inc. Customer Support.

+ audit
Issues audit, informational, warning, and error messages.
+ info
Issues informational, warning, and error messages.
+ warn
Issues warning and error messages.
* error
Issues error messages only.

10.47.3.1 Default

IBMi info
UNIX warn
Windows warn
z/0S info

time specifies either of the following:
+ time
Include a time and date stamp on each message.
* notime

Do not include a time and date stamp on each message.

IBM i

time specifies either of the following:

+ yes
Include a time and date stamp on each message.
* no
Do not include a time and date stamp on each message.
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10.47.3.2 Default

IBMi yes
UNIX and Windows notime
UNIX and Windows notime
z/0S time

10.48 MIN_SSL_PROTOCOL - UDM Manager configuration option

10.48.1 Description

The MIN_SSL_PROTOCOL option specifies the minimum SSL/TLS protocol level that will be negotiated and used for
communications channels.

10.48.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -min_ssl_protocol option ] ] o
Environment Variable UDMMINSSLPROTOCOL option
Configuration File Keyword min_ssl_protocol option /] o o (/]
STRUDM Parameter MINSSLPROTOCOL option

Note

This option was introduced to IBM i in version 5.1.1.0.

10.48.3 Values

option is the specification for the minimum SSL/TLS protocol level that will be supported.

+ TLS1_0

Minimum SSL/TLS protocol is TLS 1.0.
+ TLS1_2

Minimum SSL/TLS protocol is TLS 1.2.
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TLS1_3
TLS 1.3 is NOT currently supported on HP-UX and z/0S

Minimum SSL/TLS protocol is TLS 1.3.
Default is TLS1_2.

10.49 MODE_TYPE - UDM Manager configuration option

10.49.1 Description

The MODE_TYPE option specifies the default transfer mode type for UDM sessions.

10.49.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -mode_type type

Environment Variable UDMMODETYPE-=type

Configuration File Keyword mode_type type

STRUDM Parameter MODETYPE (*type)

10.49.3 Values

Valid type values are:

binary

Default transfer mode type is binary.
text

Default transfer mode type is text.

Default is binary.

IBM i

Valid type values are:
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+ bin

Default transfer mode type is binary.
+ binary

Default transfer mode type is binary.
+ text

Default transfer mode type is text.

Default is bin.

10.50 MSG_SUPPRESSION_LIST - UDM Manager configuration option

10.50.1 Description

The MSG_SUPPRESSION_LIST option specifies a list of message IDs representing Universal messages to be suppressed.
The list consists of zero or more comma-separated Universal message ID numbers. For example:

+ 193 - Suppress message UNVO193W only.
+ 192,193 - Suppress message UNV0192W and UNV0O193W.

Suppressed messages are not printed to logs or output, even if a condition arises that normally would produce the
message(s).

10.50.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -msg_suppression_list list

Environment Variable UDMMSGSUPPRESSIONLIST=list

Configuration File Keyword msg_suppression_list list

STRUCM Parameter n/a

10.50.3 Values

list is the list of message IDs representing Universal messages to be suppressed.
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10.51 NETWORK_DELAY - UDM Manager configuration option

10.51.1 Description

The NETWORK_DELAY option sets the expected network latency (in seconds).

10.51.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -delay seconds

Environment Variable UDMDELAY=seconds

Configuration File Keyword network_delay seconds

STRUDM Parameter DELAY(seconds)

10.51.3 Values

seconds is any number.
Default is 120.

10.52 NETWORK_FAULT_TOLERANT - UDM Manager configuration option

10.52.1 Description

The NETWORK_FAULT_TOLERANT option sets whether or not UDM transfer sessions are network fault tolerant by default.

The Network Fault Tolerant (NFT) feature allows UDM to recover from network faults and continue processing without
interruption. NFT is turned on or off with the UDM script open command.

NETWORK_FAULT_TOLERANT sets the default NFT value if it is not specified in the open command.

10.52.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -network_fault_tolerant option (/] /] V]
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Environment Variable UDMNETWORKFAULTTOLERANT=0p (@ /] o /]
tion

Configuration File Keyword network_fault_tolerant option o o o o

STRUDM Parameter NETWORKFT (*option)

10.52.3 Values

option can be either of the following values:

+ yes
Network fault tolerance is on for UDM sessions, allowing UDM to attempt to recover from a network fault and resume
the session.

* no
Network fault tolerance is off for UDM sessions.

Default is yes.

10.53 NLS_DIRECTORY - UDM Manager configuration option

10.53.1 Description

The NLS_DIRECTORY option specifies the name of the directory where the UDM Manager message catalog and code page
tables are located.

10.53.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable n/a

Configuration File Keyword nls_directory directory o o

STRUDM Parameter n/a

10.53.3 Values

directory can be any directory.
Full path names are recommended.

Relative path names are relative to the universal installation directory.
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UNIX

/opt/universal/nls

Windows

..\nls

10.54 OPEN_RETRY - UDM Manager configuration option

10.54.1 Description

The OPEN_RETRY option provides a level of fault tolerance for the open command.

If UDM cannot establish a transfer session due to network error — because a remote Broker was not running or, basically, for
any reason other than an invalid user name or password — UDM will wait a period of time (specified by the
OPEN_RETRY_INTERVAL option) and then retry to open a session.

UDM will attempt to establish a session until it is successful or it reaches the retry limit (as specified by the
OPEN_RETRY_COUNT option). If the retry limit is reached, UDM will stop attempting to establish a session and will return an

error.

10.54.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -open_retry option
Command Line, Long Form -open_retry option /] /] L]
Environment Variable UDMOPENRETRY=option o ] /]
Configuration File Keyword open_retry option (V] o /]
STRUDM Parameter OPENRETRY (*enable count

interval)

10.54.3 Values

Valid option values are:

- yes

OPEN_RETRY used by UDM Manager.

* no

OPEN_RETRY not used by UDM Manager.

Default is no.
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IBM i

The STRUDM parameter (OPENRETRY) value contains three elements: enable, count, and interval. These are the same
values specified by the OPEN_RETRY, OPEN_RETRY_COUNT, and OPEN_RETRY_INTERVAL options in the configuration
file or when using environment variables.

Valid values for enable are:

+ yes

Enable open retry.
* no

Disable open retry.

Default is no.

count is the maximum number of attempts that will be made to establish a session by the open command.
Default is 20.

interval is the number of seconds that UDM will wait between each open retry attempt.
Default is 60.

For example: OPENRETRY (*yes 20 45).

10.55 OPEN_RETRY_COUNT - UDM Manager configuration option

10.55.1 Description

The OPEN_RETRY_COUNT option sets the maximum number of attempts that will be made to establish a session by the open
command.

This option is used only if the OPEN_RETRY option is being used by UDM (value=yes)

10.55.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -open_retry_count number

Environment Variable UDMOPENRETRYCOUNT=number

Configuration File Keyword open_retry_count number

STRUDM Parameter n/a (see OPEN_RETRY option)
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10.55.3 Values

number is any number.
Default is 20.

10.56 OPEN_RETRY_INTERVAL - UDM Manager configuration option

10.56.1 Description

The OPEN_RETRY_INTERVAL option sets the number of seconds that UDM will wait between each open retry attempt (see
OPEN_RETRY_COUNT).

10.56.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -open_retry_interval number
Environment Variable UDMOPENRETRYINTERVAL=numbe | @

r
Configuration File Keyword open_retry_interval number /] o (/] /]
STRUDM Parameter n/a (see OPEN_RETRY option)

10.56.3 Values

number is any number (of seconds).
Default is 60.

10.57 OUTBOUND_IP - UDM Manager configuration option

10.57.1 Description

The OUTBOUND_IP option sets the host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

10.57.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a

Command Line, Long Form -outboundip host
Environment Variable UDMOUTBOUNDIP=host
Configuration File Keyword outbound_ip host
STRUDM Parameter OUTBOUNDIP (host)

10.57.3 Values

host is the required IP address.

There is no default.

10.58 PLF_DIRECTORY - UDM Manager configuration option

10.58.1 Description

The PLF_DIRECTORY option specifies the Program Lock File (PLF) directory where the program lock files are located.

A program lock file is created and used by the UDM Manager process to store manager process termination information for
the Universal Broker.

IBM i

Do not include this directory in any system or backup that requires an exclusive lock on the directory while UDM is
running.

10.58.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -plf_directory directory

Environment Variable UDMPLFDIRECTORY=directory

Configuration File Keyword n/a

STRUDM Parameter PLFDIR(directory) L]
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10.58.3 Values

directory is the name of the PLF directory.

A full path name must be specified.

_____________________________________________________________________________________________________________________|
UNIX

Default= /var/opt/universal/tmp.

___________________________________________________________________________________________________________|
IBMi

Default = /tmp .

10.59 PRIVATE_KEY - UDM Manager configuration option

10.59.1 Description

The PRIVATE_KEY option specifies the location of the PEM-formatted RSA private key that corresponds to the X.509
certificates specified by the CERTIFICATE option.

Note
PRIVATE_KEY is required only if a certificate is specified by CERTIFICATE.

z/0S
PRIVATE_KEY is used only when the SSL_IMPLEMENTATION option is set to openssl.

10.59.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Command Line, Short Form n/a
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Command Line, Long Form

-private_key ddname or file o o /]

Environment Variable

UDMPRIVATEKEY=file

Configuration File Keyword

private_key ddname or file o o o o

STRUDM Parameter

PVTKEYF(file [UTIL:lib])

10.59.3 Values

file is the qualified name of the PEM-formatted RSA private key file that corresponds to the X.509 certificates.

IBMi
The file name can be qualified by a library name. If not, the library list *LIBL is searched for the first occurrence
of the file name.

UNIX file is the path of the PEM-formatted RSA private key file that corresponds to the X.509 certificates.

Windows file is the path of the PEM-formatted RSA private key file that corresponds to the X.509 certificates.

z/0S ddname is the ddname of the PEM-formatted RSA private key that corresponds to the X.509 certificates.

Allocated to the ddname must be either a sequential data set or a member of a PDS that has a variable record
format.

10.60 PRIVATE_KEY_PWD - UDM Manager configuration option

10.60.1 Description

The PRIVATE_KEY_PWD option specifies the password or passphrase for the PEM-formatted RSA private key specified with

the PRIVATE_KEY option.

Note

Whether or not the password is required or not depends on whether or not it is required by the private key.

z/0S
PRIVATE_KEY_PWD is used only when the SSL_IMPLEMENTATION option is set to OPENSSL.

10.60.2 Usage

Method

Syntax IBMi UNIX Windows z/0S
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Command Line, Short Form n/a

Command Line, Long Form -private_key_pwd password o (/] (/]
Environment Variable UDMPRIVATEKEYPWD=password | @

Configuration File Keyword private_key_password=password | @ L] L]
STRUDM Parameter PVTKEYPWD (password)

10.60.3 Values

password is the password for the private key.

IBMi
Characters may be incorrectly translated due to reverse representations under 037 and 1047 CCSIDs:

+ hat (circumflex): logical not
«+ left bracket: Y acute
+ right bracket: diaeresis (umlaut)

The hex/decimal exchanges are:

+ 5F/95:B0/176
+ AD/173:BA/186
BD/189: BB/187

10.61 PROXY_CERTIFICATES - UDM Manager configuration option

10.61.1 Description
The PROXY_CERTIFICATES option specifies whether or not UDM will use the managers certificate in a three-party transfer
session if a certificate is supplied to the UDM Manager.

Proxy certificates are used only for three-party transfer sessions. All components, manager, primary and secondary, must be
version 3.2 or later and must be using OpenSSL (System SSL does not support proxy certificates).

If PROXY_CERTIFICATES is set to yes, the UDM Manager's certificate is used to create a proxy certificate for the primary to use
when connecting to the secondary. The proxy certificate has the same subject name as the managers certificate, so the
certificate ACL for the secondary can be set up to look just like the primary's ACL.

Note

For more information on X509 proxy certificates, see the RFC at:
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http://www.globus.org/alliance/publications/papers/pki04&#45;welch&#45;proxy&#45;cert&#45;final.pdf

10.61.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -proxy_certificates option L] /] /]
Environment Variable UDMPROXYCERTIFICATES=0ption

Configuration File Keyword proxy_certificates option (/] o (/] (/]
STRUDM Parameter PROXYCERT (option)

10.61.3 Values

option is the specification for whether or not UDM will use proxy certificates.
Valid values for option are:

+ yes
UDM will use proxy certificates.

* no
UDM will not use proxy certificates.

Default is no.

10.62 RECONNECT_RETRY_COUNT - UDM Manager configuration option

10.62.1 Description

The RECONNECT_RETRY_COUNT option sets the number of attempts that the UDM Manager will make to re-establish a
transfer session when a network fault occurs.

10.62.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -retry_count number

Environment Variable UDMRETRYCOUNT=number

Configuration File Keyword reconnect_retry_count number
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STRUDM Parameter RETRYCNT(number) /]

10.62.3 Values

number is any number.

Default is 20.

10.63 RECONNECT_RETRY_INTERVAL - UDM Manager configuration option

10.63.1 Description

The RECONNECT_RETRY_INTERVAL option sets the number of seconds that UDM will wait between each successive attempt
to reestablish a transfer session when a network fault occurs.

10.63.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -retry_interval seconds

Environment Variable UDMRETRYINTERVAL=seconds

Configuration File Keyword reconnect_retry_interval seconds

STRUDM Parameter RETRYINT(seconds)

10.63.3 Values

seconds is any number of seconds to wait.
Default is 60.

10.64 RECV_BUFFER_SIZE - UDM Manager configuration option

10.64.1 Description

The RECV_BUFFER_SIZE option sets the size (in bytes) of the application's incoming buffer for UDM.
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10.64.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -recvbuffersize size

Environment Variable UDMRECVBUFSSIZE=size

Configuration File Keyword recv_buffer_size size

STRUDM Parameter RCVBUFSIZE(size)

10.64.3 Values

size is the number of bytes.

If a buffer size of 0 is specified, UDM will set the application buffer size using internal limits. To explicitly define the application
buffer size, specify a value other than 0.

10.64.3.1 Default

IBM i 0

UNIX 0

Windows 1024

z/0S 0
Note

The size of the receive buffer should be changed only when performance tweaking is necessary. Changing this value
could affect performance adversely.

10.65 REMOTE_PORT - UDM Manager configuration option

10.65.1 Description

The REMOTE_PORT option specifies the TCP port on the remote computer used for invoking UDM Server instances.
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10.65.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -p port o (/] (/]
Command Line, Long Form -port port /] /] /]
Environment Variable UDMPORT=port ] /]

Configuration File Keyword port port /] /] /]
STRUDM Parameter PORT(port)

10.65.3 Values

port is the TCP port on the remote computer.
Valid values for port are:

* Number
+ Service name (for example, ubroker)

Default is 7887.

10.66 SAF_KEY_RING - UDM Manager configuration option

10.66.1 Description

The SAF_KEY_RING option specifies the SAF (RACF is a SAF implementation) certificate key ring name that the Universal Data
Mover job should used for its certificate.

The key ring must be associated with the user profile with which the Universal Data Mover job executes.

SAF_KEY_RING is required if the SSL_IMPLEMENTATION option is set to system.

10.66.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -saf_key_ring name

Environment Variable UDMSAFKEYRING=name
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Configuration File Keyword saf_key_ring name /]

STRUDM Parameter n/a

10.66.3 Values

name is the name of the SAF certificate key ring.

10.67 SAF_KEY_RING_LABEL - UDM Manager configuration option

10.67.1 Description

The SAF_KEY_RING_LABEL option specifies the label of the certificate in the SAF (RACF is a SAF implementation) certificate
key ring that the Universal Data Mover job should use for its certificate.

(The key ring is specified by the SAF_KEY_RING option.)

10.67.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -saf_key_ring_label label

Environment Variable UDMSAFKEYRINGLABEL=/abel

Configuration File Keyword saf_key_ring_label label

STRUDM Parameter n/a

10.67.3 Values

label is the label of the SAF certificate key ring.

Default is default certificate in the key ring.

10.68 SCRIPT - UDM Manager configuration option

10.68.1 Description

The SCRIPT option specifies the ddname from which to read a UDM script command file.
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Note
This option overrides the default UNVSCR ddname.

10.68.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form -s ddname o
Command Line, Long Form -script ddname (V]
Environment Variable n/a

Configuration File Keyword n/a

STRUDM Parameter n/a

10.68.3 Values

ddname is the ddname from which to read the file.

10.69 SCRIPT_FILE - UDM Manager configuration option

10.69.1 Description

The SCRIPT_FILE option specifies a script file containing UDM commands to execute.

UDM requires a member name; however, the value *FILE is valid and provides the IBM i default file search order.

10.69.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form -s filename o o
Command Line, Long Form -script filename o /]
Environment Variable UDMSCRIPT=filename o o o

Configuration File Keyword

n/a
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STRUDM Parameter

SCRFILE( [library/ ] filename ) | @
[SCRMBR (member) ]

10.69.3 Values

filename is the name of the file from which the script is read.

10.70 SCRIPT_OPTIONS - UDM Manager configuration option

10.70.1 Description

The SCRIPT_OPTIONS option specifies options to pass to the script command file.

Note

This option is valid only if a script file is specified.

10.70.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form -0 options (/] (/] (/]
Command Line, Long Form -options options (/] (/] (/]
Environment Variable UDMOPTIONS=options o (/] (/]

Configuration File Keyword n/a

STRUDM Parameter OPTIONS (options) /]

10.70.3 Values

options is the name of the options to pass to the script file.

IBM i

If options contain spaces, it must be enclosed in double (") quotation marks. If a quotation mark is part of the
value, prefix it with the Windows escape character, backslash (\).
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UNIX If options contain spaces, it must be enclosed in double (") quotation marks. If a quotation mark is part of the
value, prefix it with the Windows escape character, backslash (\).

Windows If options contain spaces, it must be enclosed in double (") quotation marks. If a quotation mark is part of the
value, prefix it with the Windows escape character, backslash (\).

z/0S The format of options is the same as the UDM script call command.

10.71 SEND_BUFFER_SIZE - UDM Manager configuration option

10.71.1 Description

The SEND_BUFFER_SIZE option sets the size (in bytes) of the application's outgoing buffer for UDM.

10.71.2 Usage

Method

Syntax

IBM i

UNIX

Windows

z/0S

Command Line, Short Form

n/a

Command Line, Long Form

-sendbuffersize size

Environment Variable

UDMSENDBUFSSIZE=size

Configuration File Keyword

Send_buffer_size size

STRUDM Parameter

SNDBUFSIZE (size)

10.71.3 Values

size is the number of bytes.

If a buffer size of 0 is specified, UDM will set the application buffer size using internal limits. To explicitly define the application
buffer size, specify a value other than 0.

10.71.3.1 Default

IBMi 0
UNIX 0
Windows 1024
z/0S 0

lIniversal Data Mover Manaaer Confiauration Ontions— 134




Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

Note

The size of the send buffer should be changed only when performance tweaking is necessary. Changing this value could
affect performance adversely.

10.72 SERVER_STOP_CONDITIONS - UDM Manager configuration option

10.72.1 Description

The SERVER_STOP_CONDITIONS option specifies one or more exit codes of the executing UDM Manager that should trigger
the locally running Universal Broker to cancel the corresponding UDM Server for the exited UDM Manager.

10.72.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -server_stop_conditions codes
Environment Variable UDMSERVERSTOPCONDITIONS=cod

es
Configuration File Keyword server_stop_conditions codes L]
STRUDM Parameter n/a

10.72.3 Values

codes is an exit code, or a comma-separated list of exit codes, that should cause the UDM Server to be cancelled.
z/0S ABEND codes are specified in two different formats:

System ABEND code: Starts with S followed by a 3-character hexadecimal value.
User ABEND code: Starts with U followed by a 4-character decimal value.

For example, when a job is terminated with the CANCEL console command, the job ends with a system ABEND code of S222.

There is no default.
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10.73 SIZE_ATTRIB - UDM Manager configuration option

10.73.1 Description

The SIZE_ATTRIB option sets the default size (number of records) for file creation of physical files for both data and source file
types.

10.73.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable UDMSIZEATTRIB=size

Configuration File Keyword size_attrib size

STRUDM Parameter n/a

10.73.3 Values

size is the number of records.
Other than the leading * for *NOMAYX, it can be any valid value. (To specify *NOMAX, enter NOMAX'.)

The values for Initial Number of Records, Increment Number of Records, and Maximum increments are comma-separated, not
space-separated.

Examples:

1000,100,100
10000,499
50000

UDM uses this value as the default file SIZE attribute. (See UDM - IBM i LIB File System Attributes for details.)

Default is empty string.

10.74 SSL_IMPLEMENTATION - UDM Manager configuration option

10.74.1 Description

The SSL_IMPLEMENTATION option specifies the SSL/TLS implementation to be used for network communications.
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10.74.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -ssl_implementation option

Environment Variable UDMSSLIMPLEMENTATION=0ption

Configuration File Keyword ssl_implementation option

STRUDM Parameter n/a

10.74.3 Values

option is the SSL/TLS implementation to be used.
Valid values for option are:

+ openssl
OpenSSL SSL library is used for the SSL/LS protocol.

+ system
z/0S System SSL library is used for the SSL/TLS protocol. The z/0OS System SSL library has installation and
configuration prerequisites. (See the Universal Agent 7.8.x Installation, Upgrade, and Applying Maintenance for a
description of the prerequisites before using System SSL.)

Default is openssl.

10.75 SYSTEML_ID - UDM Manager configuration option

10.75.1 Description

The SYSTEMLID option identifies the local Universal Broker with which the UDM Manager must register before the Manager
performs any request.

Each Universal Broker running on a system is configured with a system identifier that uniquely identifies the Broker.

10.75.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -system_id ID

Environment Variable UDMSYSTEMID=ID

Configuration File Keyword n/a

lIniversal Data Mover Manaaer Confiaiiration Ontions— 137


https://stonebranchdocs.atlassian.net/wiki/spaces/UA78/pages/1086503995/Universal+Agent+7.8.x+Installation+Upgrade+and+Applying+Maintenance

Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

STRUDM Parameter n/a

10.75.3 Values

ID is the system identifier of the local Universal Broker.

10.75.4 References

Refer to the local Universal Broker administrator for the appropriate system ID to use.

10.76 TCP_NO_DELAY - UDM Manager configuration option

10.76.1 Description

The TCP_NO_DELAY option specifies whether or not to use TCP packet coalescing.

The packet coalescing algorithm, which can delay the sending of small amounts of data over the network, is designed to
improve network congestion. However, since it can have a significantly negative effect on the performance of UDM,
TCP_NO_DELAY specifies - by default - not to use TCP packet coalescing.

10.76.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -tcp_no_delay option o

Environment Variable

UDMTCPNODELAY=option

Configuration File Keyword

tcp_no_delay option

STRUDM Parameter

TCPNODELAY (option)

10.76.3 Values

option is the specification for whether or not to use TCP packet coalescing.

Valid values for option are:

- yes

Do not use TCP packet coalescing.

* no

Use TCP packet coalescing.

Default is yes.
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10.77 TCP_RECV_BUFFER - UDM Manager configuration option

10.77.1 Description

The TCP_RECV_BUFFER option specifies the size of the TCP receive buffer used for socket connections.

TCP_RECV_BUFFER provides the ability to tune TCP data transfer performance between a UDM manager and a UDM server,
that is for UDM two-party sessions. See Network Data Transfer Tuning for a description on using this option to tune data
transfer performance.

UDM will instruct TCP to set the socket receive buffer to the specified size. The actual TCP receive buffer size used is
determined by TCP based on its configuration. The TCP configuration can limit the buffer size to a maximum value for
example.

The UDM manager establishes a socket connection with the UDM server by first connecting to the remote Universal Broker.
Universal Broker will start a UDM server and pass the socket connection to the UDM server. The TCP buffers are set when the
connection is first established. Consequentially, the Universal Broker TCP buffers must be configured as well to tune data
transfer performance. Refer to Universal Broker TCP_RECV_BUFFER and TCP_SEND_BUFFER options.

UDM three-party sessions transfer data between two UDM servers, the primary and secondary. The primary UDM server
establishes a socket connection with the secondary Universal Broker in order to start the secondary UDM server. TCP buffers
for the socket connection between the primary and secondary UDM servers are configured with the TCP_SEND_BUFFER and
TCP_RECV_BUFFER options of the primary UDM server and the secondary Universal Broker.

10.77.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -tcp_recv_buffer size [ unit |

Environment Variable UDMTCPRECVBUFFER=size [ unit]

Configuration File Keyword tcp_recv_buffer size [ unit ]

STRUDM Parameter n/a

10.77.3 Values

The size value specifies the requested size of the TCP receive buffer.

The size value is specified in units of unit. Possible unit values are

Unit Description
B Bytes (the default)
K Kilobytes (1024 bytes)
M Megabytes (1048576 bytes)
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Unit Description

G Gigabytes (1073741824 bytes)

The unit value is case insensitive.

The maximum supported buffer size is 1G. The default is 0B.

10.78 TCP_SEND_BUFFER - UDM Manager configuration option

10.78.1 Description

The TCP_SEND_BUFFER option specifies the size of the TCP send buffer used for socket connections.

TCP_SEND_BUFFER provides the ability to tune TCP data transfer performance between a UDM manager and a UDM server,
that is for UDM two-party sessions. See Network Data Transfer Tuning for a description on using this option to tune data
transfer performance.

UDM will instruct TCP to set the socket send buffer to the specified size. The actual TCP send buffer size used is determined
by TCP based on its configuration. The TCP configuration can limit the buffer size to a maximum value for example.

The UDM manager establishes a socket connection with the UDM server by first connecting to the remote Universal Broker.
Universal Broker will start a UDM server and pass the socket connection to the UDM server. The TCP buffers are set when the
connection is first established. Consequentially, the Universal Broker TCP buffers must be configured as well to tune data
transfer performance. Refer to Universal Broker TCP_RECV_BUFFER and TCP_SEND_BUFFER options.

UDM three-party sessions transfer data between two UDM servers, the primary and secondary. The primary UDM server
establishes a socket connection with the secondary Universal Broker in order to start the secondary UDM server. TCP buffers
for the socket connection between the primary and secondary UDM servers are configured with the TCP_SEND_BUFFER and
TCP_RECV_BUFFER options of the primary UDM server and the secondary Universal Broker.

10.78.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -tcp_send_buffer size [ unit]

Environment Variable UDMTCPSENDBUFFER=size [ unit]

Configuration File Keyword tcp_send_buffer size [ unit]

STRUDM Parameter n/a

10.78.3 Values

The size value specifies the requested size of the TCP send buffer.

The size value is specified in units of unit. Possible unit values are
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Unit Description
B Bytes (the default)
K Kilobytes (1024 bytes)
M Megabytes (1048576 bytes)
G Gigabytes (1073741824 bytes)

The unit value is case insensitive.

The maximum supported buffer size is 1G. The default is 0B.

10.79 TCP_WINDOW_SIZE - UDM Manager configuration option

As of Universal Agent 5.2.0.4, TCP_WINDOW_SIZE has been renamed TCP_RECV_BUFFER.
For backward compatibility, TCP_WINDOW_SIZE is still supported.

10.80 TRACE_FILE_LINES - UDM Manager configuration option

10.80.1 Description

The TRACE_FILE_LINES option specifies the maximum number of lines to write to the trace file.

When the maximum number of lines has been reached, the trace file will wrap around and start writing trace entries after the
trace header lines.

Tracing is activated, and a trace file is generated, when the MESSAGE_LEVEL option is set to trace.

10.80.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -tracefilelines number L] /] /]
Environment Variable UDMTRACEFILELINES=number o

Configuration File Keyword trace_file_lines number /] ] /] /]
STRUDM Parameter TRCLINES(number)
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number is the maximum number of lines.

Default is 200,000.

IBMi

The current record length is 384 characters.

As allocated on the AS/400 (i5), the maximum number of records is 509,000. To increase the value of
TRACE_FILE_LINES beyond this number, a manual adjustment of the file size via the CHGPF command is required.

Note
1. The file is not created until the first time Universal Data Mover Manager trace is used.
2. Deleting the trace file will reset the maximum number of records to 509,000.

3. To clear the trace file without resetting the maximum number of records that the file may contain, use the
RMVM FILE(*CURLIB/UNVTRCUDM) MBR(*ALL) command. Substitute an appropriate library for *CURLIB if
needed.

Setting a number of records larger than the maximum number of records allocated to the trace file will result in a prompt
sent to QSYSOPR. Unless a default response is set for this message (CPA5305), the PROCESS WILL HANG waiting for
the QSYSOPR response.

UNIX

The average size of a trace file line is 50 characters.

z/0S

This option has no effect when the UNVTRACE ddname allocates a JES SYSOUT data set.

The average size of a trace file line is 50 characters.

10.81 TRACE_TABLE - UDM Manager configuration option

10.81.1 Description

The TRACE_TABLE option specifies the size of a wrap-around trace table maintained in memory.

The trace table is written when the program ends under the conditions specified by this option.

Tracing is activated, and a trace file is generated, when the MESSAGE_LEVEL option is set to trace.

10.81.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a
Command Line, Long Form -trace_table size,condition o o (/]
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Environment Variable UDMTRACETABLE=size,condition |@
Configuration File Keyword trace_table size,condition o o o o
STRUDM Parameter TRCTBL(size, *condition)

10.81.3 Values

size is the size (in bytes) of the table. (A value of 0 indicates that the trace table is not used.)
The size can be suffixed with either of the following characters:

+ Miindicates that the size is specified in megabytes
+ Kindicates that the size is specified in kilobytes

For example, 50M indicates that 50 X 1,048,576 bytes of memory is allocated for the trace table.

condition is the condition under which the trace table is written.
Possible values for condition are:

+ error
Write the trace table if the program ends with a non-zero exit code.
« always
Write the trace table when the program ends regardless of the exit code.
* never
Never write the trace table.

10.82 UCMD_PATH - UDM Manager configuration option

10.82.1 Description

The UCMD_PATH option sets the complete path to Universal Command (UCMD) for calls by the exec command.

10.82.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable UDMUCMDPATH=path

Configuration File Keyword ucmd_path path

STRUDM Parameter n/a
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10.82.3 Values

path must contain the UCMD file itself (for example: /opt/universal/bin/ucmd).

By default, the UCMD_PATH option is not set; UDM uses the PATH environment variable to call UCMD.

10.83 UMASK - UDM Manager configuration option

10.83.1 Description
The UMASK option specifies the file mode creation mask. It affects the file permission bits of newly created files and

directories.

When the file permission mode is not obtained from the source file, newly created files are created with a permission mode of
666, which is read-write permission for the owner, group, and other categories. All directories are created with a permission
mode of 777, which is read-write-execute permission for owner, group, and other categories. UDM uses UMASK to turn off
selected permission bits by subtracting the value of UMASK from the file mode 666 or directory mode 777.

Note

To set file permissions, the File Permission (mode) attribute is the recommended method.

10.83.2 Usage

Method Syntax IBM i UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -umask number

Environment Variable UDMUMASK=number

Configuration File Keyword umask number

STRUDM Parameter n/a

10.83.3 Values

number can be any number, 001 to 666.
Default is 026.
The default value, 026, results in file permission 640 (666 - 026 = 640), which is:

 read-write for the owner
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read for the group
none for others

The default value, 026, results in directory permission 751 (777 - 026 = 751), which is:

read-write-execute for the owner
read-execute for the group
execute for others

10.83.4 References

Refer to the UNIX man page umask(1) for complete details.

10.84 USAP_PATH - UDM Manager configuration option

10.84.1 Description

The USAP_PATH option sets the complete path to USAP for calls by the execsap command.

10.84.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form n/a

Environment Variable UDMUSAPDPATH=path

Configuration File Keyword usap_path path

STRUDM Parameter n/a

10.84.3 Values

path must contain the USAP file itself (for example: /opt/universal/bin/usap).

By default, the USAP_PATH option is not set; UDM uses the PATH environment variable to call USAP.

10.85 VERIFY_HOST_NAME - UDM Manager configuration option

10.85.1 Description

The VERIFY_HOST_NAME option specifies whether or not the Universal Broker's X.509 certificate identity is verified.
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+ For a two-party transfer session, VERIFY_HOST_NAME option specifies whether or not the UDM Manager originating
the session should verify the UDM server's Universal Broker X.509 certificate identity.

+ For a three-party transfer session, VERIFY_HOST_NAME option specifies whether or not the UDM Manager originating
the session should verify the primary server's Universal Broker X.509 certificate identity.

Verification consists of verifying that the certificate is issued by a trusted CA. The CA_CERTIFICATES option specifies which
CA certificates are considered trusted.

The identity is verified by matching the value specified by VERIFY_HOST_NAME to the Universal Broker's certificate host value.
The following certificate fields can be matched:

- X.509 commonName attribute of the subject field's Distinguished Name (DN) value
+ X.509 v3 dNSName field of the subjectAltName extension value
+ X.509 v3 iPAddress field of the subjectAltName extension value

One of these fields must match for identification to be considered successful. If either verification or identification fails, the
session is rejected and the UCMD Manager terminates.

10.85.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -verify_host_name option o o o
Environment Variable UDMVERIFYHOSTNAME=option

Configuration File Keyword verify_host_name option o o (/]
STRUCM Parameter n/a

10.85.3 Values

option is the specification for whether or not the X.509 certificate identity is verified.
Valid values for option are:

* no
Certificate identity is not verified.
+ yes
UDM Manager will verify the host name of the UDM Server (two-party transfer), or Primary server will verify the host
name of the Secondary server (three-party transfer), against the name contained in the server's Broker X.509 certificate.
+ host name
Certificate identity is verified using the host name.

Default is no.
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10.86 VERSION - UDM Manager configuration option

10.86.1 Description

The VERSION option writes the program version information and copyright.

10.86.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form v o o o
Command Line, Long Form -version o (/] o
Environment Variable n/a

Configuration File Keyword n/a

STRUDM Parameter VERSION(*option) /]

10.86.3 Values

There are no values used with this option (except for IBM i).

IBM i

Valid values for option are:

+ yes
Write the program version information and copyright.
* no
Do not write the program version information and copyright.
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11 Universal Data Mover Server for z/0S

+ Overview
+ Component Definition
+ Configuration

+ Configuration File

+ Configuration Options
« Universal Access Control List

+ UACL Entries

11.1 Overview

This page provides information on the Universal Data Mover (UDM) Server, specific to the z/OS operating system.

11.2 Component Definition

All Universal Agent components managed by Universal Broker have a component definition. The component definition is a text
file of options containing component-specific information required by Universal Broker. (For details on how Universal Broker
manages components, see the Universal Broker 7.8.x Reference Guide.)

The UDM Server for z/0S component definition is located in the component definition library #HLQ.UNV.UNVCOMP allocated
to the Universal Broker ddname UNVCOMP. The UDM Server component definition member is UDSCMPO00.

The following table identifies all of the options that comprise the UDM Server for z/0S component definition. Each Option
Name is a link to detailed information about that component definition option.

Option Name

Description

AUTOMATICALLY_START

Specification for whether or not UDM Server starts automatically when Universal Broker is
started.

COMPONENT_NAME

Name by which the clients know the UDM Server.

CONFIGURATION_FILE

Member name of the UDM Server configuration file in the UNVCONF library allocated to the
Broker ddname UNVCONF.

RUNNING_MAXIMUM

Maximum number of UDM Servers that can run simultaneously.

START_COMMAND

Member name of the UDM Server program.

WORKING_DIRECTORY

HMS directory used as the working directory of the UDM Server.
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11.3 Configuration

Universal Data Mover Server configuration consists of defining runtime and default values.

11.3.1 Configuration File

The configuration file provides the simplest method of specifying configuration values that will not change with each
command invocation.

The UDM Server configuration file name is specified in the Universal Data Mover Server component definition (see Universal
Data Mover Component Definition Options). The default name is UDSCFGO0O0. The name refers to a member in the PDS
allocated to the Universal Broker ddname UNVCONF.

11.3.2 Configuration Options

The following table identifies all UDM Server for z/0S command options. Each Option Name is a link to detailed information

about that option.

Option

Description

ACTIVITY_MONITORING

Specification for whether or not product activity monitoring events are generated.

ALLOC_ABNORMAL_DISP

Abnormal disposition of a data set being allocated.

ALLOC_BLKSIZE

Block size used for newly allocated data sets.

ALLOC_DATACLAS

SMS data class used for newly allocated data sets.

ALLOC_DIR_BLOCKS

Number of directory blocks for newly allocated partitioned data sets.

ALLOC_DSORG

Data set organization used for newly allocated data sets.

ALLOC_INPUT_STATUS

Status of data sets being allocated for input.

ALLOC_LRECL

Logical record length used for newly allocated data sets.

ALLOC_MGMTCLAS

SMS management class used for newly allocated data sets.

ALLOC_NORMAL_DISP

Normal disposition of a data set being allocated.

ALLOC_OUTPUT_STATUS

Status of existing data sets being allocated for output.

ALLOC_PRIM_SPACE

Primary space allocation used for newly allocated data sets.

ALLOC_RECFM

Record format used for newly allocated data sets.

ALLOC_SEC_SPACE

Secondary space allocation used for newly allocated data sets.

ALLOC_SPACE_UNIT

Space unit in which space is allocated for newly allocated data sets.

ALLOC_STORCLAS

SMS storage class used for newly allocated data sets.

ALLOC_UNIT

Unit used for newly allocated data sets.
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Option

Description

ALLOC_VOLSER

Volume serial number used for newly allocated data sets.

ALLOW_REPL_ON_RENAME

Specification for whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

CODE_PAGE

Character code page used to translate text data.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent with network
fault tolerance turned on.

MESSAGE_LEVEL

Level of messages that UDM will write to the Universal message Catalog (UMC) file.

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency (in seconds).

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

RECONNECT_RETRY_COUNT

Number of attempts that the UDM Manager will make to re-establish a transfer session when a
network fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a secondary UDM Server that receives a file from a primary Serverin a
three-party transfer.

TMP_DIRECTORY

Directory that UDM Server uses for temporary files.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UMASK

File mode creation mask.

USER_SECURITY

User security option.

VERIFY_HOST_NAME

User security option.
Specification for whether or not the Universal Broker's X.509 certificate identity is verified.
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11.4 Universal Access Control List

UDM Server uses the Universal Access Control List (UACL) file as an extra layer of security. The UACL file contains Universal
Data Mover Server entries that contain Access Control List (ACL) rules that permit or deny access to the Server.

11.4.1 UACL Entries

The syntax of a UACL entry file is the same as the UDM configuration file.
The following table identifies all UDM Server for z/0OS UACL entries. Each UACL Entry Name is a link to detailed information

about that UACL entry.
UACL Entry Name Description
UDM_ACCESS Allows or denies access to Universal Data Mover Server services

UDM_MGR_ACCESS

Allows or denies access based on the host name and/or user of the Manager trying to initiate a
UDM session.
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12 Universal Data Mover Server for Windows

+ Overview
+ Component Definition
+ Configuration

+ Configuration File

+ Configuration Options
« Universal Access Control List

+ UACL Entries

12.1 Overview

This page provides information on the Universal Data Mover (UDM) Server, specific to the Windows operating system.

12.2 Component Definition

All Universal Agent components managed by Universal Broker have a component definition. The component definition is a text
file of options containing component-specific information required by Universal Broker. (For details on how Universal Broker
manages components, see the Universal Broker 7.8.x Reference Guide.)

The syntax of a component definition file is the same as a configuration file.

Although component definition files can be edited with any text editor (for example, Notepad), the Universal Configuration
Manager application is the recommended way to edit component definitions for Windows.

The component definitions for all Universal Agent components are identified in the Component Definitions property page of the
Universal Broker.
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The UDM Server component definition is located in the component definition directory of the Universal Broker.

The following table identifies all of the options that comprise the UDM for Windows component definition. Each Option Name
is a link to detailed information about that component definition option.

Option Name

Description

AUTOMATICALLY_START

Specification for whether or not UDM Server starts automatically when Universal Broker is
started.

COMPONENT_NAME

Name by which the clients know the UDM Server.

CONFIGURATION_FILE

Full path name of the UDM Server configuration file.

RUNNING_MAXIMUM

Maximum number of UDM Servers that can run simultaneously.

START_COMMAND

Full path name of the UDM Server program.

WORKING_DIRECTORY

Full path name of the UDM Server working directory.

12.3 Configuration

Universal Data Mover Server configuration consists of defining runtime and default values. This section describes the UDM

Server configuration options.
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12.3.1 Configuration File
The configuration file provides a method of specifying configuration values that will not change with each command
invocation.

The Universal Data Mover Server configuration file name (and directory) is specified in the Universal Data Mover Server
component definition (see Universal Data Mover Component Definition Options). The default configuration file name is
udms.conf.

Although configuration files can be edited manually with any text editor (for example, Notepad), the Universal Configuration
Manager application is the recommended way to set configuration options in the configuration file.

The Universal Configuration Manager provides a graphical interface and context-sensitive help, and helps protect the integrity
of the configuration file by validating all changes to configuration option values.
12.3.2 Configuration Options

The following table identifies all Universal Data Mover Server for Windows configuration options. Each Option Name is a link to
detailed information about that configuration option.

Option Description
ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.
CODE_PAGE Character code page used to translate text data.
DATA_COMPRESSION Specification for whether or not data is compressed on all standard 1/0 files.
DATA_SSL_CIPHER_LIST SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.
EVENT_GENERATION Events to be generated as persistent events.
FRAME_INTERVAL Number of UDM transfer blocks transferred before a frame-sync message is sent with network

fault tolerance turned on.

INSTALLATION_DIRECTORY Directory on which UDM Server is installed.

LOGON_METHOD Specification for how users are logged onto the system.

MESSAGE_LEVEL Level of messages that UDM will write to the Universal message Catalog (UMC) file.

MIN_SSL_PROTOCOL Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MSG_SUPPRESSION_LIST List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY Expected network latency (in seconds).

NLS_DIRECTORY Directory where the UDM Manager message catalog and code page tables are located.

OUTBOUND_IP Host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

RECONNECT_RETRY_COUNT Number of attempts that the UDM Manager will make to re-establish a transfer session when a

network fault occurs.

RECONNECT_RETRY_INTERVAL Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.
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Option

Description

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a secondary UDM Server that receives a file from a primary Server in a
three-party transfer.

TMP_DIRECTORY

Directory that UDM Server uses for temporary files.

TRACE_DIRECTORY

Directory name that UDM Server uses for its Trace files.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

USER_SECURITY

User security option.

VERIFY_HOST_NAME

User security option.
Specification for whether or not the Universal Broker's X.509 certificate identity is verified.

12.4 Universal Access Control List

UDM Server uses the Universal Access Control List (UACL) file as an extra layer of security. The UACL file contains UDM Server
entries that contain Access Control List (ACL) rules that permit or deny access to the UDM Server.

12.4.1 UACL Entries

The syntax of a UACL entry file is the same as the UDM configuration file.

The following table identifies all Universal Data Mover Server for Windows UACL entries. Each UACL Entry Name is a link to

detailed information about that UACL entry.

UACL Entry Name

Description

UDM_ACCESS

Allows or denies access to Universal Data Mover Server services

UDM_MGR_ACCESS

Allows or denies access based on the host name and/or user of the Manager trying to initiate a
UDM session
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13 Universal Data Mover Server for UNIX

+ Overview
+ Component Definition

+ Component Definition Options
+ Configuration

+ Configuration File

+ Configuration Options
* Universal Access Control List

+ UACL Entries

13.1 Overview

This page provides the following information on Universal Data Mover (UDM) Server, specific to the UNIX operating system:

13.2 Component Definition

All Universal Agent components managed by Universal Broker have a component definition. The component definition is a text
file of options containing component-specific information required by Universal Broker. (For details on how Universal Broker
manages components, see the Universal Broker 7.8.x Reference Guide.)

The syntax of a component definition file is the same as a configuration file.

The UDM Server for UNIX component definition is located in the component definition directory of the Universal Broker.

13.2.1 Component Definition Options

The following table identifies all of the options that comprise the UDM Server for UNIX component definition. Each Option
Name is a link to detailed information about that component definition option.

Option Name Description

ALLOW_REPL_ON_RENAME Specification for whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

AUTOMATICALLY_START Specification for whether or not UDM Server starts automatically when Universal Broker is
started.

COMPONENT_NAME Name by which the clients know the UDM Server.

CONFIGURATION_FILE Full path name of the UDM Server configuration file.

RUNNING_MAXIMUM Maximum number of UDM Servers that can run simultaneously.

START_COMMAND Full path name of the UDM Server program.
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Option Name Description

WORKING_DIRECTORY Full path name of the UDM Server working directory.

13.3 Configuration

Universal Data Mover Server configuration consists of defining runtime and default values. This section describes the UDM
Server configuration options.

13.3.1 Configuration File
The configuration file provides the simplest method of specifying configuration values that will not change with each
command invocation.

The Universal Data Mover Server configuration file name (and directory) is specified in the Universal Data Mover Server
component definition (see Universal Data Mover Component Definition Options). The default configuration file name is
udms.conf.

This file can be edited manually with any text editor.

13.3.2 Configuration Options

The following table identifies all UDM Server for UNIX configuration options. Each Option Name is a link to detailed information
about that configuration option.

Option Description

ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.

CODE_PAGE Character code page used to translate text data.

DATA_COMPRESSION Specification for whether or not data is compressed on all standard 1/0 files.
DATA_SSL_CIPHER_LIST SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.
EVENT_GENERATION Events to be generated as persistent events.

FRAME_INTERVAL Number of UDM transfer blocks transferred before a frame-sync message is sent with network fault tolerance turned on.
INSTALLATION_DIRECTORY Directory on which UDM Server is installed.

MESSAGE_LEVEL Level of messages that UDM will write to the Universal message Catalog (UMC) file.
MIN_SSL_PROTOCOL Minimum SSL/TLS protocol level that will be negotiated and used for communications channels.
MSG_SUPPRESSION_LIST List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY Expected network latency (in seconds).

NLS_DIRECTORY Directory where the UDM Manager message catalog and code page tables are located.
OUTBOUND_IP Host or IP address that UDM binds to when initiating outgoing connections to another UDM server.
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RECONNECT_RETRY_COUNT

Number of attempts that the UDM Manager will make to re-establish a transfer session when a network fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a transfer session when a
network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a secondary UDM Server that receives a file from a primary Server in a three-party transfer.

TMP_DIRECTORY

Directory that UDM Server uses for temporary files.

TRACE_DIRECTORY

Directory name that UDM Server uses for its Trace files.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UMASK

File mode creation mask.

USER_SECURITY

User security option.

VERIFY_HOST_NAME

User security option.
Specification for whether or not the Universal Broker's X.509 certificate identity is verified.

13.4 Universal Access Control List

UDM Server uses the Universal Access Control List (UACL) file as an extra layer of security. The UACL file contains UDM Server
entries that contain Access Control List (ACL) rules that permit or deny access to the UDM Server.

13.4.1 UACL Entries

The syntax of a UACL entry file is the same as the UDM configuration file.
The following table identifies all UDM Server for UNIX UACL entries. Each UACL Entry Name is a link to detailed information

about that UACL entry.
UACL Entry Name Description
UDM_ACCESS Allows or denies access to Universal Data Mover Server services

UDM_MGR_ACCESS

Allows or denies access based on the host name and/or user of the Manager trying to initiate a
UDM session
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14 Universal Data Mover Server for IBM i
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+ UACL Entries

Currently, IBM i runs Workload Automation 5.1.1. These pages provide information for that version.

14.17 Overview

This page provides the following information on the Universal Data Mover (UDM) Server, specific to the IBM i operating system.

14.2 Component Definition

All Workload Automation 5 components managed by Universal Broker have a component definition. The component definition
is a text file of options containing component-specific information required by Universal Broker. (For details on how Universal
Broker manages components, see the Universal Broker 7.8.x Reference Guide.)

The syntax of a component definition file is the same as a configuration file.

The UDM Server for IBM i component definition is located in the component definition directory of the Universal Broker.

14.2.1 Component Definition Options

The following table identifies all of the options that comprise the UDM Server for IBM i component definition. Each Option
Name is a link to detailed information about that component definition option.

Option Name Description
AUTOMATICALLY_START Specification for whether or not UDM Server starts automatically when Universal Broker is
started.
COMPONENT_NAME Name by which the clients know the UDM Server.
CONFIGURATION_FILE Full path name of the UDM Server configuration file.
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Option Name Description
RUNNING_MAXIMUM Maximum number of UDM Servers that can run simultaneously.
START_COMMAND Full path name of the UDM Server program.
WORKING_DIRECTORY Full path name of the UDM Server working directory.

14.3 Configuration

UDM Server configuration consists of defining runtime and default values. This section describes the Server configuration
options.

14.3.1 Configuration File

The configuration file provides the simplest method of specifying configuration values that will not change with each
command invocation.

The UDM Server configuration file name is specified in the UDM Server component definition (see Universal Data Mover
Component Definition Options). The default name is UNVPRD511/UNVCONF(UDMS).

This file can be edited manually with any text editor.

14.3.2 Configuration Options

The following table identifies all Universal Data Mover Server for IBM i configuration options. Each Option Name is a link to
detailed information about that configuration option.

Option Description

ACTIVITY_MONITORING Specification for whether or not product activity monitoring events are generated.

CODE_PAGE Character code page used to translate text data.

CODEPAGE_TO_CCSID_MAP Specification to use either the internal or external table for code page to CCSID mapping.

DATA_COMPRESSION Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.

EVENT_GENERATION Events to be generated as persistent events.

FRAME_INTERVAL Number of UDM transfer blocks transferred before a frame-sync message is sent with network fault tolerance turned on.
MESSAGE_LEVEL Level of messages that UDM will write to the Universal message Catalog (UMC) file.
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MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications channels.

Note
This option was introduced to IBM i in version 5.1.1.0.

NETWORK_DELAY

Expected network latency (in seconds).

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM server.

RECONNECT_RETRY_COUNT

Number of attempts that the UDM Manager will make to re-establish a transfer session when a network fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a transfer session when a
network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

SEND_BUFFER_SIZE

Size (in bytes) of the application's outgoing buffer for UDM.

SIZE_ATTRIB

Default size for file creation of physical files for both data and source file types.

TCP_NO_DELAY

Specification for whether or not to use TCP packet coalescing.

TCP_WINDOW_SIZE

TCP/IP buffer size of a secondary UDM Server that receives a file from a primary Server in a three-party transfer.

TMP_DIRECTORY

Directory that UDM Server uses for temporary files.

TRACE_FILE_LINES

Maximum number of lines to write to the trace file.

TRACE_TABLE

Size of a wrap-around trace table maintained in memory.

UMASK

File mode creation mask.

USER_SECURITY

User security option.

14.4 Universal Access Control List

UDM Server uses the Universal Access Control List (UACL) file as an extra layer of security. The UACL file contains UDM Server

entries that contain Access Control List (ACL) rules that permit or deny access to the UDM Server.

14.4.1 UACL Entries

The syntax of a UACL entry file is the same as the UDM configuration file.
The following table identifies all UDM Server for IBM i UACL entries. Each UACL Entry Name is a link to detailed information

about that UACL entry.
UACL Entry Name Description
UDM_ACCESS Allows or denies access to Universal Data Mover Server services
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UACL Entry Name

Description

UDM_MGR_ACCESS

Allows or denies access based on the host name and/or user of the Manager trying to initiate a
UDM session
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15 Universal Data Mover Server Configuration Options

15.1 Universal Data Mover Configuration Options

This page provides links to detailed information on the configuration options available for use with the Universal Data Mover
Server.

The options are listed alphabetically, without regard to any specific operating system.

15.2 Configuration Options Information

For each configuration option, these pages provide the following information.

15.2.1 Description

Describes the configuration option and how it is used.

15.2.2 Usage

Provides a table of the following information:

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword <Format / Value>

15.2.2.1 Method

Identifies the method used to specify Universal Data Mover Server configuration options:

Configuration File Keyword

15.2.2.2 Syntax

Identifies the syntax of the method used to specify the option:

Format: Specific characters that identify the option.
Value: Type of value(s) to be supplied for this method.

15.2.2.3 (Operating System)

Identifies the operating systems for which each method of specifying the option is valid:

IBMi
UNIX
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Identifies all possible values for the specified value type.

Defaults are identified in bold type.

15.2.4 <Additional Information>

Identifies any additional information specific to the option.

15.3 Configuration Options List

The following table identifies all UDM Server configuration options.

Option

Description

ACTIVITY_MONITORING

Specification for whether or not product activity monitoring events are generated.

ALLOC_ABNORMAL_DISP

Disposition of data set when an abnormal ending occurs.

ALLOC_BLKSIZE

Block size used for newly allocated data sets.

ALLOC_DATACLAS

SMS data class used for newly allocated data sets.

ALLOC_DIR_BLOCKS

Number of directory blocks for newly allocated partitioned data sets.

ALLOC_DSORG

Data set organization used for newly allocated data sets.

ALLOC_INPUT_STATUS

Status of data sets being allocated for input.

ALLOC_LRECL

Logical record length used for newly allocated data sets.

ALLOC_MGMTCLAS

SMS management class used for newly allocated data sets.

ALLOC_NORMAL_DISP

Disposition of data set when normal ending occurs.

ALLOC_OUTPUT_STATUS

Status of existing data sets being allocated for output.

ALLOC_PRIM_SPACE

Primary space allocation used for newly allocated data sets.

ALLOC_RECFM

Record format used for newly allocated data sets.

ALLOC_SEC_SPACE

Secondary space allocation used for newly allocated data sets.

ALLOC_SPACE_UNIT

Space unit in which space is allocated for newly allocated data sets.

ALLOC_STORCLAS

SMS storage class used for newly allocated data sets.

ALLOC_UNIT

Unit used for newly allocated data sets.

ALLOC_VOLSER

Volume serial number used for newly allocated data sets.
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Option

Description

ALLOW_REPL_ON_RENAME

Specification for whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

CODE_PAGE

Character code page used to translate text data.

CODEPAGE_TO_CCSID_MAP

Specification to use the internal or external table for code page to CCSID mapping.

DATA_COMPRESSION

Specification for whether or not data is compressed on all standard 1/0 files.

DATA_SSL_CIPHER_LIST

SSL/TLS cipher suites to use for data session between UDM primary and secondary servers.

DATA_SSL_CIPHER_SUITES

SSL/TLS 1.3 specific cipher suites to use for the data session on which file data is transferred
between UDM primary and secondary servers.

ENCRYPT_CONTROL_SESSION

Specification for whether or not the control session must be encrypted.

EVENT_GENERATION

Events to be generated as persistent events.

FRAME_INTERVAL

Number of UDM transfer blocks transferred before a frame-sync message is sent with network
fault tolerance turned on.

INSTALLATION_DIRECTORY

Directory in which UDM Server is installed.

LOGON_METHOD

Specification for how users are logged onto the system.

MAX_SSL_PROTOCOL

Maximum SSL/TLS protocol level that will be negotiated and used for communications
channels.

MESSAGE_LEVEL

Level of messages that UDM will write.

MIN_SSL_PROTOCOL

Minimum SSL/TLS protocol level that will be negotiated and used for communications
channels.

Note

This option was introduced to IBM i in version 5.1.1.0.

MSG_SUPPRESSION_LIST

List of message IDs representing Universal messages to be suppressed.

NETWORK_DELAY

Expected network latency (in seconds).

NLS_DIRECTORY

Directory where the UDM Server message catalog and code page tables are located.

OUTBOUND_IP

Host or IP address that UDM binds to when initiating outgoing connections to another UDM
Server.

RECONNECT_RETRY_COUNT

Number of attempts that the UDM Manager will make to re-establish a transfer session when a
network fault occurs.

RECONNECT_RETRY_INTERVAL

Number of seconds that UDM will wait between each successive attempt to re-establish a
transfer session when a network fault occurs.

RECV_BUFFER_SIZE

Size (in bytes) of the application's incoming buffer for UDM.

SEND_BUFFER_SIZE

Size (in bytes) of the application’s outgoing buffer for UDM.
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Option Description
SIZE_ATTRIB Default size for file creation of physical files for both data and source file types.
TCP_NO_DELAY Specification for whether or not to use TCP packet coalescing.
TCP_RECV_BUFFER Size of the TCP receive buffer used for socket connections.
TCP_SEND_BUFFER Size of the TCP send buffer used for socket connections.
TCP_WINDOW_SIZE (Renamed TCP_RECV_BUFFER.)
TMP_DIRECTORY Name of directory that UDM Server uses for temporary files.
TRACE_DIRECTORY Name of directory that UDM Server uses for its trace files.
TRACE_FILE_LINES Maximum number of lines to write to the trace file.
TRACE_TABLE Size of a wrap-around trace table maintained in memory.
UMASK File mode creation mask.
USER_SECURITY User security option.
VERIFY_HOST_NAME User security option.

Specification for whether or not the Universal Broker's X.509 certificate identity is verified.

15.4 ACTIVITY_MONITORING - UDM Server configuration option

15.4.1 Description

The ACTIVITY_MONITORING option specifies whether or not product activity monitoring events are generated.

15.4.2 Usage

Method Syntax IBM i UNIX Windows z/0S

Configuration File Keyword activity_monitoring option (/] o (/] (/]

15.4.3 Values

option is the specification for whether or not product activity monitoring events are generated.
Valid values for option are:

+ yes
Activate monitoring events.

* no
Deactivate monitoring events.

Default is no.
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15.5 ALLOC_ABNORMAL_DISP - UDM Server configuration option

15.5.1 Description

The ALLOC_ABNORMAL_DISP option is a dynamic allocation option that specifies the disposition of data set when an
abnormal ending occurs.

15.5.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_abnormal_disp disposition /]

15.5.3 Values

disposition is equivalent to the third positional parameter of the JCL DD statement's DISP parameter.
Valid values for disposition are:

keep

Keep the data set.
delete

Delete the data set.
catlg

Catalog the data set.
uncatlg

Un-catalog the data set.

Default is delete.

15.5.4 References

Refer to the IBM JCL Reference manual for complete details.

15.6 ALLOC_BLKSIZE - UDM Server configuration option

15.6.1 Description

The ALLOC_BLKSIZE option is a dynamic allocation option that specifies the block size used for newly allocated data sets.

15.6.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Configuration File Keyword alloc_blksize size /]

15.6.3 Values

size is equivalent to the JCL DD statement's BLKSIZE parameter.
Valid values for size are any number (size of a block).
Default is 27998.

15.6.4 References

Refer to the IBM JCL Reference manual for complete details.

15.7 ALLOC_DATACLAS - UDM Server configuration option

15.7.1 Description

The ALLOC_DATACLAS option is a dynamic allocation option that specifies the SMS data class used for newly allocated data
sets.

15.7.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_dataclas class /]

15.7.3 Values

class is equivalent to the JCL DD statement's DATACLAS parameter.
Valid values for class are any SMS data classes defined in the local environment.

There is no default.

15.7.4 References

Refer to the IBM JCL Reference manual for complete details.
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15.8 ALLOC_DIR_BLOCKS - UDM Server configuration option

15.8.1 Description

The ALLOC_DIR_BLOCKS option is a dynamic allocation option that specifies the number of directory blocks for newly
allocated partitioned data sets.

15.8.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_dir_blocks number (/]

15.8.3 Values

number is equivalent to the third positional parameter of the second positional parameter of the JCL DD statement's SPACE
parameter.

Valid values for number are any number (number of directory blocks to allocate).
Default is 20.

15.8.4 References

Refer to the IBM JCL Reference manual for complete details.

15.9 ALLOC_DSORG - UDM Server configuration option

15.9.1 Description

The ALLOC_DSORG option is a dynamic allocation option that specifies the data set organization used for newly allocated data
sets.

15.9.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_dsorg organization o
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15.9.3 Values

organization is equivalent to the JCL DD statement's DSORG parameter.

Valid values for organization are:

po
Partitioned organization

ps
Physically sequential

Default is ps.

15.9.4 References

Refer to the IBM JCL Reference manual for complete details.

15.10 ALLOC_INPUT_STATUS - UDM Server configuration option

15.10.1 Description

The ALLOC_INPUT_STATUS option is a dynamic allocation option that specifies the status of data sets being allocated for
input.

15.10.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_input_status status

15.10.3 Values

status is equivalent to the first positional parameter of the JCL DD statement's DISP parameter.
Valid values for status are:

old

Allocate the data set exclusively.

shr

Allocate the data set non-exclusively.

Default is old.
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15.10.4 References

Refer to the IBM JCL Reference manual for complete details.

15.11 ALLOC_LRECL - UDM Server configuration option

15.11.1 Description

The ALLOC_LRECL option is a dynamic allocation option that specifies the logical record length used for newly allocated data
sets.

15.11.2 Usage

Method Syntax IBM i UNIX Windows z/0S

Configuration File Keyword alloc_Irecl length /]

15.11.3 Values

length is equivalent to the first positional parameter of the JCL DD statement's LRECL parameter.
Valid values for length are any number (length of the record).
Default is 1024.

15.11.4 References

Refer to the IBM JCL Reference manual for complete details.

15.12 ALLOC_MGMTCLAS - UDM Server configuration option

15.12.1 Description

The ALLOC_MGMTCLAS option is a dynamic allocation option that specifies the SMS management class used for newly
allocated data sets.

15.12.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Configuration File Keyword alloc_mgmtclas class /]

15.12.3 Values

class is equivalent to the first positional parameter of the JCL DD statement's MGMTCLAS parameter.
Valid values for class are any SMS management classes defined in the local environment.

There is no default.

15.12.4 References

Refer to the IBM JCL Reference manual for complete details.

15.13 ALLOC_NORMAL_DISP - UDM Server configuration option

15.13.1 Description

The ALLOC_NORMAL_DISP option is a dynamic allocation option that specifies the disposition of data set when normal ending
occurs.

15.13.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_normal_disp disposition o

15.13.3 Values

disposition is equivalent to the second positional parameter of the JCL DD statement's DISP parameter.
Valid values for disposition are:

+ keep
Keep the data set.
+ delete
Delete the data set.
+ catlg
Catalog the data set.
+ uncatlg
Un-catalog the data set.

Default is catlg.
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15.13.4 References

Refer to the IBM JCL Reference manual for complete details.

15.14 ALLOC_OUTPUT_STATUS - UDM Server configuration option

15.14.1 Description

The ALLOC_OUTPUT_STATUS option is a dynamic allocation option that specifies the status of existing data sets being
allocated for output.

15.14.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_output_status status L]

15.14.3 Values

status is equivalent to the first positional parameter of the JCL DD statement's DISP parameter.
Valid values for status are:

new
Create new data set.

shr

Allocate the data set non-exclusively.

old

Allocate the data set exclusively.

mod

Either create a new data set, for exclusive use, or allocate a sequential data set exclusively and add records to the end
of it.

Default is old.

15.14.4 References

Refer to the IBM JCL Reference manual for complete details.
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15.15 ALLOC_PRIM_SPACE - UDM Server configuration option

15.15.1 Description

The ALLOC_PRIM_SPACE option is a dynamic allocation option that specifies the primary space allocation used for newly
allocated data sets.

15.15.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_prim_space space (/]

15.15.3 Values

space is equivalent to the first sub-parameter of the second sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are any number (number of space units to allocate).
Default is 15.

15.15.4 References

Refer to the IBM JCL Reference manual for complete details.

15.16 ALLOC_RECFM - UDM Server configuration option

15.16.1 Description

The ALLOC_RECFM option is a dynamic allocation option that specifies the record format used for newly allocated data sets.

15.16.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_recfm format o

15.16.3 Values

format is equivalent to the JCL DD statement's RECFM parameter.

lIniversal Data Mover Server Confiauration Ontions— 174



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

Valid values for format are dependent on the data set organization and access method used. The following values are valid for
both partitioned and sequential data sets:

F[BI[AIM]

Fixed, optionally blocked, and optionally either ANSI or Machine control characters.

V[B][AIMIS]

Variable, optionally blocked, and optionally either ANSI or Machine control characters, or spanned.

Default is VB.

15.16.4 References

Refer to the IBM JCL Reference manual for complete details.

15.17 ALLOC_SEC_SPACE - UDM Server configuration option

15.17.1 Description

The ALLOC_SEC_SPACE option is a dynamic allocation option that specifies the secondary space allocation used for newly
allocated data sets.

15.17.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_sec_space space o

15.17.3 Values

spacet is equivalent to the second sub-parameter of the second sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are any number (number of space units to allocate).
Default is 15.

15.17.4 References

Refer to the IBM JCL Reference manual for complete details.
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15.18 ALLOC_SPACE_UNIT - UDM Server configuration option

15.18.1 Description

The ALLOC_SPACE_UNIT option is a dynamic allocation option that specifies the space unit in which space is allocated for
newly allocated data sets.

15.18.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_space_unit space (/]

15.18.3 Values

space is equivalent to the first sub-parameter of the JCL DD statement's SPACE parameter.
Valid values for space are:

number
Block length or record length

cyl

Cylinder allocation
trk

Track allocation

Default is trk.

15.18.4 References

Refer to the IBM JCL Reference manual for complete details.

15.19 ALLOC_STORCLAS - UDM Server configuration option

15.19.1 Description

The ALLOC_STORCLAS option is a dynamic allocation option that specifies the SMS storage class used for newly allocated
data sets.
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15.19.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_storclas class o

15.19.3 Values

class is equivalent to the JCL DD statement's STORCLAS parameter.
Valid values for class are any SMS storage classes defined in the local environment.

There is no default.

15.19.4 References

Refer to the IBM JCL Reference manual for complete details.

15.20 ALLOC_UNIT - UDM Server configuration option

15.20.1 Description

The ALLOC_UNIT option is a dynamic allocation option that specifies the unit used for newly allocated data sets.

15.20.2 Usage

Method Syntax IBM i UNIX Windows z/0S

Configuration File Keyword alloc_unit unit o

15.20.3 Values

unit is equivalent to the JCL DD statement's UNIT parameter.
Valid values for unit are:

* number
Device number
* name
Unit generic or group name

Default is SYSALLDA.
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15.20.4 References

Refer to the IBM JCL Reference manual for complete details.

15.21 ALLOC_VOLSER - UDM Server configuration option

15.21.1 Description

The ALLOC_VOLSER option is a dynamic allocation option that specifies the volume serial number used for newly allocated
data sets.

15.21.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword alloc_volser number L]

15.21.3 Values

number is equivalent to the sub-parameter SER of the JCL DD statement's VOL parameter.
Valid values for number are any Volume serial number.

There is no default.

15.21.4 References

Refer to the IBM JCL Reference manual for complete details.

15.22 ALLOW_REPL_ON_RENAME - UDM Server configuration option

15.22.1 Description

The ALLOW_REPL_ON_RENAME option specifies whether or not the UDM rename command will succeed if the new file name
provided in that command matches the name of an existing file.

Note
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Starting with UDM 5.2.0.6, delivered in the Universal Agent 5.2.0.11 maintenance release, the default behavior for a
rename command executed by a UNIX or z/0S (when using the HFS file system) UDM Server was changed to fail if the
new file name matches the name of an existing file.

This was done to ensure consistency across platforms and to preserve the platform-independent nature of the UDM
scripting environment.

ALLOW_REPL_ON_RENAME is provided to allow existing applications that rely on the rename command to replace
existing files to continue executing with pre-5.2.0.6 behavior.

New scripts should be written in a way that expects the rename command to fail if the target file already exists. This
currently is the behavior when a UDM session is opened on a Windows system.

15.22.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword allow_repl_on_rename option L] L]

15.22.3 Values

option specifies whether or not an existing file will be replaced by the rename command.
Valid values for option are:

+ yes
If the target file specified in the rename command exists, it will be replaced.
* no
If the target file specified in the rename command exists, the rename command will fail.

Default is no.

15.23 CODE_PAGE - UDM Server configuration option

15.23.1 Description

The CODE_PAGE option specifies the character code page that is used to translate text data received and transmitted over the
network.

15.23.2 Usage

Method

Syntax

IBMi

UNIX

Windows

z/0S

Configuration File Keyword

codepage codepage

(/]
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codepage references a Universal Translate Table (UTT) file provided with the product (see UTT File Locations for information
on UTT files). UTT files are used to translate between Unicode and the local single-byte code page. (All UTT files end with an

extension of .utt.)

Note

UTF-8 is not a supported codepage value for the CODE_PAGE option. UTF-8 codepage is valid only for text file data
translation. Consequently, it can be specified only in the UDM open command.

15.23.3.1 Default

IBMi IBM037

UNIX 1S08859-1 (8-bit ASCII): ASCIl-based operating systems

z/0S IBM1047 (EBCDIC): Non-IBM i, EBCDIC-based operating system
Windows 1S08859-1 (8-bit ASCII): ASCIl-based operating systems

(See Character Code Pages for a complete list of character code pages provided by Stonebranch Inc. for use with Universal

Data Mover.)

15.24 CODEPAGE_TO_CCSID_MAP - UDM Server configuration option

15.24.1 Description

Caution

This option is intended only for use by IBM i specialists who fully understand code pages, CCSIDs, how the two relate to
each other, and how IBM i uses CCSIDs for data translation between data streams and files. If a code page and CCSID
are not correctly matched, data corruption will occur.

The CODEPAGE_TO_CCSID_MAP option specifies whether to use the internal table or external table for code page to CCSID

mapping.
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An internal table provides code page to CCSID mapping for the code page specified by the open command. The mapping only
occurs if the CCSID is required for text file mapping. For the LIB file system, this includes mapping text to source physical files
or to data files with an associated DDS file. All files in the root and QOpenSys file systems have associated CCSIDs.

This CCSID is not the same as the CCSID attribute associated with the attrib command; the UDM CCSID attribute determines
the CCSID of the target file if the file does not exist. This CCSID in the mapping table is used as the CCSID associated with the
attrib command when the default value, CODEPAGE, is specified; it also identifies the data stream CCSID, allowing the
operating system to translate the code page translated data stream to the file. However, data written to or read from a file,
record, or field with a CCSID of 65535 (or 'HEX') will not be translated.

The code page (and the mapped CCSID) from the open command is used for data mapping between the two parties involved in
a data transfer. For IBM i, the code page also is used for mapping the data stream to or from the IBM i file, whether a LIB or
HFS transfer.

Under normal circumstances, the external mapping table will not be needed. This external table replaces the internal table, so
all potentially needed code page to CCSID mappings must be provided in the external table.

Universal Agent for IBM i provides an example external table in file CP2CCSID_X, in product library UNVPRD510. For UDM to
use the external table, create a single member file with the name CDPG2CCSID in the installation library. The example file may
be used as a template by copying it to CDOPG2CCSID in the same library.

15.24.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword codepage_to_ccsid_map_opt table o

15.24.3 Value

table is the specification for which table to use:

error

Use the external table; if it is not found, report an error.

quiet

Use the external table; if it is not found, use the internal table. No message is issued.
internal

Use the internal table.

Default is internal.

15.25 DATA_COMPRESSION - UDM Server configuration option

15.25.1 Description

The DATA_COMPRESSION option specifies whether or not data standard 1/0 file transmissions across the network should be
compressed. Optionally, it also can specify the compression method to use.
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15.25.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Configuration File Keyword compress option[lUDM:me | @ o (/] (/]
thod]

15.25.3 Values

option is either of the following values:

yes

Data compression is required. All data in standard I/0 file transmissions is compressed regardless of the UDM
Manager DATA_COMPRESSION option value.

no

Data compression is not required. However, data compression still can be requested via the UDM Manager
DATA_COMPRESSION option.

Default is no.

method is either of the following values:

zlib

Data is compressed using ZLIB compression algorithm. This method usually results in a very high compression rate,
but tends to be somewhat CPU-intensive. It is recommended in environments where controlling a process's CPU usage
is not necessarily a priority.

hasp

Data is compressed using the HASP compression algorithm. This method is less CPU-intensive than the ZLIB method.
It is recommended in environments where controlling CPU usage is a priority. With HASP, the compression rate, while
still very good, tends to be a little less than what is possible with the ZLIB.

Default is zlib.

15.26 DATA_SSL_CIPHER_LIST - UDM Server configuration option

15.26.1 Description

The DATA_SSL_CIPHER_LIST option specifies the acceptable and preferred SSL/TLS cipher suites to use for the data session
on which file data is transferred between UDM primary and secondary servers.

The SSL/TLS protocol uses the cipher suites to specify which encryption and message authentication (or message digest)
algorithms to use.

15.26.2 Usage

Method

Syntax IBMi UNIX Windows z/0S
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Configuration File Keyword

data_ssl_cipher_list list /] o /] /]

15.26.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The cipher suites should be listed with the most preferred cipher suite
first and the least preferred cipher suite last.

Cipher Suite Name

Description

AES256-GCM-SHA384

256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest.

AES256-SHA

256-bit AES encryption with SHA-1 message digest.

AES128-GCM-SHA256

128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest.

AES128-SHA

128-bit AES encryption with SHA-1 message digest.

ECDHE-RSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 256-bit AES encryption in Galois Counter Mode, SHA-2
384-bit message digest.

ECDHE-ECDSA-AES256-
GCM-SHA384

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 256-bit AES encryption in Galois Counter Mode,
SHA-2 384-bit message digest.

ECDHE-RSA-AES128-
GCM-SHA256

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, RSA authentication, 128-bit AES encryption in Galois Counter Mode, SHA-2
256-bit message digest.

ECDHE-ECDSA-AES128-

Ephemeral Elliptic Curve Diffie-Hellman Key Exchange, ECDSA authentication, 128-bit AES encryption in Galois Counter Mode,

GCM-SHA256 SHA-2 256-bit message digest.

RC4-SHA 128-bit RC4 encryption with SHA-1 message digest.

RC4-MD5 128-bit RC4 encryption with MD5 message digest.

DES-CBC3-SHA 128-bit Triple-DES encryption with SHA-1 message digest.

DES-CBC-SHA 128-bit DES encryption with SHA-1 message digest.
Note
As of Universal Agent 6.7.0.0, DES-CBC-SHA is supported only on HP-UX.
Additionally, any Agents on HP-UX that accept connections from, or attempt connections to, Agents on other platforms
must be configured with at least one currently supported cipher suite besides DES-CBC-SHA. Therefore, those HP-UX
Agents cannot be configured only with DES-CBC-SHA in their list of cipher suites.

NULL-SHA256 No encryption and SHA-2 256-bit message digest.

NULL-SHA No encryption and SHA-T message digest.

NULL-MD5 No encryption and MD5 message digest.

NULL-NULL No encryption, no data authentication, SSL/TLS is not used; instead, Universal V2 Protocol(UNVv2) is used.
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Default is AES256-GCM-SHA384,AES256-SHA,AES128-GCM-SHA256,AES128-SHA ECDHE-RSA-AES256-GCM-
SHA384,ECDHE-ECDSA-AES256-GCM-SHA384,ECDHE-RSA-AES128-GCM-SHA256,ECDHE-ECDSA-AES128-GCM-
SHA256,RC4-SHA,RC4-MD5,DES-CBC3-SHA,NULL-SHA,NULL-SHA256,NULL-MD5.

Note
In order to establish a transfer session without using SSL for the data session, the NULL-NULL cipher must be specified
in the cipher list for any UDM Server involved in the session and in the encrypt option of the open command.

15.27 DATA_SSL_CIPHER_SUITES - UDM Server configuration option

15.27.1 Description

The DATA_SSL_CIPHER_SUITES option specifies one or more SSL/TLS 1.3 specific cipher suites to use for the data session
on which file data is transferred between UDM primary and secondary servers.

This option is specific to TLS 1.3. To configure ciphers for TLS 1.2 and earlier, see the data_ss1_cipher_list

option.

15.27.2 Usage

Method Syntax IBMi UNIX Windows z/0S

o /]

Configuration File Keyword data_ssl_cipher_suites list

The option is NOT currently supported on HP-UX

15.27.3 Values

list is a comma-separated list of SSL/TLS cipher suites. The cipher suites should be listed with the most preferred cipher suite
first and the least preferred cipher suite last.
The list is in default order, with the most preferred suite first and the least preferred suite last.
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Cipher Suite Description
TLS_AES_256_GCM_SHA384 256-bit AES encryption in Galois Counter Mode, SHA-2 384-bit message digest
TLS_CHACHA20_POLY1305_SHA256 256-bit CHACHA encryption with POLY1305 message authentication, SHA-2 256-bit message digest
TLS_AES_128_GCM_SHA256 128-bit AES encryption in Galois Counter Mode, SHA-2 256-bit message digest

15.28 ENCRYPT_CONTROL_SESSION - UDM Server configuration option

15.28.1 Description

The ENCRYPT_CONTROL_SESSION option specifies whether or not the control session must be encrypted.

Application data and commands, including user identifiers and passwords, are transmitted over the network on the control
session. Stdio data are transmitted over the stdio sessions. The default protocol SSL/TLS always uses encryption for the
control session.

A UDM Manager can disable SSL/TLS by reverting to the Universal Products (UNVv2) protocol without encryption and data
integrity checks.

15.28.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword encrypt_control_session option L] /] L] L]

15.28.3 Values

option is the specification for whether or not the control session is encrypted.
Valid values for option are:

yes
Encryption is required (SSL/TLS and UNVv2 protocols, with encryption, can be used).

* no
Encryption is not required (SSL/TLS and UNVv2 protocols, with or without encryption, can be used).

Default is yes.

15.29 EVENT_GENERATION - UDM Server configuration option

15.29.1 Description

The EVENT_GENERATION option specifies which types of events are to be generated and processed as persistent events by
the Universal Event Subsystem (UES).
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A persistent event record is saved in a Universal Enterprise Controller (UEC) database, the UES database (uec.evm.db), for
long-term storage.

For a list of all event types for all Universal Agent components, see Event Definition Details.

15.29.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword event_generation types /] o o (/]

15.29.3 Values

type specifies a comma-separated list of event types. It allows for all or a subset of all potential event message types to be
selected.

Event type ranges can be specified by separating the lower and upper range values with a dash ( - ) character.

Event types can be selected for inclusion or exclusion:

* Inclusion operator is an asterisk ( *).
+ Exclusion operator is X or x.

15.29.4 Examples

100,101,102 Generate event types 100, 101, and 102.

100-102 Generate event types 100 through 102.

100-102,200 Generate event types 100 through 102 and 200.

* Generate all event types.

* X100 Generate all event types except for 100.

X* Generate no event types.

*,X200-250,X300 Generate all event types except for 200 through 250 and 300.

Default is X* (no event types).

15.30 FRAME_INTERVAL - UDM Server configuration option

15.30.1 Description

The FRAME_INTERVAL options sets the number of UDM transfer blocks transferred before a frame-sync message is sent
when UDM is operating with network fault tolerance on (see the NETWORK_FAULT_TOLERANT option).
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15.30.2 Usage

UNIX Windows z/0S

Method Syntax IBMi

o o o

frame_interval number ]

Configuration File Keyword

15.30.3 Values

number can be any number.

Default is 100.

Note
This value should not be changed without direction from Stonebranch, Inc. Customer Support. Changing this value could

degrade UDM performance.

15.31 INSTALLATION_DIRECTORY - UDM Server configuration option

15.31.1 Description
The INSTALLATION_DIRECTORY option specifies the directory in which Universal Data Mover is installed.

15.31.2 Usage

Method Syntax IBMi UNIX Windows z/0S

o ]

Configuration File Keyword installation_directory directory

15.31.3 Values

directory is any directory.

15.31.3.1 Default

UNIX /opt/universal/udmsrv

Windows UDM Server installation file: c:\Program Files\Universal\udmsrv
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15.32 LOGON_METHOD - UDM Server configuration option

15.32.1 Description

The LOGON_METHOD option specifies the user's log on method.

If the UCMD Server is configured for user security (see USER_SECURITY), the log on method determines how the user is logged
onto the Windows system.

If security is inactive, LOGON_METHOD is ignored.

15.32.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword logon option o

15.32.3 Values

option is the user's log on method.
Valid values for option are:

batch

Windows log on type is batch. A batch log on prevents the user account from interacting with the desktop. The user ID
logging on as a batch user requires the Windows User Right "Log on as a batch job." If the user does not have this right,
the user authentication will fail.

interactive

Windows log on type is interactive. An interactive log on permits the user account to interact with the desktop. A user
account must have the "Allow log on locally" privilege granted to it to successfully authenticate with an interactive
logon.

Default is interactive.

15.33 MAX_SSL_PROTOCOL - UDM Server configuration option

15.33.1 Description

The MAX_SSL_PROTOCOL option specifies the maximum SSL/TLS protocol level that will be negotiated and used for
communications channels.

15.33.2 Usage

Method Syntax IBMi UNIX Windows z/0S
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Configuration File Keyword max_ssl_protocol option o /]

This option is NOT currently supported on HP-UX and z/0S

15.33.3 Values

option is the specification for the maximum SSL/TLS protocol level that will be supported.

TLS1_2
Maximum SSL/TLS protocol is TLS 1.2.
TLS1_3
Maximum SSL/TLS protocol is TLS 1.3.

Default is TLS1_2.

15.34 MESSAGE_LEVEL - UDM Server configuration option

15.34.1 Description

The MESSAGE_LEVEL option specifies the level of messages to write.

It also specifies, optionally, whether or not to write a date and time stamp with each message.

15.34.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword message_level level[ time] /] /] /] /]

15.34.3 Values

level indicates either of the following level of messages:

trace
Activates tracing and generates a trace file to which UDM writes trace messages used for debugging.

Note

Use trace only as directed by Stonebranch, Inc. Customer Support.
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audit

Writes audit, informational, warning, and error messages.

info

Writes informational, warning, and error messages.
warn

Writes warning and error messages.

error

Writes error messages only.

Default is info.

time specifies either of the following:

time

Include a time and date stamp on each message.
notime

Do not include a time and date stamp on each message.

Default is time.

15.34.4 Trace Files

Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

IBM i

Trace file name is *CURLIB/UNVTRCUDMS(Txxxyyyyyy) where:
xxx = first three digits of the process ID, in hexadecimal, assigned to this instance of the Server by IBM i.
yyyyyy = last six digits of the component ID, in hexadecimal, assigned to this instance of the Server by the Broker.

These values are used to generate a unique identifier for each invocation of the UDMSRYV program.

The default library for TRACE is the current library (*CURLIB) of the UBROKER process, not the user process. The
UBROKER current library is the temporary library designated during the Universal Agent installation process; by
default, the UBROKER current library is UNVTMP510.

UNIX

Trace file name is udmsrv-N-S.trc where:

S = Sequence number.

universal/trace).

N = Component ID assigned to this instance of the Server.

The trace file is created in the trace directory, as specified by the TRACE_DIRECTORY option (default is /var/opt/
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z/0S There are two possible destinations of the trace data:

1. If ddname UNVTRMDL is defined in the UBROKER started task procedure, a sequential data set is created using the
data set allocated to UNVTRMDL as a model. The dynamically allocated trace data set name is
#HLQ.UDM.Dyymmdd.Thhmmss.Cnnnnnnn where:

#HLQ* is the data set name allocated on the UNVTRMDL ddname

yymmdd is the year, month, day

hhmmss is the hour, minute, second the data set was allocated

nnnnnnn is the last seven digits of the Server's component ID in hexadecimal format

2. If ddname UNVTRMDL is not defined in the UBROKER started task procedure, member name Dnnnnnns is created
in the PDS or PDS/E allocated to the UNVTRACE ddname, where, nnnnnn is the last six digits of the Server's
component ID in hexadecimal format, and s is the component ID's sequence number (from 0 - F). Each time a

server is restarted, its sequence number is incremented. If a server is restarted more than 15 times, tracing is
disabled.

Depending on the error condition being diagnosed, it is possible that the member name of the UNVTRACE PDS or
PDS/E is not created. If this occurs, the UNVTRMDL ddname must be used to create a sequential data set name.

The records written to PDS and PDS/E members cannot be wrapped, so the TRACE_FILE_LINES limit has no effect
on the maximum number of trace records written to the member.

15.35 MIN_SSL_PROTOCOL - UDM Server configuration option

15.35.1 Description

The MIN_SSL_PROTOCOL option specifies the minimum SSL/TLS protocol level that will be negotiated and used for
communications channels.

15.35.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Configuration File Keyword min_ssl_protocol option L] L] L] /]
Note

This option was introduced to IBM i in version 5.1.1.0.

15.35.3 Values

option is the specification for the minimum SSL/TLS protocol level that will be supported.

+ TLS1_0

Minimum SSL/TLS protocol is TLS 1.0.
+ TLS1_2

Minimum SSL/TLS protocol is TLS 1.2.
+ TLS1_3
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TLS 1.3 is NOT currently supported on HP-UX and z/0S

Minimum SSL/TLS protocol is TLS 1.3.
Default is TLS1_2.

15.36 MSG_SUPPRESSION_LIST - UDM Server configuration option

15.36.1 Description

The MSG_SUPPRESSION_LIST option specifies a list of message IDs representing Universal messages to be suppressed.
The list consists of zero or more comma-separated Universal message ID numbers. For example:

193 - Suppress message UNV0193W only.
192,193 - Suppress message UNV0192W and UNVO193W.

Suppressed messages are not printed to logs or output, even if a condition arises that normally would produce the
message(s).

15.36.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword msg_suppression_list list o (/] (/]

15.36.3 Values

list is the list of message IDs representing Universal messages to be suppressed.

15.37 NETWORK_DELAY - UDM Server configuration option

15.37.1 Description

The NETWORK_DELAY option sets the expected network latency (in seconds).

15.37.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword network_delay number o o /] L]
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15.37.3 Values

number is any number.
Default is 120.

15.38 NLS_DIRECTORY - UDM Server configuration option

15.38.1 Description

The NLS_DIRECTORY option specifies the directory name where the UDM Server can find its message catalog and code page
tables.

15.38.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword nls_directory directory /] L]

15.38.3 Values

directory can be any directory.
Full path names are recommended.

Relative path names are relative to the universal installation directory.

15.38.3.1 Default

UNIX /opt/universal/nls

Windows \nls

15.39 OUTBOUND_IP - UDM Server configuration option

15.39.1 Description

The OUTBOUND_IP option sets the host or IP address that UDM binds to when initiating outgoing connections to another UDM
server.

By default, this configuration option is not set.
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15.39.2 Usage

Method Syntax IBM i UNIX Windows z/0S

Configuration File Keyword outbound_ip host o (/] (/] (/]

15.39.3 Values

host is the required IP address.

There is no default.

15.40 RECONNECT_RETRY_COUNT - UDM Server configuration option

15.40.1 Description

The RECONNECT_RETRY_COUNT option sets the number of attempts that the primary transfer server will make in order to re-
establish a transfer session with the secondary transfer server in a three-party transfer session when a network fault occurs.

15.40.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword reconnect_retry_count number /] /] /] /]

15.40.3 Values

number is any number.

Default is 20.
15.41 RECONNECT_RETRY_INTERVAL - UDM Server configuration option

15.41.1 Description

The RECONNECT_RETRY_INTERVAL option sets the number of seconds that UDM will wait between each successive attempt
to reestablish a transfer session when a network fault occurs.
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15.41.2 Usage

Method Syntax IBM i UNIX Windows z/0S

Configuration File Keyword reconnect_retry_interval number o o o o

15.41.3 Values

number is any number (of seconds).
Default is 60.

15.42 RECV_BUFFER_SIZE - UDM Server configuration option

15.42.1 Description

The RECV_BUFFER_SIZE option sets the size (in bytes) of the application's incoming buffer for UDM.

15.42.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword recv_buffer_size size /] o ] /]

15.42.3 Values

size is the number of bytes.
size is the number of bytes.

If a buffer size of 0 is specified, UDM will set the application buffer size using internal limits. To explicitly define the application
buffer size, specify a value other than 0.

15.42.3.1 Default

IBMi 0
UNIX 0
Windows 1024
z/0S 0

lIniversal Data Mover Server Confiatiration Ontions— 195



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

Note

The size of the receive buffer should be changed only when performance tweaking is necessary. Changing this value
could affect performance adversely.

15.43 SEND_BUFFER_SIZE - UDM Server configuration option

15.43.1 Description

The SEND_BUFFER_SIZE option sets the size (in bytes) of the application's outgoing buffer for UDM.

15.43.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword send_buffer_size size /] /] ] /]

15.43.3 Values

size is the number of bytes.

If a buffer size of 0 is specified, UDM will set the application buffer size using internal limits. To explicitly define the application
buffer size, specify a value other than 0.

15.43.3.1 Default

IBMi 0

UNIX 0

Windows 1024

z/0S 0
Note

The size of the send buffer should be changed only when performance tweaking is necessary. Changing this value could
affect performance adversely.
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15.44 SIZE_ATTRIB - UDM Server configuration option

15.44.1 Description

The SIZE_ATTRIB option sets the default size (number of records) for file creation of physical files for both data and source file
types.

15.44.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword size_attrib size o

15.44.3 Values

size is the number of records.
Other than the leading * for *NOMAX, any valid value can be entered for file size.

The values for Initial Number of Records, Increment Number of Records, and Maximum increments are comma-separated, not
space-separated.

Examples:

1000,100,100
10000,499
50000

To specify *NOMAX, enter ' NOMAX'.

UDM uses this value as the default file SIZE attribute. (See UDM - IBM i LIB File System Attributes for Creating New Files for
details.)

Default is empty string.

15.45 TCP_NO_DELAY - UDM Server configuration option

15.45.1 Description

The TCP_NO_DELAY option specifies whether or not to use TCP packet coalescing.

The packet coalescing algorithm, which can delay the sending of small amounts of data over the network, is designed to
improve network congestion. However, since it can have a significantly negative effect on the performance of UDM,
TCP_NO_DELAY specifies - by default - not to use TCP packet coalescing.
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15.45.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword tcp_no_delay option (/] o o /]

15.45.3 Values

option is the specification for whether or not to use TCP packet coalescing.
Valid values for option are:

+ yes
Do not use TCP packet coalescing.
* no
Use TCP packet coalescing.

Default is yes.

15.46 TCP_RECV_BUFFER - UDM Server configuration option

15.46.1 Description

The TCP_RECV_BUFFER option specifies the size of the TCP receive buffer used for socket connections.

TCP_RECV_BUFFER provides the ability to tune TCP data transfer performance between a UDM primary server and a UDM
secondary server, that is for UDM three-party sessions. See Network Data Transfer Tuning for a description on using this
option to tune data transfer performance.

UDM will instruct TCP to set the socket receive buffer to the specified size. The actual TCP receive buffer size used is
determined by TCP based on its configuration. The TCP configuration can limit the buffer size to a maximum value for
example.

UDM three-party sessions transfer data between two UDM servers, the primary and secondary. The primary UDM server
establishes a socket connection with the secondary Universal Broker in order to start the secondary UDM server. The TCP
buffers are set when the connection is first established. Consequentially, the secondary Universal Broker TCP buffers must be
configured as well to tune data transfer performance. Refer to Universal Broker TCP_RECV_BUFFER and TCP_SEND_BUFFER
options.

15.46.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword tep_recv_buffer size [unit | (/] o o /]
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15.46.3 Values

The size value specifies the requested size of the TCP receive buffer.

The size value is specified in units of unit. Possible unit values are

Unit Description
B Bytes (the default)
K Kilobytes (1024 bytes)
M Megabytes (1048576 bytes)
G Gigabytes (1073741824 bytes)

The unit value is case insensitive.

The maximum supported buffer size is 1G. The default is OB.

15.47 TCP_SEND_BUFFER - UDM Server configuration option

15.47.1 Description

The TCP_SEND_BUFFER option specifies the size of the TCP send buffer used for socket connections.

TCP_SEND_BUFFER provides the ability to tune TCP data transfer performance between a UDM primary server and a UDM
secondary server, that is for UDM three-party sessions. See Network Data Transfer Tuning for a description on using this
option to tune data transfer performance.

UDM will instruct TCP to set the socket send buffer to the specified size. The actual TCP send buffer size used is determined
by TCP based on its configuration. The TCP configuration can limit the buffer size to a maximum value for example.

UDM three-party sessions transfer data between two UDM servers, the primary and secondary. The primary UDM server
establishes a socket connection with the secondary Universal Broker in order to start the secondary UDM server. The TCP
buffers are set when the connection is first established. Consequentially, the secondary Universal Broker TCP buffers must be
configured as well to tune data transfer performance. Refer to Universal Broker TCP_RECV_BUFFER and TCP_SEND_BUFFER
options.

15.47.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword tcp_send_buffer size [ unit ] (/] (V] o /]

15.47.3 Values

The size value specifies the requested size of the TCP send buffer.

The size value is specified in units of unit. Possible unit values are
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Unit Description
B Bytes (the default)
K Kilobytes (1024 bytes)
M Megabytes (1048576 bytes)
G Gigabytes (1073741824 bytes)

The unit value is case insensitive.

The maximum supported buffer size is 1G. The default is 0B.

15.48 TCP_WINDOW_SIZE - UDM Server configuration option

As of Universal Agent 5.2.0.4, TCP_WINDOW_SIZE has been renamed TCP_RECV_BUFFER.
For backward compatibility, TCP_WINDOW_SIZE is still supported.

15.49 TMP_DIRECTORY - UDM Server configuration option

15.49.1 Description

The TMP_DIRECTORY option specifies the name of the directory that the UDM Server uses for temporary files.

IBM i

Do not include this directory in any system or backup that requires an exclusive lock on the directory while UDM is
running.

15.49.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword tmp_directory directory o o o o
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directory is the name of the directory.

It should specify a fully qualified path name.

15.49.3.1 Default
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IBMi /tmp

UNIX /var/opt/universal/tmp
Windows .. \tmp

z/0S /tmp

15.50 TRACE_DIRECTORY - UDM Server configuration option

15.50.1 Description

The TRACE_DIRECTORY option specifies the directory name that the UDM Server uses for its trace files.

Relative path names are relative to the UDM Server installation directory. Full path names are recommended.

15.50.2 Usage

Method

Syntax

IBMi UNIX Windows z/0S

Configuration File Keyword

trace_directory directory /] o

15.50.3 Values

directory is the name of the directory.

15.50.3.1 Default

UNIX

/var/opt/universal/trace

Windows

c:\Program Files\universal\udmsrv
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15.51 TRACE_FILE_LINES - UDM Server configuration option

15.51.1 Description

The TRACE_FILE_LINES option specifies the maximum number of lines to write to the trace file.

When the maximum number of lines has been reached, the trace file will wrap around and start writing trace entries after the

trace header lines.

Tracing is activated, and a trace file is generated, when the MESSAGE_LEVEL option is set to TRACE.

15.51.2 Usage

Method

Syntax IBMi UNIX Windows z/0S

Configuration File Keyword

trace_file_lines number /] o o /]

15.51.3 Values

IBM i

The current record length is 384 characters.

As allocated on the AS/400 (i5), the maximum number of records is 509,000. Increasing TRACE_FILE_LINES beyond this
value requires manual adjustment of the file size via the CHGPF command.

Note
1. The file is not created until the first time Universal Data Mover Server trace is used.
2. Deleting the trace file will reset the maximum number of records to 509,000.

3. To clear the trace file without resetting the maximum number of records the file may contain, use the RMVM
FILE(UNVTMP510/UNVTRCUDM) MBR(*ALL) command. Substitute the default library designated during
product installation if different from UNVTMP510.

4.  WARNING: Setting this number of records larger than the maximum number of records allocated to the trace
file will result in a prompt sent to QSYSOPR. Unless a default response is set for this message (CPA5305),
the PROCESS WILL HANG waiting for the QSYSOPR response.

Default is 200,000.

If space is limited in the ASP where the trace file is located, set this to a smaller value. To avoid trace file wrapping, set
this to a larger value. Please read the trace_file_lines information in the UNVCONF(UDMS) file member before increasing
this value.

UNIX

The average size of a trace file line is 50 characters.

Default is a very large value of 200,000. If space is limited in the trace file directory (specified with the
TRACE_DIRECTORY option), set this to a smaller value.
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z/0S

The average size of a trace file line is 50 characters.

The trace file wrapping is only supported with sequential data sets that have a fixed record format. Partitioned data sets
or variable record formats are not supported.

Default is 200,000.

15.52 TRACE_TABLE - UDM Server configuration option

15.52.1 Description

The TRACE_TABLE option specifies the size of a wrap-around trace table maintained in memory.

The trace table is written to a file / data set when the program ends under the conditions specified by value condition. Tracing
is activated, and a trace file is generated, when the MESSAGE_LEVEL option is set to trace.

15.52.2 Usage

Method

Syntax IBMi UNIX Windows z/0S

Configuration File Keyword

trace_table size,condition /] (/] o /]

15.52.3 Values

size is the size (in bytes) of the table.

The size can be suffixed with either of the following characters:

« Miindicates that the size is specified in megabytes
+ Kindicates that the size is specified in kilobytes

For example, 50M indicates that 50 X 1,048,576 bytes of memory is allocated for the trace table.

Note

A value of 0 indicates that the trace table is not used.

condition is the condition under which the trace table is printed.

Possible values for condition are:

* error

Write the trace table if the program ends with a non-zero exit code.

+ always

Write the trace table when the program ends regardless of the exit code.
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never
Never write the trace table.

15.53 UMASK - UDM Server configuration option

15.53.1 Description

The UMASK option specifies the file mode creation mask. It affects the file permission bits of newly created files.
UMASK is supported only for the Hierarchical File System (HFS).

All files are created with a permission mode of 666, which is read-write permission for the owner, group, and other permission
categories. UDM uses UMASK to turn off selected permission bits by subtracting the value of UMASK from mode 666.

Note

To set file permissions, the File Permission (mode) attribute is the recommended method.

15.53.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword umask number o o o

15.53.3 Values

number can be any number, 001 to 666.
Default is 026.
The default value (026) results in file permission 640 (666 - 026 = 640), which is:

read-write for the owner
read for the group
none for others

15.53.4 References

Refer to the UNIX man page umask(1) for complete details.
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15.54 USER_SECURITY - UDM Server configuration option

15.54.1 Description

The USER_SECURITY option specifies the user security option.

If user security is activated, the UDM Server logs the user onto the system, and the command is run with the user's identity. If
user security is not activated, the command runs with the same identity as the Server.

15.54.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Configuration File Keyword security option (/] o /] /]

15.54.3 Values

option is any of the following values:

IBM i + default

Use IBM i security.
* none

No user security

UNIX + default

Use UNIX default user authentication method, */etc/passwd* or */etc/shadow*.

inherit

Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

none

Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

pam

Use the pluggable Authentication Modules (PAM) interface.

pam_sessions (Linux only)

Processes Pluggable Authentication Modules (PAM) session modules in addition to account and
authentication modules.

trusted

User HP Trust Security authentication.
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Windows + default

User-supplied user ID and password is authenticated against the user profile.

inherit

Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

none

Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

pam

Use the pluggable Authentication Modules (PAM) interface.

pam_sessions*(Linux only)

Processes Pluggable Authentication Modules (PAM) session modules in addition to account and
authentication modules.

trusted

User HP Trust Security authentication.

z/0S + default
Use z/0S SAF user authentication. User ID must have OMVS segment.

+ inherit
Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

* none
Universal Data Mover Server will inherit the user account of the broker which started it. The sessions is
established with the same user ID as that inherited from the Broker.

Note

For UNIX, Windows, and z/0S: The inherit value replaces the none value. There currently are no plans to deprecate
support for none, but new installs should use inherit instead of none.

15.54.3.1 Default Values

default AlX, HP-UX, Windows, z/0S

pam Linux, Solaris

15.55 VERIFY_HOST_NAME - UDM Server configuration option

15.55.1 Description
The VERIFY_HOST_NAME option specifies, for a three-party transfer session, whether or not the primary server should verify
the secondary server's Universal Broker X.509 certificate identity.

Verification consists of verifying that the certificate is issued by a trusted CA. The CA_CERTIFICATES option specifies which
CA certificates are considered trusted.

The identity is verified by matching the value specified by VERIFY_HOST_NAME to the secondary server's Universal Broker
certificate host value.

The following certificate fields can be matched:

- X.509 commonName attribute of the subject field's Distinguished Name (DN) value
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+ X.509 v3 dNSName field of the subjectAltName extension value
+ X.509 v3 iPAddress field of the subjectAltName extension value

One of these fields must match for identification to be considered successful. If either verification or identification fails, the
session is rejected and the UDM Manager terminates.

15.55.2 Usage

Method Syntax IBMi UNIX Windows z/0S
Command Line, Short Form n/a

Command Line, Long Form -verify_host_name option o o (/]
Environment Variable UDMVERIFYHOSTNAME=0ption

Configuration File Keyword verify_host_name option L] o /]

15.55.3 Values

option is the specification for whether or not the X.509 certificate identity is verified.
Valid values for option are:

* no
Certificate identity is not verified.

* yes
Primary server will verify the host name of the secondary server against the name contained in secondary server's
Broker X.509 certificate.

Default is no.
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16 Universal Data Mover Component Definition Options

16.1 Universal Data Mover Component Definition Options

This page provides links to detailed information about the options that comprise Universal Data Mover (UDM) component
definitions.

The options are listed alphabetically, without regard to any specific operating system.

16.2 Component Definition Information

For each component definition option, these pages provide the following information.

16.2.1 Description

Describes the option and how it is used.

16.2.2 Usage

Provides a table of the following information:

Method Syntax IBMi UNIX Windows z/0S

Component Definition Keyword <Format / Value>

16.2.2.1 Method

Identifies the method used for specifying a Universal Data Mover component definition option:

Component Definition Keyword

16.2.2.2 Syntax

Identifies the syntax of the method used to specify the option:

Format: Specific characters that identify the option.
Value: Type of value(s) to be supplied for this method.

16.2.2.3 (Operating System)

Identifies the operating systems for which the method of specifying the option is valid:

IBM i
HP NonStop
UNIX
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16.2.3 Values

Identifies all possible values for the specified value type.

Defaults are identified in bold type.
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16.3 Component Definition Options List

The following table identifies all of the options that can comprise a Universal Data Mover component definition.

Component

Description

AUTOMATICALLY_START

Specification for whether or not UDM Server starts automatically when Universal
Broker is started.

COMPONENT_NAME

Name by which the clients know the UDM Server.

CONFIGURATION_FILE *

Name of the UDM Server configuration file.

RUNNING_MAXIMUM

Maximum number of UDM Servers that can run simultaneously.

START_COMMAND *

Program name of the UDM Server.

WORKING_DIRECTORY *

Directory used as the working directory of the UDM Server.

* These options are required in all component definitions.

16.4 AUTOMATICALLY_START - UDM Component Definition option

16.4.1 Description

The AUTOMATICALLY_START option specifies whether or not the UDM Server starts automatically when Universal Broker is

started.

Note

AUTOMATICALLY_START is optional in a component definition.

16.4.2 Usage

Method

Syntax

IBMi UNIX Windows z/0S
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Component Definition Keyword auto_start option o

16.4.3 Values
option is the specification for how the UDM Server is started.
The only valid value for option is:

* no
UDM Server is not started automatically when Universal Broker is started. It is started only on demand.

16.5 COMPONENT_NAME - UDM Component Definition option

16.5.1 Description
The COMPONENT_NAME option specifies the name of the UDM Server.

Component start requests refer to UDM Server by this name.

Note
COMPONENT_NAME is optional in a component definition. If it is not specified, the file name is used as the component

name.

16.5.2 Usage

Method Syntax IBMi UNIX Windows z/0S

o o o o

component_name name

Component Definition Keyword

16.5.3 Values

name is the name of the UDM Server.
There is only one valid value for name: udm. (This is the name of the UDM Server component definitions file / member.)

Note

This name should not be changed.
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16.6 CONFIGURATION_FILE - UDM Component Definition option

16.6.1 Description

The CONFIGURATION_FILE option specifies the name of the UDM Server configuration file.

Note

CONFIGURATION_FILE is required in a component definition.

16.6.2 Usage

Method

Syntax IBMi UNIX Windows z/0S

Component Definition Keyword

configuration_file member or /] L] /] /]

configuration_file filename

16.6.3 Values

member / filename is the name of the configuration member / file.

IBM i Configuration file name can be any valid file name. It can be edited manually with SEU, EDTF, or any other
installed source file editor. The default file name is UNVPRD520/UNVCONF(UDMS).

UNIX Full path name of the configuration file. The file name can be any valid file name. The installation default is /etc/
universal/udms.conf.

Windows Full path name of the configuration file. The file name can be any valid file name. The installation default is c:
\Documents and Settings\All Users\Application Data\Universal\confludms.conf.

z/0S Member name of the component configuration file in the UNVCONF library allocated to the Universal Broker
ddname UNVCONF. The installation default is UDSCFG00.

16.7 RUNNING_MAXIMUM - UDM Component Definition option

16.7.1 Description

The RUNNING_MAXIMUM option specifies the maximum number of UDM Servers that can run simultaneously.

If this maximum number is reached, any command received to start the component is rejected.
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Note
RUNNING_MAXIMUM is optional in a component definition.

16.7.2 Usage

Method Syntax IBMi UNIX Windows z/0S

Component Definition Keyword running_max maximum o /] /] /]

16.7.3 Values

maximum is the maximum number of UDM Servers that can run simultaneously.

Default is 100.

Note
If you specify 0 for maximum, the default (100) will be used. To use 0 for the maximum number of servers, specify -1 or

less for maximum.

16.8 START_COMMAND - UDM Component Definition option

16.8.1 Description

The START_COMMAND option specifies the full path name (member name for z/0S) of the Universal Data Mover (UDM) Server
program.

Optionally, START_COMMAND also can specify command line options.

Note
START_COMMAND is required in a component definition.
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Method

Syntax

IBM i

UNIX

Windows

z/0S

Component Definition Keyword

start_command member or
start_command name[options]

(/]

o

16.8.3 Values

member / name is the full path name of the UDM Server program.

options is the optional list of command line options.

IBM i name is the qualified name of the UDM Server program. The default is *LIBL/UDMSRV.

UNIX name is the full path name of the UDM Server program.

Windows name is the full path name of the UDM Server program. This name is defined at installation; it is not modifiable from
the Universal Configuration Manager.

z/0S member is the program object of the UDM Server. The program object must be in the Universal Broker's search order
for loading program objects. The default location is the SUNVLOAD library allocated to the Universal Broker's
STEPLIB ddname. Alternatively, starting with Universal Broker 5.1.0.4, member can be the fully specified path of a
USS external link to the UDM Server program. The external link must be owned by UID 0.

options is not a valid value.

16.9 WORKING_DIRECTORY - UDM Component Definition option

16.9.1 Description

The WORKING_DIRECTORY option specifies the full path name of the directory used as the working directory of UDM Server.

Note

WORKING_DIRECTORY is required in a component definition.

16.9.2 Usage

Method

Syntax IBMi UNIX Windows z/0S

Component Definition Keyword

/] ] /] /]

working_directory directory
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16.9.3 Values

directory is the full path name of the working directory.

IBM i working_directory serves as a required placeholder only.

UNIX directory is the full path name of the directory UDM Server uses as its working directory.
Windows directory is the full path name of the directory UDM Server uses as its working directory.
z/0S directory is the HFS directory name that the UDM Server uses as its working directory.

Default = (. ).

Note

Do not change this directory.
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17 Universal Data Mover UACL Entries

Overview
UACL Entries Information

Description
Usage

Values
UACL Entries List

17.1 Overview

This page provides links to detailed information on the Universal Access Control List (UACL) entries available for use with
Universal Data Mover.

The UACL entries are listed alphabetically, without regard to any specific operating system.

17.2 UACL Entries Information

For each UACL entry, these pages provide the following information.

17.2.1 Description

Describes the UACL entry and how it is used.

17.2.2 Usage

Provides a table of the following information:

Method Syntax IBM i HP NonStop UNIX Windows z/0S

UACL File Keyword <Type / Rule>

17.2.2.1 Method

Identifies the method used for specifying a UACL entry:
UACL File Keyword
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17.2.2.2 Syntax

Identifies the syntax of the method used for a UACL entry:

+ Type: Universal Agent component to which the rule applies.
+ Rule: Client's identity, request to which the entry pertains, and security attributes that the entry enforces.

17.2.2.3 (Operating System)

Identifies the operating systems for which the method of specifying the UACL entry is valid:

« IBMi

+ HP NonStop
« UNIX

+ Windows

+ z/0S

17.2.3 Values

Identifies all possible values for the fields in a UACL entry rule.

Defaults are identified in bold type.

17.3 UACL Entries List

The following table identifies all Universal Data Mover UACL entries.

UACL Entry Description

UDM_ACCESS Allows or denies access to Universal Data Mover Server services.
There are two forms to this entry:

udm_access
udm_cert_access

UDM_MGR_ACCESS Allows or denies access based on the host name and/or user of the Manager trying to initiate a
UDM session.

17.4 UDM_ACCESS - UDM UACL Entry

17.4.1 Description

A UDM_ACCESS UACL entry either allows or denies access to Universal Data Mover Server services.
If access is permitted, UDM_ACCESS also specifies whether or not user authentication is required.
There are two forms of the UDM_ACCESS entry based on the client identification method:

« udm_access form is for IP-based client identification.
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« udm_cert_access is for X.509 certificate-based client identification.

A udm_access UACL entry is matched if all of the following occur:

+ Request comes from an IP address identified by host.
« Remote end is executing as user remote_user.
+ Remote user is requesting to execute a command as local user local_user.

A udm_cert_access UACL entry is matched if both of the following occur:

+ Request comes from a client with a certificate identifier of certid.
+  Remote user is requesting to execute a command as local user local_user.

The first matching rule is used to control access.

See UACL Entries for details on host, remote_user, and local_user specification syntax.

17.4.2 Usage

Method Syntax IBMi UNIX Windows z/0S

UACL File Keyword udm_access o o o /]
host,remote_user,local_user,access,auth

udm_cert_access
certid local_user,access,auth

17.4.3 Values

Valid values for access are:

+ deny

Service is denied. A message is returned to the remote end. The connection is closed.
+ allow

Service is accepted and processed.

Valid values for auth are:

+ auth

Local user account must be authenticated. The Manager must provide a proper password for the account.
* noauth
Local user account does not require user authentication.

Note

noauth should be used with care. Turning off user authentication may violate your local security policies on the
Server system.
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Windows

noauth is not a valid value.

17.5 UDM_MGR_ACCESS - UDM UACL Entry

17.5.1 Description

A UDM_MGR_ACCESS UACL entry either allows or denies access to Universal Data Mover Server services based on the host

name and/or user of the Manager trying to initiate a UDM session.

If access is permitted, UDM_MGR_ACCESS also specifies whether or not user authentication is required.

A udm_mgr_access UACL entry is matched if all of the following occur:

+ Request comes from a Manager initiated on host name identified by host. This is the machine host name, which may or

may not be equivalent to the host DNS name.
+ Manager is executing as user manager_user.
+ Manager is requesting to execute a command as local user local_user.

The first matching rule is used to control access.

See UACL Entries for details on host, manager_user, and local_user specification syntax.

CAUTION!

Managers earlier than 3.2.0 supply neither a manager host name nor a manager user ID. Therefore, other than host name
ALL and Manager user ID *, requests from managers earlier than 3.2.0 will never match a rule. Setting this rule in
networks containing managers earlier than 3.2.0 requires careful planning.

17.5.2 Usage

Method

Syntax

IBMi

UNIX

Windows z/0S

UACL File Keyword

udm_mgr_access
manager_host,manager_user,local_user,acce
ss,auth

17.5.3 Values

Valid values for access are:

+ deny

Service is denied. A message is returned to the remote end. The connection is closed.
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« allow
Service is accepted and processed.

Valid values for auth are:

- auth

Local user account must be authenticated. The Manager must provide a proper password for the account.
+ noauth

Local user account does not require user authentication.

Note

noauth should be used with care. Turning off user authentication may violate your local security policies on the Server
system.
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18 Universal Data Mover Commands

18.1 Universal Data Mover Commands

The following table identifies all of the UDM commands.
Each Command Name is a link to detailed information about that command.

(Also see Universal Data Mover Command Format.)

Command Name Description

appenddata Appends a line of text to the end of an existing data element, or creates a new data element containing
that line of text.

attrib Sets the file system attributes that govern the transfer operations on the host with the specified logical
name.
break Stops iterating through a forfiles loop and picks up execution at the script line immediately following the

end statement marking the end of the forfiles loop.

call Loads and executes a command script.

cd Changes the working directory (on UNIX, Windows, IBM i, and file system HFS) or if z/0S, the current data
set qualifiers (for DSN and DD file systems) on the specified logical machine to the specified path.

close Closes the current transfer session.

closelog Closes the open log file.

compare Compares two strings of data

copy Initiates a copy operation.

copydir Initiates a copy operation that recurses into subdirectories.

data Defines an in-stream data element that can be passed as input for other commands.

debug Turns debug information on and off.

delete Deletes a file (or series of files if file-spec contains any wildcards) from the transfer server with the

corresponding logical name.

deletestring Removes a substring from an existing string.
dir Provides a listing of the specified directory.
diskspace Retrieves the amount of space available on a volume or file system. This command is available on UNIX

and Windows, and z/0S and IBM i when the current file system is set to HFS (see the filesys command).

echo Sends text to standard out (stdout).
echolog Sends text to an open log file.
exec Executes system commands on remote machines.
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Command Name Description
execsap Executes SAP events.
existdir Verifies that the specified directory exists and reports the results to the user.
exit Exits the UDM Manager (same as the quit command).
filesys Sets the file system with which the server with the specified logical name is working.
filetype Set a series of masks and corresponding transfer mode types.
find Finds a specific occurrence of a substring in an existing string or list element.
format Creates a formatted string.
insertstring Inserts a substring into an existing string.
loaddata Loads the contents of a data element from a file, instead of setting them in a script via the data command.
logdata Writes the content of a data element to the open log file.
lower Forces all alpha characters in a given variable or list element to lower case.
mkdir Creates the specified directory.
mode Sets the current transfer mode.
move Initiates a move operation.
open Opens a UDM session.
openlog Opens a log file on disk for writing custom log information.
pad Takes a string in an existing variable or list element and pads it to make it the given length.
parse Parses a string, placing the components of the string into variables.
print Prints a message in the UDM manager's transaction output.
query Prints out the UDM Manager version.
quit Exits the UDM Manager (same as the exit command).
rename Renames a file.
replace Replaces one or more instances of a sequence with another sequence.
report Sets UDM's reporting options.
resetattribs Resets the attributes for all UDM file systems on the transfer server with the specified logical name.
return Stops executing the current script immediately and returns execution to the calling script immediately
after the callcommand used to invoke the current script.
reverse Reverses the order of all characters in the string of a specified existing variable or element.
rmdir Removes the specified directory. Only the last directory n the path is removed.
savedata Writes each line of a data element to a file on disk.
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Command Name Description
set Sets the UDM Manager's built-in and global variable values.
sleep Pauses execution of the script.
status Displays the current connection status.
strip Strips occurrences of a sequence from a string.
substring Finds a substring in an existing string and stores it in a variable.
truncate Truncates a string to a specific length.
upper Forces all alpha characters in a given variable or list element to upper case.

18.2 appenddata - UDM Command

+ Syntax

+ Description
+ Parameters
+ Examples

18.2.1 Syntax

appenddata data_element_name [value_1]... [value_n]

18.2.2 Description

The appenddata command appends a line of text to the end of an existing data element or, if that data element does not exist,
creates a data element containing that line of text.

The data_element_name parameter specifies the name of a data element.

The value_ parameters, which specify the text to be appended, are concatenated.

Variable references and expressions in these parameters are resolved, as with any other command, before assembling the line
(with no spaces between each value) and appending it to the data element.

18.2.3 Parameters

Parameter

Description

data_element_name

Name of a data element.

value_1

First value in the line of text to be appended.

value_n

Last value in the line of text to be appended.

lIniversal Data Mover Commands— 222



Universal Agent 7.8.x — Universal Data Mover 7.8.x Reference Guide

18.2.4 Examples

To append The answer to 1 + 1 is 2 to the data element mydata:

appenddata mydata "The answerto 1+ 1is" <1+ 1>

To append SingleSystemlmage to the data element mydata:

appenddata mydata Single System Image

18.3 attrib - UDM Command

Syntax

Description

Parameters

Common File System Attributes
Example

18.3.1 Syntax

attrib logical-name[={dd|dsn|hfs|lib}]

[attribute-name=[attribute_value]]...

18.3.2 Description
The attrib command sets the file system attributes that govern the transfer operations on the host with the specified logical
name.

If only a logical name is specified in the attrib command, the current set of attributes for the specified host is displayed. For
systems that support multiple file systems, such as z/0S and IBM i, the logical name can be followed by an file system name
that indicates the files system to which the attribute applies:

z/0S: hfs, dsn, dd
IBM i: hfs, lib

If no file system name is specified, the attributes will be applied for the currently selected file system. If no attributes are
specified, the transfer server returns its current set of attributes and their values.
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Parameter Description
logical-name Logical name of the transfer server for which to set the attributes (or from which to retrieve the
attributes).
dd|dsn|hfs]lib File system for which the attribute is to be set:

Values dd and dsn are valid only on z/0S file systems.
Value hfs is valid only on z/0S and IBM i file systems.
Value lib is valid only on IBM i file systems.

If no file system is specified, the attribute is set for the current file system on the specified server.

attribute-name

Name of an attribute.

attribute-value

Value to be set for the attribute.

18.3.4 Common File System Attributes

The following attributes are common to UDM on most platforms.

Attribute Name

Values

Description

asa

yes, no

Note

This attribute is used only for UDM for z/0S, when using the dd
or dsn file system.

Specifies whether American Standards Association (ASA) print control
characters are translated for data sets whose record format includes an
A (for example: FA, FBA, VBA).

If value is yes, UDM translates ASA control characters based on
rules documented in the zOS XL C/C++ Programming Guide.
If value is no, UDM performs no translation.

Default is no.

For more information regarding UDM handling of ASA text files, see
UDM - Copying ASA Text Files - z/0S.
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Attribute Name

Values

Description

bom

default, yes, no

Controls byte order mark (BOM) processing for UTF16-encoded output
files.

When a file is written using one of the UTF-16 encodings - UTF-16,
UTF-16LE, or UTF-16BE - the bom attribute specifies whether or not a
byte order mark (BOM) should be included at the start of the output file.

If the value of bom is default, then the conversion routines decide
whether or not a BOM is included in the output file. This value is
provided for compatibility with the UDM 6.2.0 release, which introduced
UTF-16 conversions, but did not provide BOM handling.

The behavior when bom=default is:
All platforms, other than AIX

If the destination file's codepage is UTF-16, a BOM is included
with the output file.

The output file receives a BOM that matches the default encoding
of the system upon which the file is created.

For example, a file created on an Intel-based architecture will have
a little endian (LE) encoding and will receive a BOM of U+FFFE.
Likewise, a file created on a z/0S system will have a big endian
(BE) encoding with a BOM of U+FEFF.

If the destination file's codepage is UTF-16LE or UTF-16BE, no
BOM is included.

For AIX

No BOM is included in the output file. If the output file's codepage
is UTF-16, it will have a big endian (BE) encoding.

A file with little endian (LE) encoding may be created on an AIX
system by using a codepage of UTF-16LE.

If the value of bom is yes, then a BOM is always included in the output
file. The type of BOM a file receives depends on its codepage value.

UTF-16: A BOM that represents the default encoding of the system
upon which the output file is created included with the file.
UTF-16BE: The output file will have a big endian (BE) encoding and
a BOM of U+FEFF is included in the output file, regardless of the
system upon which the file is created.

UTF-16LE: The output file will have a little endian (LE) encoding
and a BOM of U+FFFE is included in the output file, regardless of
the system upon which the file is created.

If the value of bom is no, a BOM is never included in the output file.

The default value is default.
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Attribute Name

Values

Description

casesensitive

yes, no

Controls how forfiles wildcard variable expansion is processed. The
value should match how the forfiles file list was generated on the target
UDM server; in most cases, that will be true. However, Windows has
some unique casing scenarios; for example, it is possible for the file
system to be mostly case insensitive while one or more specific
directories are case sensitive.

The casesensitive attribute is associated with the file system; its
default value is set based on the file system type:

* UNIX: yes

+ WINDOWS: no

« DD:no

+ DSN:no

+ HFS:yes

createop append, new, or replace Specification for how the file is to be created:

+ If value is append, the transferred data is appended to any data
already in an existing destination file. If the destination file does
not exist, it is created.

+ If value is new, the UDM copies the file only if the destination file
does not already exist. If the destination file does exist at the time
the copy operation is initiated, the operation returns with an error.

+ If value is replace, UDM overwrites an existing destination file.
Otherwise, UDM creates the file.

Default is new.
defext Any sequence of characters valid for the Sequence of characters appended to the end of the filename used to

destination file system.

write the destination file, if the source filename is being used implicitly
as the destination filename. This occurs after the file extension has
been truncated (if truncext is set to yes).

By default, no default extension is defined.

Note

The sequence of characters is appended verbatim. UDM does
not add a dot character before the sequence, so if one is
desired, it must be specified explicitly.
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Attribute Name Values Description
eol Any sequence of valid text data. End-of-line sequence used in text transfers.
For the source side of a copy operation, excepting those from the z/0S
dd and dsn file systems and the IBM i lib file system, the end-of-line
sequence is used to determine the end of each line of data. When the
specified sequence occurs in the data, UDM considers all data read up
to that point (starting from the previous line) as a single line. Each line
is transferred without the end-of-line sequence.
On the destination side of a text transfer, the end-of-line sequence is
appended to the end of each line before it is written.
Two special character sequences can be used in any end of line
sequence:
\r sequence indicates a carriage return.
\n sequence indicates a line feed.vv
Default depends on the platform and the file system:
Under Windows, the default is \r\n.
For UNIX platforms and the HFS file system under USS, the default
value is \n.
Under z/0S (for the dd and dsn file systems) and IBM i (for the lib
file system), the eol attribute is undefined.
Under IBM i (for the hfs file system), the default is FILE, which
makes end-of-line terminator consistent with file ccsid.
linelen A positive integer Maximum length of each line of data (record under the z/0S dd and dsn

file systems) written. It applies only to the destination side of a transfer
and is used in conjunction with the lineop and padline attributes.

Default is 0.

Under Windows, UNIX, and the hfs file system, this means no line
operation takes place.

Under z/0S (for the dd and dsn file systems), the value linelen will
be set equal to the logical record size used in allocating the
destination file.
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Attribute Name

Values

Description

lineop

none, stream, wrap, or trunc

Line operation for transferred lines (records under the z/0S dd and dsn
file systems).

For the line operation to be in play in the transfer, the value of linelen
must not be zero (linelen is set automatically for the z/0S dd and dsn
file systems to the logical record size if it is zero).

+ If value is none, each source line or record or data is written as it
is received as a complete line or record. If the length of the source
line is greater than that specified by *linelen*, UDM issues an error
and the transfer operation is aborted.

+ If value is stream, the source data is treated as one long, single
line of data. The source data is broken into multiple lines
(records), each with a length of that specified by linelen.

+ If value is trunc, each source line longer than the value specified
by linelen is truncated to be exactly linelen characters long.

+ If value is wrap, each source line longer than the value specified
by linelen is broken up into multiple lines, each no longer than
linelen characters long. Each segment is written out as a separate
line (record).

Note

If an end of line sequence is specified, the length of the
sequence is not considered by UDM when determining the
length of a line on the destination side. UDM only looks at the
raw data that is transferred.

(By default, the lineop attribute is not defined.)

mode

Set of three numbers (0-7) or nothing.

Note
This attribute is used only for UDM for UNIX.

Specification for the mode (in UNIX parlance), or file permissions, of a
file created by UDM in a copy operation. Existing files do not have their
modes modified by UDM. They retain the file mode that they had before
the copy operation was initiated.

Each number in the set corresponds to one or more individuals for
whom access is granted for the file:

+  First number: Owner of the file.
+ Second number: Users in the group assigned to the file.
+ Third number: Everyone else.

The value of each number is the sum of values representing file
permissions:

+ 0-No permissions.

+ 1-Permission to execute the file.

+ 2-Permission to write to the file.

+ 4 -Permission to read from the file.

(By default, the mode attribute is not set. The default mode of a newly
created file by UDM is dependent upon the user's umask or the mode of
the source file in a UDM transfer.)
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Attribute Name Values Description
ostype AIX, HP, Linux, Solaris, USS, Windows, or z/0S Type of operating system. This attribute is associated with UDM server.
Its default value is set based on the platform that the UDM component
was compiled for.
padline none, null, or space Specification for whether or not data is padded. (Used in conjunction

with linelen, when linelen is not zero.)

-+ If value is none, each line (record) of data written is not padded.

+ If value is null, each line of data is padded with null characters
(hex value 0) at the end until the line is linelen characters in
length.

+ If value is space, each line of data is padded with spaces at the
end until the line is linelencharacters in length.

Default is none.
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Attribute Name

Values

Description

rdw

yes or no

Specifies how to manage files whose records may start with a 4-byte
Record Descriptor Word (RDW). This RDW contains the record length
for variable-length record data that originates from z/0S, and is
structured as follows:

Bytes 1 & 2
Length of the logical record, including the 4-byte RDW.
Byte 3
A segment flag, with the following values:
0 - Complete record contained in a single logical record.

1 - Logical record is split across multiple segments, and
this is the first.

2 - Logical record is split across multiple segments, and
this is the last.

3 - Logical record is split across multiple segments, and
this is a middle record.

+ Byte4d
Unused

The role that the rdw attribute plays varies depending on context.

For files transferred from z/0S:

If the value is yes, the 4 bytes of the RDW are stored in the
destination file.

If the value is no, the RDW is stripped from the record prior to
transfer and is not stored in the destination file.

For files transferred to z/0S:

+ If the value is yes, UDM recognizes that the input file contains one
or more logical records, and that the first 4 bytes of each those
records is an RDW. The length of each logical record is used to
deliver separate physical records to the z/0S system. To have the
logical records stored as physical records on z/0S, you must set
the linelen and lineop attributes. linelen should be the dataset's
record length minus 4, and lineop must be wrap (for example,
attrb dst linelen=LRECL-4 lineop=wrap, where LRECL is the record
length specified in the dataset's DCB info).

When the records are sent back to z/0S, the RDW is removed from
the data. The new records receive an RDW from the OS as the
dataset is written.

+ If the value is no, UDM will not apply any special handling to the
records and will transfer them as-is.

The default is no.

Note

The RDW is stored in binary format. To prevent conversion of
the record length to a text value, transfer the file as binary using
the mode type=binary command.
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Attribute Name

Values

Description

regex

yes or no

Allows regular expression pattern matching to select which files are
chosen for the copy, delete, dir, and move commands, and the forfiles.

If the value of this attribute is yes, file names specified for the
corresponding session are processed in a grep-like fashion. Care must
be taken when crafting the expression to ensure that only the files
desired are processed.

For example, given the script commands:

open src=somehost user=uid pwd=pwd
attrib src regex=yes

cd src=d:\rootdir\datadir
copy src="[AaBb]

Any filesin d:\rootdir\datadir that contain the substring
123.txt -including the file named 123.txt - will be copied.

Use regular expression control characters such as * and $ to limit the
substring to match the beginning and ending of file names. For
example, use 2123.txt$ to copy just the file named 123.txt.
Additional information on regular expressions, including the different
matching patterns that are available, can be found in a number of online
resources and UNIX man pages.

Also, remember that wildcards are treated as special control characters
in regular expressions. Set this attribute to no or omit it entirely to have
UDM process wildcard characters as a "true” wildcard.

Default is no.

Note

Regular expression pattern searches are case-insensitive on
Windows systems. For Unix and z/0S sessions, they are case-
sensitive.

On z/0S, the regex attribute is available only for the HFS and
DSN file systems, not the DD (ddname) file system.
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Attribute Name

Values

Description

srccreatetime

yes or no

Note
This attribute is used only for UDM for Windows.

Specification for whether or not the creation timestamp of the

destination file in a copy operation matches the creation timestamp of

the source file.

+ If value is yes, the creation timestamp of the destination file
matches the creation timestamp of the source file.

+ If the value is no, the creation timestamp of the destination file
does not match the creation timestamp of the source file.

Default is no.

srcmodtime

yes or no

Note

This attribute is used only for UDM for UNIX, Windows, and IBM
i

Specification for whether or not the modification timestamp of the
destination file in a copy operation matches the modification
timestamp of the source file.

+ If value is yes, the modification timestamp of the destination file
matches the modification timestamp of the source file.

+ If the value is no, the modification timestamp of the destination
file does not match the modification timestamp of the source file.

Default is no.

srcaccesstime

yes or no

Note

This attribute is used only for UDM for UNIX, Windows, and IBM
i

Specification for whether or not the last access timestamp of the
destination file in a copy operation matches the last access timestamp
of the source file prior to the copy operation.

+ If value is yes, the last access timestamp of the destination file
matches the last access timestamp of the source file prior to the
copy operation.

+ If the value is no, the last access timestamp of the destination file
does not match the last access timestamp of the 