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3 Command Line Interface (CLI)

3.1 Introduction
The Universal Controller Command Line Interface (CLI) is implemented as a set of functions that perform specific actions in a
Universal Controller. The results of the actions are written to the CLI standard output.

The CLI command, uagemd, executes a function according to information specified in its required and optional Global
parameters and function-specific parameters.

3.2 CLI Functions

CLI functions perform specific actions in a Universal Controller.

The CLI command, uagemd, can execute functions on any system that has TCP/IP connectivity to the Universal Message
Service (OMS).

The command line syntax for each execution of uagemd must specify a single CLI function, required / optional Global
parameters, and required / optional function-specific parameters. You must use the required Global parameters to connect to
OMS Servers and to log on to a Controller (User ID and Password).

(See Pre-6.2.0.0 CLI Functions for a backward-compatible version of this syntax that can be used for pre-6.2.0.0 CLI functions.)
The following information is provided for each CLI Function:

+ Description

+ Command line syntax

+ Function-specific parameters
+ Example

Functions are listed alphabetically, by category, on the following pages:

Agent Functions + Delete Agent
+ List Agents Status

Resume Agent

Resume Agent Cluster

Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent

Suspend Agent Cluster

Suspend Agent Cluster Membership

Bundle Functions + Schedule Bundle Promotion
Import and Export Functions +  Export Bulk
» Export Trigger
Import Bulk
Import Trigger
OMS Server Functions + List OMS Servers

+ Change User Password
+ Change Credentials Password

Password Functions
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Resource Functions

+ List Virtual Resources
+ Update Resource Limit

Task Functions

+ Cancel Task

« Clear All Dependencies

« Clear Virtual Resource Dependencies
+ Clear Exclusive Dependencies

+ Clear Time Dependency

+ Display All Tasks

+ Display Task Instance Status

« Force Finish a Task

+ Launch a Task

+ Put Task on Hold

+ Release a Task from Hold

+ Rerun a Task

+  Set Manual Task to Started

+  Set Manual Task to Success

+ Set or Modify Wait Time for a Task Instance
+ Set Task Priority

+  Skip a Task

Tasks in Workflow Functions

+ Clear Predecessor Dependencies
+ Insert a Task into a Workflow Instance with Dependencies
+ List Predecessors / Successors of a Task Instance in a Workflow

Trigger Functions

+ Disable a Trigger

+ Enable a Trigger

+ Launch Trigger Tasks Now

+ List Triggers Status

*  Modify Time of a Time Trigger

Variable Functions

+ List Variables
+ Set Variables

3.3 Command Line Syntax

The following command line syntax is used for issuing the CLI command, uagemd:

uagemd function Global parameters function-specific parameter(s)

Command Line Entry

Description

uagemd

CLI command that executes all CLI functions.

function

CLI function that performs a specific action in a Universal Controller.

Global parameters

CLI parameters (required and optional) available for all functions.

function-specific parameter(s)

CLI parameters (required and optional) specific to one or more functions.

For example:
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uagcmd ops-task-launch -c config.cfg -x encryptedfile.txt task-type=unix task-name=task0l

In this example, the required Global Parameters are contained in the config.cfg configuration file.

Note

For backward-compatibility, you can exclude uagemd from the command line for all pre-6.2.0.0 CLI functions .

3.4 Special Characters Restrictions

The following restrictions apply to the use of special characters in CLI function parameters.

Special Characters

Restrictions

Examples

Can be used only if enclosed in double quotation marks.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name=A|B

'B' is not recognized as an internal or external command,
operable program or batch file.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name="A|B"

Task Type parameter not specified, defaulting to ALL.
Successfully launched the Manual task "A|B" with task
instance sys_id 14503847946836221302J1Y7WPIV75YF.
opscmd-complete

Cannot be used, even if enclosed in double quotation
marks.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name="A~B"

Parameter CMDVERB contains malformed name/value
pair(s).

opscmd-complete

Cannot be used, even if enclosed in double quotation
marks; prevents a CLI function from running.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name="A=B"

uagcmd ops-task-launch usage:

uagcmd ops-task-launch [options] [command_parameters]

Can be used with or without double quotation marks.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name="A+B"

Task Type parameter not specified, defaulting to ALL.
Successfully launched the Manual task "A+B" with task
instance sys_id
145038479468364413010SOWDEQOH7Y1.
opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-
task-launch -c c.cfg task-name=A+B

Task Type parameter not specified, defaulting to ALL.
Successfully launched the Manual task "A+B" with task
instance sys_id
14503847946836541302LCVCMLXWPSO0O.
opscmd-complete
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3.4.1 Restrictions for task-variables= Parameter

None of these special characters identified in Special Characters Restrictions - =, |, +,and ~ - can be use ina task-

variables= parameter.

3.4.1.1 Examples

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V=1"
variable2=V2}

Valid format for variables: {variable=value}.

opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V|1"
variable2=V2}

Valid format for variables: {variable=value}.

opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V+1"
variable2=V2}

Valid format for variables: {variable=value}.

opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V~1"
variable2=V2}

Parameter CMDVERB contains malformed name/value pair(s).

opscmd-complete

3.5 Pre-6.2.0.0 CLI Functions

For backward-compatibility, you can exclude uagemd from the command line for all pre-6.2.0.0 CLI functions:

Agent Functions « List Agents Status

*  Resume Agent
Resume Agent Cluster
Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent
Suspend Agent Cluster
Suspend Agent Cluster Membership

Import and Export Functions +  Export Bulk
+ Export Trigger
Import Bulk
Import Trigger
Password Functions + Change User Password

Change Credentials Password

Resource Functions « Update Resource Limit
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Task Functions

Cancel Task

Display All Tasks

Display Task Instance Status
Force Finish a Task

Launch a Task

Put Task on Hold

Release a Task from Hold
Rerun a Task

Set Manual Task to Started
Set Manual Task to Success
Set Task Priority

Skip a Task

Trigger Functions

Disable a Trigger

Enable a Trigger

Launch Trigger Tasks Now
List Triggers Status

Variable Functions

List Variables
Set Variables

3.6 Return Codes

The following table identifies all return codes that can be returned in response to a function:

Return Code Description
0 Completed successfully.
1 Configuration error (incorrect command line or configuration file entries).
2 Error processing the request.

3.7 Supported Platforms

For all supported platforms, the CLI is included in the Universal Agent 7.2.x package.

/CLI_HOME/bin

UNIX The CLI functions are installed in the following directory:

Replace CLI_HOME with the directory in which the Agent components are installed.
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Windows The CLI functions are installed in the following directory:
DRIVE:\CLI_HOME\bin
Replace:

DRIVE with the drive they are installed on. Add the appropriate directory for your 0/S to your PATH
environment variable in order to execute the functions without specifying their full path name.
CLI_HOME with the directory in which the Agent components are installed.

Note

Do not use fully qualified file names (that is, with the .exe extension) in CLI for Windows parameters; an
error will occur.

z/0S The CLI is implemented with a single program, UAGCMDZ . UAGCMDZ (with alias OPSCMDZ) is installed in the
SUNVLOAD library as part of the Universal Agent for z/OS Installation package.

See Using the CLI for z/0S for detailed information on using the CLI in a z/0S environment.

3.8 CLI Login

3.8.1 User Restriction
You can be restricted from logging in to the CLI either of two ways:

1. The system level default for CLI access, specified by the System Default Command Line Access Universal Controller
system property, has been set to No, and the Command Line Access field in the User Details for your user account is
set to -- System Default --."

2. The Command Line Access field in the User Details for your user account is set to No, which overrides the System
Default Command Line Access value.

If either restriction is in place, the following error message will display when you issue a CLI command:

User <your user name> not permitted to use the command line interface. Please check with
your administrator.

To remove the restriction, the system administrator must either:

+ Set the System Default Command Line Access property to Yes and set the Command Line access field on the User
Definition screen for your user account to -- System Default --.
+ Set the Command Line access field on the User Definition screen for your user account to Yes.

3.8.2 Password Expiration

While a password is expired , CLI access will be prohibited until the password has been changed.
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Note

Password expiration is not applicable to LDAP authenticated users.

3.9 Global Parameters

The CLI provides the following Global parameters for use with any CLI function :

Parameter Required Optional

CA Certificate List

Configuration File

CRL File

Encrypted File

Encrypted File Key

Help

Message Level

OMS NFT

OMS Servers 0

Password o

Queue Name

SSL/TLS

SSL/TLS Cipher List

SSL/TLS 1.3 Cipher Suites

SSL/TLS Implementation

SSL/TLS Minimum Protocol Version

SSL/TLS Maximum Protocol Version

Timeout

User ID o

Version
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The following information is provided below for each Global parameter:

+ Description

+ Syntax for specifying the parameter .
+ Requirement to use the parameter.

+ Default value (if any).

+ Example

3.9.1 Specifying Global Parameters
Three methods are available for specifying Global parameters:

1. Command line switches
2. Configuration file entries

3. Environment variables

Note

Each method is available only for some Global parameters; only a command line switch is available for each Global
parameter.

3.9.1.1 CA Certificate List

Description Trusted CA certificate list in PEM format. DD Name / Dataset Name / HFS File Name for z/
0S; file path for other platforms.

Platforms All

Configuration File Entry ssl.certstore=

Command Line Switch -a

Environment Variable n/a

Required No

Default (none)

Command | ine Interface (CI N- 26



Universal Controller 7.6.x — Remote Interfaces

Example

+ UNIX
+ /Jopt/cert/ca.pem
+  Windows
+ c:l\cert\ca.pem
+ z/0S:
* -—a dd:CACERTS
*  -a CACERTS
+ -a “//’CACERTS’”
+ -a “//’CACERTS(mbr)’”

+ -a “/path/to/file/CACERTS”

3.9.1.2 Configuration File

Description Configuration file containing one or more Global parameters. It can include the required User ID,
Password, and OMS Servers Global parameters.
Note
The configuration file syntax is cfggroup.cfgopt=cfgval, where cfggroup is the group to
which the option belongs, cfgopt is the option name, and cfgval is the option value.
For example:
security.userid=ops.admin
security.password=abc123
network.omsservers=7878@dallas0l.acme.com,7878@dallas02.acme.com
network.omsnft=yes
config.timeout=60
You also can specify individual Global parameters (required and optional) on the command line.
Note
A sample CLI configuration file, cmdtools.props, is created during the installation of the
CLI (an optionally installed component of Universal Agent). However, you can create a
configuration file with any name; it must exist in the directory from where you are issuing
the uagemd command.
Platforms

Configuration File Entry

Command Line Switch

Environment Variable
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Required No
Default (none)
Example + UNIX
/opt/cfgopt/cfgval.pem
Windows
+ c:l\cfgopt\cfgval.pem
+ z/0S:
-c dd:cfgval
+ -c cfgval
-c “//’cfgval’”

-c “//’cfgval(mbr)’”
+ -c “/path/to/file/cfgval”

3.9.1.3 CRLFile

Description CRL file in PEM format. DD Name / Dataset Name / HFS File Name for z/0S; file path for
other platforms.

Platforms All

Configuration File Entry ssl.crlfile=

Command Line Switch -e

Environment Variable n/a

Required No

Default (none)

Example UNIX

+ Jopt/cert/crl.pem
Windows
c:l\cert\crl.pem
z/0S
-e dd:CRL
-e CRL
-e “//°CRL>”
-e “//’CRL(mbr)’”
-e “/path/to/file/CRL”
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Description Complete path to a file encrypted with the Universal Encrypt utility that contains encrypted user
credentials.
This file can be used to store encrypted Controller credentials that would otherwise be specified
using the User ID or Password parameters. One or both of these parameters can be encrypted
and stored in this file. Any other parameters stored in the encrypted file are ignored.
Any values specified by User ID or Password on the command line and/or in the Configuration
File will override values stored in this file.
Note
Universal Encrypt is included in every Agent installation package.
Platforms All
Configuration File Entry n/a
Command Line Switch -X
Environment Variable n/a
Required No
Default (none)
Example UNIX

+ Jopt/encfile/fname.enc
Windows
c:\encfile\fname.enc
z/0S
+ -x dd: fname
-x fname
-x “//’fname’”

-x “//?fname(mbr)’”

-x “/path/to/encfile/fname”

3.9.1.5 Encrypted File Key

Description Optional key that was passed to the Universal Encrypt utility when the encrypted file
specified by -x was created.

Platforms All

Configuration File Entry n/a
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Command Line Switch «
Environment Variable n/a
Required No
Default (none)
Example

3.9.1.6 Help
Description Provides help information for any function.
Platforms All
Configuration File Entry n/a
Command Line Switch -h|-?
Environment Variable n/a
Required No
Default (none)
Example -h

Note

This parameter is exclusive; do not use it with any other parameter. If you do, only the Help information will be returned.

3.9.1.7 Message Level

Description Message level to use.
The only supported value is:
+ trace (which turns on debug messages)
Platforms All
Configuration File Entry -
Command Line Switch -l value
Environment Variable n/a
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Required No
Default Do not use trace.
Example -l trace

3.9.1.8 OMS NFT

Description Specification (yes or no) for whether or not to use NFT (network fault tolerance) for OMS.
If NFT is not used:
A uagemd command execution will attempt to connect to each specified OMS Server. If no
connection can be made, uagemd will fail with a non-zero exit code (2).
If a network error occurs after a connection to an OMS server is made, the uagemd will fail
with a non-zero exit code (2).

Platforms All

Configuration File Entry

network.omsnft=

Command Line Switch -
Environment Variable OMSNFT
Required No
Default yes
Example

3.9.1.9 OMS Servers

Description

Specifies one or more OMS server addresses used for network communication.

The syntax of the value is PORT@HOST[,PORT@HOST...], where:

+ PORT is the TCP port on which the OMS server is listening. The OMS default port is
7878.
+ HOST is the host name or IP address of the OMS server.

If multiple OMS servers are specified, they must be comma-separated.

Platforms

All

Configuration File Entry

network.omsservers=

Command Line Switch -m
Environment Variable OMSSERVERS
Required Yes
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Default

Example network.omsservers=7878@dallas01.acme.com,7878@dallas02.acme.com

3.9.1.10 Password

Description Password that the CLI will use to log into the Controller. Must be a valid password for this
user.

Platforms All

Configuration File Entry security.password=

Command Line Switch P

Environment Variable n/a

Required Yes

Default (none)

Example o

3.9.1.11 Queue Name

Description Controller queue name. Must be default for normal set-up.
Platforms All

Configuration File Entry network.core=

Command Line Switch -n

Environment Variable HUBNAME

Required No

Default ops.controller.queue

Example queue02
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Description Specification (by its inclusion on the command line) for whether or not to enable SSL/TLS.
Valid values for the configuration file entry are:

yes
no

Platforms All

Configuration File Entry ssl.enable=

Command Line Switch -S

Environment Variable n/a

Required No

Default no

Example -S

3.9.1.13 SSL/TLS Cipher List

Description

Colon-separated or comma-separated list of allowed SSL/TLS ciphers.

The ciphers below are valid only for TLS 1.2 and earlier versions.
See the ss'l.cipher_suites option for configuring TLS 1.3 specific
ciphers.

The following ciphers are allowed:

AES256-GCM-SHA384
AES256-SHA
AES128-GCM-SHA256
AES128-SHA
RC4-SHA

RC4-MD5
DES-CBC3-SHA
NULL-SHA
NULL-SHA256
NULL-MD5

Platforms

All

Configuration File Entry

ssl.ciphers=

Command Line Switch

-g value

Environment Variable

n/a
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Required No
Default no
Example -g AES256-SHA,AES128-SHA

3.9.1.14 SSL/TLS 1.3 Cipher Suites

Description Colon-separated or comma-separated list of allowed SSL/TLS 1.3 ciphers.
The following ciphers are allowed:
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128_GCM_SHA256
Platforms All

Configuration File Entry

ssl.cipher_suites=

Command Line Switch -q value

Environment Variable n/a

Required No

Default no

Example -g TLS_AES_128_GCM_SHA256,TLS_CHACHA20_POLY1305_SHA256

3.9.1.15 SSL/TLS Implementation

Description Specification for which SSL/TLS implementation to use on z/0S.
Supported values are:
openssl|
system
Platforms z/0S

Configuration File Entry

ssl.implementation=

Command Line Switch -i value
Environment Variable n/a
Required No
Default (none)
Example -i openssl
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3.9.1.16 SSL/TLS Minimum Protocol Version

Description Restricts the minimal SSL/TLS protocol version allowed in SSL/TLS session negotiation to the value specified.
Supported values are :
t1s1_0
tls1_2
t1s1_3
Platforms All

Configuration File Entry

ssl.min_protocol=

Command Line Switch -d value
Environment Variable n/a
Required No
Default tls1_2
Example -d tls1_0

3.9.1.17 SSL/TLS Maximum Protocol Version

Description Restricts the maximum SSL/TLS protocol version allowed in SSL/TLS session negotiation to the value specified.
Supported values are :
tIs1_2
tls1_3
Platforms All

Configuration File Entry

ssl.max_protocol=

Command Line Switch -d value
Environment Variable n/a
Required No
Default tls1_2
Example -dtls1_3

3.9.1.18 Timeout

Description

Time (in seconds) that the CLI will wait before it reports an error.
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Platforms All
Configuration File Entry config.timeout=
Command Line Switch -0

Environment Variable n/a

Required No

Default 60

Example 10

3.9.1.19 UserID

Description User ID that the CLI will use to log into the Controller. Must be a valid user with the appropriate
permissions defined in the Controller database using the Controller Security module.

Platforms All

Configuration File Entry security.userid=

Command Line Switch -u

Environment Variable n/a

Required Yes

Default (none)

Example ops.admin

3.9.1.20 Version

Description Displays version information for the CLI.
Platforms All

Configuration File Entry n/a

Command Line Switch -V

Environment Variable n/a

Required No

Default (none)
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Example v

Note

If this parameter is specified, all other parameters (except Help ) are ignored.

3.10 Function-Specific Parameters

Most functions contain one or more required and/or optional parameters that are specific to one or more functions.

3.10.1 Modifying Variables

Some function-specific parameters let you modify variables.

Currently, the CLI only supports the modification of User-Defined Variables: global variables, trigger variables, and task/
workflow variables.

Modifying a task variable does not impact any existing task instances of that task. When the next task instance is created from
the updated task, the new task instance will use the updated variable.

To modify a variable in a task or workflow, you can create a Set Variable action .

3.11 Using the CLI for z/0S

All CLI functions are supported in the z/0S environment. They are managed and executed by the program UAGCMDZ (with
alias OPSCMDZ), which may execute as either a command processor or a standard z/0S batch job. UAGCMDZ is installed with
the z/0S agent in library SUNVLOAD.

3.11.1 z/0S-Specific Syntax Requirements

The functions and syntax requirements for the z/OS environment are very similar to the other supported platforms with a few
exceptions described below.

IBM'’s z/0S Language Environment (LE) interprets the first forward slash (/) in a parameter string as a separator between
parameters meant for LE and parameters meant for the program being executed. To avoid confusion, parameters which
contain a forward slash should be enclosed in double quotes. For instance agent-type=z/0S should be agent-type="z/
0s".

3.11.1.1 Command Line Options

When UAGCMDZ is executed as a batch program, command line parameters are specified with the step PARM keyword.

For example:
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//STEPO1 EXEC PGM=UAGCMDZ,
// PARM='ops-agent-status -c dd:CMDOPTS agent-type=windows'

3.11.1.2 Syntax for Options That Accept File Names: -a, -c, -e, and -x

If you use the -a, -c, -e, and -x command line switches for specifying a file on the command line, you must use one of the
following formats for the file name.

For example, for the -c (Configuration File) command line switch:

Format Syntax Description
DD Name -c dd:ddname ddname references a DD statement that exists in your batch JCL.
Dataset Name -c "//'"dsname'" dsname is a fully-qualified dataset name which may be a partitioned

dataset with a member name.
-c "//'pdsname(mbr)'"

HFS File Name -c “/path/to/file/fname” A fully-qualified path to a file located on the hierarchical z/0S Unix File
System, where /path/to/f7le isthe complete path to the file and

fname is the name of the file.

3.11.1.3 Line Numbers in Configuration File

Do not place line numbers in columns 73-80. The entire 80-byte record is read and processed as input.

3.11.2 Methods for Issuing CLI Functions in z/0OS

Three methods are available for running UAGCMDZ and executing CLI functions:

+ Using a batch job .
+ Under a TSO session .
+ Using a batch TSO Terminal Monitor Program (TMP) .

In each example where data sets are specified, we use:

UNV.SUNVLOAD Library containing the CLI programs UAGCMDZ (and OPSCMDZ alias).
USER.PARM Data set containing command options.
USER.REXX Data set containing user REXX EXECs.

3.11.2.1 Running OCLI Functions in a Batch Job

The CLI program UAGCMDZ executes a single function as a JCL batch job step. If multiple functions are to be executed, run
each one as an individual job step.

The following example illustrates running UAGCMDZ as a batch job to request the status of all Windows Agents.
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//jobname JOB (acctg-info),'your name',MSGCLASS=X,MSGLEVEL=(1,1),

//
/1/*
//STEPO1  EXE

// PARM='ops-agent-status —-c dd:CMDOPTS agent-type=windows'

//STEPLIB DD
//SYSPRINT DD
//SYSOUT DD
//CMDOPTS DD
//CEEDUMP DD

In this example:

CLASS=A,NOTIFY=&SYSUID
C PGM=UAGCMDZ,

DISP=SHR,DSN=UNV.SUNVLOAD
SYSOUT=x*

SYSOUT=x*

DSN=USER.PARM(CMDOPTS) ,DISP=SHR
SYSOUT=x*

The step PARM value specifies the CLI function and its options.

The job step can include only one function.

The STEPLIB points to the z/0S Agent load library.

The output will be in SYSPRINT.

CMDOPTS is a DDNAME that references the location of the function parameters.

3.11.2.2 lIssuing CLI Functions under TSO

You can also issue CLI

functions under a TSO session.

The sample command string below shows a CLI function issued from an ISPF Command Shell prompt:

Enter TSO or Workstation functions below:
===> uagcmdz ops-agent-status -c "//'USER.PARM(CMDOPTS)'" agent-type=windows

This function will return data similar to the sample below:

Agentname

agent-sys00101
agent-sys00201
opscmd-complet

AgentType Status
Windows Active
Windows Offline

e

3.11.2.3 Issuing CLI Functions as a Batch TSO

The following two examples show how to issue a CLI function in a batch TSO.

3.11.2.3.1 Example

One

//CMDZBAT JOB (acctg-info),'your name',MSGCLASS=X,MSGLEVEL=(1,1),

//
/1/*
//STEPO1  EXE

CLASS=A,NOTIFY=&SYSUID,TIME=5

C PGM=IKJEFT0O1l,DYNAMNBR=200,REGION=40M
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//STEPLIB DD DISP=SHR,DSN=UNV.SUNVLOAD

//SYSPRINT DD SYSOUT=x*

//SYSOUT DD SYSOUT=*

//SYSTSPRT DD SYSOUT=x*

//CMDOPTS DD DSN=USER.PARM(CMDOPTS) ,DISP=SHR

//SYSTSIN DD *

uagcmdz ops-agent-status —-c dd:CMDOPTS agent-type=windows

/*

Output will be in SYSTSPRT.

3.11.2.3.2 Example Two

//REXXAGNT JOB (acctg-info),'your name',MSGCLASS=X,MSGLEVEL=(1,1),
// CLASS=A,NOTIFY=&SYSUID,TIME=5
/1*
//STEPO1 EXEC PGM=IKJEFTO1,DYNAMNBR=200,REGION=40M
//STEPLIB DD DISP=SHR,DSN=UNV.SUNVLOAD
//SYSEXEC DD DSN=USER.REXX,DISP=SHR
//SYSPRINT DD SYSOUT=x%
//SYSTSPRT DD SYSOUT=x%
//CMDOPTS DD DSN=USER.PARM(CMDOPTS) ,DISP=SHR
//SYSTSIN DD *
%OUTTRAP1

/*

The following REXX EXEC must be located in USER.REXX(OUTTRAP1):

/**************************** REXX *********************************/

/* Using OUTTRAP to */
/* (1) Obtain z/0S agent status */
/* (2) Test status from the response x/

/* (3) Launch a task if the agent status is Active x/

/*******************************************************************/
X = OUTTRAP('OPS.")
uagcmdz "ops—agent-status -c dd:CMDOPTS agent-type=""z/0S"""
SAY 'RC ds:' RC
SAY OPS.0 'records were read.'
launch = 'NO'
DO i = 1 to OPS.0 WHILE launch = 'NO'
IF SUBSTR(OPS.i,61,6) = 'Active' THEN
DO
launch = 'YES'
uagcmdz "ops—-task-launch -c dd:CMDOPTS task-name=DUMPT"

END

END

DO i = 1 to OPS.0
SAY OPS.i
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END
y = OUTTRAP('OFF')

3.12 Agent Functions

3.12.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Agents, which are listed alphabetically on this page.

+ Delete Agent

+ List Agents Status

* Resume Agent

+ Resume Agent Cluster

+ Resume Agent Cluster Membership

+ Set Agent Cluster Task Execution Limit
+ Set Agent Task Execution Limit

+ Suspend Agent

+ Suspend Agent Cluster

+ Suspend Agent Cluster Membership

Syntax, parameters, and examples for each function are provided.

3.12.2 Delete Agent

Description Deletes an Agent record.
Syntax uagcmd ops-delete-agent
global parameters
{agent-name=name | agent-id=ID
}
Parameters * agent-name =

Required if agent-1id= is not specified; Agent name of the Agent to be deleted ( agent-
name= and agent-id= are mutually exclusive).

agent-id =

Required if agent-name= is not specified; Agent ID of the Agent to be deleted ( agent-

id= and agent-name= are mutually exclusive).
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Example

uagcmd ops-delete-agent -c config.cfg agent-name=agent

A
3.12.3 List Agents Status
Description Lists the status of one or more Agents.
Syntax uagcmd ops—agent-status

global parameters
[agent-name=name] agent-type=type

[options=v]

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Parameters +  agent-name=
Optional; Name or partial name of one or more Agents . Wildcards are supported.

+  agent-type=
Optional; One of the following (not case sensitive): windows, unix, linux, linux/unix, zos, z/
os. (If not specified, status of all Agents are listed.)

+  options=
Optional; v (Return verbose results.)

Example

uagcmd ops-agent-status -c config.cfg agent-
type=windows

3.12.4 Resume Agent

Description Resumes the ability of the identified Agent to run tasks.
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Syntax uagcmd ops-resume-agent

global parameters

{agent-name=name | agent-id=7d

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Parameters * agent-name =
Required if agent-id= is not specified; Agent name of the Agent whose ability to run tasks is

to be resumed (agent-name= and agent-id= are mutually exclusive).
agent-id =
Required if agent-name= is not specified; Agent ID of the Agent whose ability to run tasks is

to be resumed ( agent-id= and agent-name= are mutually exclusive).

Example
uagcmd ops-resume—agent -c config.cfg agent—-name=agent A

3.12.5 Resume Agent Cluster

Description Resumes the ability of the identified Agent Cluster to run tasks.
Syntax uagcmd ops-resume-agent-cluster
global parameters
agent-cluster-name=name

Note

For backward-compatibility, you can exclude uagemd from the command line for this function

and all pre-6.2.0.0 CLI functions .
Parameter +  agent-cluster-name =

Required; Agent cluster name of the Agent Cluster whose ability to run tasks is to be resumed.
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Example

uagcmd ops-resume-agent-cluster -c config.cfg agent-
cluster—-name=cluster A

3.12.6 Resume Agent Cluster Membership

Description Resumes the membership of the identified Agent in the identified Agent Cluster.
Syntax uagcmd ops-resume-agent-cluster-membership
global parameters
{agent-name=name | agent-id=ID} agent-
cluster-name=name
Note
For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .
Parameters agent-name =
Required if agent-1id= is not specified; Agent name of the Agent whose membership in the
Agent Cluster is to be resumed ( agent-name= and agent-id= are mutually exclusive).
agent-id =
Required if agent-name= is not specified; Agent ID of the Agent whose membership in the
Agent Cluster is to be resumed ( agent-id= and agent-name= are mutually exclusive).
agent-cluster-name =
Required; Agent cluster name of the Agent Cluster in whose membership the identified Agent is
to be resumed.
Example
uagcmd ops-resume-agent-cluster-membership -c config.cfg
agent-name=agent A agent-cluster-name=cluster A

3.12.7 Set Agent Cluster Task Execution Limit

Description

Specifies whether or not an Agent Cluster has a task execution limit and, if so, sets the task execution limit.
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Syntax uagcmd ops-set-agent-cluster-task-execution-limit

global parameters

agent-cluster-name=name limit-type=type Llimit-

amount=number

Note

For backward-compatibility, you can exclude uagemd from the command line for this function and
all pre-6.2.0.0 CLI functions .

Parameters * agent-cluster-name=

Required; Name of the Agent Cluster.

Timit-type=

Required; Specification for whether or not there is a limit to the number of tasks that can be run at the
same time by the Agent Cluster. Allowable values (not case sensitive) are: limited, unlimited.

limit-amount=
Required if 1imit-type= limited; Maximum number of tasks that can be run at the same time by
the Agent Cluster.

Example
uagcmd ops-set-agent-cluster-task-execution-limit -c
config.cfg agent-cluster-name=cluster A limit-type=limit
limit-amount=500

3.12.8 Set Agent Task Execution Limit

Description Specifies whether or not an Agent has a task execution limit and, if so, sets the task execution limit.

Syntax uagcmd ops-set-agent-task-execution-limit

global parameters
{agent-name=name | agent-id=ID} limit-type=ty

pe limit-amount=number

Note

For backward-compatibility, you can exclude uagemd from the command line for this function and
all pre-6.2.0.0 CLI functions .
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Parameters

agent-name=

Required if agent-1id= is not specified; Name of the Agent ( agent-name= and agent-id= are
mutually exclusive).

agent-id=

Required if agent-name= is not specified; ID of the Agent ( agent-id= and agent-name= are
mutually exclusive).

Timit-type=

Required; Specification for whether or not there is a limit to the number of tasks that can be run
concurrently by the Agent. Allowable values (not case sensitive) are limited, unlimited.

limit-amount=
Required if limit-type=limited; Maximum number of tasks that can be run at the same time by the
Agent.

Example

uagcmd ops-set-agent-task-execution-limit -c config.cfg
agent-name=agent A limit-type=limit limit-amount=500

3.12.9 Suspend Agent

Description

Suspends the ability of the identified Agent to run tasks.

Syntax

uagcmd ops-suspend-agent

global parameters

{agent-name=name | agent-id=ID

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Parameters

agent-name =
Required if agent-id= is not specified; Agent name of the Agent whose ability to run tasks is
to be suspended ( agent-name= and agent-id= are mutually exclusive).

+ agent-id =
Required if agent-name= is not specified; Agent ID of the Agent whose ability to run tasks is
to be suspended ( agent-id= and agent-name= are mutually exclusive).

Example

uagcmd ops-suspend-agent -c config.cfg agent-name=agent
A
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3.12.10 Suspend Agent Cluster

Description Suspends the ability of the identified Agent Cluster to run tasks.

Syntax uagcmd ops-suspend-agent-cluster

global parameters

agent-cluster-name=name

Note

For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .

Parameter +  agent-cluster-name =
Required; Agent cluster name of the Agent Cluster whose ability to run tasks is to be suspended.

Example

uagcmd ops-suspend-agent-cluster -c config.cfg agent-
cluster—-name=cluster A

3.12.11 Suspend Agent Cluster Membership

Description Suspends the membership of the identified Agent in the identified Agent Cluster.

Syntax uagcmd ops-suspend-agent-cluster-membership

global parameters
{agent-name=name | agent-id=ID} agent-

cluster-name=name

Note

For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .
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Parameters * agent-name =
Required if agent-id= is not specified; Agent name of the Agent whose membership in the
Agent Cluster is to be suspended ( agent-name= and agent-id= are mutually exclusive).
agent-id =
Required if agent-name= is not specified; Agent ID of the Agent whose membership in the
Agent Cluster is to be suspended ( agent-id= and agent-name= are mutually exclusive).
agent-cluster-name =
Required; Agent cluster name of the Agent Cluster in whose membership the identified Agent is to
be suspended.

Example

uagcmd ops-suspend-agent-cluster-membership -c config.cfg
agent-name=agent A agent-cluster-name=cluster A

3.13 Bundle Functions

3.13.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Bundles, which are listed alphabetically on this page.

« Schedule Bundle Promotion

Syntax, parameters, and examples for each function are provided.

3.13.2 Schedule Bundle Promotion

Description

Schedules the promotion of a Bundle.

Syntax

uagcmd ops—-promote-bundle

global parameters
{bundle-id=ID | bundle-name=name} [promotion-
target-id=ID | promotion-target-name=name] {[override-user=user] override-
password=password} schedule=option {date=date [time=time]} [create-snapshot=o

ption] [notification-option=notification] [allow-unv-tmplt-changes=option]
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Parameters *  bundle-id=
Required if bundle_name= is not specified; sys_id of the bundle to be promoted.
bundle-name=
Required if bundle_id= is not specified; Name of the bundle to be promoted.
promotion-target-id=
sys_id of the promotion target; Optional if specified on the bundle and if promotion-target-
name= is not specified.
promotion-target-name=
Name of the promotion target; Optional if specified on the bundle and if promotion-target-
id= is not specified.
override-user=
Optional; User ID to override the user ID provided from the Promotion Target record.
override-password=
Required if override-user= is specified; Password of the User ID being used to override the
user ID provided from the Promotion Target record.
schedule=
Required; Specification (not case sensitive) for whether to schedule the promotion (Yes/Y/true) or
promote the Bundle immediately (No/N/false).
date=
Required if schedule= Yes/Y/true; Promotion schedule date in format yyyy-MM-dd.
* time=
Optional if schedule= Yes/Y/true; Promotion schedule time in format HH-mm (default is 00:00).
create-snapshot=
Optional if schedule= Yes/Y/true; Specification (Yes/Y/true or No/N/false; not case sensitive)
for whether a Bundle snapshot should be taken and stored with the scheduled promotion. Default
is No/N/false.
notification-option=
Optional; Operation (if any) that will cause a System Notification to be sent when the promotion is
done (not case sensitive): operation_failure (default), operation_success/failure, or
operation_success.
allow-unv-tmplt-changes=
Optional; Specification (not case sensitive) for whether to allow (Yes/Y/true) or not allow (No/N/
false) the Bundle to contain new or changed Universal Templates.
Example

uagcmd ops-promote-bundle -c config.cfg bundle-
name=Bundle A schedule=Yes date=2015-06-12 create-
snapshot=Yes

3.14 Import and Export Functions

3.14.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Imports and Exports, which are listed alphabetically on this page.
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+ Export Bulk
+ Export Trigger
« Import Bulk
+ Import Trigger

Syntax, parameters, and examples for each function are provided.

Important!

It is strongly recommended that you do NOT use the Import and Export functions for modification of Universal Controller
records. API functions are available if you need to programmatically update, copy, insert, or otherwise manipulate
Universal Controller records.

3.14.2 Export Bulk

Description Performs a bulk export of all records in your Controller database.

The location of the export is specified by the Export Path ( opswise.export.path ) Universal
Controller system property.

The default directory, where $CATALINA_HOME is the base Tomcat installation directory, is either:

SCATALINA_HOME/opswise_export
+  SCATALINA_HOME\opswise_export

Each export creates a sub-directory under the specified path in the following format:

WWW_MMM_DD_HH_MM_SS_TZ_YYYY-BULK_EXPORT

WWW : 3-Letter Weekday
MMM : 3-Letter Month
+ DD:Day
*  HH:Hour
MM : Minute
SS : Second
TZ : Time Zone
YYYY : 4-Digit Year

Note

Export Bulk performs a similar function as the Bulk Export Server Operation , but not Bulk
Export with Versions.

Command | ine Interface (CI D= 50


https://stonebranchdocs.atlassian.net/wiki/spaces/UC76/pages/439248877/Properties#Properties-ExportPath
https://stonebranchdocs.atlassian.net/wiki/spaces/UC76/pages/439249188/Server+Operations#ServerOperations-ServerOperationsDescriptions

Universal Controller 7.6.x — Remote Interfaces

Syntax uagcmd ops-export-bulk

global parameters

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Example

uagcmd ops-export-bulk -c config.cfg

3.14.3 Export Trigger

Performs an export of the specified trigger(s) and all the associated record(s). For example, if you export one
trigger, the CLI also exports the calendar used in the trigger and all tasks launched by the trigger. The CLI
creates a separate XML file for each record type and generates the output directory and file names using a date
and timestamp, plus an internal record identifier generated by the Controller.

Description

All exported XML definition files will be saved to a timestamped directory under the path defined by the Export
Path Universal Controller system property. The following illustrates a sample output directory and exported
data:

= 73 Apache Software Foundation "
2 ) Tomcat 6.0
() conf
oW
= bogs
= ) opswise_export
0 Tue_Mar_16_18_09_04_MDT_2010

s
| ops_calendar_77171434c02801 901645020541 7ddee.xml
= ops_task_sleep_4103696b005501090 1 FeSdbf7S6echds, xml
12 ops_trigoer_time_g96e 1 640c04B026401heFSE1414c7 307 2l
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Syntax

uagcmd ops-export-trigger

Note

For backward-compatibility, you can exclude uagemd from the command line for this function and all
pre-6.2.0.0 CLI functions .

global parameters

trigger—-name=name [trigger-type=type]

Parameters

trigger-name=

Required; Name of one or more triggers . Wildcards are supported.

trigger-type=

Optional; If you used a wildcard in trigger-name, you can use trigger-type to narrow down the selection to
a specific type of trigger. Allowable values are (not case sensitive): cron, time, file_trigger, temporary,
task_monitor, manual, application_monitor.

Example

This example exports all triggers whose name begins with SF:

uagcmd ops-export-trigger -c config.cfg trigger-name=SF*

3.14.4 Import Bulk

Description

Performs a bulk import of records into your Controller database.

The location from where records are imported is specified by the System Default CLI Bulk Import
Path (opswise.bulk_import.path.default ) Universal Controller system property.

The default directory, where SCATALINA_HOME is the base Tomcat installation directory, is either:

SCATALINA_HOME/opswise_import
SCATALINA_HOME\opswise_import

Note
The data being imported must have been exported using the Export Bulk command.
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Syntax uagcmd ops—import-bulk
global parameters
Note
For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .
Example
uagcmd ops-import-bulk -c config.cfg

3.14.5 Import Trigger

Description Imports into your Universal Controller database the trigger records in the path specified in the import-

file= parameter.

Syntax uagcmd ops—import-trigger

global parameters

import-file=file

Note
For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .

Parameter *  dimport-file=
Required; Path containing one or more XML files that were exported via ops-export-trigger or via

the Universal Controller user interface using the Export -> XML feature.

Note
This is the path on the Controller server where the XML files are stored, not a local path to
where the command is run.
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Example

uagcmd ops-—import-trigger --c config.cfg import-
file=ops\import

3.15 OMS Server Functions

3.15.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for OMS Servers, which are listed alphabetically on this page.
+ List OMS Servers

Syntax, parameters, and examples for each function are provided.

3.15.2 List OMS Servers

Description Lists OMS Servers and their status.
Syntax uagcmd ops-oms-status
global parameters
server-address=address: [port] [options=v]
Parameter + server-address=
Required; Server address or partial server address of one or more OMS servers. Wildcards are
supported.
options=
Optional; Supports the v (verbose) option, which will toggle the Sysld column in the response
output.
Example
uagcmd ops-oms-status -c config.cfg server-address=1x12-
xX64:7878

Note

The CLI command response will contain the following information for each matching OMS Server:
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+ Session Status - OMS Server sessions status

+ Sysid - OMS Server sys_id

3.16 Password Functions

3.16.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Passwords, which are listed alphabetically on this page.

+ Change User Password
+ Change Credentials Password

Syntax, parameters, and examples for each function are provided.

3.16.2 Change User Password

Description Changes the password for the specified Universal Controller User account.
Note
The authenticated user must have the ops_admin user role.

Syntax uagcmd ops—-change-user-password

global parameters

user—-id=userid new-password=password

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .
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Parameters +  user-id=
Required; Universal Controller User ID whose password is to be changed.
*  new-password=
Required; The new password that is to be assigned to the specified user.
Example

uagcmd ops-change-user-password -c config.cfg user-
id=user A new-password=password A

3.16.3 Change Credentials Password

Description

Changes the runtime password for the specified Universal Controller credentials resource.

Note

The authenticated user must have the Update Credential permission .

Syntax

uagcmd ops-change-credentials-password

global parameters
credentials—-name=name new-runtime-

password=password

Note

For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .

Parameters

+  credentials-name=

Required; Name of the Universal Controller credentials resource that is to have its password
changed.

*  new-runtime-password=
Required; The new runtime password that is to be assigned to the specified credentials resource.

Example

uagcmd ops-change-credentials-password -c config.cfg
credentials-name=Credential A new-runtime-
password=password A
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The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Resources, which are listed alphabetically on this page.

+ List Virtual Resources
+ Update Resource Limit

Syntax, parameters, and examples for each function are provided.

3.17.2 List Virtual Resources

Description Lists all specified virtual resources.
Syntax uagcmd ops-resource-list
global parameters
[resource—-name=name] [resource-type=type]
[options=v]
Parameters resource-name=
Opitonal; Name of virtual resource(s) to be listed. Wildcards are supported.
resource-type=
Optional; One of the following (not case sensitive): renewable, boundary, depletable. (If not
specified, all types of virtual resources are listed.)
options=
Optional; Supports the v (verbose) option, which will toggle the Sysld and Used By columns in
the response output.
Example
uagcmd ops-resource-list —-c config.cfg resource-
name=Resource A
Note

The CLI command response will contain the following information for each matching virtual resource:

+ Name - Virtual Resource name
+ Type - Virtual Resource type
« Limit - Virtual Resource limit
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+ Used - Amount of the virtual resource currently used; applicable only to renewable virtual resources
+ Sysld - Virtual Resource sys_id

+ Used By - Task instances currently using the Virtual Resource in the format { (task-instance-name:resource-

amount), (task-instance-name:resource-amount),... }

3.17.3 Update Resource Limit

Description Updates the resource limit for a resource.
Syntax uagcmd ops-update-resource-limit
global parameters
resource-name=name resource-limit=17m7
t
Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Parameters *  resource-name=

Required; Name of resource to update the limit on.
resource-limit=

Required; Resource limit (any integer >= 0).

Example

uagcmd ops-update-resource-limit -c config.cfg
resource-name=Resource A resource-limit=5

3.18 Task Functions

3.18.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Tasks, which are listed alphabetically on this page.

« Cancel Task
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+ Clear All Dependencies

+ Clear Virtual Resource Dependencies
+ Clear Exclusive Dependencies
+ Clear Time Dependency

+ Display All Tasks

+ Display Task Instance Status
« Force Finish a Task

« Launch a Task

+ Put Task on Hold

+ Release a Task from Hold

+ Rerun a Task

+ Set Manual Task to Started

« Set Manual Task to Success

+ Set or Modify Wait Time for a Task Instance

+ Set Task Priority
« Skip a Task

Syntax, parameters, and examples for each function are provided.

3.18.2 Cancel Task
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Description Cancels the specified task instance.
See Cancelling a Task Instance for a description of behavior and restrictions.
Syntax uagcmd ops-task-cancel

global parameters {task-instance-id=ID | task-

instance-name=name} [instance-criteria=criteria] [workflow-instance-name=na

me]

Note

For backward-compatibility, you can exclude uagemd from the command line for this

function and all pre-6.2.0.0 CLI functions.
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Parameter *  task-instance=
Required; An internal Universal Controller identifier.
Deprecated
Replaced by task-instance-id= parameter; the command first will check for task-
instance=;ifitis not specified, the command will check for task-instance-id=.
+  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+ task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcmd ops-task-cancel -c config.cfg task-instance-
name=Task A

3.18.3 Clear All Dependencies

Description Clears all dependencies of a task instance.
Syntax uagcmd ops-task-clear-dependencies
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=na
me]
Parameters +  task-instance-id=

Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+  task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
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Example

uagcmd ops-task-clear-dependencies -c config.cfg task-
instance-name=Task A

3.18.4 Clear Virtual Resource Dependencies

Description

Clears all virtual resource dependencies of a task instance.

Syntax

uagcmd ops-task-clear-resources
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criteria] [workflow-instance-name=na

me] resource-name=name

Parameters

+  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+ task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
*  resource-name=
Required; One of the following:
+Name of the virtual resource dependency to clear.
+ Anasterisk ( *) to clear all virtual resource dependencies.

Example

uagcmd ops-task-clear-resources -c config.cfg task-
instance-name=Task A resource-name=Resource A

3.18.5 Clear Exclusive Dependencies

Description

Clears all exclusive dependencies of a task instance.
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Syntax uagcmd ops-task-clear-exclusive
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=na
me]
Parameters *  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+  task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
* dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcmd ops-task-clear-exclusive -c config.cfg task-
instance-name=Task A

3.18.6 Clear Time Dependency

Description Clears the time dependency of a task instance.
Syntax uagcmd ops-task-clear-timewait
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criteria] [workflow-instance-name=na
me]
Parameters +  task-instance-id=

Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+  task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
* dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
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Example

uagcmd ops-task-clear-timewait -c config.cfg task-
instance-name=Task A

3.18.7 Display All Tasks

Description Displays all specified tasks.
Syntax uagcmd ops-task-list
global parameters task-name=name [task-
type=type]
Note
For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions.
Parameters task-name=
Optional; Name or partial name of one or more tasks. Wildcards are supported.
task-type=
Optional; One of the following (not case sensitive): application_control, email,
email_monitor, agent_file_monitor, ftp, remote_file_monitor, indesca /
universal_command / ucmd, manual, sap, peoplesoft, sql, stored_procedure,
system_monitor, task_monitor, timer, unix, variable_monitor, web_service, windows,
workflow, zos.
Example
uagcmd ops-task-list -c config.cfg task-name=Task A
task-type=timer

3.18.8 Display Task Instance Status

Description

Displays the status of all task instance(s) associated with the specified task.
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Syntax uagcmd ops-task-status
global parameters task-instance-name=name
[agent-name=name] [task-type=type] [task-status=status] [{workflow-
instance-id=7d] | [workflow-instance-name=name}] [workflow-instance-
criteria=criteria] [options=v]
Note
For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions.
Parameters *+  task-name=

Required; Name or partial name of one or more tasks. Wildcards are supported.

Deprecated

Replaced by task-instance-name= parameter; the command first will check for task-

name= ; if it is not specified, the command will check for task-instance-name=.

+ task-instance-name=
Optional; Name of the task instance(s) to be listed. Wildcards are supported.

* agent-name=
Optional; Name of the agent the task instance(s) are running on.

+  task-type=
Optional; One of the following (not case sensitive): application_control, email, email_monitor,
agent file_monitor, ftp, remote_file_monitor, indesca / universal_command / ucmd, manual, sap,
peoplesoft, sql, stored_procedure, system_monitor, task_monitor, timer, unix, variable_monitor,
web_service, windows, workflow, zos.

+  task-status=

Optional; List of comma-separated task status codes and/or names (not case sensitive): status
code or name,status code or name,...,status code or name. An exclamation mark (!) preceding a
task status code or name excludes task instances with that status.

+  workflow-instance-id=
For a task instance in a workflow, optional if workflow-instance-name= is not specified;
sys_id of the workflow instance.

+  workflow-instance-name=
For a task instance in a workflow, optional if workflow-instance-id= is not specified; Name
of the workflow instance. (If workflow-instance-criteria= is not specified, the oldest
active Workflow instance with the matching name will apply.)

*  workflow-instance-criteria=
Optional, if workflow-1instance-name= is specified; One of the following (not case-

sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance,
newest_instance.

+  options=
Optional; v (Return verbose results.)
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Example

uagcmd ops-task-status -c config.cfg task-instance-
name=mantask agent-name=managent task-type=manual

3.18.8.1 Task Instance Status Types

The following table describes all possible task instance statuses for all task types.

Note

The format of multi-word task status names specified in the Task Instance Status CLI function differs from the format of
task status names used in the Controller user interface. In Task Instance Status, the words are separated by an
underscore character; in the user interface, they are separated by a space.

Status Name

Status Code

Task Type

Description

Action_Required

60

Manual

When a manual task launches, it goes into Action Required
status, meaning a user must perform some manual activity. For
details, see Manual task.

Cancel_Pending

29

Agent-based

A process running on the Agent needs to be terminated. When
the Cancel command is issued, the task instance will go into a
Cancel Pending status until the Agent reports back that the
process has been cancelled. At that point, the task instance will
transition into the Cancelled status.

Cancelled

130

All

The task was cancelled by a user.

Confirmation_Required

125

z/0S

If you make JCL changes and restart a z/0S task, Universal
Controller will put the task into Confirmation Required status and
prompt you for a confirmation. For detailed processing steps, see
Rerunning a z/0S Task.

Defined

All

The new task instance has been created (the task has been
launched).

Exclusive_Requested

22

All

All tasks with a mutually exclusive task defined go immediately
to a status of Exclusive Requested. If the task is available to run
exclusively, the task then moves to the next appropriate
processing status.

Exclusive_Wait

23

All

The task is mutually exclusive with one or more other tasks, and
it is waiting for those tasks to finish before it will run.

Execution_Wait

33

Agent-based

The task must wait to be completed; either the Agent/Agent
Cluster running the task has reached its Task Execution Limit, or
the ability of the Agent/Agent Cluster to run tasks has been
suspended.

Failed

140

All*

The task ran to a failure status.
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Status Name

Status Code

Task Type

Description

Finished

190

All

The task was forced by the user to finish. The user may do this in
cases where the task had a Cancelled or Failed status, and the
user needed to release other task instances depending on the
successful completion of this task instance in a workflow. For
more information, see Force Finishing a Task.

Held

20

All

The task has been put on hold by a user.

In_Doubt

110

Agent-based

The Agent is "in doubt" about the current status of the task
instance. This may occur if an Agent or Agent connection goes
down. In this case, the Agent restarts and reviews its data about
tasks in progress. If the Agent finds a task still running, it
resumes normal monitoring. If the Agent cannot find the task,
this usually indicates that the task completed, but the Agent
considers the task status to be "in doubt."

Instance_Wait

17

All

The task instance has been loaded by a workflow and is waiting
on a previous instance(s) of the same task based on the Instance
Wait Resolved specification.

Queued

40

Agent-based

The task has been queued on a resource.

Resource_Requested

All

All tasks with a virtual resource defined go immediately to a
status of Resource Requested. If the resource is available, the
task then moves to the next appropriate processing status.

Resource_Wait

30

All

All tasks with a virtual resource defined go immediately to a
status of Resource Requested. If the resource is not available, the
task goes to a status of Resource Wait. When the resource
becomes available, the task moves to the next appropriate
processing status

Running

80

All

The task is running. For Agent-based tasks, the Agent has started
running the program.

Running/Problems

81

Workflow

One or more tasks within the workflow has one of the following
statuses:

Cancelled

Confirmation Required

Failure

In Doubt

Running/Problems (for sub-workflows)
Start Failure

Undeliverable

Skipped

180

All

The task was skipped by a user.

Start Failure

120

All

The task was unable to start.

Started

70

Agent-based, Manual

The task has started. For Agent-based tasks, this means the
Agent has received the task.

Submitted

43

z/0S

The task has been submitted to the z/0S Job Entry subsystem
and scheduled by the z/0S Job Scheduler.

Success

200

All

The task has completed successfully. Workflows will transition to
Success status when all of its tasks have transitioned to
Success, Finished, or Skipped status.

Time_Wait

15

All (except Timer)

The task is waiting to start based on a Wait To Start and/or Delay
On Start specification.
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Status Name Status Code Task Type Description
Undeliverable 35 Agent-based The Agent is unavailable.
Waiting 10 All The task has been loaded by a workflow and is waiting on a
predecessor.

* Workflows cannot go to Failed status.

3.18.9 Force Finish a Task

Description

Force finishes the specified task instance.

See Force Finishing a Task Instance for a description of behavior and restrictions.

Syntax

uagcmd ops-task-forcefinish
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=na

me]

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions.

Parameter

task-instance=
Required; An internal Universal Controller Identifier

Deprecated

Replaced by task-instance-id= parameter; the command first will check for task-
instance=;if it is not specified, the command will check for task-instance-id=.

* task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
* task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
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Example

uagcmd ops-task-forcefinish -c config.cfg task-instance-
id=90079020d861e5e40128cbb3cdbelcf3

3.18.10 Launch a Task

Description Launches the specified task(s).

Syntax uagcmd ops-task-launch
global parameters [task-type=type] task-name=name
{time-zone=Australia/Sydney] [hold=option] [task-variables=variables]

[virtual-resource-priority=priority] [virtual-resources=resources]

Note

For backward-compatibility, you can exclude uagemd from the command line for this function and
all pre-6.2.0.0 CLI functions.
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Parameters +  task-type=

Optional; One of the following (not case sensitive): timer, windows, unix, zos, agent_file_monitor,
manual, email, email_monitor, ftp, sql, remote_file_monitor, task_monitor, stored_procedure,
workflow, sap, peoplesoft, system_monitor, indesca / universal_command / ucmd, web_service,
application_control.

*  task-name=
Required; Valid task name. Wildcards are supported.

*  time-zone=
Optional; Time zone in which the task is launched.

+  hold=
Optional; Specification for whether to place the task in Held status when it is launched. Valid values
are (not case sensitive): yes/y/true.

+  task-variables=
Optional; Any variables specified in the task that need a value to run properly.

*  virtual-resource-priority=
Optional; Virtual resource priority of the task instance. Valid values are any integer between 1 and 20.
Defaults to the virtual resource priority defined in the task Details.

*  virtual-resources=
Optional; Comma-separated list of <resource-name>:<amount> pairs. For example,
VR1:10,VR2:20,...,VRN:N. An amount of 0 indicates the virtual resource should be dropped. Defaults
to virtual resources defined in the task Details.
The virtual resource dependencies specified in virtual-resources= are merged with the default
virtual resource dependencies.

+ If a default virtual resource dependency already exists for a specified virtual resource
amount, the virtual resource dependency is updated.

+ Any virtual resource specified with an amount of 0 is dropped from the default virtual
resource dependencies; if the virtual resource did not exist as a default dependency, the
command will fail.

+ If a default virtual resource dependency does not already exist for a specified virtual
resource amount, the virtual resource dependency is added.

Example (All variable=value pairs must be specified within one set of braces.)

uagcmd ops-task-launch -c config.cfg task-name=Windows Task
A task-variables={variablel=first value variable2=second
value}

3.18.11 Put Task on Hold

Description

Puts the specified task instance on hold.

See Putting a Task Instance on Hold for a description of behavior and restrictions.
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Syntax uagcmd ops-task-hold
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=na
me]
Note
For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions.
Parameter *  task-instance=
Required; An internal Universal Controller identifier
Deprecated
Replaced by task-instance-id= parameter; the command first will check for task-
instance=;if it is not specified, the command will check for task-instance-id=.
« task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
* task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcmd ops-task-hold -c config.cfg task-
instance=90079020d861e5e40128cbb3cdbelcf3

3.18.12

Release a Task from Hold

Descripti
on

Releases the specified task instance from hold.

See Releasing a Task Instance from Hold for a description of behavior and restrictions.
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Syntax uagcmd ops-task-release
global parameters {task-instance-id=ID | task-instance-id=name} [instance-
criteria=criterial] [workflow-instance-name] [recursive=option]
Note
For backward-compatibility, you can exclude uagemd from the command line for this function and all pre-6.2.0.0 CLI functions.
Paramet *  task-instance=
er Required; An internal Universal Controller identifier
Deprecated
Replaced by task-instance-id= parameter; the command first will check for task-instance=;if it is not specified, the
command will check for task-instance-id=.
*  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the command on.
+  task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the command on. (If instance-criteria= is
not specified, the oldest active task instance with the matching name will apply.)
* dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive): oldest_active_instance (default),
oldest_instance, newest_active_instance, newest_instance
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
*  recursive=
Optional; Specification (yes or no), if the task instance specified in task-instance-id= or task-instance-name= is a workflow,
for whether or not to release the held workflow recursively. (Default is no.) If the task instance is not a workflow, recursive= isignored.
Example
uagcmd ops-task-release -c config.cfg task-instance-
1d=90079020d861e5e40128cbb3cdbelcf3

3.18.13

Rerun a Task

Description

Reruns the specified Task instance.

See Re-running a Task Instance for a description of behavior and restrictions.
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Syntax uagcmd ops-task-rerun
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=name]
{[task-status=status [recursive=option]]
}
Note
For backward-compatibility, you can exclude uagemd from the command line for this function and all
pre-6.2.0.0 CLI functions.
Parameter *  task-instance=

Required; An internal Universal Controller identifier

Deprecated

Replaced by task-instance-id= parameter; the command first will check for task-instance=;

if it is not specified, the command will check for task-instance-id=.

*  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the command
on.

*+ task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the command on.
(If instance-criteria= is not specified, the oldest active task instance with the matching name
will apply.)

*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance

+  workflow-instance-name=
Optional; Name of the workflow instance.

*  task-status=

Optional; list of comma-separated status codes or case-insensitive status names (see below). Format:
<:status-code-or-name>,<status-code-or-name>,...,<status-code-or-name>. Applicable only if matched
task instance is workflow type; command will fail otherwise.

All tasks within the matching workflow with a matching status will be queued for re-run. Sub-workflows
do not support re-run directly; the recursive= parameter controls whether or not tasks within sub-
workflows matching the status will be queued for re-run.

+ Start_Failure (120)

+ Cancelled (130)

+  Failed (140)

+  Finished (190)

+  Success (200)

*  recursive=

Optional if task-status= is specified; One of the following (not case-sensitive): Yes|Y|true or No|N|
false (default). Indicates whether or not tasks within sub-workflows will qualify for re-run.

Command | ine Interface (CI N= 72


https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=48727889

Universal Controller 7.6.x — Remote Interfaces

Example

uagcmd ops-task-rerun -c config.cfg task-
instance=8fda93dcd861e5e4005bf48e2cad6206 task-status=140

3.18.14 Set Manual Task to Started

For a Manual task, changes its status from Action Required to Started. This allows you to acknowledge the

Description
Manual task and indicate that the manual procedures have been started.
Syntax uagcmd ops—manual-setstarted
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name]
Note
For backward-compatibility, you can exclude uagemd from the command line for this function and
all pre-6.2.0.0 CLI functions.
Parameter *  task-instance=

Required; An internal Universal Controller identifier

Deprecated

Replaced by task-instance-id= parameter; the command first will check for task-

instance=; if it is not specified, the command will check for task-instance-id=.

+  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.

*  task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the command
on. (If instance-criteria= is not specified, the oldest active task instance with the matching
name will apply.)

*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance

+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
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Example

uagcmd ops-manual-setstarted -c config.cfg task-
instance=8fda93dcd861e5e4005bf48e2cad6206

3.18.15 Set Manual Task to Success

Description

For a Manual task, sets its status to Success.

Syntax

uagcmd ops-manual-setcompleted
global parameters {task-instance-id=ID | task-

instance-name=name} [instance-criteria=criteria] [workflow-instance-name]

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions.

Parameter

* task-instance=
Required; An internal Universal Controller identifier

Deprecated

Replaced by task-instance-id= parameter; the command first will check for task-

instance=;ifitis not specified, the command will check for task-instance-id=".

*+  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.

+ task-instance-name=

Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= s not specified, the oldest active
task instance with the matching name will apply.)

. instance-criteria=
Optional, if task-instance-name= 1is specified; One of the following
(not case-sensitive): oldest_active_instance (default),
oldest_instance, newest_active_instance, newest_instance

. workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow

instance.
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Example

uagcmd ops-manual-setcompleted -c config.cfg task-
instance=8fda93dcd861e5e4005bf48e2cad6206

3.18.16 Set or Modify Wait Time for a Task Instance

Description Sets or modifies the Wait time for a task instance that specifies how long it will wait to run after it has
become eligible to run.

Syntax uagcmd ops-task-set-timewait

global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criteria] [workflow-instance-name=name]
{wait-type=type [wait-day-constraint=constraint] {wait-time=wait time | wait-
duration=duration | wait-seconds=duration in seconds} | delay-type=type
{delay-duration=duration | delay-seconds=duration in seconds

1
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Parameters *  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance.

* task-instance-name=
Required if task-instance-id= is not specified; Name of the time task instance. (If instance-
criteria= is not specified, the oldest active task instance with the matching name will apply.)

* dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.

+  workflow-instance-name=

For a task instance in a workflow, optional; Name of the workflow instance. (The most recently
created workflow instance with the matching name will apply.)

+  wait-type=
Required if delay-type= is not specified; one of the following (not case sensitive): none, time,
relative_time, duration, seconds.

* wait-time=
Required if wait-type= time or relative_time; Wait time in format HH:MM. Variables are
supported.

*+  wait-day-constraint=
Optional if wait-type= time or relative_time; One of the following (not case sensitive): none, same

day/same_day, next day/next_day, next business day/next_business_day, sunday, monday, tuesday,
wednesday, thursday, friday, saturday.

*  wait-duration=
Required if wait-type= duration; Wait duration in format DD:HH:MM:SS.
*+  wait-seconds=
Required if wait-type= seconds; Wait duration in format SS. Variables are supported.
+  delay-type=
Required if wait-type= is not specified; One of the following (not case sensitive): none, duration,
seconds.
+ delay-duration=

Required if delay_type= duration; Specific delay duration in format DD:HH:MM:SS.
+  delay-seconds=
Required if delay_type= seconds; Specific delay duration in format SS. Variables are supported.

Example

uagcmd ops-task-set-timewait -c config.cfg task-instance-
name=Task 5A workflow-instance-name=Workflow A wait-
type=time wait-time=18:00

3.18.17 Set Task Priority

Description For Agent-based tasks (Linux/Unix, Universal, Windows, and z/0S), changes the priority on the
specified task instance.

See Changing the Priority of a Task Instance for a description of behavior and restrictions.
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Syntax uagcmd ops-task-setpriority
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name]
priority=priority
Parameters + task-instance=
Required; An internal Universal Controller identifier
Deprecated
Replaced by task-instance-id= parameter; the command first will check for task-
instance=;if it is not specified, the command will check for task-instance-id=.
*  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+ task-instance-name=
Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance
+  workflow-instance-name=
For a task instance in a workflow, optional; Name of the workflow instance.
*  priority=
Required; One of the following (not case sensitive): high, medium, low.
Example

uagcmd ops-task-setpriority -c config.cfg task-
instance=90079026d861e5e400bba81913a4fdd0 priority=high

3.18.18 Skip a Task

Description Skips the specified task instance.
See Skipping a Task Instance for a description of behavior and restrictions.
Syntax uagcmd ops-task-skip

global parameters {task-instance-id=ID | task-

instance-name=name} [instance-criteria=criteria] [workflow-instance-name]
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Parameter *  task-instance=
Required; An internal Universal Controller identifier

Deprecated

Replaced by task-instance-id= parameter; the command first will check for task-
instance=;ifitis not specified, the command will check for task-instance-id=.

task-instance-id=

Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.

task-instance-name=

Required if task-instance-id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)

*  dnstance-criteria=

Optional, if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance
workflow-instance-name=

For a task instance in a workflow, optional; Name of the workflow instance.

Example

uagcmd ops-task-skip -c config.cfg task-
instance=90079026d861e5e400bba81913a4fddoe

3.19 Tasks in Workflow Functions

3.19.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Tasks in Workflows, which are listed alphabetically on this page.

« Clear Predecessor Dependencies
+ Insert a Task into a Workflow Instance with Dependencies
+ List Predecessors / Successors of a Task Instance in a Workflow

Syntax, parameters, and examples for each function are provided.

3.19.2 Clear Predecessor Dependencies

Description Clears all predecessor dependencies of a task instance in a Workflow.
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Syntax uagcmd ops-task-clear-predecessors
global parameters {task-instance-id=ID | task-
instance-name=name} [instance-criteria=criterial [workflow-instance-name=na
me] predecessor-name=name
Parameters +  task-instance-id=
Required if task-instance-name= is not specified; sys_id of the task instance to run the
command on.
+  task-instance-name=
Required if task-instance-1id= is not specified; Name of the task instance to run the
command on. (If instance-criteria= is not specified, the oldest active task instance with
the matching name will apply.)
*  dnstance-criteria=
Optional if task-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
+  workflow-instance-name=
Optional; Name of the workflow instance.
+  predecessor-name=
Required; One of the following: Name of the predecessor dependency to clear or an asterisk (*)
to clear all predecessor dependencies.
Example
uagcmd ops-task-clear-predecessors -c config.cfg task-
instance-name=Task A predecessor-name=Resource B

3.19.3 Insert a Task into a Workflow Instance with Dependencies

Description

Inserts a task into a Workflow instance with dependencies.

Syntax

uagcmd ops-task-insert

global parameters {workflow-instance-id=ID | workflow-
instance-name=name} [workflow-instance-criteria=criteria] {task-id=ID | task-
name=name} [vertex-x=x-coordinate] [vertex-y=y-coordinate] [alias=task alias]
[inherit-trigger-time=option] {predecessors=predecessors list | successors=succ

essors list
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Parameters *  workflow-instance-id=

Required if workflow-1instance-name is not specified; sys_id of the Workflow instance.
+  workflow-instance-name=

Required if workflow-1instance-1id is not specified; Name of the workflow instance. (If

workflow-instance-criteria= is not specified, the oldest active Workflow with the matching
name will apply.)
+  workflow-instance-criteria=
Optional, if workflow-instance-name= is specified; One of the following (not case-sensitive):
oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
*  task-id=
Required if task-name is not specified; sys_id of the task to be inserted.
*  task-name=
Required if task-1id is not specified; Name of the task to be inserted.
+ vertex-x
Optional; x-coordinate of the task within the workflow.
*  vertex-y
Optional; y-coordinate of the task within the workflow.
+ alias=
Optional; Alias used for the task within the Workflow; specifically, the value of
ops_exec_workflow_vertex.name.
*  dnherit-trigger-time=
Optional; Specification for whether or not the inserted task will in inherit the Trigger Time of the
Workflow task instance. One of the following (not case-sensitive): Yes|Y|true (default) or No|N|false.
+  predecessors=
Optional; Comma-separated list of predecessor task instances within the workflow.

+  successors=
Optional; Comma-separated list of successor task instances within the workflow.

Note
Valid values for predecessors and successors:

+ If both predecessors and successors lists are empty, task will be inserted
without dependencies.

+ If there is a task name in one of the lists that does not exist, the operation will fail
with error Cannot find vertex with the name ...

« If alist contains the task name with multiple occurrences in the workflow, the
operation will fail with error Multiple vertices found for the name... (For example, the
workflow contains two tasks (Sleep 30, Sleep 30) and you are trying to insert Task
ABC with predecessors = Sleep 30.

Example

uagcmd ops-task-insert -c config.cfg workflow-instance-
name=Workflow A task-name=Task 5A successors=Task 5B,Task
5C
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3.19.4 List Predecessors / Successors of a Task Instance in a Workflow

Description Lists predecessors and/or successors of a task instance within a workflow.

Syntax uagcmd ops-task-dependency-list
global parameters workflow-instance-name=name
[instance-criteria=criteria]l {task-instance-id=ID | task-instance-name=nam

e} [dependency-type=type]

Parameters +  task-instance-id=

Required if task-instance-name= is not specified; sys_id of the task instance whose
predecessors and/or successors you want to list.
task-instance-name=

Required if task-instance-id= is not specified; Name of the task instance whose
predecessors and/or successors you want to list.

+  dependency-type=
Optional; One of the following (not case sensitive): predecessors or successors. If
dependency-type= is not specified, all predecessors and successors of the specified task
instance are listed.
workflow-instance-name=

Required; Name of the workflow instance. (If instance-criteria= is not specified, the
oldest active Workflow instance with the matching name will apply.)
instance-criteria=

Optional; One of the following (not case-sensitive): oldest_active_instance (default),
oldest_instance, newest_active_instance, newest_instance.

options=
Optional; v (Return verbose results.)

Example

uagcmd ops-task-dependency-list -c config.cfg task-
instance-id=14714650784870352570T7OR91KT5QSM

3.20 Trigger Functions

3.20.1 Overview

The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller ( User ID and Password ).

Universal Controller supports the following CLI functions for Triggers, which are listed alphabetically on this page.

+ Disable a Trigger

+ Enable a Trigger

« Launch Trigger Tasks Now
+ List Triggers Status
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+ Modify Time of a Time Trigger

Syntax, parameters, and examples for each function are provided.

See Import and Export Functions for these trigger-related functions:

+ Export a Trigger
* Import a Trigger

3.20.2 Disable a Trigger

Description Disables the specified trigger(s).
Syntax uagcmd ops-trigger-disable
global parameters
trigger-name=name [trigger-type=type]
Note
For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .
Parameters +  trigger-name=
Name or partial name of one or more triggers. Wildcards are supported.
trigger-type=
Optional; If you used a wildcard in trigger-name=,youcanuse trigger-type= to narrow
down the selection to a specific type of trigger. One of the following (not case-sensitive): cron,
time, manual, temporary, agent_file_monitor, task_monitor, variable_monitor, email_monitor,
composite, application_monitor.
Example
uagcmd ops-trigger-disable -c config.cfg trigger-
name=Trigger A

3.20.3 Enable a Trigger

Description Enables the specified trigger(s).
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Syntax uagcmd ops-trigger—-enable
global parameters
trigger-name=name [trigger-type=type]
Note
For backward-compatibility, you can exclude uagemd from the command line for this function
and all pre-6.2.0.0 CLI functions .
Parameters +  trigger-name=
Name or partial name of one or more triggers. Wildcards are supported.
trigger-type=
Optional; If you used a wildcard in trigger-name=,youcanuse trigger-type= to narrow
down the selection to a specific type of trigger. One of the following (not case-sensitive): cron,
time, manual, temporary, agent_file_monitor, task_monitor, variable_monitor, email_monitor,
composite, application_monitor.
Example

uagcmd ops-trigger-enable -c config.cfg trigger-
name=Trigger A

3.20.4 Launch Trigger Tasks Now

Description

Marks all conditions as satisfied in the specified trigger(s) and launches its associated tasks.

Syntax

uagcmd ops-trigger-now

global parameters
trigger-name=name [time-zone=US/Pacific]
[trigger-type=type] [hold=option] [virtual-resource-priority=integer] [virtual-

resources=17st] [trigger-variables=variables]

Note

For backward-compatibility, you can exclude uagemd from the command line for this function and
all pre-6.2.0.0 CLI functions .
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Parameters +  trigger-name=
Required; Name or partial name of one or more triggers. Wildcards are supported.

*  time-zone=
Time zone in which the trigger is run.

*  trigger-type=
Optional; If you used a wildcard in trigger-name=,youcanuse trigger-type= to narrow down
the selection to a specific type of trigger. One of the following (not case-sensitive): cron, time, manual,
temporary, agent_file_monitor, task_monitor, variable_monitor, email_monitor, composite,
application_monitor.

+  hold=
Optional; Specification for whether to place the task(s) in Held status when it is triggered. Valid values
are (not case sensitive): yes/y/true.

*  virtual-resource-priority=
Optional; Virtual resource priority of all task instances specified for the trigger. Valid values are any
integer between 1 and 20. Defaults to the virtual resource priority defined in the task Details.

*  virtual-resources=

Optional; Comma-separated list of <resource-name>:<amount> pairs. For example,
VR1:10,VR2:20,...,VRN:N. An amount of 0 indicates the virtual resource should be dropped. Defaults
to virtual resources defined in the task Details.

The virtual resource dependencies specified in virtual-resources= are merged with the default
virtual resource dependencies.
+ If a default virtual resource dependency already exists for a specified virtual resource
amount, the virtual resource dependency is updated.

+ Any virtual resource specified with an amount of 0 is dropped from the default virtual
resource dependencies; if the virtual resource did not exist as a default dependency, the
command will fail.

+ If a default virtual resource dependency does not already exist for a specified virtual
resource amount, the virtual resource dependency is added.

*  trigger-variables=
Optional; Any variables specified in the task(s) being triggered that need a value to run properly.

Example All variable=value pairs must be specified within one set of braces:

uagcmd ops-trigger-now -c config.cfg trigger-name=Trigger A
trigger-variables={variablel=first value variable2=second

value}
3.20.5 List Triggers Status
Description Lists the status of the specified trigger(s). Possible statuses are Enabled or Disabled.
Syntax uagcmd ops-trigger-status

global parameters
trigger-name=name [trigger-type=type]

[trigger-status=status] [options=v]
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Parameters +  trigger-name=
Name or partial name of one or more triggers. Wildcards are supported.

*  trigger-type=
Optional; One of the following (not case-sensitive): cron, time, manual, temporary,
agent_file_monitor, task_monitor, variable_monitor, email_monitor, composite,
application_monitor. (If not specified, statuses for all Trigger types are listed.)
trigger-status=
Optional; One of the following (not case sensitive): enabled, disabled.
options=
Optional; v (Return verbose results.)

Example

uagcmd ops-trigger-status -c config.cfg trigger-
name=Trigger A status=disabled

3.20.6 Modify Time of a Time Trigger

Description Modifies the Time field of a Time Trigger with the Time Style field set to time.

Syntax uagcmd ops-trigger-set-time

global parameters
{trigger-id=ID | trigger-name=name}

time=time

Note

For backward-compatibility, you can exclude uagemd from the command line for this
function and all pre-6.2.0.0 CLI functions .

Parameters - trigger-id=
Required if trigger-name= is not specified; sys_id of the time trigger.
trigger—-name=
Required if trigger-id= is not specified; Name of the time trigger.

+ time=
Required; New trigger time in format HH:MM.

Example

uagcmd ops-trigger-set-time -c config.cfg trigger-
name=Trigger A time=15:00
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The command line syntax for each execution of the CLI command, uagemd, must specify a single CLI function, required /
optional Global parameters, and required / optional function-specific parameters. You must use the required Global
parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Variables, which are listed alphabetically on this page.

+ List Variables
« Set Variables

Syntax, parameters, and examples for each function are provided.

3.21.2 List Variables

Description Lists the specified variable(s).
Syntax uagcmd ops-variable-list
global parameters variable-name=name variable-
scope=scope [task—-name=name] [trigger-name=name] [options=v]

Note

For backward-compatibility, you can exclude uagemd from the command line for this

function and all pre-6.2.0.0 CLI functions.
Parameters variable-name=

Optional; Name or partial name of one or more variables. Wildcards are supported.
variable-scope=

Optional; One of the following (not case sensitive): global (default), task, trigger, local (task or
trigger). Defines the type of variable being listed. A global variable is created independently by
selecting Variables from the Universal Controller user interface navigator. A trigger variable is
attached to a trigger; a task variable is attached to a task. A localvariable can be either a task or
trigger variable.

task-name=

Required if variable-scope= task; A single task name.
trigger—-name=

Required if variable-scope= trigger; A single trigger name.
options=

Optional; v (Return verbose results.)
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Example

uagcmd ops-variable-list -c config.cfg variable-name=abc
variable-scope=task task-name=Task A

3.21.3 Set Variables

Description Sets the specified variable.
Syntax uagcmd ops-variable-set
global parameters variable-name=name variable-scope=s
cope variable-value=string [variable-description=description] [task-name=name]
[trigger—-name=name] create=option
Note
For backward-compatibility, you can exclude uagemd from the command line for this function.
Parameters *  variable-name=

Required; Name of a specific variable. The name must begin with an alphabetic character and can
consist of: alphabetic characters (a-z, A-Z), numbers (0-9), _ (underscore). White spaces are not
permitted; names are not case-sensitive.

+  variable-scope=
Optional; One of the following (not case sensitive}: global (default), task, trigger. In cases where there
may be more than one occurrence of the specified variable, variable-scope= defines which one

should be set. A global variable is created independently by selecting Variables from the Universal
Controller user interface navigation pane. A trigger variable is attached to a trigger; a task variable is
attached to a task.

+  variable-value=
Required; String that will become the value of the specified variable. UTF-8 character set is supported.
* variable-description=
Optional; Description of the variable.
*  task-name=
Required if variable-scope= task; A single task name.
*  trigger-name=
Required if variable-scope= trigger; A single trigger name.
+  create=
Required; Specification (yes or no) for whether or not a new variable may be created for this request.
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Example

uagcmd ops-variable-set -c config.cfg variable-name=myvarl
variable-value=mydatal create=yes

Warning

CLI supports modifying only certain types of variables - see Modifying Variables.
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Universal Controller supports a RESTful-based web services API that allows you to perform multiple operations, which are

listed alphabetically on the following pages.

Formatting specifications for each web service, including details about field requirements, are provided.

Agents

Delete an Agent

List Agents

List Agents - Advanced

Modify an Agent

Read an Agent

Resume an Agent

Set Agent Task Execution Limit
Suspend an Agent

Agent Clusters

Create an Agent Cluster

Delete an Agent Cluster

List Agent Clusters

Modify an Agent Cluster

Read an Agent Cluster

Resume an Agent Cluster

Resume an Agent Cluster Membership
Return an Agent from an Agent Cluster
Set an Agent Cluster Task Execution Limit
Suspend an Agent Cluster

Suspend an Agent Cluster Membership

Audits

List Audit Records

Bundles and Promotion

Bundles

Bundle Report
Create a Bundle
Delete a Bundle
List Bundles
Modify a Bundle
Read a Bundle

Promotion

Bundleless Promotion

Cancel a Scheduled Bundle Promotion

Delete a Scheduled Bundle Promotion

Promote a Bundle or Schedule a Bundle Promotion
Create a Promotion Target

Modify a Promotion Target

List Promotion Targets

Delete a Promotion Target

Read a Promotion Target

Refresh Target Agents

Business Services

Create a Business Service
Delete a Business Service
List Business Services
Modify a Business Service
Read a Business Service
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Calendars

Add an Existing Custom Day to a Calendar
Create a Calendar

Delete a Calendar

List Calendars

Modify a Calendar

Read a Calendar

Read All Custom Days of a Calendar
Remove a Custom Day from a Calendar

Cluster Nodes

List Cluster Nodes
Read Current Cluster Node

Connections

Database Connections
Email Connections
Email Templates
PeopleSoft Connections
SAP Connections
SNMP Managers

Credentials

Create a Credential
Delete a Credential
List Credentials
Modify a Credential
Read a Credential

Custom Days

Create a Custom Day

Delete a Custom Day

List Custom Day Qualifying Dates

List Custom Day Qualifying Periods

List Custom Days

List Local Custom Day Qualifying Dates
List Local Custom Day Qualifying Periods
Modify a Custom Day

Read a Custom Day

Groups

Create a Group
Delete a Group
List Group
Modify a Group
Read a Group

LDAP

Read LDAP Settings
Update LDAP Settings
Update LDAP Bind Password

Monitoring

Universal Controller Metrics (Prometheus)

OAuth Clients

Create an OAuth Client
Modify an OAuth Client
Read an OAuth Client
Delete an OAuth Client
List OAuth Clients

OMS Servers

Create an OMS Server
Delete an OMS Server
List OMS Servers
Modify an OMS Server
Read an OMS Server

Passwords

Change a Universal Controller User Password
Change Runtime Password on Credentials

Properties

List Properties
Modify a Property
Read a Property
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Reports *  Run Report

Scripts * Create a Script
Delete a Script
List Scripts
Modify a Script

Read a Script

Server Operations + Export and Import
+ LDAP
List/Download Logs
Pause and Resume Cluster Node
Roll Log
Temporary Property Change

Simulation + Create/Update a Simulation
Delete a Simulation

List Simulations

Read a Simulation

System * Retrieve System Details

Task Instances + Cancel a Task Instance
Clear All Dependencies
Clear Exclusive Dependencies

+ Clear Instance Wait Dependencies

+ Clear Predecessor Dependencies

+ Clear Time Dependency

+ Clear Virtual Resource Dependencies

+ Delete a Task Instance

+ Force Finish a Task Instance

+ Force Finish/Cancel a Task Instance

+ Hold a Task Instance

+ Issue Set Completed Command for a Manual Task Instance
+ Issue Set Started Command for a Manual Task Instance
+ List Task Instances

+ List Task Instances: Advanced

+ List Task Instance Variables (Show Variables)

+ Release a Task from Hold

+ Rerun a Task Instance

+ Retrieve Task Instance Output

+ Set or Modify Wait Time/Duration for Task Instance
+ Set Priority for a Task Instance

+ Skip a Task Instance

+ Skip a Task Instance Path

+ Unskip a Task Instance

Tasks + Create a Task

+ Delete a Task

+ Launch a Task

+ List Tasks

+ List Tasks - Advanced
+  Modify a Task

+ ReadaTask

Triggers + Assign an Execution User to a Trigger
Create a Trigger

Delete a Trigger

Enable/Disable a Trigger

List Trigger Qualifying Times

List Triggers

List Triggers - Advanced

Modify a Trigger

Modify Time of Time Trigger

Read a Trigger

Trigger Now

Unassign an Execution User from a Trigger
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Universal Event + Universal Event Publishing

Universal Event Templates + Create a Universal Event Template
Delete a Universal Event Template
List Universal Event Templates
Modify a Universal Event Template
Read a Universal Event Template

Universal Templates + Create a Universal Template

Delete a Universal Template

List Universal Templates

Modify a Universal Template

Read a Universal Template

Restore Default Universal Template Icon

Set Universal Template Icon

Universal Template - Delete Extension Archive
Universal Template - Download Extension Archive
Universal Template - Upload Extension Archive
Universal Template Export

Universal Template Import

Users + Create a User

Create Personal Access Token
Delete a User

List Personal Access Tokens
List Users

Modify a User

Read a User

Revoke Personal Access Token

Variables + Create a Global Variable
« Delete a Global Variable
« List Variables

« List Variables - Advanced
* Modify a Global Variable
+ Read a Global Variable

« Set Variables

Virtual Resources + Create a Virtual Resource

+ Delete a Virtual Resource

+ List Virtual Resources

+ List Virtual Resources - Advanced
* Modify a Virtual Resource

+ Read a Virtual Resource

+ Set Limit on a Virtual Resource

Webhooks + Assign an Execution User to a Webhook

+ Disable a Webhook

+ Enable a Webhook

+ Enable/Disable Multiple Webhooks

+ List Webhooks

+  Modify Webhooks

+ Read a Webhook

+ Register a Webhook

+ Unassign an Execution User from a Webhook
+ Unregister a Webhook

Workflow Task Instances + Insert a Task into a Workflow with Dependencies
List Predecessors / Successors of a Task Instance in a Workflow

Workflow Tasks + Create a Workflow

Modify a Workflow

Read a Workflow

Workflow Tasks and Dependencies

RFSTful Weh Services API- Q2



Universal Controller 7.6.x — Remote Interfaces

4.2 Methods of API Operations

Every API operation is performed using one of the following methods.

Method Description
GET Retrieves records from the Controller database.
POST Creates, or performs an action on, a record in the Controller database.
PUT Modifies a record in the Controller database.
Note

PUT, by itself, actually replaces an existing record with whatever information you include in the PUT operation.
If you include only partial record information in a PUT, the record in the database will then contain only that
information.

In order to modify information in a record and retain all of its unmodified information, you must first GET the

record from the database, modify (add/delete/change) information in the record, and then PUT the record back
in the database.

DELETE Deletes a record in the Controller database.

4.3 Authentication

Universal Controller requires Web Service requests to be authenticated using one of Basic Authentication or Personal Access
Token Authentication.

For Basic Authentication, use the following Authorization header, where the username:password is base64 encoded.

Authorization: Basic username:password

For Personal Access Token Authentication, use the following Authorization header.

Authorization: Bearer access-token

While it is recommended you use the Authorization header, if required, you can alternatively pass the Personal Access Token
using the access_token query parameter.

http://hostname: port/uc/resources/task?access_token=access-token&taskname=MyTask

If you cannot use any of the above, you can configure an alternative authorization header. To configure an alternative
authorization header, refer to the Web Service Personal Access Token Auth Headers system property.
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See User Impersonation for information on how to impersonate a user when invoking Universal Controller Web Service APIs.

Request Limits

You can implement application- and user-level concurrent request limits to control how many web service API requests can be
in progress at the same time via the following Universal Controller system properties:

Web Service Application Concurrent Request Limit

Controls the number of concurrent requests for the application (that is, the Universal
Controller server).

This application-level concurrent request limit cannot be less than 1 or less than
the user-level concurrent request limit (if specified).

Web Service User Concurrent Request Limit

Controls the number of concurrent requests per unique user ID.

This user-level concurrent request limit cannot be less than 1 or more than
the application-level concurrent request limit (if specified).

If the application-level concurrent request limit is exceeded, an HTTP Status of 429 /
Too Many Requests will be returned.

These properties are applied in the following order:

1. User-level Concurrent Request Limit

2. Application-level Concurrent Request Limit

4.4 Memory Utilization Threshold

You can specify a threshold for prohibiting access to the RESTful Web Service APl based on a percentage of allocated memory

in use.

Web Service Memory Utilization Threshold

Percentage of allocated memory in use that defines a threshold for prohibiting access
to the RESTful Web Service API.

The threshold must be a whole number (integer) and cannot be less than 1 or more than
99.

If the threshold is exceeded, an HTTP Status of 503 /Service Unavailable will be
returned.

4.5 Returned Messages

The following table identifies the status codes (part of the HTTP/1.1 standard) that can be returned.

Status Code Description
200 Success
400 Bad request data.
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Status Code Description
401 User does not have authorization (password identification failure).
403 User does not have permission to access Web Services.

Access options are set via:

System Default Web Service Access Universal Controller system property.
User Details (Web Service Access field)

404 Resource not found.
429 Too Many Requests.
500 All other errors.

For List Variables, 500 is returned if the Web Service fails due to invalid parameters. (A status
description also is returned.)

503 Service Unavailable.

Any other failure status codes may be returned by the underlying RESTful services. Most resources (Controller records) are
returned as XML.

You can check status codes in the Audits and the uc.log file to determine the cause if their Web Service client is not displaying
the error message that comes back with the response.

4.6 User Restriction

You can be restricted from logging in to the RESTful Web Services API either of two ways:

1. The system level default for RESTful Web Services APl access, specified by the System Default Web Service Access
Universal Controller system property, has been set to No, and the Web Service Access field in the User Details for your
user account is set to -- System Default --."

2. The Web Service Access field is set to No, which overrides the System Default Web Service Access value.

If either restriction is in place, the following error message will be written to the Audits table and the opswise.log file when you
attempt to access the RESTful Web Services API:

User <your user name> not permitted to use Web Services. Please check with your
administrator.

To remove the restriction, the system administrator must either:

+ Set the System Default Web Service Access property to Yes and set the Web Service access field on the User Definition
screen for your user account to -- System Default --.
+ Set the Web Service access field on the User Definition screen for your user account to Yes.

4.7 Password Expiration

While a password is expired, RESTful Web Services APl access will be prohibited until the password has been changed.
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Note

Password expiration is not applicable to LDAP authenticated users.

4.8 Agent Web Services

4.8.1 Overview

Universal Controller supports the following RESTful-based web services for Agent operations, which are listed alphabetically on
this page.

+ Delete an Agent

+ List Agents

+ List Agents - Advanced

+ Modify an Agent

+ Read an Agent

+ Resume an Agent

+ Set an Agent Task Execution Limit

« Suspend an Agent

Formatting specifications for each web service, including details about property requirements, are provided.

4.8.2 Delete an Agent

Description
URI http://host_name/uc/resources/agent
HTTP Method DELETE
Description Deletes an Agent.
URI Parameters See Delete an Agent: URI Parameters, below.
Example URI + http://localhost:8080/uc/resources/agent?agentname=test-pc-SS0001

http://localhost:8080/uc/resources/agent?agentid=SS0001

Authentication HTTP Basic

Example Response + Success: Status 200 /OK
Agent deleted successfully
+ Failure: Status 400 /Bad Request
Mutual exclusion violation. Cannot specify agentname and agentid at the same time.
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4.8.2.1 Delete an Agent: URI Parameters

Name Description Specifications Required Mutually Exclusive With
agentid Unique ID for this Agent, created during Y agentname
installation. (unless agentname
is specified)
agentname Name used within the Controller to Maximum 40 alphanumerics. |Y agentid
identify this agent. (unless agentid
is specified)

4.8.3 List Agents

Description
URI http://host_name/uc/resources/agent/list
HTTP Method GET
Description Retrieves information on all agents.
Example URI http://localhost:8080/uc/resources/agent/list
Authentication HTTP Basic
Produces Content-Type application/xml, application/json
Example See List Agents: XML and JSON Examples.
Properties See List Agents: Properties.

4.8.3.1 List Agents: XML and JSON Examples

The following XML and JSON examples are for the List Agents web service.
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XML JSON
XML JSON
<? [
xml version="1.0" encoding="UTF-8" standalone="y {
es"?> "credentialsRequired": false,
<agents> "extAccept": true,
<agent> "extAcceptList": [
<credentialsRequired>false</ R
credentialsRequired> 1,
<extAccept>true</extAccept> "extApilLevelMax": "1.4.0",
<extAcceptList> "extApilLevelMin": "1.0.0",
<extension>*</extension> "extensions": [
</extAcceptList> {
<extApilLevelMax>1.4.0</extApiLevelMax> "name": "qgaextension",
<extApilLevelMin>1.0.0</extApiLevelMin>
<extensions> "checksum": "7C3BBD763658E528A4049E85BEA20686
6A9C42530C56F9A852525CEC7944DB12"
<extension checksum="7C3BBD763658E528A4049E85BEA 1
206866A9C42530C56F9A852525CECT7944DB12">qaextensi 1,
on</extension> "hostName'": "SBUS30",
</extensions> "ipAddress": "192.168.56.1",
<hostName>SBUS30</hostName> "name": "SBUS30 - AGNT0003",
<ipAddress>192.168.56.1</ipAddress> "outputProhibited": false,
<name>SBUS30 - AGNT0003</name> "queueName": "AGNTE003",
<outputProhibited>false</ "status": "Active",
outputProhibited> "suspended": false,
<queueName>AGNTO003</queueName>
<status>Active</status> "sysID": "8dc34ce553314894a5419d28a20b3579",
<suspended>false</suspended> "transient": false,
"type": "Windows",
<sysID>8dc34ce553314894a5419d28a20b3579</sysID> "version": "7.4.0.0"
<transient>false</transient> }
<type>Windows</type> ]
<version>7.4.0.0</version>
</agent>
</agents>
4.8.3.2 List Agents: Properties
Property Ul Field Name Description
extAccept Accept Extensions Indication of whether or not the Agent will accept deployment of

Universal Extensions.

extAcceptList Accept List If extAccept is true; either:

List of specific Universal Extensions that are allowed to be
deployed to the Agent.
* for no deployment restrictions.

extApiLevelMin API Level Minimum Minimum extension API level supported.
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Property

Ul Field Name

Description

extApiLevelMax

API Level Maximum

Maximum extension API level supported.

extensions Extensions List of deployed Universal Extensions and their corresponding
checksums.
hostName Host Name IP address or domain/name of the host machine where the Agent
resides.
ipAddress IP Address TCP/IP address of the machine where the Agent is running.
If the currently logged in user is a non-Administrator (ops_admin)
user, and the Agent Address Information Restricted Universal
Controller system property is set to true, ipAddress will be set to
<ipAddress /> (XML) and "ipAddress": null (JSON).
Note
This also applies to the ipAddress of z/0S secondary Agents.
name Agent Name Name used within the Controller to identify this Agent.
outputProhibited Retrieve Output Prohibited Specification (true or false) for whether or not Retrieve Output
requests are disallowed from being performed for this Agent.
queueName Agent Id Unique ID for this Agent.
status Status Status of the Agent.
suspended Suspended Indication (true or false) of whether or not the Agent currently is
suspended.
sysID n/a System ID field in the database for this Agent record.
transient Transient For Linux Unix Agents only; Specification (true or false) for whether or
not the Agent is considered a Transient Agent.
type Operating System Operating system on which the Agent is running.
version Version Version number of the Agent program.

4.8.4 List Agents - Advanced

Description

URI

+ http://host_name/uc/resources/agent/listadv
+ http://host_name/uc/resources/agents/listadv

HTTP Method

GET
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Description
Description Retrieves Agent details using specific query parameters.
Example URI http://localhost:8080/uc/resources/agent/listadv

http://localhost:8080/uc/resources/agent/listadv?
agentname=SBUS30*&businessServices=A&type=
http://localhost:8080/uc/resources/agent/listadv?agentname=SBUS30*
http://localhost:8080/uc/resources/agent/listadv?type=windows

Authentication

HTTP Basic

Produces Content-Type

application/xml, application/json

URI Parameters

See List Agents - Advanced: URI Parameters.

Example Response

See List Agents - Advanced: XML and JSON Examples.

4.8.4.1 List Agents - Advanced: URI Parameters

Name Ul Field Name Description Specifications Required
type n/a Type of Agent Valid values (case insensitive): N
As String = Windows, As Value =1
+ As String = Linux/Uni, As Value =
2
As String = z/0S, As Value = 3
agentname n/a Name used within the Controller to Wildcards are supported. N
identify this Agent.
businessServices n/a Business Services that this Agent String value of comma-separated N
belongs to. business services.

4.8.4.2 List Agents - Advanced: XML and JSON Examples

The following XML and JSON examples are for the List Agents - Advanced web service.
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XML JSON
XML JSON
[
{

<?xml version="1.0" encoding="UTF-8" "type": "unixAgent",

standalone="yes"?> "authVersion": "2",

<agents> "build": "86",

<windowsAgent> "buildDate": "20200908093406",
<authVersion>2</authVersion> "cpu": "GenuineIntel Common KVM

<build>84</build>
<buildDate>20200108073718</buildDate>
<cpu>AMD64 (12 CPU(s))</cpu>
<cpulLoad>7</cpuLoad>
<credentials />
<credentialsRequired>false</
credentialsRequired>
<currentCount>0</currentCount>
<decommissioned>false</decommissioned>
<decommissionedDate />
<extAccept>false</extAccept>
<extAcceptList/>
<extApilLevelMax />
<extApilLevelMin />
<extensions/>
<hbDate>2021-04-28 15:48:20 -0400</
hbDate>
<hbGracePeriod />
<hbIntv1>120</hbIntvl>
<hostName>SBUS30</hostName>
<ipAddress>192.168.56.1</1ipAddress>
<jobs>3</jobs>
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<logLevel>Informational</logLevel>
<name>SBUS30 - AGNT0005</name>
<notifications/>
<omsServer>localhost</omsServer>
<opswiseGroups>
<opswiseGroup>A</opswiseGroup>
<opswiseGroup>B</opswiseGroup>
</opswiseGroups>
<os>Microsoft Windows</os>
<osRelease>Professional (Build
9200)</osRelease>
<outputProhibited>false</
outputProhibited>
<pid>8216</pid>
<queueName>AGNT0OO05</queueName>
<startDate>2021-04-28 13:37:15 -0400</
startDate>
<status>Active</status>
<suspended>false</suspended>

processor (1 CPU)",

"cpuLoad": 1,

"credentials": null,

"credentialsRequired": false,

"currentCount": 0,

"decommissioned": false,

"decommissionedDate": null,

"extAccept": false,

"extAcceptList": [],

"extApiLevelMax": null,

"extApiLevelMin": null,

"extensions": [],

"hbDate": null,

"hbGracePeriod": null,

"hbIntvl": 120,

"hostName": "ga-1x4ul8-
x64.stone.branch",

"ipAddress": "127.0.1.1",

"jobs": 0,

"limitAmount": 5,

"limitType": "Unlimited",

"logLevel": "Informational",

"name": "ga-1x4ul8-x64.stone.branch -
AGNT-QA-LX4U18-X64-1AU",

"notifications": {

"emailNotifications": [],
"snmpNotifications": []

3,

"omsServer": null,

"opswiseGroups": [],

"os": "Linux",

"osRelease": "x86_64 4.15.0-23-gener’ic
(#25-Ubuntu SMP Wed May 23 18:02:16 UTC
2018)",

"outputProhibited": false,

"pid": null,

"queueName": "AGNT-QA-LX4U18-X64-1AU",

"startDate": null,

"status": "Offline",

"suspended": false,

"sysId":
"064a4de67fb1l457eba88c0la8d7ela49",

"transient": false,

"version": "6.9.0.0"
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XML JSON
}
<sysId>1530cd78f6dd4c449820e84419bcfas46</ {
sysId> "authVersion": "2",
<transient>false</transient> "build": "84",
<version>6.8.0.0</version> "buildDate": "20200108073718",
</windowsAgent> "cpu": "AMD64 (12 CPU(s))",
<unixAgent> "cpuLoad": 7,
<authVersion>2</authVersion> "credentials": null,
<build>86</build> "currentCount": 0,
<buildDate>20200908093406</buildDate> "decommissioned": false,
<cpu>GenuineIntel Common KVM processor "decommissionedDate": null,
(1 CPU)</cpu> "extAccept": false,
<cpulLoad>1</cpulLoad> "extAcceptList": [],
<credentials /> "extApiLevelMax": null,
<currentCount>0</currentCount> "extApiLevelMin": null,
<decommissioned>false</decommissioned> "extensions": [],
<decommissionedDate /> "hbDate": "2021-04-28 15:48:20 -0400",
<extAccept>false</extAccept> "hbGracePeriod": null,
<extAcceptList/> "hbIntvl": 120,
<extApilLevelMax /> "hostName": "SBUS30",
<extApiLevelMin /> "ipAddress": "192.168.56.1",
<extensions/> "jobs": 3,
<hbDate /> "limitAmount": 5,
<hbGracePeriod /> "limitType": "Unlimited",
<hbIntv1>120</hbIntv1l> "logLevel": "Informational",
<hostName>qga-1x4ul8-x64.stone.branch</ "name": "SBUS30 - AGNT0005",
hostName> "notifications": {
<ipAddress>127.0.1.1</ipAddress> "emailNotifications": [],
<jobs>0</jobs> "snmpNotifications": []
<limitAmount>5</1limitAmount> },
<limitType>Unlimited</limitType> "omsServer": "localhost",
<logLevel>Informational</logLevel> "opswiseGroups": [
<name>qga-1x4ul8-x64.stone.branch - A",
AGNT-QA-LX4U18-X64-1AU</name> "B"
<notifications/> 1,
<omsServer /> "os": "Microsoft Windows",
<opswiseGroups/> "osRelease'": "Professional (Build
<os>Linux</os> 9200)",
<osRelease>x86_64 4.15.0-23-generic "outputProhibited": false,
(#25-Ubuntu SMP Wed May 23 18:02:16 UTC "pid": "8216",
2018)</osRelease> "queueName": "AGNT0O0O5",
<outputProhibited>false</ "startDate'": "2021-04-28 13:37:15
outputProhibited> -0400",
<pid /> "status": "Active",
<queueName>AGNT-QA-LX4U18-X64-1AU</ "suspended": false,
queueName> "sysId":

<startDate />
<status>O0ffline</status>
<suspended>false</suspended>

<sysId>064a4de67fbl457eba88c0la8d7ela49</
sysId>
<transient>false</transient>
<version>6.9.0.0</version>

"1530cd78f6dd4c449820e84419bcfa46",

"transient": false,
"version": "6.8.0.0"

"type": "zosAgent",
"authVersion": "2",
"build": "41",
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XML JSON
</unixAgent> "buildDate": "20210318123354",
<zosAgent> "cpu": "3907",

<authVersion>2</authVersion> "cpuLoad": 0,
<build>41</build> "credentials": null,
<buildDate>20210318123354</buildDate> "currentCount": 0,
<cpu>3907</cpu> "decommissioned": false,
<cpulLoad>0</cpulLoad> "decommissionedDate": null,
<credentials /> "extAccept": false,
<currentCount>0</currentCount> "extAcceptList": [],
<decommissioned>false</decommissioned> "extApiLevelMax": null,
<decommissionedDate /> "extApiLevelMin": null,
<extAccept>false</extAccept> "extensions": [],
<extAcceptList/> "hbDate": null,
<extApilLevelMax /> "hbGracePeriod": null,
<extApilLevelMin /> "hbIntvl": 120,
<extensions/> "hostName": "DVZ0S202",
<hbDate /> "ipAddress'": "192.168.30.84",
<hbGracePeriod /> "jobs": 0,
<hbIntv1>120</hbIntv1l> "1limitAmount": 5,
<hostName>DVZ0S202</hostName> "limitType": "Unlimited",
<ipAddress>192.168.30.84</ipAddress> "logLevel": "Informational",
<jobs>0</jobs> "name": "DVZ0S202 - AGNT0014",
<limitAmount>5</1limitAmount> "notifications": {
<limitType>Unlimited</limitType> "emailNotifications": [],
<logLevel>Informational</loglLevel> "snmpNotifications": []
<name>DVZ0S202 - AGNT0014</name> 1,
<notifications/> "omsServer": "localhost:7878",
<omsServer>localhost:7878</omsServer> "opswiseGroups": [],
<opswiseGroups/> "os'": "ZOS",
<0s>Z0S</os> "osRelease": "020200",
<osRelease>020200</osRelease> "outputProhibited": false,
<outputProhibited>false</ "pid": null,

outputProhibited> "queueName": "AGNT0014",

<pid />

<queueName>AGNT0O014</queueName>

<secondaryAgentCount>0</
secondaryAgentCount>

<secondaryAgents/>

<startDate />

<status>O0ffline</status>

<suspended>false</suspended>

<sysId>11cc3d5269de40c3ae3b03d7b3c771e8</
sysId>
<systemName>DVZ0S202</systemName>
<transient>false</transient>
<version>7.0.0.0</version>
</zosAgent>
</agents>

"secondaryAgentCount": 0,
"secondaryAgents": [],
"startDate": null,
"status": "Offline",
"suspended": false,
"sysId":
"11lcc3d5269de40c3ae3b03d7b3c771e8",
"systemName": "DVZ0S202",
"transient": false,
"version": "7.0.0.0"
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Description

URI

http://host_name/uc/resources/agent

HTTP Method

PUT

Description Modifies the Agent specified by the sysId .
To modify Agent properties without modifying related records, see the excludeRelated
property.

Example URI http://localhost:8080/uc/resources/agent

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Agent: XML and JSON Examples.

Agent Properties

See Agent: Properties.

Email Notification Properties

See Agent: Email Notification Properties.

SNMP Notification Properties

See Agent: SNMP Notification Properties.

Example Response Status 200 /OK
Successfully updated the Agent with sysld <sysld> to version <version>.
Status 400 /Bad
Update Agent failed. A duplicate value has been detected. Agent name must be
unique.

4.8.6 Read an Agent

Description

URI http://host_name/uc/resources/agent

HTTP Method GET

Description Retrieves information on a specific Agent.

URI Parameters

See Read an Agent: URI Parameters.

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example URI

http://localhost:8080/uc/resources/agent?agentid=SS0001

Example Response

See Agent: XML and JSON Examples.

Agent Properties

See Agent: Properties.
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Description
Email Notification Properties See Agent: Email Notification Properties.
SNMP Notification Properties See Agent: SNMP Notification roperties.
4.8.6.1 Read an Agent: URI Parameters
Parameter Description Specifications Required Mutually Exclusive With
agentid ID used within the Controller to identify | String; URI parameter. Y (unless agentname is | agentname
this Agent. specified)
agentname Name used within the Controller to String; URI parameter. Y (unless agentid is agentid
identify this Agent. specified)
4.8.6.2 Agent: XML and JSON Examples
XML JSON
XML JSON
<windowsAgent> {

<authVersion>2</authVersion>
<build>12060</build>
<buildDate>20210306121725</buildDate>
<cpu>AMD64 (8 CPU(s))</cpu>
<cpulLoad>10</cpuLoad>
</credentials>
<credentialsRequired>false</
credentialsRequired>
<currentCount>0</currentCount>
<decommissioned>true</decommissioned>
<decommissionedDate />

<extAccept>true</extAccept>
<extAcceptList>
<extension>extensionl</extension>
<extension>extension2</extension>
<extension>extension3</extension>
<extension>extension4</extension>
</extAcceptList>
<extApiLevelMax>1.0.0</extApiLevelMax>
<extApiLevelMin>1.0.0</extApilLevelMin>
<extensions>
<extension
checksum="E5A36DB088762D853C1088C3AD3B5C94D3F

"type": "windowsAgent",
"authVersion": 2,

"build": "100",

"buildDate™: '"20210324174216",
"cpu": "AMD64 (8 CPU(s))",
"cpuLoad": 5,
"credentialsRequired": false,
"credentials": null,
"currentCount": 0,
"decommissioned": false,
"decommissionedDate": null,

"extAccept": true,

"extAcceptList": [
"extensionl",
"extension2",
"extension3",
"extension4"

1,

"extApiLevelMax": "1.0.0",

"extApiLevelMin": "1.0.0",

"extensions": [

{

"name": "extensionl",
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XML

JSON

7A363EDO2BBC20BA360OBAEAF7A513">extensionl</
extension>

<extension
checksum="2C5BA72269E13EE87C3A6C2D79C5C2DAEC2
45D4646E958D01D1CO80OAAD4BI91F8" >extension2</
extension>

</extensions>

<hbDate>2021-03-19 08:55:45 -0700</hbDate>
<hbGracePeriod>120</hbGracePeriod>
<hbIntv1>120</hbIntv1l>
<hostName>test-pc</hostName>
<ipAddress>10.253.1.77</ipAddress>
<jobs>1</jobs>
<limitAmount>10</TlimitAmount>
<limitType>Limited</limitType>
<loglLevel>Errors</loglLevel>
<name>test-pc-SSOOO1</name>
<notifications>

<emailNotification>
<status>0ffline,Active</status>
<sysId>2b7286b87a7048399fbd95c01a380002</
sysId>

<bcc />

<body />

<cc />

<emailConnection>uc - Gmail Account</
emailConnection>

<emailTemplate>uc - Template</emailTemplate>
<replyTo />

<subject />

<to />

</emailNotification>

<snmpNotification>
<status>0ffline</status>
<sysId>21d992c72be44bl59aac91c4ee9f40c6</
sysId>

<severity>Minor</severity>
<snmpManager>SNMP Manager</snmpManager>
</snmpNotification>

</notifications>
<omsServer>localhost:7878</omsServer>
<opswiseGroups>
<opswiseGroup>groupl</opswiseGroup>
</opswiseGroups>

<os>Microsoft Windows</os>
<osRelease>Home Edition (Build 9200)</
osRelease>
<outputProhibited>false</outputProhibited>
<pid>13356</pid>
<queueName>SS0001</queueName>
<startDate>2021-03-15 06:09:42 -0700</
startDate>

"checksum":
"E5A36DB088762D853C1088C3AD3B5C94D3F7A363EDO2
BBC20OBA36OBAEAF7A513"

I
{
"name": "extension2",
"checksum":
"2C5BAT72269E13EE87C3A6C2D79C5C2DAEC245D4646E9
58D01D1CO8OAAD4BI1F8"

}

1,
"hbDate": null,
"hbGracePeriod":
"hbIntvl": 120,
"hostName": "Mark-4",
"ipAddress": "192.168.1.21",
"jobs": 1,
"limitAmount": 5,
"limitType": "Limited",
"logLevel": "Informational",
"name": "Mark-4 - AGNT0OO1",
"notifications": {
"emailNotifications":
"bee": null,
"body": "${ops_system_identifier}",
"cc": null,
"emailConnection": "ecu-office-365",
"emailTemplate": "agent-built-variables",
"replyTo": null,
"status": "Offline,\nActive",
"subject": null,
"sysId": "el20f05abd104e2e952c6b9e693891ab",
"to": "support@stonebranch.com"
Pl
"snmpNotifications":
"severity": "Minor",
"snmpManager": "test_manager",
"status": "Offline",

120,

[

[

"sysId": "fc4f4e8b0deadb51a77a3c20f7e62b2a"
+]

I

"omsServer": "localhost:7878",
"opswiseGroups": [ "Accounting" ],

"os": "Microsoft Windows",

"osRelease": "Home Edition (Build 9200)",
"outputProhibited": false,

"pid": null,

"queueName": "AGNTOO1",

"startDate": null,
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XML

JSON

<status>0ffline</status>
<suspended>false</suspended>
<sysId>2f5885727ec947df9c03ed7d9cab6464d</
sysId>

<systemName>zo0s1213</systemName>
<transient>true</transient>
<version>7.0.0.0</version>
</windowsAgent>

"status": "Offline",
"suspended": false,
"sysId": "6a363c84d9bd4730bfd6cf43129b4984",

"systemName": "zos123",
"transient": true,
"version": "7.0.0.0"

}

4.8.6.3 Agent: Properties

Property Ul Field Name Description Specifications
authVersion Authentication Version Type of encryption in use for this Agent. Read only.
build Build Id Build ID of the Agent. Read only.
buildDate Build Date Date that the Agent program was last built. | Read only.
cpu CPU Information about the CPU on the Agent  [Read only.
machine.
cpuLoad CPU Load Current CPU load on the Agent machine. | Read only; Integer. Expressed as a percentage. For
example, 1 means 1% currently utilized.
credentials Credentials Credentials under which this Agent runs

tasks. These credentials are overridden by
any credentials provided in the task
definition for any tasks being run by this
Agent.

credentialsRequire
d

Credentials Required

Specifies if credentials are required to
execute any task on the agent.

Valid Values: true/false (default is false).

currentCount

Current Task Count

If TimitType is Limited; Current number
of tasks currently being run by this Agent.

Read only.

decommissioned

Decommissioned

For Linux Unix Agents only; Specification
(true or false) for whether or not the Agent
is decommissioned.

Valid values: true/false (default is false).

decommissionedDat

e

Decommissioned Date

For Linux Unix Agents only; If
decommissioned is true: Date when the
Agent was decommissioned.

Read only.
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Property

Ul Field Name

Description

Specifications

excludeRelated

n/a

For the Modify Agent web service;
specification for whether or not to exclude
related records from the update, even if
they are provided in the request.

Note

In XML, excludeRelated is

specified as an attribute in the
<agent> element.

Valid values: true/false (default is false).

extAccept

Accept Extensions

Indication of whether or not the Agent will
accept deployment of Universal
Extensions.

Read only.

extAcceptList

Accept List

If extAccept is true; either:

+ List of specific Universal Extensions
that are allowed to be deployed to
the Agent.

+ *for no deployment restrictions.

Read only.

extApiLevelMin

API Level Minimum

Minimum extension API level supported.

Read only.

extApiLevelMax

API Level Maximum

Maximum extension API level supported.

Read only.

extensions

Extensions

List of deployed Universal Extensions and
their corresponding checksums.

Read only.

hbDate

Last Heartbeat

Date and time that the most recent
heartbeat was received from the Agent.

Read only.

hbGracePeriod

Heartbeat Grace Period

Grace period, in seconds, that the
Controller will allow for a delayed
heartbeat message

Integer.

hbIntvl

Heartbeat Interval

Heartbeat interval (in seconds). The
heartbeat is a status message sent from
the Agent to the Controller.

Integer.

hostName

Host Name

Read only; IP address or domain/name of
the host machine where the resource
resides.

Read only.
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Property Ul Field Name Description Specifications
ipAddress IP Address Read only; TCP/IP address of the machine |Read only.
where the Agent is running.
If the currently logged in user is a non-
Administrator (ops_admin) user, and
the Agent Address Information Restricted
Universal Controller system property is set
to true, ipAddress will be set to
<ipAddress /> (XML) and "ipAddress": null
(JSON).
Note
This also applies to the ipAddress
of z/0S secondary Agents.
jobs Jobs Run Read only; Total number of jobs that have |Read only; Integer.
been run through the Controller to this
Agent.
TimitAmount Limit Amount If LimitType is Limited; Number of Integer.
tasks that can be running at the same time
by the Agent.
limitType Task Execution Limit Specification for whether a Limited or Valid values:
:Jnr:'m':]Ed pru:,‘[f)err?i;asx |n§'iances can be As String = Unlimited, As Value = 1
un concurrently on the Agent. As String = Limited, As Value = 2
Default is Unlimited (1).
outputProhibited |Retrieve Output Prohibited |Specification for whether or not Retrieve | Read only; Boolean. Valid values: true/false.
Output requests are disallowed from being
performed for this Agent.
loglevel Log Level Level of logging that the Agent can Valid values:
perform Sever Error
Errors
Warnings
Informational
Debug
Trace
Default is Informational.
name Name Name used within the Controller to identify
this Agent.
omsServer OMS Server Host name of the OMS Server. Read only.
opswiseGroups Member of Business One or more Business Services that this Read only.
Services Agent belongs to.
os Operating System Operating system on which the Agent is Read only.
running.
osRelease Operating System Release |Release information for the operating Read only.
system on which the Agent is running.
pid PID Process ID of the Agent. Read only.
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Property Ul Field Name Description Specifications
queueName Agent ID Unique ID for this Agent, created during Read only.
installation.
secondaryAgentCou |Secondary Agent Licenses | For z/0S Agents only; Number of Read only; Integer
secondary agent licenses.
nt
secondaryAgents Secondary Agent(s) For z/0S Agents only; List of secondary Read only.
agent information. Format:
<secondaryAgents>
<secondaryAgent>

<build>10</build>

<buildDate>20200821154510</
buildDate>
<cpu>3900</cpu>
<hostName>dvos200</

hostName>

<ipAddress>192.168.30.10</
ipAddress>
<mode>Active</mode>
<os>zos</os>
<osRelease>020200</
osRelease>
<pid>1000</pid>
<startDate>09-04-2020
18:14:14 -07:00</startDate>
<sysName>dvos200</
sysName>
<version>6.9.0.0</
version>
</secondaryAgent>
<secondaryAgent>
<build>11</build>

<buildDate>20200821154511</
buildDate>
<cpu>3901</cpu>
<hostName>dvos201</

hostName>
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Property Ul Field Name Description Specifications
<ipAddress>192.168.30.11</
ipAddress>

<mode>0ffline</mode>

<os>zos</os>

<osRelease>020200</
osRelease>

<pid>1001</pid>

<startDate>09-05-2020
18:14:14 -07:00</startDate>

<sysName>dvos201</
sysName>

<version>6.9.0.1</
version>

</secondaryAgent>

</secondaryAgents>

startDate Started Date Date/timestamp when the Agent was last | Read only.

started.
status Status Status of the Agent. Read only. Valid values:
+  Offline
* Active
+ Passive

suspended Suspended Indication that the Agent's ability to run Read only; Boolean. Valid values: true/false.

tasks has been suspended.
sysid n/a System ID field in the database for this Read only.
Agent.

systemName System Name For z/0S Agents only; System name. Read only.

transient Transient For Linux Unix Agents only; Specification | Valid values: true/false (default is false).
(true or false) for whether or not the Agent
is considered a Transient Agent.

version Version Version number of the Agent program. Read only.
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Property Ul Field Name Description Specifications
bee Bcc Email address of the party being sent a blind Use commas to separate multiple
(hidden) copy of the email, if any. recipients. Variables and Functions are

supported.

body Body Text of the email message. Variables and Functions are supported. If
the emailTemplate contains textin the
body, this text is appended.

cc Cc Email address of the party being sent a copy of | Use commas to separate multiple

the email, if any.

recipients. Variables and Functions are
supported.

emailConnection

Email Connection

Name of an Email Connection.

If you specify both an emailConnection
and an emailTemplate,the Controller

uses the emailConnection.

emailTemplate Email Template Name of an Email Template. If you specify both an emailConnection
and an emailTemplate,the Controller
uses the emailConnection.
replyTo Reply-To Email address of the sender of the email. Use commas to separate multiple
recipients. Variables and Functions are
supported.
status Status Options Comma-separated list of statuses Valid values:
As String = Offline, As Value = 0
As String = Active, As Value = 1
subject Subject Subject line of the email. Variables and Functions are supported.
sysId n/a sys_id used within the Controller to identify this
Email Notification.
to To Email address of the recipient. Use commas to separate multiple recipients

Variables and Functions are supported.

4.8.6.5 Agent: SNMP Notification Properties

Property

Ul Field Name

Description

Specifications

severity

Notification Severity

Severity level of this notification.

Valid values:

As String = Normal, As Value = 1
As String = Warning, As Value = 2
As String = Minor, As Value = 3
As String = Major, As Value = 4
As String = Critical, As Value = 5

Default is Normal (1).
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Property Ul Field Name Description Specifications
snmpManager SNMP Manager SNMP Manager that will receive this notification.
status Status Options Comma-separated list of statuses Valid values:

As String = Offline, As Value = 0
As String = Active, As Value = 1

sysId n/a sys_id used within the Controller to identify this
SNMP Notification.

4.8.7 Resume an Agent

Description
URI http://host_name/uc/resources/agent/ops-resume-agent
HTTP Method POST
Description Resumes the specified agent.
Example URI http://localhost:8080/uc/resources/agent/ops-resume-agent
Authentication HTTP Basic
Consumes Content-Type application/xml, application/json
Produces Content-Type application/xml, application/json
Example Request See Resume an Agent: XML and JSON Examples.
Request Properties See Resume an Agent: Request Properties.
Example Response See Resume an Agent: XML and JSON Examples.
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4.8.7.1 Resume an Agent: XML and JSON Examples
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Example XML JSON
Example Request XML JSON
By Agent Name {
"agentName": "Mark-4 - AGNTOO1"
<resume-agent> }
<agentName>XPS-8300 - AGNTE001</ or
agentName> {
</resume-agent> "agentID": "AGNTOO1"
}
By Agent ID
<resume-agent>
<agentID>AGNT0001</agentID>
</resume-agent>
Example Response XML JSON
<command-response> {

<type>resume_agent</type>
<success>true</success>
<info>Successfully resumed agent
"XPS-8300 - AGNTE001".</info>
<errors />
</command-response>

"type": "resume_agent",
"success": true,

"info": "Successfully resumed
agent "Mark-4 - AGNTOO1".",
Her-r-or-sll: nn

}

4.8.7.2 Resume an Agent: Request Properties

Properties Ul Field Name Description Specifications Required Mutually Exclusive
With
agentID Unique ID for this Agent, created Y agentName
during installation. (unless agentName
is specified)
agentName Name used within the Controller to | Maximum 40 Y agentID
identify this resource. alphanumerics. (unless agentID
is specified)
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4.8.8 Set an Agent Task Execution Limit

Description
URI http://host_name/uc/resources/agent/ops-set-agent-task-execution-limit
HTTP Method POST
Description Sets the task execution limit for the specified agent.
Example URI http://localhost:8080/uc/resources/agent/ops-set-agent-task-execution-limit
Authentication HTTP Basic
Consumes Content-Type application/xml, application/json
Produces Content-Type application/xml, application/json
Example Request See Set an Agent Task Execution Limit: XML and JSON Examples.
Request Properties See Set an Agent Task Execution Limit: Request Properties.
Example Response See Set an Agent Task Execution Limit: XML and JSON Examples.
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4.8.8.1 Set an Agent Task Execution Limit: XML and JSON Examples

Example XML JSON
Example Request XML JSON
By Agent Name By Agent Name

Limit Type: Limited

<set-agent-task-execution-limit>
<agentName>XPS-8300 - AGNT0001</

agentName>
<limitAmount>10</1limitAmount>
<limitType>Limited</limitType>

</set-agent-task-execution-limit>

By Agent ID
Limit Type: Limited

<set-agent-task-execution-limit>
<agentID>AGNT0001</agentID>
<limitAmount>10</1limitAmount>
<limitType>Limited</limitType>

</set-agent-task-execution-limit>

Limit Type: Limited

{
"agentName": "Mark-4 - AGNT001",
"limitAmount": 10,
"limitType": "Limited"

}

By Agent ID

Limit Type: Limited

{

"agentID": "AGNTOO1",
"limitAmount": 10,
"limitType": "Limited"

}
By Agent ID

By Agent ID Limit Type: Unlimited
Limit Type: Unlimited
{
<set-agent-task-execution-limit> "agentID": "AGNTOO1",
<agentID>AGNT0001</agentID> "limitType": "Unlimited"
<limitType>Unlimited</limitType> 3
</set-agent-task-execution-limit>
Example Response XML JSON
<command-response> {
thpeﬂ:

<type>set_agent_task_execution_limit<
/type>
<success>true</success>
<info>Successfully updated agent
"XPS-8300 - AGNTO001" with task limit
type: "Limited", amount: "10".</1info>
<errors />
</command-resp

"set_agent_task_execution_limit",
"success": true,

"info": "Successfully updated agent
"Mark-4 - AGNTOO1" with task limit
type: "Unlimited".",

Herrorsﬂ: nn

}
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4.8.8.2 Set an Agent Task Execution Limit: Request Properties
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Property Ul Field Name Description Specifications Required Mutually Exclusive
With
agentID Agent ID Unique ID for this Agent, created during Y agentName
installation. (unless
agentName
is specified)
agentName Agent Name Name used within the Controller to Maximum 40 Y agentID
identify this resource. alphanumerics. (unless agentID
is specified)
limitAmount |Limit Amount Number of tasks that can be running at Y
the same time by the Agent. (if LimitType
is Limited (2).
limitType Task Execution Limit | Specification for whether a Limited or | Valid values: Y
Unlimited number of task instances can As String =
be run concurrently on the Agent. UnIimitegd As Value
For purposes of imposing this task ;; String = Limited
execution limit, running task instances 9 _ ’
. . As Value = 2
are those in any of these statuses:
Cancel Pending, Queued, Received,
Running, Submitted, and Started.

4.8.9 Suspend an Agent

Description

URI

http://host_name/uc/resources/agent/ops-suspend-agent

HTTP Method

POST

Description

Suspends the specified agent.

Example URI

http://localhost:8080/uc/resources/agent/ops-suspend-agent

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Suspend an Agent: XML and JSON Examples.

Request Properties

See Suspend an Agent: Request Properties, below.

Example Response

See Suspend an Agent: XML and JSON Examples.
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Example XML JSON
Example Request XML JSON
By Agent Name By Agent Name
<suspend-agent> {

<agentName>XPS-8300 - AGNTO001</

"agentName": "Mark-4 - AGNT0OO1"

agentName> }
</suspend-agent>
By Agent ID
By Agent ID
{
<suspend-agent> "agentID": "AGNTOO1"
<agentID>AGNT0001</agentID> }
</suspend-agent>
Example Response XML JSON
<command-response> {

<type>suspend_agent</type>
<success>true</success>
<info>Successfully suspended agent
"XPS-8300 - AGNTOOO1".</info>
<errors />
</command-response>

"type": "suspend_agent",
"success": true,

"info": "Successfully suspended
agent "Mark-4 - AGNTOO1".",
Iler-r-or-sll: nn

}

4.8.9.2 Suspend an Agent: Request Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive
With
agentID Unique ID for this Agent, created Y agentName
during installation. (unless agentName
is specified)
agentName Name used within the Controller to | Maximum 40 Y agentID
identify this resource. alphanumerics. (unless agentID
is specified)

-
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4.9 Agent Cluster Web Services

4.9.1 Overview

Universal Controller 7.6.x — Remote Interfaces

Universal Controller supports the following RESTful-based web services for Agent Cluster operations, which are listed

alphabetically on this page.

+ Create an Agent Cluster

+ Delete an Agent Cluster

+ List Agent Clusters

+ Modify an Agent Cluster

+ Read an Agent Cluster

+ Resolve an Agent Cluster

+ Resume an Agent Cluster

+ Resume an Agent Cluster Membership
+ Return an Agent from an Agent Cluster
+ Set an Agent Cluster Task Execution Limit
+ Suspend an Agent Cluster

+ Suspend an Agent Cluster Membership

Formatting specifications for each web service, including details about property requirements, are provided.

4.9.2 Create an Agent Cluster

Description

URI

http://host_name/uc/resources/agentcluster

HTTP Method

POST

Description

Creates a new Agent Cluster .

Example URI

http://localhost:8080/uc/resources/agentcluster

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Read an Agent Cluster: XML and JSON Examples .

Agent Cluster Properties

See Agent Cluster Properties.

Agent Properties

See Agent Properties.

Agent Cluster: Email Notification Properties

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties

See Agent Cluster SNMP Notification Properties.

Example Response

Status 200 /OK
Successfully created the agent cluster with sysld {sysld}.

RFSTful Weh Services API- 119


https://stonebranchdocs.atlassian.net/wiki/spaces/UC76/pages/439245066/Agent+Clusters
http://localhost:8080/uc/resources/agentcluster

4.9.2.1 Agent Cluster Properties
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+ As String = Limited, As Value = 2
Default is Unlimited (1).

Property Ul Field Description Specifications Requ
Name ired
agentLimitAmount Agent Limit | f ygentLimitType = Limited; Limit of number of Default is 10. N
Amount agents in this agent cluster.
agentLimitType Agent Limit | Specification for whether the agent cluster has Valid Values: N
a Limited or Unlimited number of agents. As String = Unlimited, As Value = 1
As String = Limited, As Value = 2
Default is Unlimited (1).
currentCount Current If TimitType is Limited (2); Current number of tasks Integer; Read only. N
Task Count currently being run by the Agents in this agent cluster.
description Description | User-defined; description of this record. N
distribution Distribution | Method used to select an Agent in the Agent Cluster. Valid Values: N
+ As String = Any, As Value = 1
+ As String = Round Robin, As Value =
2
+ As String = Lowest CPU Utilization,
As Value =3
+ As String = Network Alias, As Value
=4
Default is Any (1).
exportReleaselevel n/a Universal Controller release that the record was exported |read only N
from.
exportTable n/a Record table information. read only N
ignoreInactiveAgents |lgnore Specification for whether or not inactive (offline) Agents | Optional; Valid values: true/false (default |N
Inactive should be ignored when the agent cluster is used for is false).
Agents broadcasting.
ignoreSuspendedAgents |lgnore Specification for whether or not suspended Agents should | Optional; Valid values: true/false (default |N
Suspended | be ignored when the agent cluster is used for is false).
Agents broadcasting.
lastAgentUsed Last Agent |Agent that was selected the last time a task was sentto | Read only. N
Used this Agent Cluster.
lastResolution Last ) If distribution is Network Alias (4); Last attempted | Read only. N
Resolution time of Network Alias resolution.
TimitAmount Limit If LimitType is Limited (2); Number of tasks that can be N
Amount running at the same time by the Agents in this agent
cluster.
1imitType Task Specification for whether a Limited or Unlimited number of | Valid Values: N
E_xef:utlon ta§k instances can be run concurrently by the Agents in - As String = Unlimited, As Value = 1
Limit this Agent Cluster.
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Property Ul Field Description Specifications Requ
Name ired
name Cluster Name of this Agent Cluster. Y
Name
networkAlias Network If distribution is Network Alias (4); Network alias (or N
Alias
VIP).
networkAliasPort Agent Port ||f distribution is Network Alias (4); Network alias (or N
VIP) port that the Agent's Universal Broker is listening on.
opswiseGroups Member of | List of Business Services that this Agent Cluster belongs N
Business |to.
Services
Format:
XML
<opswiseGroups>
<opswiseGroup>test</
opswiseGroup>
</opswiseGroups>
JSON
"opswiseGroups": ["test"]
resolutionDescription |Resolution |if distribution is Network Alias (4); Description of the | Read only. N
Description last attempted resolution.
resolutionStatus Resolution ||f distribution is Network Alias (4); Status of the last | Read only. N
Status resolution of the Network Alias.
resumedon Resumed | Date and time when a suspended Agent Cluster was Read only. N
On resumed.
retainSysIds n/a Specification for whether or not the Create an Agent Optional; Valid values: true/false (default |N
Cluster web service will persist the sysld - CAC property. |is true).
If retainSyslds="true" and sysId isincluded in the
request, sysId will be persisted to the database.
If retainSyslds="false" and sysId isincluded inthe
request, sysId will beignored; it will be
autogenerated by the Controller.
Note
In XML web services, retainSysIds is specified
as an attribute in the <agentCluster> element.

RFSTful Weh Services API- 121



Universal Controller 7.6.x — Remote Interfaces

Decommissioned

been temporarily decommissioned from the

Property Ul Field Description Specifications Requ
Name ired
strictBsrvcMembership |Strict Specifies whether to only allow Agent to Cluster Boolean; Valid values: true/false. Default |N
Business | Associations where the Business Service matches. If true, |is false.
Services only agents with matched Member of Business Services
Membershi |can be added to the cluster.
p
suspended Suspended | Indication of whether or not the ability for this cluster of Read only; Boolean; Valid Values: true/ N
Agents to run tasks has been suspended. false.
suspendedOn Suspended | Date and time when the Agent Cluster was suspended. Read only. N
On
sysId n/a sys_id used within the Controller to identify this Agent N
Cluster.
type n/a Type of Agent Cluster. For List Agent Clusters: Read only; Valid  |N
values:
Windows
Linux/Unix
For Create/Modify/Read Agent Clusters:
Applicable to JSON only; Specifies agent
cluster type to create/modify. Valid
values: windowsAgentCluster and
unixAgentCluster
4.9.2.2 Agent Properties
Property Ul Field Name Description Specifications Required
agentName Agent Name of an Agent in the Agent Cluster. Y
membershipDecommiss |Membership Indication of whether or not the Agent has N

ioned Agent Cluster; the Agent will not be available
as a selection from the Agent Cluster while it
is decommissioned.
membershipResumedon |Membership Resumed On | Date and time that an Agent temporarily Read only; Boolean; Valid Values: |N

suspended from the Agent Cluster has been
resumed.

true/false.

membershipSuspended

Membership Suspended

Indication of whether or not the Agent has
been temporarily suspended from the Agent
Cluster; the Agent will not be available as a
selection from the Agent Cluster while it is
suspended.

Read only; Boolean; Valid Values: | N
true/false.

membershipSuspended
On

Membership Suspended
On

Date and time that the Agent has been
temporarily suspended from the Agent
Cluster.

Read only; Boolean; Valid Values: | N
true/false.

type

n/a

Type of Agent

Read only; Valid values: N

+  Windows
+  Linux/Unix
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Property

Ul Field Name

Description

Specifications Required

sysId

n/a

sys_id used within the Controller to identify

the Agent Cluster membership of this Agent.

N

4.9.2.3 Agent Cluster: Email Notification Properties

Property Ul Field Name Description Specifications
bee Bcc Email address of the party being sent a blind Use commas to separate multiple
(hidden) copy of the email, if any. recipients. Variables and Functions are

supported.

body Body Text of the email message. Variables and Functions are supported. If
the emailTemplate contains textinthe
body, this text is appended.

cc Cc Email address of the party being sent a copy of |Use commas to separate multiple

the email, if any.

recipients. Variables and Functions are
supported.

emailConnection

Email Connection

Name of an Email Connection .

If you specify both an ema+ilConnection
and an emailTemplate,the Controller

uses the emailConnection.

emailTemplate

Email Template

Name of an Email Template .

If you specify both an ema+ilConnection
and an emailTemplate,the Controller

uses the emailConnection.

replyTo Reply-To Email address of the sender of the email. Use commas to separate multiple
recipients. Variables and Functions are
supported.
state Notification State Comma-separated list of Notification states Valid values:
As String = Agents Unavailable, As
Value =1
As String = Agent Available, As Value
=2
As String = Suspended, As Value = 4
As String = Resumed, As Value = 8
subject Subject Subject line of the email. Variables and Functions are supported.
sysId n/a sys_id used within the Controller to identify this
Email Notification.
to To Email address of the recipient. Use commas to separate multiple

recipients Variables and Functions are
supported.
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4.9.2.4 Agent Cluster: SNMP Notification Properties

Property

Ul Field Name

Description

Specifications

severity

Notification Severity

Severity level of this notification. Valid values:

Default is Normal (1).

As String = Normal, As Value =1
As String = Warning, As Value = 2
As String = Minor, As Value =3
As String = Major, As Value = 4
As String = Critical, As Value = 5

snmpManager

SNMP Manager

SNMP Manager that will receive this notification.

state

Notification State

Comma-separated list of Notification states Valid values:

As String = Agents Unavailable, As
Value =1

As String = Agent Available, As Value
=2

As String = Suspended, As Value = 4
As String = Resumed, As Value = 8

sysId

n/a

sys_id used within the Controller to identify this
SNMP Notification.

4.9.3 Delete an Agent Cluster

Description

URI

http://host_name/uc/resources/agentcluster

HTTP Method

DELETE

Description

Deletes a specific Agent Cluster .

URI Parameters

See Delete an Agent Cluster: URI Parameters .

Example URI

http://localhost:8080/uc/resources/agentcluster?
agentclusterid=35dc94a7a8834d28b51e03b5780cd90c

Authentication

HTTP Basic

Example Response

Status 200 /OK
Agent cluster deleted successfully.
Status 400 /Bad Request

Mutual exclusion violation. Cannot specify agentclustername and agentclusterid at the same

time.
Status 404 /Not Found

A custom day with id "f87848b00a0001037f43e7¢c81c8ec969" does not exist.
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Name Description Specifications Required Mutually Exclusive With
agentclusterid Unique ID for this Agent Cluster. Y agentclustername
(unless
agentclustername
is specified)
agentclustername Name used within the Controller to Y agentclusterid
identify this Agent Cluster. (unless
agentclusterid
is specified)

4.9.4 List Agent Clusters

Description

URI

http://host_name/uc/resources/agentcluster/list

HTTP Method

GET

Description Retrieves information on all Agent Clusters.

Example URI http://localhost:8080/uc/resources/agentcluster/list
Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Response Examples

See List Agent Clusters: XML and JSON Examples .

Agent Cluster Properties

See Agent Cluster Properties.

Agent Properties

See Agent Properties.

Agent Cluster: Email Notification Properties

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties

See Agent Cluster SNMP Notification Properties.

4.9.4.1 List Agent Clusters: XML and JSON Examples

XML JSON
XML JSON
<agentClusters> [
<agentCluster version="1"> {
<agents> "agents": [ {
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XML JSON
<agent> "agentName": "Mark-4 - AGNTOO1",
<agentName>pc - "membershipDecommissioned": true,
SS0001</agentName> "membershipResumedOn": null,

<membershipDecommissioned>true</
membershipDecommissioned>
<membershipResumedOn
/>
<membershipSuspended>
true</membershipSuspended>

<membershipSuspendedOn>2021-06-29 19:18:30
-400</membershipSuspendedOn>
<sysId>af1984d3481b4b
ccb9beabedeld6fbf2</sysId>
<type>Linux/Unix</
type>
</agent>
</agents>
<currentCount>0</currentCount>
<description>Cluster of Linux
Agents</description>
<distribution>Network Alias</
distribution>
<ignorelnactiveAgents>true</
ignorelnactiveAgents>
<ignoreSuspendedAgents>trued</
ignoreSuspendedAgents>
<lastAgentUsed>sb-qa-123</
lastAgentUsed>
<lastResolution>2018-09-12
09:52:03.410 -0500</lastResolution>
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<name>Cluster 1</name>
<networkAlias>ga-123</
networkAlias>
<networkAliasPort />
<notifications>
<emailNotification>
<sysId>2b7286b87a7048399fbd95c01la
380002</sysId>
<bcc />
<body />
<cc />
<emailConnection>uc - Gmail
Account</emailConnection>
<emailTemplate>uc - Template</
emailTemplate>
<replyTo />
<state>Agents Unavailable<[/state]

<subject />
<to />

"membershipSuspended": true,

"membershipSuspendedOn": '"2021-06-29
19:18:30 -400",

"sysId":
"941e558d6f2b4656bdb870e2551fa85e",

"type": "Linux/Unix"
P,
"currentCount": 0,
"description": "Cluster of Linux Agents",
"distribution": "Network Alias",

"ignoreInactiveAgents": true,
"ignoreSuspendedAgents": true,
"lastAgentUsed": "sb-qa-123",
"lastResolution": "2018-09-12 09:52:03.410
-0500",
"limitAmount": 5,
"limitType": "Unlimited",
"name": "Cluster 1",
"networkAlias": "qa-123",
"networkAliasPort": null,
"notifications": {
"emailNotifications":
"bee": null,
"body": "${ops_system_identifier}",
"cc": null,
"emailConnection": "ecu-office-365",
"emailTemplate": "agent-built-
variables",
"replyTo": null,
"state": "Agents Unavailable",
"subject": null,
"sysId":
"el20f05abd104e2e952c6b9e693891ab",
"to": "support@stonebranch.com"
P,
"snmpNotifications": [ {
"severity": "Minor",
"snmpManager": "test_manager",
"state": "Agents Unavailable",
"sysId":
"fc4f4e8b0deadb51a77a3c20f7e62b2a"
} ]
I
"opswiseGroups": [],
"resolutionDescription": "Agent 1in Use:'sb-
gqa-123'",
"resolutionStatus": "Success",
"resumedOn": "2021-06-29 19:18:30 -400",
"strictBsrvcMembership":false,
"suspended": false,
"suspendedOn": null,

[{
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XML JSON
</emailNotification> "sysId":
<snmpNotification> "35dc94a7a8834d28b51e03b5780cd90c",
<state>Agents Unavailable</state> "type": "Windows"
<sysId>»21d992c72bed44bl59aac9lc4ee "version": 1
9f40c6</sysId> },
<severity>Minor</severity> {
<snmpManager>SNMP Manager</ "agents": [ {

snmpManager>
</snmpNotification>
</notifications>
<opswiseGroups />
<resolutionDescription>Agent 1in
Use:'sb-ga-123'</resolutionDescription>
<resolutionStatus>Success</
resolutionStatus>
<resumedOn>2021-06-29 19:18:30
-400</resumedOn>
<strictBsrvcMembership>false</
strictBsrvcMembership>
<suspended>false</suspended>
<suspendedOn />
<sysId>cb5b876aa9fec69f0032b55e03

91d693</sysId>
<type>Windows</type>
</agentCluster>
<agentCluster version="1">
<agents>
<agent>
<agentName>pc -
SS0002</agentName>

<membershipDecommissioned>false</
membershipDecommissioned>
<membershipResumedOn
/>
<membershipSuspended>
true</membershipSuspended>

<membershipSuspendedOn>2021-06-29 19:18:30
-400</membershipSuspendedOn>
<sysId>af1984d3481b4b
ccb9bealedeld6fbf3</sysId>
<type>Windows</type>
</agent>
</agents>
<currentCount>0</currentCount>
<description>Cluster of Windows
Agents</description>
<distribution>Network Alias</
distribution>
<ignorelnactiveAgents>true</
ignorelnactiveAgents>
<ignoreSuspendedAgents>trued</
ignoreSuspendedAgents>

"agentName": "Mark-4 - AGNT002",
"membershipDecommissioned": false,
"membershipResumedOn": null,
"membershipSuspended": true,

"membershipSuspendedOn": '"2021-06-29
19:18:30 —-400",
"sysId":
"941e558d6f2b4656bdb870e2551fa85f",
"type": "Windows"
P,

"currentCount": 0,
"description": "Cluster of Windows Agents",
"distribution": "Network Alias",
"ignoreInactiveAgents": true,
"ignoreSuspendedAgents": true,
"lastAgentUsed": "sb-qa-123",
"lastResolution": "2018-09-13 10:52:03.410
-0500",
"limitAmount": 5,
"limitType": "Unlimited",
"name": "Cluster 2",
"networkAlias": "qa-123",
"networkAliasPort": null,
"notifications": {
"emailNotifications":
"bee": null,
"body": "${ops_system_identifier}",
"cc": null,
"emailConnection": "ecu-office-365",
"emailTemplate": "agent-built-
variables",
"replyTo": null,
"state": "Agents Unavailable",
"subject": null,
"sysId":
"el20f05abd104e2e952c6b9e693891ab",
"to": "support@stonebranch.com"
P,
"snmpNotifications": [ {
"severity": "Minor",
"snmpManager": "test_manager",
"state": "Agents Unavailable",
"sysId":
"fc4f4e8b0deadb51a77a3c20f7e62b2a"
} ]
I

"opswiseGroups":

[{

1,
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XML JSON

<lastAgentUsed>sb-gqa-123</ "resolutionDescription": "Agent 1in Use:'sb-
lastAgentUsed> ga-123'",

<lastResolution>2018-09-13 "resolutionStatus": "Success",

10:52:03.410 -0500</lastResolution>
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<name>Cluster 2</name>
<networkAlias>ga-123</
networkAlias>
<networkAliasPort />
<notifications>
<emailNotification>
<sysId>2b7286b87a7048399fbd95c01la
380002</sysId>
<bcc />
<body />
<cc />
<emailConnection>uc - Gmail
Account</emailConnection>
<emailTemplate>uc - Template</
emailTemplate>
<replyTo />
<state>Agents Unavailable</state>
<subject />
<to />
</emailNotification>
<snmpNotification>
<state>Agents Unavailable</state>
<sysId>»21d992c72bed44bl59aac9lcsee
9f40c6</sysId>
<severity>Minor</severity>
<snmpManager>SNMP Manager</
snmpManager>
</snmpNotification>
</notifications>
<opswiseGroups />
<resolutionDescription>Agent 1in
Use:'sb-ga-123'</resolutionDescription>
<resolutionStatus>Success</
resolutionStatus>
<resumedOn />
<strictBsrvcMembership>false</
strictBsrvcMembership>
<suspended>true</suspended>
<suspendedOn>2021-06-29 19:18:30
-400</suspendedOn>
<sysId>cb5b876aa9fec69f0032b55e03
91d694</sysId>
<type>Windows</type>
</agentCluster>
</agentClusters>

"resumedOn": null,
"strictBsrvcMembership":false,
"suspended": true,
"suspendedOn": 2021-06-29 19:18:30 -400,
"sysId":
"35dc94a7a8834d28b51e03b5780cd90d",
"type": "Windows"
"version": 1
}
]
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Description

URI

http://host_name/uc/resources/agentcluster/listadv

HTTP Method

GET

Description

Retrieves Agent Clusters details using specific query parameters.

Example URI

+ http://localhost:8080/uc/resources/agentcluster/listadv
http://localhost:8080/uc/resources/agentcluster/listadv?agentclustername=*cluster*
http://localhost:8080/uc/resources/agentcluster/listadv?businessServices=bs1

+ http://localhost:8080/uc/resources/agentcluster/listadv?type=Linux/Unix

http://localhost:8080/uc/resources/agentcluster/listadv?
agentclustername=*cluster*&businessServices=bs1,bs2&type=Windows

Authentication

HTTP Basic

Produces Content-Type

application/xml, application/json

Consumes Content-Type

n/a

Example Responses

See List Agent Cluster - Advanced: XML and JSON Examples

URI Properties

See List Agent Cluster - Advanced: URI Properties

4.9.5.1 List Agent Cluster - Advanced: URI Properties

Property Ul Field Name Description Specifications Required
agentclustername Name Name or partial name of one or more | Wildcards are supported. N
agent clusters.
businessServices Member of Business Services |Business Services that one or more String value of comma-separated N
agent clusters belong to. Business Services.
type n/a Agent Cluster Type of agent clusters | Valid values: One of the following N
to list. (not case sensitive):
+ As String = Windows, As Value
=1
As String = Linux/Unix, As
Value =2

If type is not specified, defaults to all
types.
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4.9.5.2 List Agent Cluster - Advanced: XML and JSON Examples

<agentClusters>
<unixAgentCluster
exportReleaselLevel="7.3.0.0"
exportTable="ops_unix_agent_cluster"
retainSysIds="true" version="2">
<agents/>
<currentCount>0</currentCount>
<description />
<distribution>Any</distribution>
<ignoreInactiveAgents>false</
ignorelnactiveAgents>
<ignoreSuspendedAgents>false</
ignoreSuspendedAgents>
<lastAgentUsed />
<lastResolution />
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<name>linux_cluster_1</name>
<networkAlias />
<networkAliasPort />
<notifications/>
<opswiseGroups/>
<resolutionDescription />
<resolutionStatus>None</
resolutionStatus>

<resumedOn />

<strictBsrvcMembership>false</

strictBsrvcMembership>

XML JSON
XML JSON
<?xml version="1.0" encoding="UTF-8" [
standalone="yes"?> {

"type'": "unixAgentCluster",
"agents": [],
"currentCount": 0O,
"description": null,
"distribution": "Any",
"exportReleaselLevel": "7.3.0.0",
"exportTable":
"ops_unix_agent_cluster",
"jgnoreInactiveAgents": false,
"jgnoreSuspendedAgents": false,
"lastAgentUsed": null,
"lastResolution": null,
"limitAmount": 5,
"limitType": "Unlimited",
"name": "linux_cluster_1",
"networkAlias": null,
"networkAliasPort": null,
"notifications": {
"emailNotifications": [],
"snmpNotifications'": []
b
"opswiseGroups": [],
"resolutionDescription": null,
"resolutionStatus": "None",
"resumedOn": null,
"retainSysIds": true,
"strictBsrvcMembership": false,
"suspended": false,
"suspendedOn": null,
"sysId":
"89ef2f9a35684825849881978b827ee7",

"version": 2
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XML

JSON

<suspended>false</suspended>

<suspendedOn />

<sysId>89ef2f9a35684825849881978b827ee7</
sysId>
</unixAgentCluster>
<unixAgentCluster
exportReleaselLevel="7.3.0.0"
exportTable="ops_unix_agent_cluster"
retainSysIds="true" version="2">
<agents/>
<currentCount>0</currentCount>
<description />
<distribution>Any</distribution>
<ignoreInactiveAgents>false</
ignoreInactiveAgents>
<ignoreSuspendedAgents>false</
ignoreSuspendedAgents>
<lastAgentUsed />
<lastResolution />
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<name>linux_cluster_2</name>
<networkAlias />
<networkAliasPort />
<notifications/>
<opswiseGroups/>
<resolutionDescription />
<resolutionStatus>None</
resolutionStatus>
<resumedOn />
<suspended>false</suspended>

<suspendedOn />

"type'": "unixAgentCluster",
"agents": [],
"currentCount": 0,
"description": null,
"distribution": "Any",
"exportReleaselLevel": "7.3.0.0",
"exportTable":
"ops_unix_agent_cluster",
"ignoreInactiveAgents": false,
"jgnoreSuspendedAgents": false,
"lastAgentUsed": null,
"lastResolution": null,
"limitAmount": 5,
"limitType": "Unlimited",
"name": "linux_cluster_2",
"networkAlias": null,
"networkAliasPort": null,
"notifications": {
"emailNotifications": [],
"snmpNotifications": []
b
"opswiseGroups": [],
"resolutionDescription": null,
"resolutionStatus": "None",
"resumedOn": null,
"retainSysIds": true,
"strictBsrvcMembership": false,
"suspended": false,
"suspendedOn": null,
"sysId":
"a47c4a0e6cld4da5896dd9cO72bach28",
"version": 2

I

"type": "windowsAgentCluster",

"agents": [],
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XML

JSON

<strictBsrvcMembership>false</
strictBsrvcMembership>
<sysId>a47c4abeb6cld4da5896dd9cO72bacbh28</
sysId>
</unixAgentCluster>
<windowsAgentCluster
exportReleaselLevel="7.3.0.0"
exportTable="ops_windows_agent_cluster"
retainSysIds="true" version="1">
<agents/>
<currentCount>0</currentCount>
<description />
<distribution>Any</distribution>
<ignoreInactiveAgents>false</
ignoreInactiveAgents>
<ignoreSuspendedAgents>false</
ignoreSuspendedAgents>
<lastAgentUsed />
<lastResolution />
<limitAmount>5</1limitAmount>
<limitType>Unlimited</LlimitType>
<name>wins_cluster_1</name>
<networkAlias />
<networkAliasPort />
<notifications/>
<opswiseGroups/>
<resolutionDescription />
<resolutionStatus>None</
resolutionStatus>
<resumedOn />
<strictBsrvcMembership>false</

strictBsrvcMembership>

"currentCount": 0,
"description": null,
"distribution": "Any",
"exportReleaselevel": "7.3.0.0",
"exportTable":
"ops_windows_agent_cluster",
"ignorelnactiveAgents": false,
"jgnoreSuspendedAgents": false,
"lastAgentUsed": null,
"lastResolution": null,
"limitAmount": 5,
"limitType": "Unlimited",
"name": "wins_cluster_1",
"networkAlias": null,
"networkAliasPort": null,
"notifications": {
"emailNotifications": [],
"snmpNotifications": []
s
"opswiseGroups": [],
"resolutionDescription": null,
"resolutionStatus": "None",
"resumedOn": null,
"retainSysIds": true,
"strictBsrvcMembership": false,
"suspended": false,
"suspendedOn": null,
"sysId":
"3f5c2bb17d2d43149eb70da856¢c51fe2",
"version": 1
b
{
"type": "windowsAgentCluster",
"agents": [],
"currentCount": 0,
"description": null,

"distribution": "Any",

"exportReleaselLevel": "7.3.0.0",
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XML

JSON

<suspended>false</suspended>

<suspendedOn />

<sysId>3f5c2bb17d2d43149eb70da856c51fe2</
sysId>
</windowsAgentCluster>
<windowsAgentCluster
exportReleaselLevel="7.3.0.0"
exportTable="ops_windows_agent_cluster"
retainSysIds="true" version="1">
<agents/>
<currentCount>0</currentCount>
<description />
<distribution>Any</distribution>
<ignoreInactiveAgents>false</
ignoreInactiveAgents>
<ignoreSuspendedAgents>false</
ignoreSuspendedAgents>
<lastAgentUsed />
<lastResolution />
<limitAmount>5</1limitAmount>
<limitType>Unlimited</limitType>
<name>wins_cluster_2</name>
<networkAlias />
<networkAliasPort />
<notifications/>
<opswiseGroups/>
<resolutionDescription />
<resolutionStatus>None</
resolutionStatus>
<resumedOn />
<strictBsrvcMembership>false</
strictBsrvcMembership>
<suspended>false</suspended>

<suspendedOn />

<sysId>3dc7749381ab461883f6a1807c7c3c7d</
sysId>
</windowsAgentCluster>

</agentClusters>

"exportTable":
"ops_windows_agent_cluster",
"jgnoreInactiveAgents": false,
"JgnoreSuspendedAgents": false,
"lastAgentUsed": null,
"lastResolution": null,
"limitAmount": 5,
"limitType": "Unlimited",
"name": "wins_cluster_2",
"networkAlias": null,
"networkAliasPort": null,
"notifications": {
"emailNotifications": [],
"snmpNotifications": []
T
"opswiseGroups": [],
"resolutionDescription": null,
"resolutionStatus": "None",
"resumedOn": null,
"retainSysIds": true,
"strictBsrvcMembership": false,
"suspended": false,
"suspendedOn": null,
"sysId":
"3dc7749381ab461883f6a1807c7c3c7d",

"version": 1
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Description

URI

http://host_name/uc/resources/agentcluster

HTTP Method

PUT

Description

Modifies the Agent Cluster specified by the sysId.

Example URI

http://localhost:8080/uc/resources/agentcluster

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify an Agent Cluster: XML and JSON Examples .

Agent Cluster Properties

See Agent Cluster Properties.

Agent Properties

See Agent Properties.

Agent Cluster: Email Notification Properties

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties

See Agent Cluster SNMP Notification Properties.

Example Response

Status 200 /0K

Successfully updated the agent cluster with sysld {sysld}.
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4.9.6.1 Modify an Agent Cluster: XML and JSON Examples

Agents</description>
<distribution>Any</distribution>
<ignoreInactiveAgents>true</

ignoreInactiveAgents>
<ignoreSuspendedAgents>true@</

ignoreSuspendedAgents>
<limitAmount>5</1limitAmount>
<limitType>Limited</limitType>
<name>clusterl</name>
<networkAlias />
<networkAliasPort />
<notifications>
<emailNotification>
<sysId>2b7286b87a7048399fbd95c01
a380002</sysId>
<bcc />
<body />
<cc />
<emailConnection>uc - Gmail
Account</emailConnection>
<emailTemplate>uc - Template</
emailTemplate>
<replyTo />
<state>Agents Unavailable</state
<subject />
<to />
</emailNotification>
<snmpNotification>
<state>Agents Unavailable</state
<sysId>21d992c72be44bl59aac91lc4e
e9f40c6</sysId>
<severity>Minor</severity>
<snmpManager>SNMP Manager</
snmpManager>
</snmpNotification>
</notifications>
<sysId>35dc94a7a8834d28b51e03b5780cd90
c</sysId>
</windowsAgentCluster>

XML JSON
XML JSON
<windowsAgentCluster> {
<description>Cluster of Windows "type'": "windowsAgentCluster",

"description": "Cluster of Windows Agents",
"distribution": "Any",
"ignoreInactiveAgents": true,
"ignoreSuspendedAgents": true,
"1limitAmount": 5,

"limitType": "Unlimited",

"name": "clusterl",

"networkAlias": null,

"networkAliasPort": null,

"notifications": {

"emailNotifications":
"becc": null,
"body": "${ops_system_identifier}",
"cc": null,
"emailConnection":
"emailTemplate":
"replyTo": null,
"state": "Agents Unavailable",
"subject": null,

"sysId":
"el120f05abd104e2e952c6b9e693891ab",
"to": "support@stonebranch.com"

1,

"snmpNotifications": [ {
"severity": "Minor",
"snmpManager": "test_manager",
"state": "Agents Unavailable",
"sysId":

"fc4f4e8b0deadb51a77a3c20f7e62b2a"

]

I
"sysId":

[{

"ecu-office-365",
"agent-built-variables",

"35dc94a7a8834d28b51e03b5780cd90c",
}
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4.9.7 Read an Agent Cluster
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Description

URI

http://host_name/uc/resources/agentcluster

HTTP Method

GET

Description

Retrieves information on a specific Agent cluster.

URI Parameters

See Read an Agent Cluster URI Parameters.

Example URI

http://localhost:8080/uc/resources/agentcluster?agentclustername=cluster1

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See Read an Agent Cluster: XML and JSON Examples .

Agent Cluster Properties

See Agent Cluster Properties.

Agent Properties

See Agent Properties.

Agent Cluster: Email Notification Properties

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties

See Agent Cluster SNMP Notification Properties.

4.9.7.1 Read an Agent Cluster: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
agentclusterid ID used within the Controller to identify | String; URI parameter. Y (unless agentclustername
this Agent cluster. agentclustername is
specified)
agentclustername Name used within the Controller to String; URI parameter. Y (unless agentclusterid
identify this Agent cluster. agentclusterid is
specified)

4.9.7.2 Read an Agent Cluster: XML and JSON Examples

The

retainSysIds

and
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version

properties are specified as attributes in XML.

The
exportReleaselLevel
and exportTable properties are specified as attributes in XML.
XML JSON
XML JSON
<windowsAgentCluster exportReleaselevel="7.2|{
.0.0" exportTable="ops_windows_agent_cluster "type": "windowsAgentCluster",
" retainsSysIds="true" version="1"> "agents": [ {
<agents> "agentName": "Mark-4 - AGNT001",
<agent> "membershipResumedOn": null,
<agentName>pc - SS0001</ "membershipSuspended": true,
agentName> "membershipSuspendedOn": '"2021-06-29
<membershipResumedOn /> 19:18:30 -400",
<membershipSuspended>true< "sysId":
/membershipSuspended> "941e558d6f2b4656bdb870e2551fag85e",
<membershipSuspendedOn>202 "type'": "Windows"
1-06-29 19:18:30 -400</membershipSuspendedOn?> 1} 7,
<sysId>af1984d3481b4bccb9b "currentCount": 0,
eafedeld6fbf2</sysId> "description": "Cluster of Windows Agents",
<type>Windows</type> "distribution": "Network Alias",
</agent> "exportReleaselevel": "7.2.0.0",
</agents> "exportTable": "ops_windows_agent_cluster",
<currentCount>0</currentCount> "ignoreInactiveAgents": true,
<description>Cluster of Windows "jgnoreSuspendedAgents": true,
Agents</description> "lastAgentUsed": "sb-qa-123",
<distribution>Network Alias</ "lastResolution": "2018-09-12 09:52:03.410
distribution> -0500",
<ignoreInactiveAgents>true</ "limitAmount": 5,
ignoreInactiveAgents> "limitType": "Unlimited",
<ignoreSuspendedAgents>trued</ "name": "Cluster 1",
ignoreSuspendedAgents> "networkAlias": "ga-123",
<lastAgentUsed>sb-qa-123</ "networkAliasPort": null,
lastAgentUsed> "motifications": {
<lastResolution>2018-09-12 "emailNotifications": [ {
09:52:03.410 -0500</lastResolution> "bee": null,
<limitAmount>5</1limitAmount> "body": "${ops_system_identifier}",
<limitType>Unlimited</limitType> "cc": null,
<name>Cluster 1</name> "emailConnection": "ecu-office-365",
<networkAlias>ga-123</networkAlias> "emailTemplate": "agent-built-variables",
<networkAliasPort /> "replyTo": null,
<notifications> "state": "Agents Unavailable",
<emailNotification> "subject": null,
<sysId>2b7286b87a7048399fbd95c01 "sysId":
a380002</sysId> "el120f05abd104e2e952c6b9e693891ab",
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snmpManager>

</noti
<opswi

resumedOn>

strictBsrvcM

c</sysId>

XML JSON
<bcc /> "to": "support@stonebranch.com"
<body /> 1,
<cc /> "snmpNotifications": [ {
<emailConnection>uc - Gmail "severity": "Minor",
Account</emailConnection> "snmpManager": "test_manager",

<emailTemplate>uc - Template</ "state": "Agents Unavailable",
emailTemplate>

<replyTo />

<state>Agents Unavailable</state }]
<subject /> 1,
<to /> "opswiseGroups": [],
</emailNotification> "resolutionDescription": "Agent 1in Use:'sb-
<snmpNotification> ga-123'",
<state>Agents Unavailable</state "resolutionStatus": "Success",
<sysId>»21d992c72bed44bl59aac9lc4e "retainSysIds": true,

€9f40c6</sysId>

<severity>Minor</severity>
<snmpManager>SNMP Manager</

</snmpNotification>

fications>
seGroups />

<resolutionDescription>Agent 1in
Use:'sb-ga-123'</resolutionDescription>

<resolutionStatus>Success</
resolutionStatus>

<resumedOn>2021-06-29 19:18:30 -400</

<strictBsrvcMembership>false</

embership>

<suspended>false</suspended>
<suspendedOn /
<sysId>35dc94a7a8834d28b51e03b5780cd90

</windowsAgentCluster>

"sysId":
"fc4f4e8b0deadb51a77a3c20f7e62b2a"

"resumedOn": "2021-06-29 19:18:30 -400",
"strictBsrvcMembership":false,

"suspended": false,

"suspendedOn": null,

"sysId": "35dc94a7a8834d28b51e03b5780cd90c",
"version": 1

4.9.8 Resolve an Agent Cluster

Description

URI

http://host_name/uc/resources/agentcluster/resolve

HTTP Method

POST

Description

Resolves the Network Alias for the specified agent cluster .

Example URI

http://localhost:8080/uc/resources/agentcluster/resolve

Authentication

HTTP Basic
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Description

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Resolve an Agent Cluster: XML and JSON Examples .

Request Properties

See Resolve an Agent Cluster: Request Properties .

Example Response

See Resolve an Agent Cluster: XML and JSON Examples .

4.9.8.1 Resolve an Agent Cluster: XML and JSON Examples

Example XML JSON
Example Request XML JSON
<resolve-agent-cluster> {

<agentClusterName>Agent_Cluster_Ali
as_Production</agentClusterName>

"agentClusterName":
"Agent_Cluster_Alias_Production"

</resolve-agent-cluster> }
Example Response XML JSON
<command-response> {
<type>resolve_agent_cluster</type> "type'":
<success>true</success> "resolve_agent_cluster",
<info>Successfully resolved network "success": true,

alias for agent cluster
"Agent_Cluster_Alias_Production".</
info>

<errors></errors>

"info": "Successfully resolved
agent
cluster\"Agent_Cluster_Alias_Produ
ction\".",

</command-response> "errors": ""
X
4.9.8.2 Resolve an Agent Cluster: Request Properties
Property Ul Field Name Description Specifications Required
agentClusterName Cluster Name Name used within the Controller to identify Y
this agent cluster.

4.9.9 Resume an Agent Cluster

Description

URI

http://host_name/uc/resources/agentcluster/resume
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Description
HTTP Method POST
Description Resumes the specified agent cluster .
Example URI http://localhost:8080/uc/resources/agentcluster/resume
Authentication HTTP Basic
Consumes Content-Type application/xml, application/json
Produces Content-Type application/xml, application/json
Example Request See Resume an Agent Cluster: XML and JSON Examples .
Request Properties See Resume an Agent Cluster: Request Properties .
Example Response See Resume an Agent Cluster: XML and JSON Examples .

4.9.9.1 Resume an Agent Cluster: XML and JSON Examples

Example XML JSON
Example Request XML JSON
<resume-agent-cluster> {
<agentClusterName>uc - Default "agentClusterNameagentClusterNam
Windows Cluster</agentClusterName> e": "uc - Default Windows Cluster"
</resume-agent-cluster> }
Example Response XML JSON
<command-response> {
<type>resume_agent_cluster</type> "type":
<success>true</success> "resume_agent_cluster",
<info>Successfully resumed agent "success": true,
cluster "uc - Default Windows "info": " Successfully resumed
Cluster".</info> agent cluster "uc - Default
<errors /> Windows Cluster™.",
</command-response> "errors": ""
}

4.9.9.2 Resume an Agent Cluster: Request Properties

Property Ul Field Name Description Specifications Required

agentClusterName Cluster Name Name used within the Controller to identify Y
this agent cluster.
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4.9.10 Resume an Agent Cluster Membership

Description

URI

http://host_name/uc/resources/agent/ops-resume-agent-cluster-membership

HTTP Method

POST

Description Resumes the specified agent cluster membership .
Example URI http://localhost:8080/uc/resources/agent/ops-resume-agent-cluster-membership
Authentication HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Resume an Agent Cluster Membership: XML and JSON Examples .

Request Properties

See Resume an Agent Cluster Membership: Request Properties .

Example Response

See Resume an Agent Cluster Membership: XML and JSON Examples .

4.9.10.1 Resume an Agent Cluster Membership: XML and JSON Examples

<agentClusterName>uc - Default
Windows Cluster</agentClusterName>

<agentName>XPS-8300 - AGNT0001</
agentName>
</resume-agent-cluster-membership>

By Agent ID

<resume-agent-cluster-membership>
<agentClusterName>uc - Default

Windows Cluster</agentClusterName>
<agentID>AGNTO001</agentID>

</resume-agent-cluster-membership>

Example XML JSON
Example Request XML JSON
By Agent Name By Agent Name
<resume-agent-cluster—-membership> {

"agentClusterName": "uc -
Default Windows Cluster",

"agentName": "XPS-8300 -
AGNTOO01"

}

By Agent ID

{
"agentClusterName": "uc -

Default Windows Cluster",
"agentID": "AGNTOOOL1"

}
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Example XML JSON
Example Response XML JSON
<command-response> {

<type>resume_agent_cluster_membership
</type>
<success>true</success>
<info>Successfully resumed agent
cluster membership.</info>
<errors />
</command-response>

thpell .
"resume_agent_cluster_membership",

"success": true,

"info": " Successfully resumed
agent cluster membership.",

Her-r-or-sll: nn

}

4.9.10.2 Resume an Agent Cluster Membership: Request Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive
With
agentClusterNam | Cluster Name Name used within the Controller to identify Y
this agent cluster.
e
agentID Agent ID Defined by the user when installing the Y agentName
Agent; name used within the Controller to (unless
identify this resource. agentName
is specified)
agentName Agent Name Unique ID for this Agent, created during Y agentId
installation. The name of the (unless agentId
communications server message queue. : i
i ifi
The Controller uses the communications s specified)
server for communications between the
Controller scheduler and Agents.

4.9.11 Return an Agent from an Agent Cluster

Description

URI

http://hostName:port/uc/resources/agentcluster/agent

HTTP Method

GET

Description

Retrieves information on a specific Agent from an Agent Cluster for which a Distribution
method of Any or Lowest CPU Utilization is specified.

URI Parameters

See Return an Agent from an Agent Cluster: URI Parameters .

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json
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Description

Example Request URI

http://localhost:8080/uc/resources/agentcluster/agent?
agentclustername=testCluster&ignoreexecutionlimit=true

Example Response

See Return an Agent from an Agent Cluster: Example Response .

4.9.11.1 Return an Agent from an Agent Cluster: URI Parameters

Parameter Description Specifications Required
agentclustername Name used within the Controller to identify this | Type = String; URI property. Y
agent cluster.
ignoreexecutionlimit Specification to use or ignore the task Type = Boolean (true/false), Default is false; N
execution limit. URI property.

4.9.11.2 Return an Agent from an Agent Cluster: Example Response

</

<hostName>Mark-4</hostName>
<ipAddress>192.168.1.21</ipAddress>
<name>Mark-4 - AGNT0002</name>
<outputProhibited>false</outputProhibited>

<queueName>AGNTO002</queueName>
<status>Active</status>
<suspended>false</suspended>
<sysID>4425b28449574bb181d78e47c02867ac</

sysID>

<type>Windows</type>
<version>6.4.1.0</version>
agent>

XML Response JSON Response
XML Response JSON Response
<agent> {

"hostName": "Mark-4",
"ipAddress'": "192.168.1.21",
"name": "Mark-4 - AGNT0002",
"outputProhibited": false,
"queueName": "AGNTO002",
"status": "Active",
"suspended": false,

"sysID":

"b4784b52bf0e453db37dcOc5e9bd441a",

thpell :
"version":

"Windows",
"6.4.1.0"

4.9.12 Set an Agent Cluster Task Execution Limit

Description

URI

http://host_name/uc/resources/agentcluster/taskexecutionlimit

HTTP Method

POST

Description

Sets the task execution limit for the specified agent cluster.
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Description

Example URI

http://localhost:8080/uc/resources/agentcluster/taskexecutionlimit

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Set an Agent Cluster Task Execution Limit: XML and JSON Examples .

Request Properties

See Set an Agent Cluster Task Execution Limit: Request Properties .

Example Response

See Set an Agent Cluster Task Execution Limit: XML and JSON Examples .

4.9.12.1 Set an Agent Cluster Task Execution Limit: XML and JSON Examples

Example

XML

JSON

Example Request

XML
Limit Type: Limited

<set-agent-cluster-task-execution-
Timit>
<agentClusterName>uc - Default
Windows Cluster</agentClusterName>
<limitAmount>15</1limitAmount>
<limitType>Limited</limitType>
</set-agent-cluster-task-execution-
Timit>

Limit Type: Unlimited

<set-agent-cluster-task-execution-
Timit>
<agentClusterName>uc - Default
Windows Cluster</agentClusterName>
<limitType>Unlimited</limitType>
</set-agent-cluster-tas

JSON
Limit Type: Limited

{
"agentClusterName": "uc - Default
Windows Cluster",
"limitAmount": 15,
"limitType": "Limited"
}

Limit Type: Unlimited

{
"agentClusterName": "uc - Default
Windows Cluster",
"limitType": "Unlimited"
}
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Example XML JSON
Example Response XML JSON
<command-response> {

n type n .
<type>set_agent_cluster_task_executio|"set_agent_cluster_task_execution_1i
n_limit</type> mit",

<success>true</success> "success": true,
<info>Successfully updated agent "info": " Successfully updated

cluster"uc - Default Windows Cluster"
with task limit type: "Limited",

agent cluster"uc - Default Windows
Cluster" with task limit type:

amount: "15".</info> "Limited", amount: "15".",
<errors /> "errors": ""
</command-response> }
4.9.12.2 Set an Agent Cluster Task Execution Limit: Request Properties
Property Ul Field Name Description Specifications Required
agentClusterName |Cluster Name Name used within the Controller to identify this Y
agent cluster.
1imitAmount Limit Amount Number of tasks that can be running at the Setonlyif 1imitType is N
same time by the Agents in this agent cluster. Limited (2)
limitType Task Execution Limit Specification for whether a Limited or Unlimited |Valid values: Y

number of task instances can be run
concurrently by the Agents in this agent cluster.

For purposes of imposing this task execution
limit, running task instances are those in any of
these statuses: Cancel Pending, Queued,
Received, Running, Submitted, and Started.

As String = Unlimited, As

Value =1

As String = Limited, As

Value =2

4.9.13 Suspend an Agent Cluster

Description

URI

http://host_name/uc/resources/agentcluster/suspend

HTTP Method

POST

Description

Suspends the specified agent cluster .

Example URI

http://localhost:8080/uc/resources/agentcluster/suspend

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json
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Description

Example Request

See Suspend an Agent Cluster: XML and JSON Examples .

Request Properties

See Suspend an Agent Cluster: Request Properties .

Example Response

See Suspend an Agent Cluster: XML and JSON Examples .

4.9.13.1 Suspend an Agent Cluster: XML and JSON Examples

<agentClusterName>uc - Default
Windows Cluster</agentClusterName>

Example XML JSON
Example Request XML JSON
<suspend-agent-cluster> {

"agentClusterName": "uc -
Default Windows Cluster"

<type>suspend_agent_cluster</type>

<success>true</success>

<info>Successfully suspended agent
cluster "uc - Default Windows
Cluster".</info>

<errors />

</suspend-agent-cluster> }
Example Response XML JSON
<command-response> {

"suspend_agent_cluster",

suspended agent cluster "uc -
Default Windows Cluster".",

Iltypell .

"success": true,
"info": " Successfully

</command-response> "errors": ""
}
4.9.13.2 Suspend an Agent Cluster: Request Properties
Property Ul Field Name Description Specifications Required
agentClusterName Cluster Name Name used within the Controller to identify Y

this agent cluster.

4.9.14 Suspend an Agent Cluster Membership

Description
URI http://host_name/uc/resources/agent/ops-suspend-agent-cluster-membership
HTTP Method POST
Description Suspends the specified agent cluster membership .
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Description

Example URI

http://localhost:8080/uc/resources/agent/ops-suspend-agent-cluster-membership

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Suspend an Agent Cluster Membership: XML and JSON Examples .

Request Properties

See Suspend an Agent Cluster Membership: Request Properties .

Example Response

See Suspend an Agent Cluster Membership: XML and JSON Examples .

4.9.14.1 Suspend an Agent Cluster Membership: XML and JSON Examples

Example XML JSON
Example Request XML JSON
By Agent Name By Agent Name
<suspend-agent-cluster-membership> {
<agentClusterName>uc - Default "agentClusterName": "uc -

Windows Cluster</agentClusterName>
<agentName>XPS-8300 - AGNT0001</

agentName>

</suspend-agent-cluster-membership>

By Agent ID

<suspend-agent-cluster-membership>
<agentClusterName>uc - Default

Windows Cluster</agentClusterName>
<agentID>AGNT0O001</agentID>

Default Windows Cluster",
"agentName": "XPS-8300 -

AGNTOOO1"

}

By Agent ID

{
"agentClusterName": "uc -

Default Windows Cluster",
"agentID": "AGNTOOO1"

</suspend-a }
Example Response XML JSON
<command-response> {

<type>suspend_agent_cluster_membershi
p</type>
<success>true</success>
<info>Successfully suspended agent
cluster membership.</info>
<errors />
</command-response>

"type":
"suspend_agent_cluster_membership"
I

"success": true,

"info": " Successfully
suspended agent cluster
membership.",

Herrorsll: mnn

}
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4.9.14.2 Suspend an Agent Cluster Membership: Request Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive
With

agentClusterName |Cluster Name Name used within the Controller to Y
identify this agent cluster.

agentID Agent ID Unique ID for this Agent, created Y agentName
during installation. (unless agentName
is specified)
agentName Agent Name Name used within the Controller to Y agentId
identify this resource. (unless agentId
is specified)

410 Audit Web Services

4.10.1 Overview

Universal Controller supports the following RESTful-based web service for Audits.
+ List Audit Records
Users with the ops_admin role or ops_audit_view role can use Audit Web Services for all Audit records.

If Audit Owner Read Permitted system property = true, users without either the ops_admin role or the ops_audit_view role
can use Audit Web Services to view their own audits.

Formatting specifications for the web service, including details about parameter requirements, are provided.

4.10.2 List Audit Records

Description
URI http://host_name/uc/resources/audit/list
Description Retrieve the audit details using a specific filter.
HTTP Method POST
Example URI http://localhost:8080/uc/resources/audit/list
Authentication HTTP Basic
Consumes Content-Type application/xml, application/json
Produces Content-Type application/xml, application/json
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4.10.3 List Audit Records: XML and JSON Examples

4.10.3.1 List Audit Records: Example Request
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XML Request JSON Request
XML JSON
<audit-filter> {
<auditType>create</ "auditType" : "9",
auditType> "
< updatedTimeType
updatedTimeType " : "offset",
"updatedTime" "-10d",
>offset</ "status" "k,
n
updatedTimeType
createdBy
>
<updatedTime>-10d</ " : "ops.system",
updatedTime> "tableRecordName" : "Administrator",
"tableName" : "ops_user",
< status>*</ "
status>
source
<
" : "Web Service",
createdBy "
>ops.system</ tableKey
createdBy "o
"51b13fca5b8541418cd17cdd97c95b87",
> "includeChildAudits" : "false"

< tableName>ops_user</

>51b13fca5b8541418cd17cdd97c95b87</

<includeChildAudits>false</

</audit-filter>

< tableRecordName>Administrator</

tableRecordName>

tableName>

source

>Web Service</

source

tableKey

tableKey

includeChildAudits>
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4.10.3.2 List Audit Records: Request Properties

Property

Ul Field
Name

Description

Specifications

Required

Mutually
Exclusive With

auditType

Audit Type

Audit type to filter the data.

Valid values: One of the following (not case sensitive):

As String = Create, As Value = 1

As String = Update, As Value = 2

As String = Delete, As Value = 3

As String = Command, As Value = 4

As String = Server Operation, As Value = 5
As String = CLI, As Value = 6

As String = Restore Version, As Value = 7

As String = Delete Version, As Value = 8

As String = User Login, As Value =9

As String = z/0S Auto-Restart, As Value = 10
As String = Delete Override File, As Value = 11
As String = Import, As Value = 12

As String = Export, As Value = 13

As String = Email, As Value = 14

N

source

Source

Audit source type

Valid values: One of the following (not case sensitive):

As String = User Interface, As Value = 1

As String = Command Line, As Value = 2

As String = Web Service, As Value = 3

As String = System Operation, As Value = 4
As String = Set Variable Action, As Value = 5
As String = Task Instance, As Value = 6

As String = Agent Message, As Value =7

As String = Scheduled, As Value = 8

As String = Stored Procedure, As Value = 9
As String = System Processing, As Value = 10
As String = Email Notification, As Value = 11

N

updatedTime

n/a

If updatedTimeType =
Offset; -offset period.

Valid values:

mn (minutes)
h (hours)
d (days)

Default is d.

Examples: -5d (last 5 days), -30mn (last 30 minutes),
-6h (last 6 hours), -7 (last 7 days).

If updatedTimeType is Since; date/time value
(yyyy-MM-dd [HH:mm:ss])

If updatedTimeType is Today, updatedTime is
ignored.

Y

(if
updatedTime
Type

is Offset,
Since,

or Older
Than .)

updatedTim
eType

Type of updateTime .

Valid values:

+ As String = Today, As Value = 1

+ As String = Offset, As Value = 2

+ As String = Since, As Value = 3

+ As String = Older Than, As Value = 4

createdBy

Created By

Name of the person created
the record.

status

Status

Status of the record
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Property Ul Field Description Specifications Required Mutually
Name Exclusive With

tableRecordN | Table Record |table record name N

ame Name

tableName Table Name |table name N

tableKey Table Key table key N

includeChildA |n/a include child audits boolean property N

udits Valid values: true, false, 1,0

4.10.3.3 List Audit Records: Example Response

<additionalInfo>Web Service '/audit/list' invoked
from IP address 192.168.31.236.</additionalInfo>

<auditType>User Login</auditType>

<created>2022-02-16 11:36:54 -0500</created>

<createdBy>ops.system</createdBy>

<description>LOGIN &lt;user=ops.admin,
ipaddr=192.168.31.236&gt;</description>

<nodeId>ga-cntlr-mssql:8080-ga_cntlr_mssql</
nodeld>

<nodeMode>Active</nodeMode>

<source>Web Service</source>

<status>Login OK</status>

<sysId>16449566651382121473A4USEDOCVKOC</sysId>

<tableKey>eObde364c0a802ba0092e79554132023</
tableKey>

<tableName>ops_user</tableName>

<tableRecordName>Administrator</tableRecordName>

<updated>2022-02-16 11:36:54 -0500</updated>

<updatedBy>ops.system</updatedBy>

<uuid>16449566651382121473A4USEDOCVKOC< /uuid>

</audit>
<audit>

<childAudits/>

<additionalInfo>Web Service '/audit/list' invoked
from IP address 192.168.31.236.</additionalInfo>

<auditType>User Login</auditType>

<created>2022-02-16 11:36:25 -0500</created>

<createdBy>ops.system</createdBy>

XML Response JSON Response
XML JSON
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> [
<audits>
<audit> {
e s S "additionalInfo": "Web Service '/audit/list'

invoked from IP address 192.168.31.236.",

"after": null,

"auditType": "User Login",

"before": null,

"childAudits": [],

"created": "2022-02-16 11:40:02 -0500",

"createdBy": "ops.system",
"description":

ipaddr=192.168.31.236>",

"LOGIN <user=ops.admin,

"difference": null,

"nodeId": "ga-cntlr-mssql:8080-qa_cntlr_mssql",
"nodeMode": "Active",

"parentAudit": null,

"routedFrom": null,

"source": "Web Service",

"status": "Login OK",

"sysId": "1644956665138213147585IXHF9ZIY0B",
"tableKey": "e0Obde364c0a802bad092e79554132023",
"tableName": "ops_user",

"tableRecordName": "Administrator",

"universalTemplate": null,

"updated": "2022-02-16 11:40:02 -0500",
"updatedBy": "ops.system",
"uuid": "1644956665138213147585IXHF9ZIYOB"

3

"additionalInfo": "Web Service '/audit/list'
invoked from IP address 192.168.31.236.",
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XML Response

JSON Response

<description>LOGIN &ltj;user=ops.admin,
ipaddr=192.168.31.236&gt;</description>
<nodeId>qa-cntlr-mssql:8080-qa_cntlr_mssql</
nodeId>
<nodeMode>Active</nodeMode>
<source>Web Service</source>
<status>Login OK</status>
<sysId>16449566651382111478QX9WBBDPE6LS</sysId>
<tableKey>eObde364c0a802bad092e79554132023</
tableKey>
<tableName>ops_user</tableName>
<tableRecordName>Administrator</tableRecordName>
<updated>2022-02-16 11:36:25 -0500</updated>
<updatedBy>ops.system</updatedBy>
<uuid>16449566651382111478QX9WBBDPE6LS</uuid>
</audit>
<audit>
<childAudits/>
<additionalInfo>Web Service '/audit/list' invoked
from IP address 192.168.31.236.</additionalInfo>
<auditType>User Login</auditType>
<created>2022-02-16 11:35:55 -0500</created>
<createdBy>ops.system</createdBy>
<description>LOGIN &lt;user=ops.admin,
ipaddr=192.168.31.236&gt;</description>
<nodeId>qa-cntlr-mssql:8080-qa_cntlr_mssql</
nodeld>
<nodeMode>Active</nodeMode>
<source>Web Service</source>
<status>Login OK</status>
<sysId>1644956665138210147LAP266ZGL20T2</sysId>
<tableKey>eObde364c0a802baf092e79554132023</
tableKey>
<tableName>ops_user</tableName>
<tableRecordName>Administrator</tableRecordName>
<updated>2022-02-16 11:35:55 -0500</updated>
<updatedBy>ops.system</updatedBy>
<uuid>1644956665138210147LAP266ZGL20T2</uuid>
</audit>

</audits>

"after": null,

"auditType": "User Login",

"before": null,

"childAudits": [],

"created": "2022-02-16 11:36:54 -0500",

"createdBy": "ops.system",
"description":

ipaddr=192.168.31.236>",

"LOGIN <user=ops.admin,

"difference": null,
"nodeId": "ga-cntlr-mssql:8080-qa_cntlr_mssql",
"nodeMode": "Active",
"parentAudit": null,

"routedFrom": null,

"source": "Web Service",

"status": "Login OK",

"sysId": "16449566651382121473A4USEDOCVKOC",
"tableKey": "e0Obde364c0a802bad092e79554132023",
"tableName": "ops_user",

"tableRecordName": "Administrator",

"universalTemplate": null,
"updated": "2022-02-16 11:36:54 -0500",
"updatedBy":

"'16449566651382121473A4USEDOCVKOC"

"ops.system",
"uuid":
1,
"additionalInfo": "Web Service '/audit/list'
invoked from IP address 192.168.31.236.",
"after": null,
"auditType":
"before": null,

"childAudits":

"User Login",

(1,

"created": "2022-02-16 11:36:25 -0500",

"createdBy": "ops.system",
"description":

ipaddr=192.168.31.236>",

null,

"ga-cntlr-mssql:8080-qga_cntlr_mssql",

"LOGIN <user=ops.admin,

"difference":
"nodeId":
"nodeMode": "Active",
"parentAudit": null,
"routedFrom": null,
"source": "Web Service",

"status": "Login OK",
"16449566651382111478QX9WBBDPE6GLS",

"eObde364c0a802ba®092e79554132023",

"sysId":
"tableKey":
"tableName": "ops_user",
"tableRecordName": "Administrator",
"universalTemplate": null,

"updated": "2022-02-16 11:36:25 -0500",
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XML Response

JSON Response

"updatedBy":
"16449566651382111478QX9WBBDPE6GLS"

"ops.system",
"uuid":

3

4.10.3.4 List Audit Records: Example Response with Child Audits

XML Response with Child Audits

JSON Response with Child Audits

XML

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<audit>
<childAudits>
<childAudit>
<childAudits/>
<after>TaskWindowsBean [

{agent=094e2a6b2da747d09f4882cdc136dc49}

{agent_cluster=null}

{agent_cluster_var=null}

{agent_cluster_var_check=false}

{agent_var=null} {agent_var_check=false}
{avg_run_time=null} {broadcast_cluster=null}
{broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo $} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{1f_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{1f_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-1} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=testl}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:42:07 -0400}

JSON

[
{

"additionalInfo": "Ids: [f900ebd674674dbdb3f5499ed20cfech,
€9845ee24f804dffb95bdec7bd91888f]\n\nChanges:\n
{command=echo $}\n\nMulti-Update: Successfully updated all 2
items\n",

"after": null,

"auditType": "Update",

"before": null,

"childAudits": [

{
"additionalInfo": null,
"after": "TaskWindowsBean

[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo $} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1f_enabled=false} {lf_nth_amount=5} {1f_offset_duration=null}
{1f_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{lf_offset_type=Percentage} {lf_time=00:00} {1f_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-1} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
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{sys_1id=f900ebd674674dbdb3f5499ed20cfecb}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:44:26
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=4} {wait_for_output=false} 1</
after>

<auditType>Update</auditType>

<before>TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{lf_day_constraint=None} {lf_duration=00:00:00:00}
{1lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{lf_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{lf_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{1ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-1} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=testl}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:42:07 -0400}
{sys_id=f900ebd674674dbdb3f5499ed20cfecb}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:42:31
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=3} {wait_for_output=false} ]</
before>

<created>2020-04-24 15:44:26 -0400</created>

<createdBy>ops.admin</createdBy>

<description>Update: TaskWindowsBean test-1,
sys_id: f900ebd674674dbdb3f5499ed20cfechb</description>

<difference>[Changed command: echo -> echo $]
[Changed version: 3 -> 4] </difference>

{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=testl}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:42:07 -0400}
{sys_1d=f900ebd674674dbdb3f5499ed20cfecb}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:44:26
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=4} {wait_for_output=false} 1",

"auditType": "Update",

"before": "TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{lf_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{1lf_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{1ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-1} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=testl}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:42:07 -0400}
{sys_1id=f900ebd674674dbdb3f5499ed20cfecb}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:42:31
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=3} {wait_for_output=false} 1",

"childAudits": T[],

"created": "2020-04-24 15:44:26 -0400",

"createdBy": "ops.admin",

"description": "Update: TaskWindowsBean test-1, sys_id:
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<nodeId>SBUS30:8080-opswisel</nodeld>

<nodeMode>Active</nodeMode>

<parentAudit>1587757138913023804F2ZFW5HUJI3UQ4</
parentAudit>

<source>User Interface</source>

<status>Success</status>

<sysId>1587757138913024804605455IHPYBF9</sysId>

<tableKey>f900ebd674674dbdb3f5499ed20cfecb</
tableKey>

<tableName>ops_task_windows</tableName>

<tableRecordName>test-1</tableRecordName>

<updated>2020-04-24 15:44:26 -0400</updated>

<updatedBy>ops.admin</updatedBy>

<uuid>1587757138913024804605455IHPYBF9</uuid>

</childAudit>
<childAudit>

<childAudits/>

<after>TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo $} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{lf_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{1f_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{1ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-2} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=null}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:43:37 -0400}
{sys_id=e9845ee24f804dffb95bdec7bd91888f}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:44:26
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=2} {wait_for_output=false} 1</
after>

f900ebd674674dbdb3f5499ed20cfech",
"difference": "[Changed command: echo -> echo $]
[Changed version: 3 -> 4] ",

"nodeId": "SBUS30:8080-opswisel",

"nodeMode": "Active",

"parentAudit": "1587757138913023804F2ZFW5HUJ3UQ4",
"routedFrom": null,

"source": "User Interface",

"status": "Success",

"sysId": "1587757138913024804605455IHPYBF9",
"tableKey": "f900ebd674674dbdb3f5499ed20cfech",
"tableName": "ops_task_windows",
"tableRecordName": "test-1",

"universalTemplate": null,

"updated": "2020-04-24 15:44:26 -0400",

"updatedBy": "ops.admin",

"uuid": "1587757138913024804605455IHPYBF9O"

1,
{

"additionalInfo": null,

"after": "TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo $} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{lf_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{lf_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{1ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-2} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=null}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:43:37 -0400}
{sys_1id=e9845ee24f804dffb95bdec7bd91888f}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:44:26
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
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<auditType>Update</auditType>
<before>TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1lf_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{1f_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{1f_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-2} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=null}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:43:37 -0400}
{sys_1id=e9845ee24f804dffb95bdec7bd91888f}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:43:37
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=1} {wait_for_output=false} ]</
before>
<created>2020-04-24 15:44:26 -0400</created>
<createdBy>ops.admin</createdBy>
<description>Update: TaskWindowsBean test-2,
sys_id: e9845ee24f804dffb95bdec7bd91888f</description>
<difference>[Changed command: echo -> echo $]
[Changed version: 1 -> 2] </difference>
<nodeId>SBUS30:8080-opswisel</nodeld>
<nodeMode>Active</nodeMode>
<parentAudit>1587757138913023804F2ZFW5HUJI3UQ4</

parentAudit>
<source>User Interface</source>
<status>Success</status>
<sysId>1587757138913025804IFKIQTGM93GHB</sysId>
<tableKey>e9845ee24f804dffb95bdec7bd91888f</
tableKey>

<tableName>ops_task_windows</tableName>

System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=2} {wait_for_output=false} 1",

"auditType": "Update",

"before": "TaskWindowsBean
[ {agent=094e2a6b2da747d09f4882cdc136dc49} {agent_cluster=null}
{agent_cluster_var=null} {agent_cluster_var_check=false}
{agent_var=null} {agent_var_check=false} {avg_run_time=null}
{broadcast_cluster=null} {broadcast_cluster_var=null}
{broadcast_cluster_var_check=false} {checksum=null}
{command=echo} {command_or_script=Command} {cp_duration=null}
{cp_duration_unit=Minutes} {create_console=false}
{credentials=null} {credentials_var=null}
{credentials_var_check=false} {custom_fieldl=null}
{custom_field2=null} {desktop_interact=false}
{ef_day_constraint=None} {ef_duration=00:00:00:00}
{ef_enabled=false} {ef_nth_amount=5} {ef_offset_duration=null}
{ef_offset_duration_unit=Minutes} {ef_offset_percentage=0}
{ef_offset_type=Percentage} {ef_time=00:00} {ef_type=Time}
{elevate_user=false} {environment=null} {exec_counter=0}
{execution_restriction=None} {exit_code_output=null}
{exit_code_processing=Success Exitcode Range}
{exit_code_text=null} {exit_codes=0} {first_run=null}
{hold_resources=false} {last_run=null} {last_run_time=null}
{1f_day_constraint=None} {lf_duration=00:00:00:00}
{1f_enabled=false} {lf_nth_amount=5} {lf_offset_duration=null}
{1f_offset_duration_unit=Minutes} {lf_offset_percentage=0}
{lf_offset_type=Percentage} {lf_time=00:00} {lf_type=Time}
{ls_day_constraint=None} {ls_duration=00:00:00:00}
{1ls_enabled=false} {ls_nth_amount=5} {ls_time=00:00}
{ls_type=Time} {max_run_time=null} {min_run_time=null}
{name=test-2} {opswise_groups=null} {output_failure_only=false}
{output_return_file=null} {output_return_nline=100}
{output_return_sline=1} {output_return_text=null}
{output_return_type=NONE} {output_type=STDOUT}
{parameters=null} {res_priority=10}
{resolve_name_immediately=false} {restriction_period=None}
{retry_exit_codes=null} {retry_indefinitely=false}
{retry_interval=60} {retry_maximum=0}
{retry_suppress_failure=false} {rp_after_date=null}
{rp_after_time=null} {rp_before_date=null}
{rp_before_time=null} {rp_date_list=null} {run_as_sudo=false}
{run_count=0} {run_time=0} {runtime_dir=null} {script=null}
{start_held=false} {start_held_reason=null} {summary=null}
{sys_class_name=ops_task_windows} {sys_created_by=ops.admin}
{sys_created_on=2020-04-24 15:43:37 -0400}
{sys_id=e9845ee24f804dffb95bdec7bd91888f}
{sys_updated_by=ops.admin} {sys_updated_on=2020-04-24 15:43:37
-0400} {time_zone_pref=-- System Default --}
{tw_delay_amount=null} {tw_delay_duration=00:00:00:00}
{tw_delay_type=None} {tw_wait_amount=null}
{tw_wait_day_constraint=None} {tw_wait_duration=00:00:00:00}
{tw_wait_time=00:00} {tw_wait_type=None} {tw_workflow_only=--
System Default --} {type=Windows} {universal_template_id=null}
{user_duration=null} {version=1} {wait_for_output=false} 1",

"childAudits": [],

"created": "2020-04-24 15:44:26 -0400",

"createdBy": "ops.admin",

"description": "Update: TaskWindowsBean test-2, sys_id:
€9845ee24f804dffb95bdec7bd91888f",

"difference": "[Changed command: echo -> echo $]
[Changed version: 1 -> 2] ",

"nodeId": "SBUS30:8080-opswisel',

"nodeMode": "Active",

"parentAudit": "1587757138913023804F2ZFW5HUJ3UQ4",

"routedFrom": null,

"source": "User Interface",

"status": "Success",

"sysId": "1587757138913025804IFKIQTGM93GHB",

"tableKey": "e9845ee24f804dffb95bdec7bd91888f",
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XML Response with Child Audits

JSON Response with Child Audits

<tableRecordName>test-2</tableRecordName>
<updated>2020-04-24 15:44:26 -0400</updated>
<updatedBy>ops.admin</updatedBy>
<uuid>1587757138913025804IFKIQTGMI3GHB< /uuid>
</childAudit>
</childAudits>

€9845ee24f804dffb95bdec7bd91888f]

Changes:
{command=echo $}

Multi-Update: Successfully updated all 2 qitems

</additionalInfo>
<auditType>Update</auditType>
<created>2020-04-24 15:44:26 -0400</created>
<createdBy>ops.admin</createdBy>
<description>Multiple-Update by Selection of

TaskWindowsBean</description>
<nodeId>SBUS30:8080-opswisel</nodeId>
<nodeMode>Active</nodeMode>
<source>User Interface</source>
<status>Success</status>
<sysId>1587757138913023804F2ZFW5HUJI3UQ4</sysId>
<tableName>ops_task_windows</tableName>
<updated>2020-04-24 15:44:26 -0400</updated>
<updatedBy>ops.admin</updatedBy>
<uuid>1587757138913023804F2ZFW5HUJI3UQ4< /uuid>

</audit>

<additionalInfo>Ids: [f900ebd674674dbdb3f5499ed20cfech,

"tableName": "ops_task_windows",
"tableRecordName": "test-2",
"universalTemplate": null,

"updated": "2020-04-24 15:44:26 -0400",
"updatedBy": "ops.admin",

"uuid": "1587757138913025804IFKIQTGM93GHB"

}
1,
"created": "2020-04-24 15:44:26 -0400",
"createdBy": "ops.admin",

"description": "Multiple-Update by Selection of
TaskWindowsBean",

"difference": null,

"nodeId": "SBUS30:8080-opswisel",

"nodeMode": "Active",

"parentAudit": null,

"routedFrom": null,

"source": "User Interface",

"status": "Success",

"sysId": "1587757138913023804F2ZFW5HUJ3UQ4",

"tableKey": null,

"tableName": "ops_task_windows",

"tableRecordName": null,

"universalTemplate": null,

"updated": "2020-04-24 15:44:26 -0400",

"updatedBy": "ops.admin",

"uuid": "1587757138913023804F2ZFW5HUJI3UQ4"

4.11 Bundles and Promotion Web Services

4.11.1 Overview

Universal Controller supports the following RESTful-based web services for Bundles and Promotion operations, which are

listed alphabetically on this page under two categories:

4.11.1.1 Bundles

+ Bundle Report

+ Create a Bundle
+ Delete a Bundle
+ List Bundles

* Modify a Bundle
+ Read a Bundle

411.1.2 Promotion

+ Bundleless Promotion
+ Cancel a Scheduled Bundle Promotion
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+ Delete a Scheduled Bundle Promotion

+ Promote a Bundle or Schedule a Bundle Promotion
» Create a Promotion Target

+ Modify a Promotion Target

+ List Promotion Targets

+ Delete a Promotion Target

+ Read a Promotion Target

+ Refresh Target Agents

Formatting specifications for each web service, including details about parameter requirements, are provided.

4.11.2 Bundles

4.11.3 Bundle Report

Description
URI http://host_name/uc/resources/bundle/report
HTTP Method GET
Description Retrieve Bundle Report details using specific query parameters.
Example URI + http://localhost:8080/uc/resources/bundle/report?bundlename=test-bundle

+ http://localhost:8080/uc/resources/bundle/report?bundleid=12345

URI Parameters See Bundle Report: URI Parameters, below.

Consumes Content-Type |n/a

Produces Content-Type application/xml, application/json

Example Response See Bundle Report: Example Response, below.

Properties See Bundle Properties.

4.11.3.1 Bundle Report: URI Parameters

Parameter Ul Field Name Description Specifications Required Mutually Exclusive
With
bundle-id uuID ID used within the Controllerto | String value of the bundle Y bundlename
identify this Bundle. sysld. (unless
bundlename
is specified)
bundlename Bundle Name Name used within the Controller |String value of the bundle Y bundleid
to identify this Bundle. name. (unless bundledid
is specified)
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XML Response

JSON Response

XML Response

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<bundle retainSysIds="true">
<name>bundle-test</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
<description>bundle test</description>
<defaultPromotionTarget>local</defaultPromotionTarget>
<followReferences>true</followReferences>
<excludeOnExistence> Triggers, Tasks, Calendars, Custom
Days, Variables, Credentials, Agent Clusters, Virtual
Resources, Scripts, Email Templates, Email Connections,
Database Connections, SAP Connections, PeopleSoft Connections,
SNMP Managers</excludeOnExistence>
<opswiseGroups>
<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>
</opswiseGroups>
<promoteBundleDefinition> true</
promoteBundleDefinition>
<promoteByBusinessServices>
<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</promoteByBusinessServices>
<visibleTo> ops.admin</visibleTo>
<bundleTasks>
<bundleTask>
<name>win-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTask>
<bundleTask>
<name>abc</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTask>
</bundleTasks>
<bundleApplications>
<bundleApplication>
<name>App-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleApplication>
</bundleApplications>
<bundleTriggers>
<bundleTrigger>
<name>manual-trigger-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTrigger>
<bundleTrigger>
<name>time-trigger-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>

JSON Response

"retainSysIds": true,

"name": "bundle-1",

"sysId":
"b52335345df646e5b597dc26df599
344",

"description": "bundle
test 1",

"opswiseGroups": [

"bus-1",
"bus-2"

1,

"defaultPromotionTarget":
"local",

"excludeOnExistence":
"Triggers, Tasks, Calendars,
Custom Days, Variables,
Credentials, Agent Clusters,
Virtual Resources, Scripts,
Email Templates, Email
Connections, Database
Connections, SAP Connections,
PeopleSoft Connections, SNMP
Managers, Applications",

"followReferences": true,

"promoteBundleDefinition":
true,

"promoteByBusinessServices": [

"bus-1",
"bus-2"
1,
"visibleTo": "ops.admin",
"bundleAgentClusters": [
{
"name": "Opswise -
Default Linux/Unix Cluster",
"sysId":

"0d7f03026a96451fbc3d7a8eecd64
1d5"

1,
{
"name": "Opswise -
Default Windows Cluster",
"sysId":

"d3f8282f702544d69500928afbcco
ofe"
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XML Response JSON Response
</bundleTrigger> }
</bundleTriggers> 1,
<bundleCalendars> "bundleApplications": [
<bundleCalendar> {
<name>cal-test-1</name> "name": "app-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> "sysId":
</bundleCalendar> "e12830a711c849388819230203e60
</bundleCalendars> 1d3"
<bundleCustomDays> }
<bundleCustombDay> 1,
<name>custome-test-1</name> "bundleBusinessServices":
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> [
</bundleCustomDay> {
</bundleCustomDays> "name": "bus-1",
<bundleVariables> "sysId":

<bundleVariable>
<name>varl</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleVariable>
</bundleVariables>
<bundleBusinessServices>
<bundleBusinessService>
<name>bus-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleBusinessService>
</bundleBusinessServices>
<bundleCredentials>
<bundleCredential>
<name>sap-cred</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleCredential>
</bundleCredentials>
<bundleAgentClusters>
<bundleAgentCluster>
<name>Opswise - Default Windows Cluster</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleAgentCluster>
</bundleAgentClusters>
<bundleVirtualResources>
<bundleVirtualResource>
<name>VR-1</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleVirtualResource>
</bundleVirtualResources>
<bundleScripts>
<bundleScript>
<name>script-1</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleScript>
</bundleScripts>
<bundleEmailTemplates>
<bundleEmailTemplate>
<name>email-temp-1</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>

"b939eedb63544517accd905cfdd13
b22"

}
1,
"bundleCalendars": [
{
"name": "cal-1",
"sysId":

"655b9c498e574ace886b114f79d59
33a"

}
1,
"bundleCredentials": [
{
"name": '"cred-1",
"sysId":

"de4886ac74be43a0aa3faa8042182
cca"

}
1,
"bundleCustomDays": [
{
"name": "cust-1",
"sysId":

"1b0e9acedb98439a8319ac3cd51c2
1lba"
}
1,

"bundleDatabaseConnections": [
{
"name": "db-con-1",
"sysId":
"fc8223ece09f407bb9b5bb865574c
b49"
}
1,

"bundleEmailConnections":
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XML Response

JSON Response

</bundleEmailTemplate>
</bundleEmailTemplates>
<bundleEmailConnections>
<bundleEmailConnection>
<name>Email-con-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleEmailConnection>
</bundleEmailConnections>
<bundleDatabaseConnections>
<bundleDatabaseConnection>
<name>DB-conn-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleDatabaseConnection>
</bundleDatabaseConnections>
<bundleSapConnections>
<bundleSapConnection>
<name>SAP-conn-1</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleSapConnection>
</bundleSapConnections>
<bundlePeoplesoftConnections>
<bundlePeoplesoftConnection>
<name>People-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundlePeoplesoftConnection>
</bundlePeoplesoftConnections>
<bundleSnmpManagers>
<bundleSnmpManager>
<name>snmp-test-1</name>
<sysId>0d7f03026a296451fbc3d7a8eecd641d5</sysId>
</bundleSnmpManager>
</bundleSnmpManagers>
<bundleUniversalTemplates>
<bundleUniversalTemplate>
<name>univ-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleUniversalTemplate>
</bundleUniversalTemplates>
</bundle>

{
"name": "email-conn",
"sysId":
"bd54eae4221a4f909454f7fab4c75
efb"

}
1,
"bundleEmailTemplates": [
{
"name": "email-
temp-1",
"sysId":

"5dce586a419448ee831fal121589d60
a75"
}
1,

"bundlePeoplesoftConnections":

[

"name": "ps-con-1",

"sysId":
"aac40dfd5c3242ae9bcaafl69a546
8bo"

}
1,
"bundleSapConnections": [
{
"name": "sap-1",
"sysId":

"a4b0544fb668404bal0b2826b2e6d
b81"

}
1,
"bundleScripts": [
{
"name": "script-1",
"sysId":

"01e90371bed4473d87dad00148512
35"

%
1,
"bundleSnmpManagers": [
{
"name": "snmp-1",
"sysId":

"4bfa01f747cad4ad5b4ee9e073d643
604"
}
1,
"bundleTasks": [
{

"name": "win-1",
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XML Response JSON Response

"sysId":
"3b50f8c015d6494288328cfdb35d9
ea7"

}
1,
"bundleTriggers": [
{

"name": "cron-trig-1",

"sysId":
"d2869f93a68547beb8e5b156d4fac
99e"

}
1,

"bundleUniversalTemplates": [
{
"name": "uni-1",
"sysId":
"0ff4abb1d80c4f95b517dcO73c9ab
doc"
}
1,
"bundleVariables": [
{
"name": "varl",
"sysId":
"9988d78bf82e44dbae66cfOe8ec4sb
820"
}
1,

"bundleVirtualResources":

"name": "VR-1",

"sysId":
"deeaf3e516ce485fac5fc2283022d
904"

4.11.4 Create a Bundle

Description
URI http://host_name/uc/resources/bundle
HTTP Method POST
Description Creates a Bundle.
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Description

Example URI

http://localhost:8080/uc/resources/bundle

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create a Bundle: Example Request, below.

Properties

See Bundle Properties.

Example Response

Status 200 /OK
Successfully created the Bundle with sysld Ob6e87e4aa4a410eb1b5875d8fe40985.

4.11.4.1 Create a Bundle: Example Request

<bundle retainSysIds="true">

Managers</excludeOnExistence>

<opswiseGroups>

</opswiseGroups>
<promoteBundleDefinition>
true</promoteBundleDefinition>

<promoteByBusinessServices>

XML Request JSON Request
XML Request JSON Request
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> {

<name> bundle-test</name>
B "name": "bundle-1",
"sysId":
>0d7f03026296451fbc3d7a8eecd641d5</ "h52335345df646e5b597dc26df599
sysId 344",

<description> buidlle Tesi "description": "bundle
description> test 1",

<defaultPromotionTarget> "opswiseGroups": [
local</defaultPromotionTarget> " "

<followReferences> true</ bus-17,
followReferences> "bus-2"

<excludeOnExistence> 1,
Triggers, Tasks, Calendars, Custom Days, Variables, Credentials, Agent "defaultPromotionTarget":
Clusters, Virtual Resources, Scripts, Email Templates, Email Connections, "local",

Database Connections, SAP Connections, PeopleSoft Connections, SNMP

<opswiseGroup>bus-1</opswiseGroup>

<opswiseGroup>bus-2</opswiseGroup>

"retainSysIds": true,

"excludeOnExistence":

"Triggers, Tasks, Calendars,

Custom Days, Variables,
-Credentials, Agent Clusters,
Virtual Resources, Scripts,
Email Templates, Email
Connections, Database

Connections, SAP Connections,
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XML Request

JSON Request

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>

</promoteByBusinessServices>

<visibleTo> ops.admin</

visibleTo>

<bundleTasks>

<bundleTask>
<name>win-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTask>
<bundleTask>
<name>abc</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTask>
</bundleTasks>

<bundleApplications>

<bundleApplication>
<name>App-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleApplication>
</bundleApplications>
<bundleTriggers>

<bundleTrigger>
<name>manual-trigger-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTrigger>
<bundleTrigger>
<name>time-trigger-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleTrigger>
</bundleTriggers>

<bundleCalendars>

<bundleCalendar>
<name>cal-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleCalendar>
</bundleCalendars>

<bundleCustomDays>

<bundleCustomDay>
<name>custome-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleCustomDay>
</bundleCustomDays>

~ PeopleSoft Connections, SNMP

Managers, Applications",
"followReferences": true,

"promoteBundleDefinition":

true,

"promoteByBusinessServices"

"bus-1",
"bus-2"
1,
"visibleTo": "ops.admin",
"bundleAgentClusters": [
{
"name": "Opswise -
Default Linux/Unix Cluster",
"sysId":
"0d7f03026a96451fbc3d7a8eecd64
1d5"

I

"name": "Opswise -
Default Windows Cluster",
"sysId":
"d3f8282f702544d69500928afbccl
ofe"
+
1,
"bundleApplications": [
{
"name": "app-1",
"sysId":
"e12830a711c849388819230203e60
1d3"
+
1,

"bundleBusinessServices":

"name": "bus-1",
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XML Request JSON Request
<bundleVariables>
"sysId":
<bundleVariable>
p "h939eedb63544517accd905cfdd13
name>varl</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> b22"
</bundleVariable> }
</bundleVariables> ]
<bundleBusinessServices> ’
"bundleCalendars": [
<bundleBusinessService> {

<name>bus-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleBusinessService>
</bundleBusinessServices>

<bundleCredentials>

<bundleCredential>
<name>sap-cred</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleCredential>
</bundleCredentials>
<bundleAgentClusters>

<bundleAgentCluster>
<name>Opswise - Default Windows Cluster</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleAgentCluster>
</bundleAgentClusters>

<bundleVirtualResources>

<bundleVirtualResource>
<name>VR-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleVirtualResource>
</bundleVirtualResources>

<bundleScripts>

<bundleScript>
<name>script-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleScript>
</bundleScripts>

<bundleEmailTemplates>

<bundleEmailTemplate>
<name>email-temp-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleEmailTemplate>

"name": "cal-1",

"sysId":
"655b9c498e574ace886b114f79d59
33a"

+
1,
"bundleCredentials": [
{
"name": "cred-1",
"sysId":
"d04886ac74be43a0aa3faa8042182
cca"
}
1,
"bundleCustomDays": [
{

"name": "cust-1",
"sysId":
"1b0e9acedb98439a8319ac3cd51c2
lba"
+
1,

"bundleDatabaseConnections"

"name": "db-con-1",
"sysId":
"fc8223ece09f407bb9b5bb865574c
b49"
+
1,
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XML Request

JSON Request

</bundleEmailTemplates>

<bundleEmailConnections>

<bundleEmailConnection>
<name>Email-con-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleEmailConnection>
</bundleEmailConnections>

<bundleDatabaseConnections>

<bundleDatabaseConnection>
<name>DB-conn-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleDatabaseConnection>
</bundleDatabaseConnections>

<bundleSapConnections>

<bundleSapConnection>
<name>SAP-conn-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleSapConnection>
</bundleSapConnections>

<bundlePeoplesoftConnections>

<bundlePeoplesoftConnection>
<name>People-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundlePeoplesoftConnection>
</bundlePeoplesoftConnections>

<bundleSnmpManagers>

<bundleSnmpManager>
<name>snmp-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleSnmpManager>
</bundleSnmpManagers>

<bundleUniversalTemplates>

<bundleUniversalTemplate>
<name>univ-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleUniversalTemplate>
</bundleUniversalTemplates>
</bundle>

"bundleEmailConnections":

"name": "email-conn",

"sysId":
"bd54eae4221a4f909454f7fa04c75
efb"

}
1,
| "bundleEmailTemplates": [
{
"name": "email-
temp-1",

"sysId":
"5dce586a419448ee831a121589d60
ars5"

}
1,

"bundlePeoplesoftConnections":

I

"name": "ps-con-1",
"sysId":
"aac40dfd5c3242ae9bcaafl69a546
8bo"
}
1,
"bundleSapConnections": [

{

| "sysId":

"name": "sap-1",

"a4b0544fb668404balOb2826b2e6d
bg81"
+
1,
"bundleScripts": [
{
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"name": "script-1",

"sysId":
"01e90371bed4473d87dad00148512
35"

}
1,
"bundleSnmpManagers": [
{
"name": "snmp-1",
"sysId":

"4bfa0l1f747cad4ad5b4ee9e073d643
604"

}
1,
"bundleTasks": [
{
"name": "win-1",
"sysId":
"3b50f8c015d6494288328cfdb35d9
ea7"
}
1,
"bundleTriggers": [
{
"name": "cron-trig-1",
"sysId":

"d2869f93a68547beb8e5b156d4fac
99e"

}
1,
"bundleUniversalTemplates"
[
{
"name": "uni-1",
"sysId":

"off4abbld80c4f95b517dcO73c9ab
doc"
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1,

{

820"

}
1,

904"

"name" :

"name" :

"bundleVariables": [

"varl",

"sysId":
"9988d78bf82e44dbae66cfOe8ecdb

"bundleVirtualResources":

HVR_lH 5

"sysId":
"deeaf3e516ce485fac5fc2283022d

4.11.4.2 Bundle Properties

Property Ul Field Name Description Specifications Required
bundleAgentClusters |Agent Clusters Task Items to include String value of task N
bundleApplications |Applications Applications to include String value of Applications  |N
bundleBusinessServic |Business Services Business Services Items to String value of Business N

include Services
es
bundleCalendars Calendars Calendars Items to include String value of Calendars N
bundleCredentials Credentials Agent Clusters Items to include | String value of Agent Clusters |N
bundleCustomDays Custom Days Custom Days Items to include String value of Custom Days |N
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Property Ul Field Name Description Specifications Required
bundleDatabaseConnec | Database Connections Database Connections ltems to | String value of Database N
. include Connections
tions
bundleEmailConnectio | Email Connections Email Connections Items to String value of Email N
include Connections
ns
bundleEmailTemplates |Email Templates Email Templates Items to include |String value of Email N
Templates
bundleOAuthClients | OAuth Clients OAuth Client ltems to include String value of OAuth Clients |N
bundlePeoplesoftConn |PeopleSoft Connections PeopleSoft Connections Items to | String value of PeopleSoft N
. include Connections
ections
bundleSapConnections |Sap Connections Sap Connections Items to include |String value of Sap N
Connections
bundleScripts Scripts Scripts Items to include String value of Scripts N
bundleSnmpManagers SNMP Managers SNMP Managers ltems to include |String value of SNMP N
Managers
bundleTasks Tasks Task Items to include String value of task N
bundleTriggers Triggers Triggers Items to include String value of Triggers N
bundleUniversalTempl |Universal Templates Universal Templates ltems to String value of Universal N
include Templates
ates
bundleVariables Variables Variables Items to include String value of Variables N
bundleVirtualResourc | Virtual Resources Virtual Resources Items to include | String value of Virtual N
Resources
es
defaultPromotionTarg Default Promotion Target Promotion Target server name String value of target N
et
description Description Bundle description String value of description N
excludeOnExistence |Exclude On Existence Exclude Items on existence String value N
exportReleaselLevel |NV/a Universal Controller release that | read only N
the record was exported from.
exportTable n/a Record table information. read only N
followReferences Follow References Follow references items Boolean value N
name Bundle Name Bundle name String value of the bundle Y

name
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Property Ul Field Name Description Specifications Required

opswiseGroups Member Of Business List of Business Services that this | String value N
Services task belongs to

promoteBundleDefinit |Promote Bundle Definition | Promote Bundle Definition Boolean value N
ion
promoteByBusinessSer |Promote Member of Promote List of Business Services | String value N

. Business Service that this task belongs to
vices
sysId n/a System ID field in the database for | Persisted only if retainSyslds |N

this Bundles record. is set to true.
visibleTo Visible To Visible to user String value of user name N
(Required if

promoteByBusinessServices
is specified)

4.11.5 Create a Bundle By Business Services

Description

URI

+ http://host_name/uc/resources/bundle/bybusinessservices

HTTP Method

POST

Description

Creates a Bundle.

Example URI

http://localhost:8080/uc/resources/bundle/bybusinessservices

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create a Bundle By Business Services: Example Request, below.

Properties

See Create a Bundle By Business Services Properties.

Example Response

Status 200

Successfully created bundle "bundle-by-service2" with 1 item(s).
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4.11.5.1 Create a Bundle By Business Services: Example Request

XML Request

JSON Request

XML Request
<bundle>
<name>bundle-by-service2</name>

<businessServices>

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</businessServices>
<typesToInclude>
Triggers, Tasks, Calendars, Variables, Credentials</
typesToInclude>

<businessServicesToInclude>

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</businessServicesToInclude>

</bundle>

JSON Request
{

"name'": "bundle-service4",

"typesToInclude": "Triggers, Tasks, Calendars,

Variables, Credentials",
"businessServices": [
"bUS—l",
"bus-2"
1,
"businessServicesToInclude":
"bus-1",

"bus-2"

4.11.5.2 Create a Bundle By Business Services Properties

businessServicesTolInc
lude

Business Services To Include

this bundle creation

Property Ul Field Name Description Specifications Required
name Bundle Name Bundle name String value of the bundle name.
typesToInclude Types To Include Include item types String value. Y
businessServices Member Of Business Services | List of Business Services that this String value of the list. N

bundle belongs to
Include List of Business Services for | String value of the list. Y
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4.11.6 Create a Bundle By Date

Description
URI + http://host_name/uc/resources/bundle/bydate
HTTP Method POST
Description Creates a Bundle.
Example URI + http://localhost:8080/uc/resources/bundle/bydate
Authentication HTTP Basic
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Bundle By Date: Example Request, below.
Properties See Create a Bundle By Date Properties.
Example Response + Status 200

Successfully created bundle "bundle-by-service2" with 1 item(s).
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4.11.6.1 Create a Bundle By Date

: Example Request
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<name>bundle-by-service2</name>

<businessServices>

<businessService>bus-1</businessService>

XML Request JSON Request
XML Request JSON Request
<bundle> {

name

": "bundle-service4",

<businessService>bus-2</businessService> typesToInclude
</businessServices> ": "Triggers,
<typesToInclude> Tasks, Calendars, Variables, Credentials",
Triggers, Tasks, Calendars, Variables, Credentials</ e
typesToInclude>
<updatedOnOrAfter> businessServices
2020-07-01 00:00:00 -0400</updatedOnOrAfter> " [
</bundle> "bus-1",
"bus-2"
1,
n
updatedOnOrAfter
": o "2020-07-01

00:00:00 -0400"

}
4.11.6.2 Create a Bundle By Date Properties

Property Ul Field Name Description Specifications Required
name Bundle Name Bundle name String value of the bundle name. |Y
typesToInclude Types To Include Include item types String value. Y
businessServices Member Of Business Services | List of Business Services that this String value of the list. N
bundle belongs to

updatedOnOrAfter Business Services To Include Include List of items created On/After |String value of the date. Y

the dae
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4.11.7 Delete a Bundle

Description

URI

http://host_name/uc/resources/bundle

HTTP Method

DELETE

Description

Deletes a Bundle.

URI Parameters

See Delete a Bundle: URI Parameters, below.

Example URI

+ http://localhost:8080/uc/resources/bundle?
bundleid=f87848b00a0001037f43e7c81c8ec969
+ http://localhost:8080/uc/resources/bundle?bundlename=testbundle

Example Response

Status 200 /0K
Bundle deleted successfully.

4.11.7.1 Delete a Bundle: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
bundleid ID used within the Controller to identify | String value of the bundle sysld. |Y bundlename
this Bundle. (unless bundlename
is specified)
bundlename Name used within the Controller to String value of the bundle name. |Y bundleid
identify this Bundle. (unless bundleid
is specified)

4.11.8 List Bundles

Description

URI

http://host_name/uc/resources/bundle/list

HTTP Method

GET

Description

Retrieves information on all Bundles.

Example URI

http://localhost:8080/uc/resources/bundle/list?bundlename=abcd&businessServices=A&defaultPromotionTarget=local
http://localhost:8080/uc/resources/bundle/list?bundlename=*

Authentication

HTTP Basic

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json
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Description
Example Response See List Bundles: Example Response, below.
Properties See Bundle Properties.

4.11.8.1 List Bundles Request Parameters

Property Ul Field Name Description Specifications Required

bundlename n/a Request parameter bundlename. String value of the bundle N
name. Wildcards are supported.

businessServices n/a Request parameter String value of the bundle business N
businessServices. service.

defaultPromotionTarget |N/a Request parameter String value of the promotion target. |N
defaultPromotionTarget. Wildcards are supported.
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4.11.8.2 List Bundles: Example Response
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XML Response

JSON Response

XML Response

<?xml version="1.0" encoding="UTF-8"
standalone="yes"?>
<bundles>
<bundle exportReleaselevel="7.2.0.0" exportTable=
"ops_bundle" retainSysIds=true>
<name>
bundle-test</name>
<sysId
>b52335345df6
46e5b597dc26df599344</
sysId

<description>
bundle test</description>

<defaultPromotionTarget>
local</defaultPromotionTarget>

<followReferences>
true</followReferences>

<excludeOnExistence>
Triggers, Tasks, Calendars, Custom Days, Variables,
Credentials, Agent Clusters, Virtual Resources,
Scripts, Email

Templates, Email Connections, Database
Connections, SAP Connections,

PeopleSoft Connections, SNMP Managers</
excludeOnExistence>

<opswiseGroups>

<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>
</opswiseGroups>
<promoteBundleDefinition>
true</promoteBundleDefinition>

<promoteByBusinessServices>

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</promoteByBusinessServices>
<visibleTo>
ops.admin</visibleTo>

<bundleTasks>

<bundleTask addedBy="ops.admin" type="Wo

JSON Response

[
{
"retainSysIds": true,
"name": "bundle-1",
"sysId": "b52335345df646e5b597dc26df599344",
"description": "bundle test 1",
"opswiseGroups": [
"bus-1",
"bus-2"
1,

"defaultPromotionTarget": "local",

"excludeOnExistence": "Triggers, Tasks,

iCalendars, Custom Days, Variables, Credentials,

.Agent Clusters, Virtual Resources, Scripts, Email

Templates, Email Connections, Database
Connections, SAP Connections, PeopleSoft
Connections, SNMP Managers, Applications",
"followReferences": true,
"promoteBundleDefinition": true,
"promoteByBusinessServices": [
"bus-1",
"bus-2"
1,
"visibleTo": "ops.admin",

"bundleAgentClusters": [

{

"addedBy": "ops.admin",

"name": "Opswise - Default Linux/Unix Cluster",
"sysId": "0d7f03026a96451fbc3d7a8eecd641d5",
"type": "Windows"
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XML Response JSON Response
rkflow"> }
<name>win-1</name> ]
)
n 3 3 ne.
<sysId>0d7f03026a96451fbc3d7as8eecd641d5</sysId> bundleApplications™: [
</bundleTask> {
</bundleTasks>
<bundleApplications> "addedBy": "ops.admin",
Ilnamell: "app_l",
<bund'l_eApp'L-icat-ion addedBy:"opS.adm-in" "SySId": "e128303711C8493888192302036601d3",
type="Windows Service"> "type": "Windows Service"
<name>App-test-1</name> }
1,
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> X X
"bundleBusinessServices": [
</bundleApplication>
</bundleApplications> {
<bundleTriggers>
"addedBy": "ops.admin",
<bundleTrigger addedBy="ops.admin" type= "name": "bus-1",
"Cron"> "sysId":
< > —-tri -1< >
(T e LIS R "b939eedb63544517accd905cfdd13b22"
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> }
</bundleTrigger> ]3
</bundleTriggers> "bundleCalendars": [
<bundleCalendars> {
<bundleCalendar addedBy="ops.admin" type= e
3 5 ,
n l|>
CELCICEIE o) "description": "calendar 1",
<name>cal-test-1</name> " " " "
name": "cal-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> "sysId":
</bundleCalendar> '"655b9C498e574ace886bll4f79d5933a"
</bundleCalendars> 1
<bundleCustomDays>
1,
<bundleCustomDay addedBy="ops.admin" "bundleCredentials": [
description="custom day test" {
type="Single Date">
<name>custome-test-1</name> "addedBy": "ops.admin",
"name": "cred-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> nsysId":
</bundleCustomDay> . ) f f '
</bundleCustomDays> do04886ac74bed43a0aa3faa8042f82cca
<bundleVariables> }
1,
<bundleVariable addedBy="ops.admin" "bundleCustomDays": [
description="variable 1" > )
<name>varl</name> {
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XML Response

JSON Response

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleVariable>
</bundleVariables>

<bundleBusinessServices>

<bundleBusinessService addedBy="ops.admi
nl|>

<name>bus-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleBusinessService>
</bundleBusinessServices>

<bundleCredentials>

<bundleCredential addedBy="ops.admin">

<name>sap-cred</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleCredential>
</bundleCredentials>
<bundleAgentClusters>

<bundleAgentCluster addedBy="ops.admin"
type="Linux/Unix">
<name>Opswise - Default Windows

Cluster</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleAgentCluster>
</bundleAgentClusters>

<bundleVirtualResources>

<bundleVirtualResource addedBy="ops.admi

n" type="Renewable">
<name>VR-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleVirtualResource>
</bundleVirtualResources>

<bundleScripts>

<bundleScript addedBy="ops.admin"
description="script 1"
type="Script">

<name>script-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>

"addedBy": "ops.admin",

"description": "custom day test",

"name": "cust-1",
"sysId":

"1b0e9acedb98439a8319ac3cd51c21ba",

"type'": "Single Date"

}
1,
"bundleDatabaseConnections": [

{

"addedBy": "ops.admin",
| "name": "db-con-1",
"sysId":
‘"fc8223ece09f407bb9b5bb865574cb49"
}
] )
"bundleEmailConnections": [
’ {
"addedBy": "ops.admin",
| "name": "email-conn",
"sysId":
‘"bd54eae4221a4f909454f7faO4c75efb",

"type'": "Outgoing"

}
1,
"bundleEmailTemplates": [
‘ {
"addedBy": "ops.admin",
"name": "email-temp-1",
"sysId":
"5dce586a419448ee83fal21589d60a75"
}
1,
"bundlePeoplesoftConnections": [
{
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XML Response JSON Response
</bundleScript> "addedBy": "ops.admin",
</bundleScripts> "name": "ps-con-1",
<bundleEmailTemplates> "sysId":
n n
<bundleEmailTemplate addedBy="ops.admin"s aac40dfd5c3242ae9bcaafl169a5468b9
}
<name>email-temp-1</name> 1,
"bundleSapConnections": [
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleEmailTemplate> {
</bundleEmailTemplates>
<bundleEmailConnections> addedBy": "ops.admin",
llnamell: ”Sap_l",
<bundleEmailConnection addedBy="ops.admi "sysId":
n" type="Outgoing"> "a4b0544fb668404bal0b2826b2e6db81"
<name>Email-con-1</name> }
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> 1,
</bundleEmailConnection> "bundleScripts": [
</bundleEmailConnections> {

<bundleDatabaseConnections>

<bundleDatabaseConnection addedBy="ops.a
dmin'">

<name>DB-conn-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleDatabaseConnection>
</bundleDatabaseConnections>

<bundleSapConnections>

<bundleSapConnection addedBy="ops.admin">

<name>SAP-conn-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleSapConnection>
</bundleSapConnections>

<bundlePeoplesoftConnections>

<bundlePeoplesoftConnection addedBy="ops
.admin'>

<name>People-test-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundlePeoplesoftConnection>
</bundlePeoplesoftConnections>

<bundleSnmpManagers>

"addedBy": "ops.admin",

"description": "script 1",

"name": "script-1",
"sysId":

"01e90371bed4473d87dad00148512f35",

"type": "Script"

}

1,
"bundleSnmpManagers": [
{

"addedBy": "ops.admin",
"name": "snmp-1",
"sysId":

"4bfa0lf747ca4ad5b4ee9e073d643604"
}
1,
"bundleTasks": [
{

"addedBy": "ops.admin",

RFSTful Weh Services API- 182



Universal Controller 7.6.x — Remote Interfaces
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"name": "win-1",

"sysId":

<bundleSnmpManager addedBy="ops.admin">
""3b50f8c015d6494288328cfdb35d9ea7",

<name>snmp-test-1</name>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> "type": "Workflow"
</bundleSnmpManager> }
</bundleSnmpManagers> ]
. )

<bundleUniversalTemplates>

"bundleTriggers": [
<bundleUniversalTemplate addedBy="ops.ad {
min'">
<name>univ-test-1</name> "addedBy": "ops.admin",
"name": "cron-trig-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> "sysId":
</bundleUni T late>
/bundleUniversalTemplate 1d2869f93a68547beb8e5b156d4fac99e",
</bundleUniversalTemplates>
</bundle> lltypell: llcronll
<bundles>
}
1,
"bundleUniversalTemplates": [
{

"addedBy": "ops.admin",
"name": "uni-1",
"sysId":
"0ff4abb1d80c4f95b517dcO73c9abdoc"
}
1,
"bundleVariables": [
{

"addedBy": "ops.admin",

"description": "variable 1",
"name": "varl",
"sysId":
'9988d78bf82e44dbae66cfOe8ec4b820"
}
1,
"bundleVirtualResources": [

{

"addedBy": "ops.admin",
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JSON Response

"name": "VR-1",
"sysId":
"deeaf3e516ce485fac5fc2283022d904",

"type'": "Renewable"

]

"exportReleaselLevel": "7.2.0.0",

"exportTable": "ops_bundle",

}
]
4.11.9 Modify a Bundle

Description
URI http://host_name/uc/resources/bundle
HTTP Method PUT
Description Modifies the Credential specified by the sysId .
Example URI http://localhost:8080/uc/resources/bundle

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify a Bundle: Example Request, below.

Properties

See Bundle Properties.

Example Response

Status 200 /OK
Successfully updated the Bundle with sysld <sysld>to version <version>.
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Universal Controller 7.6.x — Remote Interfaces

XML Request

JSON Request

XML Request

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<bundle retainSysIds=true>
<name>
bundle-test</name>
<sysId

>0d7f03026a96451fbc3d7a8eecd641d5</
sysId

<description>
bundle test</description>

<defaultPromotionTarget>
local</defaultPromotionTarget>

<followReferences>
true</followReferences>

<excludeOnExistence>
Triggers, Tasks, Calendars, Custom Days, Variables,

Credentials, Agent Clusters, Virtual Resources,
Scripts, Email

Templates, Email Connections, Database
Connections, SAP Connections,

PeopleSoft Connections, SNMP Managers</
excludeOnExistence>

<opswiseGroups>

<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>
</opswiseGroups>
<promoteBundleDefinition>
true</promoteBundleDefinition>

<promoteByBusinessServices>

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</promoteByBusinessServices>
<visibleTo>
ops.admin</visibleTo>

<bundleTasks>

<bundleTask>

<name>win-1</name>

sysId>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

JSON Request

{
"retainSysIds": true,
"name": "bundle-1",
"sysId":
"b52335345df646e5b597dc26df599344" ,
"description": "bundle test 1",
"opswiseGroups": [
"bus-1",
"bus-2"

1,

"defaultPromotionTarget": "local",

"excludeOnExistence": "Triggers, Tasks,
.Calendars, Custom Days, Variables,
Credentials, Agent Clusters, Virtual
Resources, Scripts, Email Templates, Email
Connections, Database Connections, SAP

Connections, PeopleSoft Connections, SNMP

Managers, Applications",
"followReferences": true,
"promoteBundleDefinition": true,
"promoteByBusinessServices": [
"bus-1",
"bus-2"
1,
"visibleTo": "ops.admin",
‘ "bundleAgentClusters": [
{
"name": "Opswise - Default Linux/Unix
‘Cluster",
"sysId":
‘”Od7f0302639645lfbc3d738eecd64ld5",
b
{

"name": "Opswise - Default Windows
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XML Request JSON Request
</bundleTask> Cluster",
<bundleTask> nsysId":
<name>abc</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ "d3f8282f762544d69500928afbccoofo",
sysId> }
</bundleTask> ],
S/e eSS "bundleApplications": [
<bundleApplications> .
<bundleApplication> ‘ "name": "app-1",
<name>App-test-1</name> "sysId”:
. <sysId>0d7f03026a96451fbc3d7a8eecd641d5</ "e12830a711c849388819230203e601d3"
</bundleApplication> ¥
</bundleApplications> ]:
<bundleTriggers> "bundleBusinessServices": [
<bundleTrigger> ‘ {
<name>manual-trigger-1</name> "name": "bus-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ "sysId":
sysId> "b939eedb63544517accd905cfdd13b22"
</bundleTrigger> 1
<bundleTrigger>
<name>time-trigger-1</name> 1,
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ "bundleCalendars": [
sysId> {
</bundleTrigger> "name": "cal-1",
</bundleTriggers>
<bundleCalendars> "sysId":
|"655b9c498e574ace886b114f79d5933a"
<bundleCalendar> }
<name>cal-test-1</name> ]
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ ’
sysId> ‘ "bundleCredentials": [
</bundleCalendar> {
</bundleCalendars> "name": "cred-1",
<bundleCustomDays> nsysId":
<bundleCustombay> ‘ "do4886ac74be43a0aa3faa842f82cca"
<name>custome-test-1</name> }
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ ‘ ]’
sysld> "bundleCustomDays": [
</bundleCustomDay>
</bundleCustombDays> {
<bundleVariables> "name": "cust-1",
‘ "sysId":
el A ‘"1boe9acedb98439a8319ac3cds1c21ba,
<name>varl</name> )
|
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XML Request JSON Request
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</
sysId> ]
J
</bundleVariable>
n 9 e
</bundleVariables> bundleDatabaseConnections": [
<bundleBusinessServices> {
"name": "db-con-1",
<bundleBusinessService> nsysId":
<name>bus-1</name>
n n
<sysTD>0d703026296451 fbc3dTageecdsards<) | | C8223ece@9f407bbob5Sbb865574chb49
sysId> }
</bundleBusinessService> ]’
</bundleBusii S i > . .
/bundleBusinessServices "bundleEmailConnections": [
<bundleCredentials>
{
<bundleCredential> "name": "email-conn",
<name>sap-cred</name> "sysId":
< Id>0d7f03026a96451fbc3d7a8 d641d5<
sys @ cidfaseec /| "bd54eaed221a4f909454f7fa04c75efb"
sysId>
</bundleCredential> ¥
</bundleCredentials> ]a
<bundleAgentClusters> "bundleEmailTemplates": [
<bundleA tCluster> {
sneeneentister "name": "email-temp-1"
<name>Opswise - Default Windows Cluster</ : 2
n ne.
name> sysId":
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ |"5dce586a419448ece83fal21589d60a75"
sysId> }
</bundleAgentCluster>
</bundleAgentClusters> ]’
<bundleVirtualResources> "bundlePeoplesoftConnections": [
{
<bundleVirtualResource> 0 To @ 0
name'": "ps-con-1",
<name>VR-1</name>
"sysId":
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</
sysId> "aac40dfd5c3242ae9bcaafl69a5468b9"
</bundleVirtualResource> }
</bundleVirtualResources> ]
b
<bundleScripts>
"bundleSapConnections": [
<bundleScript> {
<name>script-1</name> "name": "sap-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</ nsysId":
sysId>
. "a4b0544fb668404balob2826b2e6db81"
</bundleScript>
</bundleScripts> }
<bundleEmailTemplates> ]:
"bundleScripts": [
<bundleEmailTemplate>
{
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XML Request

JSON Request

sysId>

sysId>

sysId>

sysId>

sysId>

sysId>

<name>email-temp-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundleEmailTemplate>
</bundleEmailTemplates>

<bundleEmailConnections>

<bundleEmailConnection>
<name>Email-con-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundleEmailConnection>
</bundleEmailConnections>

<bundleDatabaseConnections>

<bundleDatabaseConnection>
<name>DB-conn-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundleDatabaseConnection>
</bundleDatabaseConnections>

<bundleSapConnections>

<bundleSapConnection>
<name>SAP-conn-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundleSapConnection>
</bundleSapConnections>

<bundlePeoplesoftConnections>

<bundlePeoplesoftConnection>
<name>People-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundlePeoplesoftConnection>
</bundlePeoplesoftConnections>

<bundleSnmpManagers>

<bundleSnmpManager>
<name>snmp-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

</bundleSnmpManager>
</bundleSnmpManagers>

<bundleUniversalTemplates>

<bundleUniversalTemplate>

"name": "script-1",

"sysId":
"01e90371bed4473d87dad00148512f35",
}
o,
"bundleSnmpManagers": [
{
‘ "name": "snmp-1",
"sysId":
"4bfa0lf747cad4ad5b4ee9e073d643604"
| }
1,
"bundleTasks": [
.
"name": "win-1",
_ "sysId":
‘"3b50f8c015d6494288328cfdb35d9ea7",
}
1,
‘ "bundleTriggers": [
{
"name": "cron-trig-1",
"sysId":
‘"d2869f93a68547beb8e5b156d4fac99e",
}

"bundleUniversalTemplates": [

{

‘ 1,

"name": "uni-1",
‘ "sysId":
"0ff4abb1d80c4f95b517dc@73c9abdOc"
}
‘],
"bundleVariables": [
{
"name": "varl",
‘ "sysId":
|"9988d78bf82e44dbae66cf0e8ec4b820"
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XML Request

JSON Request

<name>univ-test-1</name>

sysId>
</bundleUniversalTemplate>
</bundleUniversalTemplates>
</bundle>

<sysId>0d7f03026a96451fbc3d7a8eecd641d5</

}
1,

{
"name": "VR-1",

"sysId":

}

"bundleVirtualResources": [

"deeaf3e516ce485fac5fc2283022d904",

4.11.10 Read a Bundle

URI

http://host_name/uc/resources/bundle

HTTP Method

GET

Description

Retrieve Bundle details using a specific query parameters.

URI Parameters

See Read a Bundle: URI Parameters, below.

Example URI

+ http://localhost:8080/uc/resources/bundle?bundlename=test-bundle
+ http://localhost:8080/uc/resources/bundle?bundleid=12345

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See Read a Bundle: Example Response, below.

Properties

See Bundle Properties.

4.11.10.1 Read a Bundle: URI Parameters

Parameter Description

Specifications Required

Mutually Exclusive With

bundleid
this Bundle.

ID used within the Controller to identify

String value of the bundle sysid. |Y
(unless bundlename
is specified)

bundlename
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Parameter Description Specifications Required Mutually Exclusive With
bundlename Name used within the Controller to String value of the bundle name. |Y bundleid
identify this Bundle. (unless bundleid
is specified)
4.11.10.2 Read a Bundle: Example Response
The
exportReleaselevel
and exportTable properties are specified as attributes in XML.

XML Response JSON Response

XML Response JSON Response

" retainSysIds=true>
<name>
test</name>

<sysId

>0d7f03026a96451fbc3d7a8eecd641d5</

<description>
bundle test</description
<defaultPromotionTarget>
local</defaultPromotionTarget>
<followReferences>
true</followReferences>
<excludeOnExistence>

Triggers, Tasks, Calendars, Custom Days, Variables,

Email

Connections,
PeopleSoft Connections, SNMP Managers</
excludeOnExistence>

<opswiseGroups>

<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>
</opswiseGroups>
<promoteBundleDefinition>
true</promoteBundleDefinition>

<promoteByBusinessServices>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<bundle exportReleaselevel="7.2.0.0" exportTable="ops_bundle

sysId

Credentials, Agent Clusters, Virtual Resources, Scripts,

Templates, Email Connections, Database Connections, SAP

‘ "visibleTo": "ops.admin",

{
"retainSysIds": true,
"name": "bundle-1",
"sysId":
"b52335345df646e5b597dc26df599344" ,
"description": "bundle test 1",
"opswiseGroups": [
"bus-1",
"bus-2"
1,

"defaultPromotionTarget": "local",

"excludeOnExistence": "Triggers,
‘Tasks, Calendars, Custom Days,
Variables, Credentials, Agent Clusters,
Virtual Resources, Scripts, Email
Templates, Email Connections, Database
Connections, SAP Connections, PeopleSoft
Connections, SNMP Managers,
Applications",

"followReferences": true,

"promoteBundleDefinition": true,
"promoteByBusinessServices": [

‘ "bus-1",

"bus-2"

1,
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XML Response

JSON Response

<businessService>bus-1</businessService>
<businessService>bus-2</businessService>
</promoteByBusinessServices>
<visibleTo>

ops.admin</visibleTo>

<bundleTasks> Linux/Unix Cluster",
"sysId":
<bundleTask>
P i "0d7f03026a96451fbc3d7a8eecd641d5",
name>win-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> },
</bundleTask> {
</bundleTasks> .
/bundleTasks ‘ "name": "Opswise - Default
<bundleApplications> .
‘W1ndows Cluster",
<bundleApplication> "sysId":
<name>App-test-1</name> "d3f8282f702544d69500928afbccOOfo",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ }
</bundleApplication>
</bundleApplications> 15
<bundleTriggers> "bundleApplications": [
{
<bundleTrigger> "name": "app-1"
. )
<name>manual-trigger-1</name>
n "ne.
<sysId>0d7f03026a96451fbc3d7ageecd641d5</sysId> ‘ sysId":
</bundleTrigger> "e12830a711c849388819230203e601d3",
<bundleTrigger> }
<name>time-trigger-1</name> ]
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ ’
n 3 S ne
</bundleTrigger> bundleBusinessServices": [
</bundleTriggers> {
<bundleCalendars> "name": "bus-1",
‘ "sysId":
<bundleCalendar>
p ""b939eedb63544517accd905cfdd13b22"
name>cal-test-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ }
</bundleCalendar> ]’
</bundleCalendars> "bundleCalendars": [
<bundleCustomDays>
‘ {
<bundleCustomDay> "name": "cal-1",
<name>custome-test-1</name> "sysId'H
<sysId>ed703026a96451bc3d7aseecds4lds</sysId> | S T —
</bundleCustomDay>
</bundleCustombDays> }
<bundleVariables> ],
‘ "bundleCredentials": [
<bundleVariable> [
< > 1< >
name>varl</name | S
. )

"bundleAgentClusters": [
{

"name": "Opswise - Default
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XML Response JSON Response
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleVariable>
/bundleVariable nsysId":
</bundleVariables>
) ) ""do4886ac74be43a0aa3faa8042f82cca"
<bundleBusinessServices>
| }
<bundleBusinessService> 1,
< >bus-1< >
HanCabe ol SIS "bundleCustomDays": [
<sysID>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘
</bundleBusinessService> {
</bundleBusinessServices> "name": "cust-1",
<bundleCredentials> "sysId'H
‘"lb®e9acedb98439a8319ac3cd51c21ba",
<bundleCredential>
<name>sap-cred</name> }
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ 1,
</bundleCredential> "bundleDatabaseConnections": [
</bundleCredentials> [
<bundleAgentClusters>
‘ "name": "db-con-1",
<bundleAgentCluster> "sysId":
<name>Opswise - Default Windows Cluster</name> "fc8223ece0®9f407bb9b5bb865574ch49"
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ }
</bundleAgentCluster>
</bundleAgentClusters> 1
<bundleVirtualResources> "bundleEmailConnections": [
| {
<bundleVirtualResource> - Do o 2 -
name": "email-conn",
<name>VR-1</name>
"sysId":
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘
</bundleVirtualResource> "bd54eae4221a4f909454f7fa04c75efb" 3
</bundleVirtualResources> }
<bundleScripts> ]
I
n 3 me.
<bundleScript> bundleEmailTemplates": [
<name>script-1</name> {
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ "name": "email-temp-1",
</bundleScript> ‘ "sysId":
</bundleScripts>
n n
<bundleEmailTemplates> 5dce586a419448ee83fal121589d60a75
| }
<bundleEmailTemplate> 1,
< > il-t -1< > q
DEMEP U S/ MENT "bundlePeoplesoftConnections": [
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘
</bundleEmailTemplate> {
</bundleEmailTemplates> "name": "ps-con-1",
<bundleEmailConnections> "sysId":

<bundleEmailConnection>

‘"aac40dfd5c3242ae9bcaaf169a5468b9"

}
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XML Response JSON Response
<name>Email-con-1</name>
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ ]
I
</bundleEmail ion>
R Lol "bundleSapConnections": [
</bundleEmailConnections> :
<bundleDatabaseConnections> {
‘ "name": "sap-1",
<bundleDatabaseConnection> nsysId":
< >DB- -1< >
rene conn duans "a4b0544fh668404balo0b2826b2e6db81"
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId>
</bundleDatabaseConnection> }
</bundleDatabaseConnections> ],
<bundleSapConnections> "bundleScripts": [
<bundleSapConnection> {
<name>SAP-conn-1</name> "name": "script-1",
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ "sysId":
</bundleSapC tion>
/bundlesapConnection 101e90371bed4473d87dad00148512f35",
</bundleSapConnections>
<bundlePeoplesoftConnections> }
1,
<bundlePeoplesoftConnection> "bundleSnmpManagers": [
<name>People-test-1</name> {
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘
" e " -1n
</bundlePeoplesoftConnection> name™: "snmp-17,
</bundlePeoplesoftConnections> "sysId":
<bundleSnmpManagers> "4bfa@lf747cad4ad5b4ee9e073d643604"
s
<bundleSnmpManager>
<name>snmp-test-1</name> 15
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ "bundleTasks": [
</bundleSnmpManager> {
</bundleSnmpManagers> "hame": "win-1"
. I
<bundleUniversalTemplates>
‘ "sysId":
<bundleUniversalTemplate> "3b50f8c015d6494288328cfdb35d9ea7" 5
<name>univ-test-1</name> }
<sysId>0d7f03026a96451fbc3d7a8eecd641d5</sysId> ‘ ]
</bundleUniversalTemplate> ’
n 3 e
</bundleUniversalTemplates> bundleTr'lggers oL
</bundle> {
"name": "cron-trig-1",
"sysId":
"d2869f93a68547beb8e5b156d4fac99e",
}
1,
"bundleUniversalTemplates": [
{
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XML Response JSON Response

"name": "uni-1",
"sysId":
"0ff4abb1d80c4f95b517dcO73c9abdOc"
}
1,
"bundleVariables": [
{
"name": "varl",
"sysId":
'"'9988d78bf82e44dbae66cfOe8ec4b820"
}
1,
"bundleVirtualResources": [
{
"name": "VR-1",
"sysId":
"deeaf3e516ce485fac5fc2283022d904",
}
1,
"exportReleaselLevel": "7.2.0.0",

"exportTable": "ops_bundle"

4.11.11 Promotion

4.11.12 Bundleless Promotion

Description

URI http://host_name/uc/resources/promote

HTTP Method POST

Description Promotes, without a bundle, one or more items of a specific type.
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Description

Example URI

http://localhost:8080/uc/resources/promote

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Promote: XML and JSON Examples.

Request Properties

See Promote: Properties.

Example Response

See Promote: XML and JSON Examples.

4.11.12.1 Bundleless Promotion: XML and JSON Examples

Examples XML JSON
Example Request XML JSON
<promote> {
<itemType>Calendar</itemType> )
. itemType
<1 temNameS>CAL_US,CAL_CAN</ " "yYniversal
itemNames> Template",
<promotionTargetName>PT1</ "
itemIds

promotionTargetName>
<excludeOnExistence>Custom
Days</excludeOnExistence>
<followReferences>false</
followReferences>
<allowUnvTmpltChanges>false</
allowUnvTmpltChanges>

"4e656d398d5f4ebd8d7df3210147c488",

promotionTargetId
n .

"6330f82afab54273b9167a2b434a2424",

overrideUser

n . n n
</promote> . : "testUser",
overridePassword
" : "testPasswordl",
n
followReferences
" true,
n
allowUnvTmpltChanges
" true
}
Example Response XML JSON
<command-response> {
<type>promote</type> "type": "promote",
<success>true</success> "success": true,
<info>Successfully promoted 2 calendars "info": "Successfully promoted 1 universal
and 1 referenced item to promotion target template to promotion target \"PT1\".",
"PT1".</info> "errors": ""
<errors></errors> 3

</command-response>
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4.11.12.2 Bundleless Promotion: Properties

Property Ul Field Descripti Specifications Required Mutually Exclusive
Name on With
itemType n/a Item type Valid Values: Y
for . One of the following (not case
promotion sensitive):
item(s).
+  Trigger
+ Task
+ Calendar
+  Custom Day
+ Variable
+ Business Service
+ Credential
+ Agent Cluster
+ Virtual Resource
+ Script
+  Email Template
+ Email Connection
+ Database Connection
+  SAP Connection
+  PeopleSoft Connection
+  SNMP Manager
+ Application
+ Universal Template
*  Report
+  Widget
+ Dashboard
itemIds n/a IDs for Comma-separated list of Y S N EES
promotion | promotion item IDs. (unless temNames
items. . . items
or items is
specified)
itemNames n/a Names for |Comma-separated list of Y itemIds
promotion | promotion item names. (unless itemIds or
items. items
items is specified)
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Property

Ul Field
Name

Descripti
on

Specifications

Required

Mutually Exclusive
With

items

n/a

List of
promotion
items

XML:

<items>
<item>
<name>r
eportTitlel</name>
</item>
<ditem>
<name>r
eportTitle2</name>
<user>u
serName</user>
</item>
<item>
<name>r
eportTitle3</name>
<group>
groupName</group>
</

item>

</items>

JSON:

"items": [

"name":
"reportTitlel"
1,
{

"name":
"reportTitlel",

"user":
"username",

llgroupll: nn
b
{

"name":
"reportTitle2",

"user":
null,

"group": "group2"

}

Y

(unless itemIds
or itemNames is
specified)

itemIds

itemNames
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Property Ul Field Descripti Specifications Required Mutually Exclusive
Name on With

promotionTargetId n/a ID of the Y promotionTargetNa

Promotion (unless promotionTa

Target. 103

rgetName
is specified)

promotionTargetName Promotion | Name of Y promotionTargetId

Target the (unless promotionTa
Promotion

Target. rgetId

is specified)

overrideUser User User name Y
to use (if overridePasswor
instead of
the default d
User name is specified)
for the

Promotion
Target.

overridePassword Password | User Y
password (if overrideUser
:r?sl:::d of is specified)

the default
User
password
for the
Promotion
Target.

overrideToken Personal Personal If both overrideToken and N
Access Access

Token Token to
use instead |word are specified,
of the
default
personal precedence and overrideUser+o
access
token for
the
Promotion
Target.

overrideUser+overridePass

overrideToken takes

veridePassword will be ignored.
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Property Ul Field Descripti Specifications Required Mutually Exclusive
Name on With
excludeOnExistence Exclude On |ltem types | Comma-separated list of excluded |N
Existence |that will not |types.
be updated Valid Values:
if they exist ’
on the + As String = Triggers, As Value
target =1
server. + As String = Tasks, As Value =
2
+ As String = Calendars, As
Value = 4
+ As String = Custom Days, As
Value = 8
+ As String = Variables As
Value =16
+ As String = Credentials, As
Value = 64
+ As String = Agent Clusters, As
Value =128
+ As String = Virtual Resources,
As Value = 256
+ As String = Scripts, As Value
=512

+ As String = Email Templates,
As Value = 1024

+ As String = Email
Connections As Value = 2048

+ As String = Database
Connections, As Value = 4096

+ As String = SAP Connections,
As Value = 8192

+ As String = SNMP Managers,
As Value = 16384

+ As String = Applications, As
Value = 32768

+ As String = PeopleSoft
Connections, As Value

=65536
As String = Reports, As Value
=262144
+ As String = Widgets, As Value
= 524288
followReferences Follow Dynamically | Valid values: N
References :::rlm::?n he | Yes,Y true
. + No,N,false (default)
promotion
that are
referenced
by
promotion
items.
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Property Ul Field Descripti Specifications Required Mutually Exclusive
Name on With
allUnvTmpltChanges Allow Allow the | Valid values: N

Universal | promotion
Template |to contain
Changes |new or
changed
Universal
Templates.

+ Yes,Y,true
+ No,N,false (default)

Note

In order to promote
Universal Template
changes, the user must
have the
ops_universal_template_ad
min role or the ops_admin
role.

4.11.12.3 Bundleless Promotion: Items Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive With
name n/a Name for a promotion item. Y
user n/a User Id (Username) of a user. N group
group n/a Name of a user group. N user

4.11.13 Cancel a Scheduled Bundle Promotion

Description
URI http://host_name/uc/resources/promotion/schedule/cancel
HTTP Method POST
Description Cancels the scheduled promotion of a Bundle.
URI Parameters See Cancel a Scheduled Bundle Promotion: URI Parameters, below.
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example URI + http://localhost:8080/uc/resources/promotion/schedule/cancel?
bundlename=BundleA&date=2018-12-10&time=10:00
+ http://localhost:8080/uc/resources/promotion/schedule/cancel?
bundleid=8fc4fd900804418hb84af7b33eb55eb09&date=2019-11-15&ti
me=12:00
+ http://localhost:8080/uc/resources/promotion/schedule/cancel?
scheduleid=1899e60df0db4152a4eefa46cf29e7d3
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Description

Example Response

See Cancel a Scheduled Bundle Promotion: XML and JSON Examples.

4.11.13.1 Cancel a Scheduled Bundle Promotion: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
scheduleid UUID of the promotion schedule. N bundlename and
bundleid
bundlename Name of the bundle. N scheduleid and
bundleid
bundleid UUID of the bundle. N scheduleid and
bundlename
date Date when the promotion was Format: yyyy-MM-dd (For example: |Y
scheduled. 2018-11-14). (If bundlename or
Corresponds to the year, month, and bundleid is specified)
day of the Scheduled Time field in a
promotion schedule.
time Time when the promotion was Format: HH:mm (For example: Y
scheduled. 22:00). (If bundlename or
Corresponds to the hour and bundleid is specified)
minutes of the Scheduled Time field
in a promotion schedule.
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4.11.13.2 Cancel a Scheduled Bundle Promotion: XML and JSON Examples

Examples XML JSON
Example Response XML JSON
<command-response> {

<type>schedule_promotion</
type>

<success>true</success>

<info></info>

<errors></errors>
</command-response>

OR

<command-response>
<type>schedule_promotion</
type>
<success>false</success>
<info></info>
<errors>The promotion schedule
can only be cancelled while in a
Scheduled status.</errors>
</command-response>

”type":
"schedule_promotion",
"success": true,

”1nfo": HH’
”errorsH: nn
}
OR
{
”type":

"schedule_promotion",

"success": false,

”info": ""’

"errors": "The promotion
schedule can only be cancelled
while in a Scheduled status."

}

4.11.14 Delete a Scheduled Bundle Promotion

Description

URI

http://host_name/uc/resources/promotion/schedule

HTTP Method

DELETE

Description

Deleted the scheduled promotion of a Bundle.

URI Parameters

See Delete a Scheduled Bundle Promotion: URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/promotion/schedule?
bundlename=BundleA&date=2018-12-15&time=14:30
http://localhost:8080/uc/resources/promotion/schedule?

bundleid=8fc4fd900804418b84af7b33eb55eb09&date=2018-12-15&time=17:00

http://localhost:8080/uc/resources/promotion/schedule?
scheduleid=dd1de1b27848435cb852fb8807af6a30
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Description

Example Response

Status 200
Promotion schedule deleted successfully.
Status 400

Status 400
Status 400

Status 403

Operation prohibited due to security constraints.
Status 403

Promotion Schedule cannot be deleted while Running.
Status 404

Unable to find bundle by the bundlename specified.
Status 404

More than one qualifying promotion schedule found.
Status 404

Unable to find qualifying promotion schedule.

One of parameters scheduleid, bundleid, or bundlename required.
Both date, and time parameters required when bundleid, or bundlename specified.

Unable to parse at least one of the date (yyyy-MM-dd) and time (HH:mm) parameters.

4.11.14.1 Delete a Scheduled Bundle Promotion: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
scheduleid UUID of the promotion schedule. N bundlename and
bundleid
bundlename Name of the bundle. N scheduleid and
bundleid
bundleid UUID of the bundle. N scheduleid and
bundlename
date Date when the promotion was Format: yyyy-MM-dd (For example: |Y
scheduled. 2018-11-14). (If bundlename or
Corresponds to the year, month, and bundleid is specified)
day of the Scheduled Time field in a
promotion schedule.
time Time when the promotion was Format: HH:mm (For example: Y
scheduled. 22:00). (If bundlename or

Corresponds to the hour and
minutes of the Scheduled Time field
in a promotion schedule.

bundleid is specified)

4.11.15 Promote a Bundle or Schedule a Bundle Promotion

Description

URI

http://host_name/uc/resources/bundle/promote
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Description

HTTP Method

POST

Description

Promote a Bundle or schedule the promotion of a Bundle.

Example URI

http://localhost:8080/uc/resources/bundle/promote

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

application/xml, application/json

Example Request

See Schedule Bundle Promotion: XML and JSON Examples.

Request Properties

See Schedule Bundle Promotion: Properties.

Example Response

See Schedule Bundle Promotion: XML and JSON Examples.

4.11.15.1 Promote a Bundle or Schedule a Bundle Promotion: XML and JSON Examples

Examples XML JSON
Example Request XML JSON
<bundle-promote> {
<id>al7c53a4975d4df59ddf4e6f1fbObl "id":

11</4d>
<promotionTargetName>testTarget</
promotionTargetName>
<overrideUser>testUser</
overrideUser>
<overridePassword>testPassword</
overridePassword>
<allowUnvTmpltChanges>true</
allowUnvTmpltChanges>
<schedule>true</schedule>
<createSnapshot>true</
createSnapshot>
<date>2015-10-31</date>
<time>22:00</time>
<notificationOption>operation
success</notificationOption>
</bundle-promote>

"1bd5a92e80714523a858633df3c515bf",
"promotionTargetName":

"testTarget",
"overrideUser": "testUser",
"overridePassword":

"testPasswordl",
"allowUnvTmpltChanges": true,
"schedule": true,
"createSnapshot": true,

"date'": "2018-01-04",

"time": "23:00",

"notificationOption": "operation
success"

}
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promotion of bundle "test" to
promotion target "testTarget" for
2015-10-31 22:00:00 -0600.</info>
<errors />
</command-response>

Ilerrorsll: nn

}

Examples XML JSON
Example Response XML JSON
<command-response> {
<type>schedule_promotion</type> "type'": "schedule_promotion",
<success>true</success> "success": true,
<info>Successfully scheduled the "info": "Successfully scheduled the

promotion of bundle "abc" to
promotion target "testTarget" for
2018-01-04 23:00:00 -0600.",

4.11.15.2 Promote a Bundle or Schedule a Bundle Promotion: Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive
With
allowUnvTmpltcCh |Allow Universal Allow the promotion to contain | Valid values: N
Template Changes new or changed Universal
aieeS Templates.
Yes,Y,true
No,N,false
Note
In order to promote
Universal Template
changes, the user
must have the
ops_universal_templat
e_admin role or the
ops_admin role.
createSnapshot |Create Snapshot Schedule the Bundle promotion | Valid values: N
;les(lr;gr;dt:e current Bundle YesY true
’ No,N,false
date Date Date on which to promote the Y
Bundle. (if schedule
is Yes,Y true);
format is
yyyy-MM-dd.
id 32-character sysid of the Bundle Y name
to be promoted. (unless name
is specified)
name Bundle Name Name of the Bundle to be Y id
promoted. (unless 4d
is specified)
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Property Ul Field Name Description Specifications Required Mutually Exclusive
With
notificationopt | System Notification System Notification to send on | Valid values (not case N
. success and/or failure of the sensitive):
aon i
promotion. + operation Failure
(default)
+ operation success/
failure
+ operation success
overridePasswor | Password User password to use instead of Y
the default User password for (if
d the promotion target. overrideUser
is specified)
overrideToken |Personal Access Token |Personal Access Tokentouse ||fpoth overrideToken N
instead of the default personal .
access token for the Promotion |and overrideUser +overr
Target. idePassword are specified,
overrideToken takes
precedence and
overrideUser + overideP
assword will be ignored.
overrideUser User User name to use instead of the Y
default User name for the (if overridePas
promotion target.
sword
is specified)
promotionTarget |N/a ID of the Controller cluster node |Default is the Default N promotionTarget
on which to promote the Bundle. | Promotion Target of the
1d specified Bundle. Name
promotionTarget | Promotion Target Name of the Controller cluster | Default is the Default N promotionTarget
node on which to promote the Promotion Target of the
Name Bundle. specified Bundle. 1d
schedule Schedule Indication of whether or notto | Valid values Y
schedule a Bundle promotion. . YesYitrue
+ No,N,false.
time Time Time on which to promote the | Default is 00:00. N
Bundle.

4.11.16 Create a Promotion Target

Description

URI

+ http://host_name/uc/resources/promotiontarget

HTTP Method

POST

Description

Creates a Promotion Target.
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Description

Example URI

http://localhost:8080/uc/resources/promotiontarget

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create a Promotion Target: Example Request, below.

Properties

See Promotion Target Properties.

Example Response

Status 200 /OK

Successfully created the promotion target with sysld
Ob6e87e4aa4ad10eb1b5875d8fe40985.

4.11.16.1 Create a Promotion Target: Example Request

Note

All of the mapping agents will be automatically mapped when you execute the Refresh Target Agent command, so the
mapping agents included in the request will be ignored.

Examples

XML

JSON

Example Request

XML

<?xml version="1.0" encoding="UTF-8"

standalone="yes"?>

<promotionTarget retainSysIds="true">
<agentMappings/>
<authenticationMethod>Basic</

authenticationMethod>
<name>test</ name>
<description/>
<opswiseGroups>
<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>
</ opswiseGroups>
<password>********</ nassword>

<sysld>ed76d6c78f06402d882e155bfd42b98f</

sysld>
<uri>http://localhost:7070/uc</ uri>
<user>ops.admin</ user>
</promotionTarget>

JSON

{ "agentMappings": [],
" authenticationMethod": "Basic",
"description": null,

"name": "test",

"opswiseGroups": [ "bus-1", "bus-2" ],
"password": Mkkkkkkkk'
"retainSysIds": true,

"sysId":
"ed76d6c78f06402d882e155bfd42b98 ",
"uri": "http://localhost:7070/uc",

"user": "ops.admin" }
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4.11.16.2 Promotion Target Properties

Property Ul Field Name Description Specifications Required

agentMappings n/a List of agentMapping details associated |agentMapping details N
with the Controller

authenticationMethod | Authentication Method Authentication method to use on the Valid Values: N
target cluster node of the universal As String = Basic, As Value =
controller. 1
+ As String = Access Token, As
Value =2
Default is Basic (1).
description Description Promotion Target description String value of description N
exportReleaselevel |N/a Universal Controller release that the read only N

record was exported from.

exportTable n/a Record table information. read only N

name Name Name for this Promotion Target. String value of the promotion Y
target name

opswiseGroups Member Of Business Services | List of Business Services that this task | String value N
belongs to
password Password Login password on the target cluster String value of password N

node of Universal Controller.

retainSysIds n/a Specification for whether or not the Valid values: true/false (defaultis |N
Create a Promotion Target web service |true).
will persist the sysld property.

+  If retainSyslds="true" and sysId
is included in the request/
response, sysId will be persisted
to the database.

If retainSyslds="false" and sysId
is included in the request/
response, sysId will be ignored;

it will be autogenerated by the
Controller.

Note

In XML web services,
retainSysIds is specified as

an attribute in the
<script>element.

sourceAgents Source Agent List of source agent names. List of source agent names. N
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Property Ul Field Name Description Specifications Required
sysId n/a System ID field in the database for this | Persisted only if retainSyslds is N
Prommotion Target record. set to true.
targetAgent Target Agent Target agent name. String value of the target agent Y
name.
token Personal Access Token if authenticationMethod = Access String value N
Token; the personal access token to use
for authentication.
type Type Agent type. String value of agent type. Y
(For example, Windows)
uri URI Uniform Resource Identifier (URI) used | String value uri. Y
to locate the Promotion Target cluster
node.
user User Login ID on the target cluster node of String value of user. N
Universal Controller.

4.11.17 Modify a Promotion Target

Modify a Promotion Target is used for updating the promotion target details and source agent details of the mapping agent

details.

You can map multiple source agents to a specific target agent, but you cannot add the same source agents for more than one

target agent.

Description

URI

http://host_name/uc/resources/promotiontarget

HTTP Method

PUT

Description

Updates a Promotion Target.

Example URI

http://localhost:8080/uc/resources/promotiontarget

Authentication

HTTP Basic

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify a Promoition Target: Example Request, below.

Properties

See Promotion Target Properties.

Example Response

+ Status 200 /0K
Successfully updated the promotion target with sysld
Ob6e87e4aad4ad10eb1b5875d8fe40985.
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standalone="yes"?>
<promotionTarget retainSysIds="true">
<agentMappings>
<agentMapping>
<sourceAgents>
<sourceAgent>SBUS30 -
AGNTO005</sourceAgent>
</sourceAgents>
<targetAgent>SBUS30 -
AGNTOO05</targetAgent>
<type>Windows</type>
</agentMapping>
<authenticationMethod>Basic</

authenticationMethod>

<agentMappings>
<name>test</name>
<description/>
<opswiseGroups>
<opswiseGroup>bus-1</
opswiseGroup>
<opswiseGroup>bus-2</
opswiseGroup>
</opswiseGroups>
<password>***xxx*x*xx</password>
<sysId>ed76d6c78f06402d882e155bfd4
2b98f</sysId>

<uri>http://localhost:7070/uc</uri>

<user>ops.admin</user>

</promotionTarget>

Examples XML JSON
Example Request XML JSON
<?xml version="1.0" encoding="UTF-8" {

"agentMappings": [

"sourceAgents": [
"SBUS30 -
AGNTEO05"
1,
"targetAgent":
"SBUS30 - AGNT0005",

"type": "Windows"

1,
"authenticationMethod":

"Basic",

"description": null,
"name": "test",

"opswiseGroups": [

"bus-1",
"bus-2"
1,
"password": "xxkkkxxx"

"retainSysIds": true,

"sysId":
"ed76d6c78f06402d882e155bfd42b
98f",

"uri': "http://
localhost:7070/uc",

"user": "ops.admin"
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List Promotion Targets allows the retrieval of promotion target details based on provided search criteria.

Description

URI

http://host_name/uc/resources/promotiontarget/list

HTTP Method

GET

Description

Retrieve Promotion Target details.

URI Parameters

See List Promotion Targets: URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/promotiontarget/list?targetname=test

http://localhost:8080/uc/resources/promotiontarget/list?targetname=*

http://localhost:8080/uc/resources/promotiontarget/list?
targetname=local&businessServies=bus-1,bus-2

Authentication

HTTP Basic

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Respone

See List Promoition Targets: Example Response, below.

Response Properties

See Promotion Target Properties.

4.11.18.1 List Promotion Targets: URI Parameters

Property Ul Field Name Description Specifications Required

targetname N/A Request parameter targetname String value of the target name. N
Wildcards are supported.

businessServices N/A Request parameter String value of the business service N

businessServices.

4.11.18.2 List Promotion Targets: Example Response

The

exportReleaselevel

and exportTable properties are specified as attributes in XML.
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Examples XML JSON
Example Response XML JSON
<?xml version="1.0" {

encoding="UTF-8" standalone="yes"?>
<promotionTargets>
<promotionTarget
exportReleaselLevel="7.2.0.0"
exportTable="ops_promotion_target"
retainSysIds="true">
<agentMappings>
<agentMapping>
<sourceAgents>
<sourceAgent>SBUS30
- AGNT0005</sourceAgent>
</sourceAgents>
<targetAgent>SBUS30 -
AGNTO005</targetAgent>
<type>Windows</type>
</agentMapping>
<agentMappings>
<authenticationMethod>Basic</

authenticationMethod>

"agentMappings": [

"sourceAgents": [
"SBUS30 -
AGNTEO0O5"
1,
"targetAgent":
"SBUS30 - AGNT0O005",

"type'": "Windows"

1,
"authenticationMethod":

"Basic",

"description": null,
"exportReleaselevel":
"7.2.0.0",
"exportTable":
"ops_promotion_target"
"name": "test",
"opswiseGroups": [
"bus-1",
"bus-2"
1,
"retainSysIds": true,

"sysId":

"ed76d6c78f06402d882e155bfd42b98

£,
"uri': "http://
localhost:7070/uc",
"user": "ops.admin"

I
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Examples

XML

JSON

<name>test</name>

<description/>

<opswiseGroups>

<opswiseGroup>bus-1</
opswiseGroup>
<opswiseGroup>bus-2</

opswiseGroup>

</opswiseGroups>

<sysId>ed76d6c78f06402d882e155b
fd42b98f</sysId>

<uri>http://localhost:7070/uc</
uri>

<user>ops.admin</user>

</promotionTarget>
<promotionTarget

exportReleaselLevel="7.2.0.0"
exportTable="ops_promotion_target"
retainSysIds="true">

<agentMappings />

<authenticationMethod>Basic</

authenticationMethod>

<name>test</name>
<description/>
<opswiseGroups>
<opswiseGroup>bus-1</
opswiseGroup>
<opswiseGroup>bus-2</
opswiseGroup>
</opswiseGroups>
<sysId>ed76d6c78f06402d882e155b
fd42b98f</sysId>
<uri>http://localhost:7070/uc</
uri>
<user>ops.admin</user>
</promotionTarget>

</promotionTargets>

"agentMappings": [],
"authenticationMethod":

"Basic",

"description": null,

"exportReleaselevel":
"7.2.0.0",

"exportTable":
"ops_promotion_target"

"name": "test",

"opswiseGroups": [

"bus-2"

1,

"retainSysIds": true,

"sysId":
"ed76d6c78f06402d882e155bfd42b98
£,

"uri™: "http://
localhost:7070/uc",

"user": "ops.admin"
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4.11.19 Delete a Promotion Target

Delete a Promotion Target allows the deletion of a specified promotion target.

Description
URI http://host_name/uc/resources/promotiontarget/
HTTP Method DELETE
Description Delete a specified Promotion Target.
URI Parameters See Delete a Promotion Target: URI Parameters, below.
Example URI http://localhost:8080/uc/resources/promotiontarget?targetname=test

http://localhost:8080/uc/resources/promotiontarget?
targetid=ed76d6c78f06402d882e155bfd42b98f

Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type text/plain

Properties See Promotion Target Properties.
Example Response + Status 200 /OK

Promotion target deleted successfully.

4.11.20 Delete Promotion Target: URI Parameters

Property Ul Field Name Description Specifications Required Mutually Exclusive
targetname n/a Request parameter String value of the promotion Y targetid
targetname. target name (unless targetid

is specified)

targetid n/a Request parameter targetid. |String value of the promotion Y targetname
target sysld (unless
targetname
is specified)

4.11.21 Read a Promotion Target

Read a Promotion Target allows the reading of promotion target details based on a specified targetid or targetname.

Description

URI http://host_name/uc/resources/promotiontarget/
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Description

HTTP Method

GET

Description

Retrieve a specified Promotion Target details.

URI Parameters

See Read a Promotion Target: URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/promotiontarget?targetname=test

http://localhost:8080/uc/resources/promotiontarget?
targetid=ed76d6c78f06402d882e155bfd42b98f

Authentication

HTTP Basic

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See Read a Promoition Target: Example Response, below.

Response Properties

See Promotion Target Properties.

4.11.21.1 Read a Promotion Target: URI Parameters

Property Ul Field Name Description Specifications Required Mutually Exclusive
targetname n/a Request parameter String value of the promotion Y targetid
targetname. target name (unless targetid

is specified)

targetid n/a Request parameter targetid. |String value of the promotion Y targetname
target sysld (unless
ta rgetname
is specified)

4.11.21.2 Read a Promotion Target: Example Response

The

exportReleaselLevel

and exportTable properties are specified as attributes in XML.
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Examples XML JSON
Example XML JSON
Request . .

<?xml version="1.0" encoding="UTF-8" {

standalone="yes"?>

<promotionTarget exportReleaselLevel="7.2.0.0"

exportTable="ops_promotion_target"
retainSysIds="true">
<agentMappings>
<agentMapping>
<sourceAgents>
<sourceAgent>SBUS30 - AGNTE005</
sourceAgent>
</sourceAgents>
<targetAgent>SBUS30 - AGNT0005</
targetAgent>
<type>Windows</type>
</agentMapping>
<agentMappings>
<authenticationMethod>Basic</

authenticationMethod>

<name>test</name>

<description/>

<opswiseGroups>
<opswiseGroup>bus-1</opswiseGroup>
<opswiseGroup>bus-2</opswiseGroup>

</opswiseGroups>

<sysId>ed76d6c78f06402d882e155bfd42b98f</

sysId>
<uri>http://localhost:7070/uc</uri>
<user>ops.admin</user>

</promotionTarget>

"agentMappings": [

{
"sourceAgents": [
"SBUS30 -
AGNTOO05"
1,
"targetAgent":
"SBUS30 - AGNTO005",
"type": "Windows"
}
1,

"authenticationMethod": '"Bas

ic",

"description": null,
"exportReleaselLevel":
"7.2.0.0",
"exportTable":
"ops_promotion_target"
"name": '"test",
"opswiseGroups": [
"bus-1",
"bus-2"
1,
"retainSysIds": true,
"sysId":
"ed76d6c78f06402d882e155bfd42b98
",
"uri": "http://
localhost:7070/uc",

"user": "ops.admin"
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Refresh Promotion Target Agents allows the refreshing of the target Controller agents mapped to the promotion target.

Description

URI

http://host_name/uc/resources/promotiontarget/refreshtargetagents

HTTP Method

POST

Description

Refresh the target agents for a specified Promotion Target.

URI Parameters

See Refresh Target Agents: URI Parameters, below.

Example URI

+ http://localhost:8080/uc/resources/promotionTarget/refreshtargetagents?

targetname=test

+ http://localhost:8080/uc/resources/promotionTarget/refreshtargetagents?
targetid=ed76d6c78f06402d882e155bfd42b98f
Authentication HTTP Basic
Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

Successfully refreshed target agents for test-1

4.11.22.1 Refresh Target Agents: URI Parameters

Property Description Specifications Required Mutually Exclusive
targetname Name for this Promotion Target. String value of the promotion target Y targetid
name passed as query parameter. (unless targetid
is specified)
targetid Promotion Target sysld. String value of the promotion target Y targetname
sysld passed as query parameter. (unless targetname
is specified)
token Override Personal Access Token on the | String value of personal access token, [N
target cluster node of Universal passed as request body.
Controller. If both token and username + passwo
rd are specified, token takes
precedence and username + passwo
rd will be ignored.
username Override Login ID on the target cluster | String value of user, passed as request |Y
node of Universal Controller. body. (if password is
specified)
password Override Login password on the target | String value of password, passed as Y
cluster node of Universal Controller. request body. (if username is
specified)
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4.11.22.2 Refresh Target Agents: Example Request

Examples XML JSON
Example Request XML JSON
<overrideUser> {
<username>test-1</username> "password": "1234",
<password>test</password> "username": "ops.admin"
</overrideUser> }

4.12 Business Service Web Services

4.12.1 Overview

Universal Controller supports the following RESTful-based web services for Business Service operations, which are listed
alphabetically on this page.

+ Create a Business Service
+ Delete a Business Service
+ List Business Services

+ Modify a Business Service
+ Read a Business Service

Formatting specifications for each web service, including details about property requirements, are provided.

4.12.2 Create a Business Service

Description
URI http://host_name/uc/resources/businessservice
HTTP Method POST
Description Creates a Business Service.
Example URI http://localhost:8080/uc/resources/businessservice
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Business Service: Example Request, below.
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Description
Business Service Properties See Business Service Properties, below.
Example Response + Status 200 /0K
Successfully created the Business Service with sysld {sysld}.

4.12.2.1 Create a Business Service: Example Request

XML Request JSON Request

XML Request JSON Request

<businessService retainSysIds="true"> {
<description>1</description> "description": 1,
<name>test</name> "name": "test",
<sysId>e3a0d7b81f904c8fa4ae55cde6d58665</ "retainSysIds": true,

sysId> "sysId": "e3a0d7b81f904c8fad4ae55cde6d58665"

</businessService> }

4.12.2.2 Business Service: Properties

Property Ul Field Name Description Specifications Required
description Description User-defined; description of this record. N
exportReleaselevel |N/a Universal Controller release that the record |read only N

was exported from.

exportTable n/a Record table information. read only N

Name Name used within the Controller to identify | Maximum 40 alphanumerics. Y
this Business Service.

name
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Property Ul Field Name Description Specifications Required

retainSysIds n/a Specification for whether or not the Create |Valid values: true/false (default is N

a Business Service web service will persist |true).

the sysld property.

+ If retainSyslds="true" and sysId is

included in the request/response,
sysId will be persisted to the
database.
If retainSyslds="false" and sysId is
included in the request/response,
sysId will be ignored; it will be
autogenerated by the Controller.

Note

In XML web services,
retainSysIds is specified as an
attribute in the <businessService>

element.

sysId n/a System ID field in the database for this Persisted only if retainSyslds is set |N
Business Service record. to true.
4.12.3 Delete a Business Service
Description

URI http://host_name/uc/resources/businessservice
HTTP Method DELETE
Description Deletes a Business Service.
URI Parameters See Delete a Business Service: URI Parameters, below.
Example URI http://localhost:8080/uc/resources/businessservice?

busserviceid=77171434c0a801c9016d5b2b5d17ddee

Example Response + Status 200 /0K

Business Service deleted successfully.

Status 400 /Bad Request

Mutual exclusion violation. Cannot specify busservicename and bussserviceid at
the same time.

Status 404 /Not Found

A business service with {name/id} "test" does not exist.
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4.12.3.1 Delete a Business Service: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
busserviceid ID used within the Controller to identify | String; URI parameter. Y busservicename
this Business Service. (unless
busservicename
is specified)
busservicename Name used within the Controller to String; URI parameter. Y busserviceid
identify this Business Service. (unless busserviceid
is specified)

4.12.4 List Business Services

Description
URI http://host_name/uc/resources/businessservice/list
HTTP Method GET
Description Retrieves information on all Business Services.
Example URI http://localhost:8080/uc/resources/businessservice/list
Authentication HTTP Basic
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List Business Services: Example Response, below.
Response Properties See Business Service Properties.
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4.12.4.1 List Business Services: Example Response

XML Request

JSON Request

XML Request

<businessServices>
<businessService exportReleaselevel ="7

.2.0.0"

version="1"> <description /> <name>bus
service 1</name> <sysId>639d90bf8b61479191f
46ble524ac916</sysId> </businessService>

<businessService exportReleaselevel ="7.2.0

.OII

version="4"> <description/> <name>bus
service 2</name> <sysId>0ff4a7bafa®441la9bla
57b6451344ab6</sysId> </businessService>

<businessService exportReleaselevel ="7.2.0

.OII

version="1"> <description/> <name>bus
service 3</name> <sysId>2822fa2848de438c971
67bfald7a633c</sysId> </businessService>

<businessService exportReleaselevel ="7.2.0

.Oll
version="1"> <description/> <name>bus
service 4</name> <sysId>ff4b77d628aed4bc78c7
8f383bf1265b0</sysId> </businessService> </
businessServices>

exportTable ="ops_generic group"

exportTable ="ops_generic group"

exportTable ="ops_generic group""

exportTable ="ops_generic group"

JSON Request

L
{

"description": null,

" exportReleaselLevel ": "7.2.0.0",
" exportTable ": "ops_generic_group",
"name": "bus service 1", "sysId":

"639d90bf8b61479191f46b1e524ac916", "version":
13}, { "description" " null,

" exportReleaselLevel ": "7.2.0.0",

" exportTable ": "ops_generic_group",

"name": "bus service 2", "sysId":
"off4a7bafa0441a9b1a57b6451344ab6", "version":
4 }, { "description": null,

" exportReleaselLevel ": "7.2.0.0",

" exportTable ": "ops_generic_group",

"name": "bus service 3", "sysId":
"2822fa2848de438c97167bfald7a633c", "version":
13}, { "description": null,

" exportReleaselLevel ": "7.2.0.0",

" exportTable ": "ops_generic_group",
"name": "bus service 4", "sysId":
"ff4b77d628ae4bc78c78f383bf1265b0", "version":

11} ]

4.12.5 Modify a Business Service

Description

URI

http://host_name/uc/resources/businessservice

HTTP Method PUT

Description

Modifies the Business Service specified by the sysId .

Example URI

http://localhost:8080/uc/resources/businessservice

Consumes Content-Type

application/xml, application/json

Produces Content-Type n/a

Example Request

See Modify a Business Service: Example Request, below.
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Description

Business Service Properties

See Business Service Properties.

Example Response

Status 200 /OK
Successfully updated the business service with sysld <sysld> to version <version>.

4.12.5.1 Modify a Business Service: Example Request

XML Request

JSON Request

XML Request

<businessService>
<description>1</description>
<name>test</name>

/sysId>
</businessService>

<sysId>e3a0d7b81f904c8fa4ae55cde6d58665<

JSON Request

{

"description": 1,

"name": "test",

"sysId": "e3a0@d7b81f904c8fad4ae55cde6d58665"
}

4.12.6 Read a Business Service

URI

http://host_name/uc/resources/businessservice

HTTP Method

GET

Description

Retrieves information on a specific Business Service.

URI Parameters

See Read a Business Service: URI Parameters, below.

Example URI

+  http://localhost:8080/uc/resources/businessservice?busservicename=test
+  http://localhost:8080/uc/resources/businessservice?
busserviceid=f87848b00a0001037f43e7c81c8ec969

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See Read a Business Service: Example Response, below.

Business Service Properties

See Business Service Properties.
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4.12.6.1 Read a Business Service: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
busserviceid ID used within the Controller to identify | String; URI parameter. Y busservicename
this Business Service. (unless
busservicename
is specified)
busservicename Name used within the Controller to String; URI parameter. Y busserviceid

identify this Business Service. (unless busserviceid

is specified)

4.12.6.2 Read a Business Service: Example Response

The
retainSysIds
and
version
properties are specified as attributes in XML.
The
exportReleaselevel
and exportTable properties are specified as attributes in XML.
XML Response JSON Response
XML Response JSON Response

<businessService exportReleaselevel ="7.2. |1

. "description": 1,
0.0" exportTable ="ops_generic group"

. - " exportReleaselLevel ": "7.2.0.0",
retainSysIds="true'"version="1">
<description>1</description> <name>test</ |" exportTable": "ops_generic_group",
name> <sysId>e3a0d7b81f904c8fad4ae55cde6d58 |"name": "test", "retainSysIds": true, "sysId":
665</sysId> </businessService> "e3a0d7b81f904c8fad4ae55cde6d58665", "version":

1}

4.13 Calendar Web Services

4.13.1 Overview

Universal Controller supports the following RESTful-based web services for Calendar operations, which are listed alphabetically
on this page.
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+ Add an Existing Custom Day to a Calendar
+ Create a Calendar

+ Delete a Calendar

+ List Calendars

+ List Local Custom Day Qualifying Dates

+ List Local Custom Day Qualifying Periods
+ Modify a Calendar

+ Read a Calendar

» Read All Custom Days of a Calendar

+ Remove a Custom Day from a Calendar

Formatting specifications for each web service, including details about parameter requirements, are provided.

Note

You can create and modify a Calendar that contains one or more global Custom Days only if the Custom Day Global
Permitted Universal Controller system property is set to true.

4.13.2 Add an Existing Custom Day to a Calendar

Description
URI http://host_name/uc/resources/calendar/customdays
HTTP Method POST
Description Adds the specified Custom Day to the specified Calendar.
URI Parameters See Add an Existing Custom Day to a Calendar: URI Parameters, below.
Example URI http://localhost:8080/uc/resources/calendar/customdays?

calendarname=test&customdayid=sfsdffsf123456dfhkjhk

Example Response + Status 200 /0K

Custom day <customDay> successfully added to the calendar <calendar>.
Status 400 /Bad Request

Calendar <calendarName> doesn’t exist.

Status 400 /Bad Request

Custom Day <customDay> is already in the Calendar <calendarName>.
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4.13.2.1 Add an Existing Custom Day to a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
calendarid Unique ID for the Calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify the Calendar. (unless calendarid
is specified)
customday-d Unique ID for the Custom Day. Y customdayname
(unless
customdayname
is specified)
customdayname Name used within the Controller to Maximum 40 alphanumerics. |Y customdayid
identify the Custom Day. (unless customdayid
is specified)

4.13.3 Create a Calendar

Description

URI

http://host_name/uc/resources/calendar

HTTP Method

POST

Description

Creates a new Calendar.

Example URI

http://localhost:8080/uc/resources/calendar

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create a Calendar: Example Request, below.

Calendar Properties

See Create a Calendar: Calendar Properties.

Custom Day Properties

See Create a Calendar: Custom Day Properties.

Local Custom Day Properties

See Create a Calendar: Local Custom Day Properties.

Example Response

+ Status 200 /0K
Successfully created the calendar with sysld <sysld>.
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4.13.3.1 Create a Calendar: Example Request

XML Request JSON Request
XML Request JSON Request
{
"businessDays": {
"value":
"Monday,Tuesday,Wednesday,Thursday, Friday"
I
"comments": "American Calendar",
"customDays": [
{
"name": "uc - Christmas",
"sysId":
"daf16d70c0a801650040c4d58a3feebd"
I
{
"name": "uc - Flag Day",
"sysId":
"daf16d8fc0a801650040c4d54b2432fb"
}
1,

"firstDayOfWeek": "Sunday",
"localCustomDays": [

{

"adjustment": "None",
"adjustmentAmount": 1,
"adjustmentType": "Day",

"category": "Holiday",
"comments": null,
"ctype": "Single Date",
"date": "2017-08-23",
"datelList": [],

lldayll: l,

"dayofweek": "Sun",
"month": "Jan",

"name": "local custom day",
"observedRules": [],
"relfreq": "1st",

"sysId":
"61l6ecl5e7a5e40dbaae421e3688a25e5"
}
1,
"name": "uc - American Calendar",

"opswiseGroups": [],
"retainSysIds": true,
"sysId": "da24b953c0a8016501fbcb18464d8328"
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XML Request

JSON Request

<calendar retainSysIds="true">
<businessDays>Monday, Tuesday,Wednesday,
Thursday, Friday</businessDays>
<customDays>
<customDay>
<name>uc - Christmas</
name>
<sysId>dafl16d70c0a8016500
40c4d58a3feebd</sysId>
</customDay>
<customDay>
<name>uc - Flag Day</
name>

<sysId>daf16d8fc0a801650040c4d54b2432fh</
sysId>
</customDay>
</customDays>
<comments>American Calendar</comments>
<firstDayOfWeek>Sunday</firstDayOfWeek>
<localCustomDays>
<localCustomDay>
<adjustment>None</
adjustment>
<adjustmentAmount>1</
adjustmentAmount>
<adjustmentType>Day</
adjustmentType>
<category>Holiday</
category>
<comments />
<ctype>Single Date</ctype>
<date>2017-08-23</date>
<datelList />
<day>1</day>
<dayofweek>Sun</dayofweek>
<month>Jan</month>
<name>local custom day</
name>
<observedRules />
<relfreg>lst</relfreqg>
<sysId>6l6ecl5e7a5e40dbaa
e421e3688a25e5</sysId>
</localCustombDay>
</localCustomDays>
<name>uc - American Calendar</name>
<opswiseGroups />
<sysId>da24b953c0a8016501fbcb18464d8328
</sysId>
</calendar>
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Property

Ul Field Name

Description

Specifications

Required

businessDays

Business Days

Comma-separated list of days.

Valid values:

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Optional: useDefaultifBlank
attribute. Boolean; Valid values:
true/false.

If businessDays is blank
or is not specified in the
Request, businessDays
defaults to

Monday, Tuesday,Wednesda
y,Thursday,Friday. To
disable this behavior, set
useDefaultifBlank to false.
That is, to set

businessDays to blank
when a calendar contains
"Business Day" Custom
Day(s), specify:
<businessDays
useDefaultIfBlank="f
alse'></
businessDays> .

If businessDays is blank

and the useDefaultlfBlank
attribute is not included in
the Request

( <businessDays />),
businessDays defaults

to
Monday, Tuesday,Wednesda
y,Thursday,Friday.

If businessDays is not

blank, useDefaultifBlank is
ignored.
If useDefaultifBlank is set

to true ( <businessDays
useDefaultIfBlank="t
rue"></
businessDays> ),

businessDays defaults
to
Monday, Tuesday,Wednesda
y,Thursday,Friday.

N
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Property Ul Field Name Description Specifications Required

If useDefaultifBlank is set
to false ( <businessDays
useDefaultIfBlank="f
alse"></
businessDays> ),
business days are not set.

The Read a Calendar web service
will return useDefaultifBlank only
if businessDays is empty;
useDefaultifBlank will be set to

false.
comments Description User-defined; description for the N
calendar.
excludeRelated |n/a Specification for whether or not to Valid values: true/false (default is |N

exclude related records (Custom Days, | false).
Local Custom Days) from an update,
even if they are provided in the

request.
exportReleasele |N/a Universal Controller release that the | read only N
. record was exported from.
ve
exportTable n/a Record table information. read only N
firstDayOfweek |First Day Of Week Day that is considered the start of the |Valid values: N
week. * Sunday
+  Monday
+  Tuesday
+  Wednesday
+  Thursday
+ Friday
+ Saturday
name Name Name used within the Controller to Maximum 40 alphanumerics. Y

identify this calendar.
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Property

Ul Field Name

Description

Specifications

Required

opswiseGroups

Member of Business
Services

List of Business Services:

XML

<opswiseGroups>

<opswiseGroup>test<
/opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups": [
"test"

]

N

retainSysIds

n/a

Specification for whether or not the
Create a Calendar web service will
persist the sysld property.

If retainSyslds="true" and
sysId isincluded in the
request/response, sysId will
be persisted to the database.

If retainSyslds="false" and
sysId isincluded in the
request/response, sysId will

be ignored; it will be
autogenerated by the Controller.

Note

In XML web services,
retainSysIds is specified

as an attribute in the
<calendar> element.

Valid values: true/false (default is
true).

N

sysId

n/a

System ID field in the database for this
Calendar record.

Persisted only if retainSyslds is
set to true.

N
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Property Ul Field Name Description Specifications Required
firstQuarterStart 1st Quarter Start To specify the start of the 1st Quarter, |Valid values: If any other Quarter is specified
a day and month must be specified as . month: then this property is also
shown below. ’ required.
integer value
XML between 1-12
string value 3
letter month
<firstQuarterStart> Jan
<day>15</day> Feb
<month>01</ Mar
month> Apr
</ May
5 Jun
firstQuarterStart>
Jul
JSON Aug
Sep
"firstQuarterStart": { oct
"day": "15", NOV
Dec
"month": "Jan"
+ The day must also be valid
} for the given month. For
example, Feb 30 is not
allowed.
secondQuarterStart | 2nd Quarter Start To specify the start of the 1st Quarter, |Valid values: If any other Quarter is specified
a day and month must be specified as . month: then this property is also

shown below.

XML

<secondQuarterStart>
<day>14</day>
<month>Apr</
month>
</

secondQuarterStart>

JSON

"secondQuarterStart":

{
Hday": Hl4H’

"month": "Apr"

integer value
between 1-12

string value 3
letter month

Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct
Nov

Dec

+ The day must also be valid
for the given month. For
example, Feb 30 is not
allowed.

required.
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Property

Ul Field Name

Description

Specifications

Required

thirdQuarterStart

3rd Quarter Start

To specify the start of the 1st Quarter,
a day and month must be specified as
shown below.

XML

<thirdQuarterStart>
<day>16</day>
<month>Jul</
month>
</
thirdQuarterStart>

JSON

"thirdQuarterStart": {
"day": "16",

"month": "Jul"

Valid values:
+  month:

integer value
between 1-12

string value 3
letter month

Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct
Nov
Dec

+ The day must also be valid

If any other Quarter is specified
then this property is also
required.

} for the given month. For
example, Feb 30 is not
allowed.
fourthQuarterStart | 4th Quarter Start To specify the start of the 1st Quarter, |Valid values: If any other Quarter is specified
a day and month must be specified as . month: then this property is also

shown below.

XML

<fourthQuarterStart>
<day>13</day>
<month>10</
month>
</
fourthQuarterStart>

JSON

"fourthQuarterStart":

{
Hday": Hl3H’

"month": "Oct"

integer value
between 1-12

string value 3
letter month

Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct
Nov

Dec

+ The day must also be valid
for the given month. For
example, Feb 30 is not
allowed.

required.
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4.13.3.3 Create a Calendar: Custom Day Properties

Property Ul Field Name Description Specifications Required

name Name Name used within the Controller to identify | Maximum 40 alphanumerics. Y
this Custom Day.

sysId n/a sysld of the Calendar-to-Custom Day N
relationship.

4.13.3.4 Create a Calendar: Local Custom Day Properties

Property ul Description Specifications Requir Mutu
Field ed ally
Name Exclu
sive
With
adjustment Adjustm ||f ctype is Relative Repeating Date (1); Adjustment for | Valid values: N
ent the repeating date. + As String = None, As Value =
0
+ As String = Less, As Value =
1
+ As String = Plus, As Value =
2

Default is None (0).

adjustmentAmount Adjustm ||f adjustment is Less (1) or Plus (2); Amount (number | Defaultis 1. N
ent of days) of the adjustment to be made.
Amount
adjustmentType Adjustm ||f adjustment is Less (1) or Plus (2); Type of day on Valid values: N
ent TyPe | \vhich to make the adjustment. + As String = Day, As Value = 1
* As String = Business Day, As
Value =2
Default is Day (1).
category Categor | Category of this Local Custom Day. Valid values: N
y As String = Day, As Value =1
As String = Business Day, As
Value =2
As String = Holiday, As
Value =3
As String = Period, As Value
=4
Default is Day (1).
comments Descript | Description of this Local Custom Day. N
ion
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Property ul Description Specifications Requir | Mutu
Field ed ally
Name Exclu
sive
With
ctype Type Type of this Local Custom Day. Valid values: N

+ As String = Single Date, As
Value=0

+ As String = Relative
Repeating Date, As Value =
1

+ As String = Absolute
Repeating Date, As Value =
2

+ As String = List of Dates, As
Value =3

Default is Single Date (0).

date Date Specific date for this Local Custom Day Format: yyyy-mm-dd. Y datel
if
( ist
ctype
Single
Date. )

datelist Dates |Multiple specific dates for this Local Custom Day. XML Y date
(if
ctype
is List of

<datelList> Dates.)

<date>2017-12-13
</date>

<date>2017-12-14

</date>
</datelist>

JSON

"dateList": [
"2017-12-13",

"2017-12-14"
15
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Property ul Description Specifications Requir Mutu
Field ed ally
Name Exclu
sive
With
day Day Day of the month. Integer; Valid values: 1-31. Y
(if
ctype
is
Absolute
Repeatin
g Date)
dayofweek Day Of |Day of the week. Valid values: Y
Week + As String = Sun, As Value = (if
1 ctype
As String = Mon, As Value = |is
2 Relative

As String = Tue, As Value = 3| Repeatin
As String = Wed, As Value = | g Date)
4

As String = Thu, As Value =
5

As String = Fri, As Value = 6
As String = Sat, As Value =7

Default is Mon (2).

month Month | Month of the year. Valid values: Y

+ As String = Jan, As Value = 0 (if
+  As String = Feb, As Value = 1| ctype
+ As String = Mar, As Value = |[is
2 Relative
+ As String = Apr, As Value = 3 | Repeatin
+ As String = May, As Value = |g Date
4 or
+ As String = Jun, As Value = 5| Absolute
+ As String = Jul, As Value = 6 |Repeatin
+ As String = Aug, As Value = |g Date)
7
+ As String = Sep, As Value = 8
+  As String = Oct, As Value =9
+ As String = Nov, As Value =
10
+ As String = Dec, As Value =
11
+ As String = ALL, As Value =
12

Default is Jan (0).

name Name |Name of this Local Custom Day. Y
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Property ul Description Specifications Requir Mutu
Field ed ally
Name Exclu
sive
With
observedRules Observe ||f category is Holiday (3) and ctype is Relative Valid day of week values: N
d Rules Repeating Date (1) or Absolute Repeating Date (2); Rules +  Sun, Mon, Tue, Wed, Thu, Fri,
for when the holiday will be observed. Sat
XML
<observedRules>
<observedRule>

<actualDayOfWeek>Sat</
actualDayOfWeek>

<observedDayOfWeek>Fri</

observedDayOfWeek>
</observedRule>
<observedRule>

<actualDayOfWeek>Sun</
actualDayOfWeek>

<observedDayOfWeek>Mon</

observedDayOfWeek>
</observedRule>

</observedRules>

JSON

"observedRules" : [ {
"actualDayOfWeek" :

llsa-tll 5
"observedDayOfWeek" :
llFr-i n
b, q
"actualDayOfWeek" :
llsunll 5
"observedDayOfWeek" :
llMonll
]
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Property ul Description Specifications Requir Mutu
Field ed ally
Name Exclu
sive
With
relfreg When | Occurrence of this day in the month. Valid values: Y

+ As String = 1st, As Value = 1 (if

+  As String = 2nd, As Value = 2| ctype

+  As String = 3rd, As Value = 3 [is

+ As String = 4th, As Value = 4 | Relative

+ As String = Last, As Value = |Repeatin
5 g Date)

+ As String = Every, As Value =
6

Default is 1st (1).

sysId n/a System ID in the database for this Local Custom Day. Persisted only if retainSyslds is | Y
set to true. (if
retainSys
Ids
is true.)

4.13.4 Delete a Calendar

Description
URI http://host_name/uc/resources/calendar
HTTP Method DELETE
Description Deletes the specified Calendar.
URI Parameters See Delete a Calendar: URI Parameters, below.
Example URI + http://localhost:8080/uc/resources/calendar?calendarname=testCalendar

http://localhost:8080/uc/resources/calendar?
calendarid=f87848b00a0001037f43e7c81c8ec969

Authentication HTTP Basic

Example Response + Status 200 /0K

Calendar deleted successfully.

Status 404 /Not Found

A calendar with id "f87848b00a0001037f43e7c81c8ec969" does not exist.

4.13.4.1 Delete a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
calendarid Unique ID for this Calendar. Y calendarname

(unless

calendarname

is specified)
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Name Description Specifications Required Mutually Exclusive With
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify this Calendar. (unless calendarid
is specified)

4.13.5 List Calendars

Description

URI

http://host_name/uc/resources/calendar/list

HTTP Method

GET

Description Retrieves information on all Calendar.

Example URI http://localhost:8080/uc/resources/calendar/list
Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

See List Calendars: Example Response, below.

Calendar Properties

See Create a Calendar: Calendar Properties.

Custom Day Properties

See Create a Calendar: Custom Day Properties.

Local Custom Day Properties

See Create a Calendar: Local Custom Day Properties.
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XML Response

JSON Response

XML Response
<?xml version="1.0" encoding="UTF-8"
standalone="yes"?>

<calendar retainSysIds="true" version="2">

,Friday</businessDays>
<custombDays/>
<comments />
<firstDayOfWeek>Monday</firstDayOfWeek>
<firstQuarterStart>

<day>15</day>
<month>Jan</month>
</firstQuarterStart>
<fourthQuarterStart>
<day>15</day>
<month>0ct</month>
</fourthQuarterStart>
<localCustombays/>
<name>Q15</name>
<opswiseGroups/>
<secondQuarterStart>
<day>15</day>
<month>Apr</month>
</secondQuarterStart>
<sysId>8aad692481794d928161539552chb61cl</
sysId>
<thirdQuarterStart>
<day>15</day>
<month>Jul</month>
</thirdQuarterStart>

</calendar>

<businessDays>Monday,Tuesday,Wednesday, Thursday

JSON Response

{
"businessDays": {
"value":
"Monday, Tuesday,Wednesday, Thursday,Friday"
by
"comments": null,
"customDays": [],
"firstDayOfWeek": "Monday",
"firstQuarterStart": {
Ugleggty WisW

"month": "Jan"

I
"fourthQuarterStart": {
"15"’

"oct"

"day":

"month":
I
"localCustomDays": [],
"Q15",

"opswiseGroups": [],

"name":

"retainSysIds": true,

"secondQuarterStart": {

”day": HlSH,
"month": "Apr"
1
"sysId":

""82ad692481794d928161539552¢ch61cl",
"thirdQuarterStart": {

HlSH’

HJUIH

"day":
"month":

s

"version": 2
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4.13.6 List Local Custom Day Qualifying Dates

Description
URI http://host_name/uc/resources/calendar/localcustomdays/qualifyingdates
HTTP Method GET
Description Retrieves information on Qualifying Dates for a specific Local Custom Day.

URI Parameters

See List Local Custom Day Qualifying Dates URI Parameters: URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/calendar/localcustomdays/qualifyingdates?
customdayname=testLocalCustomDay&calendarname=testCalendar

Authentication

HTTP Basic

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See List Local Custom Day Qualifying Dates: Example Response, below.

4.13.6.1 List Local Custom Day Qualifying Dates: URI Parameters

Name Description Specifications Required Mutually Exclusive With
customdayname Name used within the Controller to Maximum 40 alphanumerics. |Y
identify this Local Custom Day.
calendarid Unique ID for this calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify this calendar. (unless calendarid
is specified)
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4.13.6.2 List Local Custom Day Qualifying Dates: Example Response

XML Response JSON Response
XML Response JSON Response
<qualifyingDates> [
<qualifyingDate>Mon, Jan 1, 2018</qualifyingDate> "Mon, Jan 1, 2018",
<qualifyingDate>Tue, Jan 1, 2019</qualifyingDate> "Tue, Jan 2, 2019",
<qualifyingDate>Wed, Jan 1, 2020</qualifyingDate> "Wed, Jan 1, 2020",
<qualifyingDate>Fri, Jan 1, 2021</qualifyingDate> "Fri, Jan 1, 2021"
<qualifyingDate>Sat, Jan 1, 2022</qualifyingDate> ]
<qualifyingDate>Sun, Jan 1, 2023</qualifyingDate>
<qualifyingDate>Mon, Jan 1, 2024</qualifyingDate>
<qualifyingDate>Wed, Jan 1, 2025</qualifyingDate>
<qualifyingDate>Thu, Jan 1, 2026</qualifyingDate>
<qualifyingDate>Fri, Jan 1, 2027</qualifyingDate>
<qualifyingDate>Sat, Jan 1, 2028</qualifyingDate>
<qualifyingDate>Mon, Jan 1, 2029</qualifyingDate>
<qualifyingDate>Tue, Jan 1, 2030</qualifyingDate>
<qualifyingDate>Wed, Jan 1, 2031</qualifyingDate>
<qualifyingDate>Thu, Jan 1, 2032</qualifyingDate>
<qualifyingDate>Sat, Jan 1, 2033</qualifyingDate>
<qualifyingDate>Sun, Jan 1, 2034</qualifyingDate>
<qualifyingDate>Mon, Jan 1, 2035</qualifyingDate>
<qualifyingDate>Tue, Jan 1, 2036</qualifyingDate>
<qualifyingDate>Thu, Jan 1, 2037</qualifyingDate>
<qualifyingDate>Fri, Jan 1, 2038</qualifyingDate>
<qualifyingDate>Sat, Jan 1, 2039</qualifyingDate>
<qualifyingDate>Sun, Jan 1, 2040</qualifyingDate>
<qualifyingDate>Tue, Jan 1, 2041</qualifyingDate>
<qualifyingDate>Wed, Jan 1, 2042</qualifyingDate>
<qualifyingDate>Thu, Jan 1, 2043</qualifyingDate>
<qualifyingDate>Fri, Jan 1, 2044</qualifyingDate>
<qualifyingDate>Sun, Jan 1, 2045</qualifyingDate>
<qualifyingDate>Mon, Jan 1, 2046</qualifyingDate>
<qualifyingDate>Tue, Jan 1, 2047</qualifyingDate>
</qualifyingDates>

4.13.7 List Local Custom Day Qualifying Periods

Description

URI

http://host_name/uc/resources/calendar/localcustomdays/qualifyingperiods

HTTP Method

GET

Description

Retrieves information on Qualifying Periods for a specific Local Custom Day.

URI Parameters

See List Local Custom Day Qualifying Periods URI Parameters: URI Parameters, below.
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Description

Example URI http://localhost:8080/uc/resources/calendar/localcustomdays/qualifyingperiods?
customdayname=testLocalCustomDay&calendarname=testCalendar

Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See List Local Custom Day Qualifying Periods: Example Response, below.

4.13.7.1 List Local Custom Day Qualifying Periods: Example Response

XML Response JSON Response
XML Response JSON Response
<qualifyingPeriods> [
<qualifyingPeriod> {
<startDate>Sun, Jan 1, 2017</startDate> "startDate": "Sun, Jan 1, 2017",
<endDate>Sat, Jan 6, 2018</endDate> "endDate": "Sat, Jan 6, 2018"
</qualifyingPeriod> },
<qualifyingPeriod> {
<startDate>Sun, Jan 7, 2018</startDate> "startDate": "Sun, Jan 7, 2018",
<endDate>Sat, Jan 5, 2019</endDate> "endDate": "Sat, Jan 5, 2019"
</qualifyingPeriod> }
<qualifyingPeriod> ]

<startDate>Sun, Jan 6, 2019</startDate>
<endDate>Sat, Jan 4, 2020</endDate>
</qualifyingPeriod>
<qualifyingPeriod>
<startDate>Sun, Jan 5, 2020</startDate>
<endDate>Sat, Jan 2, 2021</endDate>
</qualifyingPeriod>
<qualifyingPeriod>
<startDate>Sun, Jan 3, 2021</startDate>
<endDate>Sat, Jan 1, 2022</endDate>
</qualifyingPeriod>
<qualifyingPeriod>
<startDate>Sun, Jan 2, 2022</startDate>
<endDate>Sat, Dec 31, 2022</endDate>
</qualifyingPeriod>
</qualifyingPeriods>
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4.13.7.2 List Custom Day Qualifying Periods: URI Parameters

Name Description Specifications Required Mutually Exclusive With
customdayname Name used within the Controller to Maximum 40 alphanumerics. |Y
identify this Local Custom Day.
calendarid Unique ID for this calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify this calendar. (unless calendarid
is specified)

4.13.8 Modify a Calendar

Description
URI http://host_name/uc/resources/calendar
HTTP Method PUT
Description Modifies the Calendar specified by the sysId .
To modify Calendar properties without modifying related records, see the
excludeRelated property.
Example URI http://localhost:8080/uc/resources/calendar

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify a Calendar: Example Request, below.

Calendar Properties

See Create a Calendar: Calendar Properties.

Custom Day Properties

See Create a Calendar: Custom Day Properties.

Local Custom Day Properties

See Create a Calendar: Local Custom Day Properties.

Example Response

Status 200 /OK
Successfully updated the calendar with sysld <sysld> to version <version>.

4.13.8.1 Modify a Calendar: Example Request

The excludeRelated property is included in the XML as an attribute.
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XML Request JSON Request
XML Request JSON Request
<calendar> {
<businessDays>Monday, Tuesday,Wednesday, "businessDays": {
Thursday, Friday</businessDays> "value'":
<customDays> "Monday,Tuesday,Wednesday,Thursday, Friday"
<customDay> 1,
<name>uc - Christmas</ "comments": "American Calendar",
name> "customDays": [
<sysId>dafl6d70c0a8016500 {
40c4d58a3feebd</sysId> "name": "uc - Christmas",
</custombDay> "sysId":
<customDay> "daf16d70c0a801650040c4d58a3feebd"
<name>uc - Flag Day</ 1,
name> {
"name": "uc - Flag Day",
<sysId>daf16d8fc0a801650040c4d54b2432fb</ "sysId":
sysId> "daf16d8fc0a801650040c4d54b2432fb"
</custombDay> }
</custombDays> 1,
<comments>American Calendar</comments> "firstDayOfWeek": "Sunday",
<firstDayOfWeek>Sunday</firstDayOfWeek> "localCustomDays": [
<localCustomDays> {
<localCustomDay> "adjustment": "None",
<adjustment>None</ "adjustmentAmount": 1,
adjustment> "adjustmentType": "Day",
<adjustmentAmount>1</ "category": "Holiday",
adjustmentAmount> "comments": null,
<adjustmentType>Day</ "ctype": "Single Date",
adjustmentType> "date'": "2017-08-23",
<category>Holiday</ "datelList": [],
category> "day": 1,
<comments/> "dayofweek": "Sun",
<ctype>Single Date</ctype> "month": "Jan",
<date>2017-08-23</date> "name": "local custom day",
<datelist/> "relfreq": "1st",
<day>1</day> "sysId":
<dayofweek>Sun</dayofweek> "616ecl5e7a5e40dbaae421e3688a25e5"
<month>Jan</month> }
<name>local custom day</ 1,
name> "name": "uc - American Calendar",
<relfreg>1lst</relfreqg> "opswiseGroups": [],
<sysId>6l6ecl5e7a5e40dbaa "sysId": "da24b953c0a8016501fbcb18464d8328"
e421e3688a25e5</sysId> }
</localCustombDay>
</localCustomDays>
<name>uc - American Calendar</name>
<opswiseGroups />
<sysId>da24b953c0a8016501fbcb18464d8328
</sysId>
</calendar>
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4.13.9 Read a Calendar

Description
URI http://host_name/uc/resources/calendar
HTTP Method GET
Description Retrieves information on a specific Calendar.
URI Parameters See Read a Calendar: URI Parameters, below.
Example URI + http://localhost:8080/uc/resources/calendar?calendarname=testCalendar

+ http://localhost:8080/uc/resources/calendar?
calendarid=d26265a2c4f345359d9b356f18a462c1

Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response + Status 200 /0K
(See Read a Calendar: Example Response, below.)
Status 404 /Not Found
A calendar with id "d26265a2c4f345359d9b356f18a462c1" does not exist.
Calendar Properties See Create a Calendar: Calendar Properties.
Custom Day Properties See Create a Calendar: Custom Day Properties.
Local Custom Day Properties See Create a Calendar: Local Custom Day Properties.

4.13.9.1 Read a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
calendarid Unique ID for this Calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify this Calendar. (unless calendarid
is specified)

4.13.9.2 Read a Calendar: Example Response

The
retainSysIds
and
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version

properties are specified as attributes in XML.

The
exportReleaselLevel

and exportTable properties are specified as attributes in XML.
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XML Response

JSON Response

XML Response
<?xml version="1.0" encoding="UTF-8"
standalone="yes"?>

<calendar retainSysIds="true" version="2">

<businessDays>Monday, Tuesday,Wednesday, Thursday

,Friday</businessDays>
<customDays/>
<comments />
<firstDayOfWeek>Monday</firstDayOfWeek>
<firstQuarterStart>

<day>15</day>
<month>Jan</month>
</firstQuarterStart>
<fourthQuarterStart>
<day>15</day>
<month>0ct</month>
</fourthQuarterStart>
<localCustomDays/>
<name>Q15</name>
<opswiseGroups/>
<secondQuarterStart>
<day>15</day>
<month>Apr</month>
</secondQuarterStart>
<sysId>8aad692481794d928161539552cb61cl1</
sysId>
<thirdQuarterStart>
<day>15</day>
<month>Jul</month>
</thirdQuarterStart>

</calendar>

JSON Response

{
"businessDays": {
"value'":
"Monday, Tuesday,Wednesday,Thursday, Friday"
b
"comments": null,
"customDays": [],
"firstDayOfWeek": "Monday",
"firstQuarterStart": {
"day": "15",

"month": "Jan"

1,
"fourthQuarterStart": {
"15"’

"Oct"

"day":

"month":
b
"localCustomDays": [],
"Q15",

"opswiseGroups": [],

"name":

"retainSysIds": true,

"secondQuarterStart": {

”day”: "15”’
"month": "Apr"
1,
"sysId":

"82ad692481794d928161539552¢ch61cl",
"thirdQuarterStart": {

HlSH,

"Juln

"day":
"month'":
1

"version": 2
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4.13.10 Read All Custom Days of a Calendar

Description
URI http://host_name/uc/resources/calendar/customdays
HTTP Method GET
Description Retrieves information on all Custom Days of a specific Calendar.
URI Parameters See Read All Custom Days of a Calendar: URI Parameters, below.
Example URI http://localhost:8080/uc/resources/calendar/customdays?calendarname=test
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Response + Status 200 /0K
(See Red All Custom Days of a Calendar: Example Response, below.)
Status 404 /Not Found
A calendar with id "d26265a2c4f345359d9b356f18a462c1" does not exist.
Response Properties See Read All Custom Days of a Calendar: Response Properties, below.

4.13.10.1 Read All Custom Days of a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
calendar-id Unique ID for this Calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify this Calendar. (unless calendarid
is specified)

4.13.10.2 Read All Custom Days of a Calendar: Example Response

The
exportReleaselevel

and exportTable properties are specified as attributes in XML.
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XML Response JSON Response
XML Response JSON Response
<customDays> [
<customDay> exportReleaselLevel="7.2.0.0" {
exportTable="ops_customdays" "adjustment": "None",
<adjustment>None</adjustment> "adjustmentAmount": 1,
<adjustmentAmount>1</ "adjustmentType": "Day",
adjustmentAmount> "category": "Holiday",
<adjustmentType>Day</adjustmentType> "comments": "New Year's Day - Jan 1lst",
<category>Holiday</category> "ctype": "Absolute Repeating Date",
<comments>New Year's Day - Jan 1lst</ "date: null,
comments> "datelList: [ 1],
<ctype>Absolute Repeating Date</ "day": 1,
ctype> "dayofweek": "Sun",
<date /> "exportReleaselevel": "7.2.0.0",
<datelist /> "exportTable": "ops_customdays",
<day>1</day> "holiday": true,
<dayofweek>Sun</dayofweek> "month": "Jan",
<holiday>true</holiday> "name": "uc - New Year's Day",
<month>Jan</month> "period": false,
<name>uc - New Year's Day</name> "relfreq": "1st",
<period>false</period> "sysId":
<relfreg>1lst</relfreqg> "dae77560c0a80165006d8051753b806C"
<sysId>dae77560c0a80165006d8051753b8 1,
06¢c</sysId> {
</custombDay> "adjustment": "None",
<customDay> exportReleaselLevel="7.2.0.0" "adjustmentAmount": 1,
exportTable="ops_customdays" "adjustmentType": "Day",
<adjustment>None</adjustment> "category"": Holiday",
<adjustmentAmount>1</ "comments": "New Year's Day - Jan 1st",
adjustmentAmount> "ctype"": Absolute Repeating Date",
<adjustmentType>Day</adjustmentType> "date : null,
<category>Holiday</category> "datelList : [],
<comments>New Year's Day - Jan 1lst</ "day": 1,
comments> "dayofweek": "Sun",
<ctype>Absolute Repeating Date</ "exportReleaselevel": "7.2.0.0",
ctype> "exportTable": "ops_customdays",
<date /> "holiday": true,
<datelist /> "month": "Jan",
<day>1</day> "name": "uc - New Year's Day",
<dayofweek>Sun</dayofweek> "period": false",
<holiday>true</holiday> "relfreq": "1st",
<month>Jan</month> "sysId":
<name>uc - New Year's Day</name> "dae77560c0a80165006d8051753b806¢C
<period>false</period> }
<relfreqg>1lst</relfreq> ]
<sysId>dae77560c0a80165006d8051753b806¢c</sysId>
</custombDay>
</custombDays>
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4.13.10.3 Read All Custom Days of a Calendar: Properties

Property Ul Field Name Description

adjustment Adjustment Adjustment for the repeating date.

adjustmentAmount Adjustment Amount Amount (number of days) of the adjustment to be made.

adjustmentType Adjustment Type Type of day on which to make the adjustment.

category Category Category of this Local Custom Day.

comments Description Description of this Custom Day.

ctype Type Type of this Custom Day.

date Date Specific date for this Custom Day

datelist Dates Multiple specific dates for this Custom Day.

day Day Day of the month.

dayofweek Day Of Week Day of the week.

exportReleaselevel n/a Universal Controller release that the record was exported from.

exportTable n/a Record table information.

holiday Holiday Deprecated. Indication of whether or not this Custom Day is a
holiday.

month Month Month of the year.

name Name Name of this Custom Day.

period Period Deprecated. Indication of whether or not this Custom Day defines
a custom period of days.

relfreq When Occurrence of this day in the month.

sysId n/a System ID in the database for this Custom Day.

4.13.11 Remove a Custom Day from a Calendar

Description

URI http://host_name/uc/resources/calendar/customdays
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Description
HTTP Method DELETE
Description Removes the specified Custom Day from a specific Calendar.
URI Parameters See Remove a Custom Day from a Calendar: URI Parameters, below.
Example URI http://localhost:8080/uc/resources/calendar/customdays?

calendarname=ExampleCalendar&customdayid=977e7539af6e450d924a92e1ad39a256

Authentication HTTP Basic

Example Response + Status 200 /OK

Successfully removed custom day <customDay> from calendar <calendar>.
Status 400 /Bad Request

Calendar <calendarName> doesn't exist.

4.13.11.1 Remove a Custom Day from a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
calendarid Unique ID for the Calendar. Y calendarname
(unless
calendarname
is specified)
calendarname Name used within the Controller to Maximum 40 alphanumerics. |Y calendarid
identify the Calendar. (unless calendarid
is specified)
customdayid Unique ID for the Custom Day. Y customdayname
(unless
customdayname
is specified)
customdayname Name used within the Controller to Maximum 40 alphanumerics. |Y customdayid
identify the Custom Day. (unless customdayid
is specified)

414 Cluster Node Web Services

4.14.1 Overview

Universal Controller supports the following RESTful-based web services for Cluster Nodes, which are listed alphabetically on
this page.

« List All Cluster Nodes
+ Read Current Cluster Node

Formatting specifications for each web service, including details about parameter requirements, are provided.
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Description

URI

http://host_name/uc/resources/clusternode/list

HTTP Method

GET

Description

Retrieves information on all Cluster Nodes.

Example URI

http://localhost:8080/uc/resources/clusternode/list

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Example Response

See List All Cluster Nodes: XML and JSON Examples.

Properties

See List All Cluster Nodes: Properties.
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4.14.2.1 List All Cluster Nodes: XML and JSON Examples

XML JSON
XML JSON
<?xml version="1.0" encoding="UTF-8" [
standalone="yes"?> {
<clusterNodes> "buildDate": "11-23-2023_1058",
<clusterNode> "buildId": "build.development",
<buildDate>11-23-2023_1245</buildDate> "hostName": "MAC-LAP",
<buildId>build.development</buildId> "ipAddress": "10.0.0.53",
<hostName>MAC-LAP</hostName> "nodeId": "zzz:7080-ops",
<ipAddress>10.0.0.53</ipAddress> "nodeMode": "Passive",
<nodeId>vvv:7080-ops</nodeld> "nodeStart": "2023-11-23 10:58:44",
<nodeMode>Passive</nodeMode> "nodeTs": "2023-12-23 12:37:55",
<nodeStart>2023-11-23 12:45:19</ "nodeUptime": 5950,
nodeStart> "nodeUptimeDisplay": "1 Hour 39 Minutes
<nodeTs>2023-12-23 13:02:20</nodeTs> 10 Seconds",
<nodeUptime>1020</nodeUptime> "paused": false,
<nodeUptimeDisplay>17 Minutes 0 "pausedForMaintenance": null,
Seconds</nodeUptimeDisplay> "preferred": false,
<paused>false</paused> "relId": "7.6.0.0",
<pausedForMaintenance /> "sysId":
<preferred>false</preferred> "e2738159924c4ce7b867b585027e9dfc",
<relld>7.6.0.0</relld> "transitory": true
1
<sysId>e49ff9705da6407caaal5de9cll3ae9eb</ {
sysId> "buildDate": "11-23-2023_1245",
<transitory>false</transitory> "buildId": "build.development",
</clusterNode> "hostName": "MAC-LAP",
<clusterNode> "ipAddress": "10.0.0.53",
<buildDate>11-24-2023_1238</buildDate> "nodeId": "vvv:7080-ops",
<buildId>build.development</buildId> "nodeMode": "Passive",
<hostName>MAC-LAP</hostName> "nodeStart": "2023-11-23 12:45:19",
<ipAddress>10.0.0.53</ipAddress> "nodeTs": "2023-12-23 13:02:20",
<nodeId>MAC-LAP:7080-ops</nodeld> "nodeUptime": 1020,
<nodeMode>Active</nodeMode> "nodeUptimeDisplay": "17 Minutes 0
<nodeStart>2023-11-24 12:38:06</ Seconds",
nodeStart> "paused": false,
<nodeTs>2023-11-27 09:23:33</nodeTs> "pausedForMaintenance": null,
<nodeUptime>247526</nodeUptime> "preferred": false,
<nodeUptimeDisplay>2 Days 20 Hours 45 "relId": "7.6.0.0",
Minutes 26 Seconds</nodeUptimeDisplay> "sysId":
<paused>false</paused> "e49ff9705da6407caaalsde9cl3lae9eb",
<pausedForMaintenance /> "transitory": true
<preferred>false</preferred> 1,
<relld>7.6.0.0</relld> {

"buildDate": "11-23-2023_0132",
<sysId>lcac0l428a5a489aade6048ecd13771c</ "buildId": "build.development",
sysId> "hostName": "MAC-LAP",

<transitory>true</transitory> "ipAddress": "10.0.0.53",
</clusterNode> "nodeId": "MAC-LAP:7080-ops",
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XML

JSON

</clusterNodes>

"nodeMode": "Active",

"nodeStart": "2023-11-23 13:32:54",

"nodeTs": "2023-11-24 08:47:02",

"nodeUptime": 69247,

"nodeUptimeDisplay": "19 Hours 14
Minutes 7 Seconds",

"paused": false,

"pausedForMaintenance": null,

"preferred": false,

"relId": "7.6.0.0",

"sysId":
"8152d5e530134bb8a7bh03567480aadbd",

"transitory": false

}
]
4.14.2.2 List All Cluster Nodes: Properties
Property Ul Field Name Description
buildDate Build Date Build date for this cluster node.
buildId Build Id Build ID for this cluster node.
hostName Host Name IP address or domain/name of the host machine where the cluster
node resides.
ipAddress IP Address IP address of this cluster node.
nodeId Node Id URL of the cluster node.
nodeMode Mode Current mode of the cluster node.
nodeStart Start Time Date and time this cluster node was last started.
nodeTs Timestamp Date and time of the last heartbeat of this cluster node.
nodeUptime n/a nodeUptimeDisplay (in seconds).
nodeUptimeDisplay Uptime Amount of time this cluster node has been running.
paused Paused Indication that the Controller has been paused.
pausedForMaintenance n/a Deprecated. Indication that the Controller has been paused for
maintenance
relld Release Release number for this cluster node.
sysId n/a System ID field in the database for this cluster node record.
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Property

Ul Field Name

Description

transitory

Transient

Specifies if this node is a transient Cluster Node.

4.14.3 Read Current Cluster Node

Description

URI

http://host_name/uc/resources/clusternode/info

HTTP Method

GET

Description

Retrieves information on the current Cluster Node.

Example URI

http://localhost:8080/uc/resources/clusternode/info

Consumes Content-Type

n/a

Produces Content-Type

application/xml, application/json

Response Example

See Read Current Cluster Node: XML and JSON Examples.

Properties

See List All Cluster Nodes: Properties.
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4.14.3.1 Read Current Cluster Node: XML and JSON Examples

<?xml version="1.0" encoding="UTF-8"

standalone="yes"?>

<clusterNode>
<buildDate>11-24-2023_1238</buildDate>
<buildId>build.development</buildId>
<hostName>MAC-LAP</hostName>
<ipAddress>10.0.0.53</ipAddress>
<nodeId>MAC-LAP:7080-ops</nodeld>
<nodeMode>Active</nodeMode>
<nodeStart>2023-11-24 12:38:06</nodeStart>
<nodeTs>2023-11-27 09:39:14</nodeTs>
<nodeUptime>248467</nodeUptime>
<nodeUptimeDisplay>2 Days 21 Hours 1 Minute

7 Seconds</nodeUptimeDisplay>
<paused>false</paused>
<pausedForMaintenance />
<preferred>false</preferred>
<relld>7.6.0.0</relld>
<sysId>1lcac0l428a5a489aade6048ecdl13771c</

sysId>
<transitory>true</transitory>

</clusterNode>

XML JSON
XML JSON
{

"buildDate": "11-24-2023_1238",
"buildId": "build.development",

"hostName": "MAC-LAP",

"ipAddress": "10.0.0.53",
"nodeId": "MAC-LAP:7080-ops",

"nodeMode": "Active",

"nodeStart": "2023-11-24 12:38:06",
"nodeTs": "2023-11-27 09:37:14",

"nodeUptime": 248347,

"nodeUptimeDisplay": "2 Days 20 Hours 59

Minutes 7 Seconds",

"lcac0l428a5a489%aade6048ecd13771c",

"paused": false,

"pausedForMaintenance": null,

"preferred": false,
"relId": "7.6.0.0",
"sysId":

"transitory": true

4.15 Connections Web Services

4.15.1 Overview

Universal Controller supports RESTful-based web services for the following types of Connections:

+ Database Connections

« Email Templates

« Email Connections

+  SAP Connections

+ PeopleSoft Connections
+ SNMP Managers

Formatting specifications for each web service, including details about parameter requirements, are provided.
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4.15.2 Database Connection Web Services

4.15.2.1 Overview

Universal Controller supports the following RESTful-based web services for Database Connection operations, which are listed
alphabetically on this page.

+ Create a Database Connection
+ Delete a Database Connection
+ List Database Connections

+ Modify a Database Connection
« Read a Database Connection

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.2.2 Create a Database Connection

Description
URI http://host_name/uc/resources/databaseconnection
HTTP Method POST
Description Creates an Database Connection .
Example URI http://localhost:8080/uc/resources/databaseconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Database Connection: Example Request, below.
Example Response + Status 200 /OK
Successfully created the Database Connection with sysld {sysld}.
+ Status 400 /Bad Request
Create Database Connection failed. A duplicate value has been detected. Name
must be unique.
Database Connection Properties See Database Connection Properties, below.
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4.15.2.2.1 Create a Database Connection: Example Request

XML Request

JSON Request

XML Request

dbUr1>

sysId>

</databaseConnection>

<databaseConnection retainSysIds="true">
<credentials />
<dbDescription />
<dbDriver>com.mysql.jdbc.Driver</dbDriver>
<dbMaxRows />
<dbType>My SQL</dbType>
<dbUr1>jdbc:mysql://localhost:3306/uc</

<name>Database Connection 1</name>
<opswiseGroups />
<sysId>62701879a6264107bb757a952bcc65cc</

JSON Request

"dbUr1l": "jdbc:mysql://localhost:3306/

{
"credentials": null,'
"dbDescription": null,
"dbDriver": "com.mysql.jdbc.Driver",
"dbMaxRows": null,
ndeypen: "My SQL",

LIC",

"name": "Database Connection 1",

"opswiseGroups": null,
"retainSysIds": true,

"sysId":

"62701879a6264107bb757a952bcc65cc”

}

4.15.2.2.2 Database Connection Properties

Property Ul Field Name Description Specifications Required
credentials Credentials Credentials for this Database Connection. N
dbDescription Description Description of this record. N
dbDriver Driver Name of the JDBC driver. Y
dbMaxRows Maximum Rows If necessary, specifies a limit to the N

number of rows you want returned by the

SQL statement.
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Property Ul Field Name Description Specifications Required

dbType Database Type Type of Database. Valid Values: Y

+  As String = MySQL (or My
SQL), As Value = 1

As String = MS SQL Server,
As Value =2

+ As String = Oracle, As Value
=3

As String = DB2, As Value = 4

+ As String = Sybase SQL
Anywhere, As Value = 5

As String = Other, As Value =
6

Default is MySQL (1).

dbUrl Connection URL URL of the database. Y

exportReleaselevel |N/a Universal Controller release that the read only N
record was exported from.

exportTable n/a Record table information. read only N

name Connection Name Name used within the Controller to Y
identify this Database Connection.
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Property Ul Field Name Description Specifications Required
opswiseGroups Member of Business Services |Business Services that this record N
belongs to.
XML

<opswiseGroups>

<opswiseGroup>groupl<
/opswiseGroup>

<opswiseGroup>group2<

/opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups":
["groupl","group2"]

retainSysIds n/a Specification for whether or not the Valid values: true/false (defaultis |N
Create a Database Connection web true).

service will persist the sysId property.

If retainSyslds="true" and sysId is
included in the request/response,
sysId will be persisted to the

database.

If retainSyslds="false" and sysId
is included in the request/response,
sysId will be ignored; it will be
autogenerated by the Controller.

Note

In XML web services,
retainSysIds is specified as

an attribute in the
<databaseConnection> element.

sysId n/a System ID field in the database for this Persisted only if retainSyslds is [N
Database Connection record. set to true.
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4.15.2.3 Delete a Database Connection

Description
URI http://host_name/uc/resources/databaseconnection
HTTP Method DELETE
Description Deletes a Database Connection.
URI Parameters See Delete a Database Connection: URI Parameters , below.
Example URI http://localhost:8080/uc/resources/databaseconnection?connectionname=Test4
Example Response + Status 200 /OK
Database Connection deleted successfully.
Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connectionname and connectionid at
the same time.
Status 404 /Not Found
a Database Connection with {name/id} "test" does not exist.

4.15.2.3.1 Delete a Database Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this Database Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this Database Connection. (unless connectionid
is specified)

4.15.2.4 List Database Connections

Description
URI http://host_name/uc/resources/databaseconnection/list
HTTP Method GET
Description Retrieves information on all Database Connections.
Example URI http://localhost:8080/uc/resources/databaseconnection/list
Authentication HTTP Basic
Consumes Content-Type n/a
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Description

Produces Content-Type

application/xml, application/json

Example Response

See List Database Connections: Example Response, below.

Database Connection Properties

See Database Connection Properties.

4.15.2.4.1 List Database Connections: Example Response

XML Response

JSON Response

XML Response

<databaseConnections>
<databaseConnection exportReleaselLevel="
7.2.0.0" exportTable="ops_database_connectio
n" version="3">
<credentials />
<dbDescription />
<dbDriver>com.mysql.jdbc.Driver</
dbDriver>
<dbMaxRows />
<dbType>My SQL</dbType>
<dbUr1>jjdbc:mysql://localhost:3306/
uc</dbUr1>
<name>Database Connection 1</name>
<opswiseGroups />
<sysId>62701879a6264107bb757a952bcc6
5cc</sysId>
</databaseConnection>
<databaseConnection exportReleaselLevel="
7.2.0.0" exportTable="ops_database_connectio
n" version="6">
<credentials />
<dbDescription />
<dbDriver>com.mysql.jdbc.Driver</
dbDriver>
<dbMaxRows />
<dbType>My SQL</dbType>
<dbUr1>jdbc:mysql://localhost:3306/
uc</dbUr1>
<name>Database Connection 2</name>
<opswiseGroups />
<sysId>3d7a03053ad64delb21b6849e6dea
fdo</sysId>
</databaseConnection>
<databaseConnections>

JSON Response

[
{

"credentials": null,

"dbDriver": "com.mysql.jdbc.Driver",

"dbMaxRows": null,

udeypeu: "My SQL",

"dbUr1l": "jdbc:mysql://localhost:3306/uc",

"dbDescription": null,

"exportReleaselevel": "7.2.0.0",

"exportTable": "ops_database_connection",

"name": "Database Connection 1",

"opswiseGroups": null,

"sysId":
"62701879a6264107bb757a952bcc65cc",

"version": 3

I

{

"credentials": null,

"dbDescription": null,

"dbDriver": "com.mysql.jdbc.Driver",
"dbMaxRows": null,

"dbType": "My SQL",

"dbUr1l": "jdbc:mysql://localhost:3306/uc",

"exportReleaselevel": "7.2.0.0",

"exportTable": "ops_database_connection",

"name": "Database Connection 2",

"opswiseGroups": null,

"sysId":
"3d7a03053ad64delb21b6849e6deafd9",

"version": 6

}
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Description

URI

http://host_name/uc/resources/databaseconnection

HTTP Method

PUT

Description

Modifies the Database Connection specified by the sysId.

Example URI

http://localhost:8080/uc/resources/databaseconnection

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify a Database Connection: Example Request, below.

Database Connection Properties

See Database Connection Properties.

Example Response

+ Status 200 /0K
Successfully updated the Database Connection with sysld <sysld> to version
<version>.

4.15.2.5.1 Modify a Database Connection: Example Request

XML Request

JSON Request

XML Request

<databaseConnection>
<credentials />
<dbDescription />

<dbMaxRows />
<dbType>My SQL</dbType>

dbUr1>
<name>Database Connection 1</name>
<opswiseGroups>
<opswiseGroup>Accounting</
opswiseGroup>
</opswiseGroups>

sysId>
</databaseConnection>

<dbDriver>com.mysql.jdbc.Driver</dbDriver>

<dbUr1>jdbc:mysql://localhost:3306/uc</

<sysId>62701879a6264107bb757a952bcc65cc</

JSON Request

{

"credentials": null,

"dbDescription": null,

"dbDriver": "com.mysql.jdbc.Driver",

"dbMaxRows": null,

ndeypen: "My SQL",

"dbUr1l": "jdbc:mysql://localhost:3306/
UC",

"name": "Database Connection 1",

"opswiseGroups": [ "Accounting" ],

"sysId":
"6270187926264107bb7572952bcc65cc”
}
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4.15.2.6 Read a Database Connection

URI http://host_name/uc/resources/databaseconnection

HTTP Method GET

Description Retrieves information on a specific Database Connection.

URI Parameters See Read a Database Connection: URI Parameters, below.

Example URI http://localhost:8080/uc/resources/databaseconnection?connectionname=Test4
Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See Read a Database Connection: Example Response, below.

Database Connection Properties See Database Connection Properties.

4.15.2.6.1 Read a Database Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this Database Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this Database Connection. (unless connectionid
is specified)
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4.15.2.6.2 Read a Database Connection: Example Response

XML Response

JSON Response

XML Response

<databaseConnection exportReleaselLevel="7.2.0.
0" exportTable="ops_database_connection"
retainSysIds="true" version="1">
<credentials />
<dbDescription />
<dbDriver>com.mysql.jdbc.Driver</dbDriver>
<dbMaxRows />
<dbType>My SQL</dbType>
<dbUr1>jdbc:mysql://localhost:3306/uc</
dbUr1>
<name>Database Connection 1</name>
<opswiseGroups />
<sysId>62701879a6264107bb757a952bcc65cc</
sysId>
</databaseConnection>

JSON Response

{
"credentials": null,
"dbDescription": null,
"dbDriver": "com.mysql.jdbc.Driver",
"dbMaxRows": null,
IldeypeII: IIMy SQLII’
"dbUr1l": "jdbc:mysql://localhost:3306/
UC",
"exportReleaselLevel": "7.2.0.0",
"exportTable": "ops_database_connection",
"name": "Database Connection 1",
"opswiseGroups": null,
"retainSysIds": true,
"sysId":
"6270187926264107bb7572a952bccb5cc",
"version": 1

}

4.15.3 Email Connection Web Services

4.15.3.1 Overview

Universal Controller supports the following RESTful-based web services for Email Connection operations, which are listed

alphabetically on this page.

+ Create an Email Connection
+ Delete an Email Connection
+ List Email Connections

+ Modify an Email Connection
+ Read an Email Connection

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.3.2 Create an Email Connection

Description

URI

http://host_name/uc/resources/emailconnection

HTTP Method POST

Description

Creates an Email Connection .
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Description

Example URI

http://localhost:8080/uc/resources/emailconnection

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create an Email Connection: Example Request, below.

Example Response

+ Status 200 /0K

Successfully created the Email Connection with sysld {sysld}.

+ Status 400 /Bad Request

Create Email Connection failed. A duplicate value has been detected. Name must

be unique.

Email Connection Properties

See Email Connection Properties , below.
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XML Request

JSON Request

XML Request
<emailConnection exportReleaselLevel="7.3.0.0"
exportTable="ops_email_connection"
retainSysIds="true" version="3">
<authentication>true</authentication>
<authenticationType>Password</
authenticationType>
<defaultUser>jane.doe@stonebranch.com</
defaultUser>
<description />
<emailAddr>jane.doe@stonebranch.com</
emailAddr>
<imap />
<imapPort>143</imapPort>
<imapSs1>false</imapSsl>
<imapStarttls>false</imapStarttls>
<name>Email Connection 1</name>
<oauthClient />
<opswiseGroups/>
<smtp>smtp.gmail.com</smtp>
<smtpPort>465</smtpPort>
<smtpSsl>true</smtpSsl>
<smtpStarttls>false</smtpStarttls>
<sysId>3b2c5049632841189888c921f9584edf</
sysId>
<systemConnection>false</systemConnection>
<trashFolder />
<type>0Qutgoing</type>

</emailConnection>

JSON Request

{
"authentication" true,

"authenticationType" "Password",

"defaultUser" "jane.doe@stonebranch.com",

"description" null,

"emailAddr" "jane.doe@stonebranch.com",

"exportReleaselLevel" "7.3.0.0",

"exportTable" "ops_email_connection",

"imap" null,

"imapPort" 143,

"imapSs1" false,

"imapStarttls" false,

"name" "Email Connection 1",

"oauthClient" null,

"opswiseGroups" [ 1,

"retainSysIds" true,

"smtp" "smtp.gmail.com",

"smtpPort" 465,

"smtpSs1" true,

"smtpStarttls" false,

"sysId"
"3b2c5049632841189888c921f9584edf",

"systemConnection" false,

"trashFolder" null,

"type" "Qutgoing",

"version" : 3
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Property ul Description Specifications Required
Field
Name
authentication Authentic | peprecated. If type = Outgoing; Specification for whether or not Boolean; Valid values: N
ation . true/false. Default is
Required defaultUser and password are required. false.
authenticationType |Authentic |Method of authentication. Valid values (case- N
ation insensitive):
As String = None, As
Value =0
+ AsString =
Password, As Value
=1
As String = OAuth
2.0, As Value =2
authorized Is' |If authenticationType = OAuth 2.0; Specification for whether or | Boolean; read only N
ﬁuthonze not the email connection is authorized.
defaultPwd Password | |f type =Outgoing and authenticationType = Password; Y (if type is
Password that the Controller will use to connect to the server. Outgoing and
authenticat
jonType is
Password)
defaultUser User If type =Outgoingand authenticationType = Password or Y (if type is
Name . . 5 2 0 i d
OAuth 2.0 orif type =Incomingand authenticationType = utgoing an
OAuth 2.0; User Name that the Controller will use to connect to the authenticat
server. ionType is
Password or
OAuth 2.0 orif
type is
Incoming and
authenticat
jonType is
OAuth 2.0)
description Descripti | Description of this record. N
on
emailAddr Email If type =Outgoing; Email address of the sender. Y
Address
exportReleaselevel |N/a Universal Controller release that the record was exported from. read only N
exportTable n/a Record table information. read only N
imap L’)Icﬁming If type =Incoming; Name or IP address of the incoming email server. Y
ai
Server
(IMAP)
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Property ul Description Specifications Required
Field
Name
imapPort IMAP If type =Incoming; Port on the machine where the incoming email Y
Port server resides.
imapSsl Enable If type =Incoming; Specification for whether or not SSL/TLS Boolean; Valid vaIu.es: N
SsL connectivity is enabled for your server. ;;lfseéfalse‘ Default is
imapStarttls Enable If type =Incoming; Specification for whether or not the use of the N
gTARTTL STARTTLS command (if supported by the server) is enabled to switch
the connection to a TLS-protected connection before issuing any login
commands. (An appropriate trust store must be configured so that the
client will trust the server's certificate. )
name Connecti | Name used within the Controller to identify this Email Connection. Y
on Name
oauthClient OAuth The OAuth client used to authorize the email connection. Y (if
Client authenticat
jonType is
OAuth 2.0)
opswiseGroups Member | Business Services that this record belongs to. N
of
Business | XML
Services
<opswiseGroups>
<opswiseGroup>groupl</
opswiseGroup>
<opswiseGroup>group2</
opswiseGroup>
</opswiseGroups>
JSON
"opswiseGroups": ["groupl","group2"]
smtp 'C\)Aut.?oing If type =Outgoing; Name or IP address of the outgoing email server. Y
ai
Server
(SMTP)
smtpPort SMTP If type =Outgoing; Port on the machine where the outgoing email Y
Port server resides.
smtpSsl Enable  |If type = Outgoing; Specification for whether or not SSL/TLS Boolean; Valid values: N
SSL connectivity is enabled for your server. :;lfséfalse. Default is
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Property ul Description Specifications Required
Field
Name
smtpStarttls Enable If type = Outgoing; Specification for whether or not the use of the N
gTARTTL STARTTLS command (if supported by the server) is enabled to switch

the connection to a TLS-protected connection before issuing any login
commands. (An appropriate trust store must be configured so that the
client will trust the server's certificate. )

sysId n/a System ID field in the database for this Email Connection record. Persisted only if N
retainSyslds is set to
true.
systemConnection Usefor ||f type = Outgoing; Specification for whether or not this Email Boolean; Valid values: Y
System true/false. Default is

Connection is to be used for system notifications.

Notificati false.
ons
trashFolder Trash If type =Incoming; Folder to use for deleted emails. N
Folder
type Connecti | Type of Email Connection. Valid Values: Y
on Type + As String =
Outgoing, As Value
=1
* As String =
Incoming, As Value
Note: =2
You cannot modify the type after the Email Connection has been Default is Outgoing (1)
created.
4.15.3.3 Delete an Email Connection
Description
URI http://host_name/uc/resources/emailconnection
HTTP Method DELETE
Description Deletes an Email Connection.
URI Parameters See Delete an Email Connection: URI Parameters , below.
Example URI http://localhost:8080/uc/resources/emailconnection?connectionname=Test4
Example Response + Status 200 /0K
Email Connection deleted successfully.
Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connectionname and connectionid at
the same time.
Status 404 /Not Found
An Email Connection with {name/id} "test" does not exist.
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4.15.3.3.1 Delete an Email Connection: URI Parameters
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Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this Email Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this Email Connection. (unless connectionid
is specified)

4.15.3.4 List Email Connections

Description

URI

http://host_name/uc/resources/emailconnection/list

HTTP Method

GET

Description Retrieves information on all Email Connections.

Example URI http://localhost:8080/uc/resources/emailconnection/list
Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

See List Email Connections: Example Response, below.

Email Connection Properties

See Email Connection Properties .
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XML Response

JSON Response

XML Request
<emailConnection exportReleaselLevel="7.3.0.0"
exportTable="ops_email_connection"
retainSysIds="true" version="3">
<authentication>true</authentication>
<authenticationType>Password</
authenticationType>
<authorized>false</authorized>
<defaultUser>jane.doe@stonebranch.com</
defaultUser>
<description />
<emailAddr>jane.doe@stonebranch.com</
emailAddr>
<imap />
<imapPort>143</imapPort>
<imapSsl>false</imapSsl>
<imapStarttls>false</imapStarttls>
<name>Email Connection 1</name>
<oauthClient />
<opswiseGroups/>
<smtp>smtp.gmail.com</smtp>
<smtpPort>465</smtpPort>
<smtpSsl>true</smtpSsl>
<smtpStarttls>false</smtpStarttls>
<sysId>3b2c5049632841189888c921f9584edf</
sysId>
<systemConnection>false</systemConnection>
<trashFolder />
<type>Outgoing</type>

</emailConnection>

JSON Request
JSON Request

{
"authentication" true,
"authenticationType" "Password",

"authorized" false,

"defaultUser" "jane.doe@stonebranch.com",

"description" null,

"emailAddr" "jane.doe@stonebranch.com",

"exportReleaselLevel" "7.3.0.0",

"exportTable" "ops_email_connection",

"imap" null,

"imapPort" 143,

"imapSs1" false,

"imapStarttls" false,

"name" "Email Connection 1",

"oauthClient" null,

"opswiseGroups" [ 1,

"retainSysIds" true,

"smtp" "smtp.gmail.com",

"smtpPort" 465,

"smtpSs1" true,

"smtpStarttls" false,

"sysId"
"3b2c5049632841189888c921f9584edf",

"systemConnection" false,

"trashFolder" null,

"type" "Qutgoing",

"version" : 3
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Description

URI

http://host_name/uc/resources/emailconnection

HTTP Method

PUT

Description

Modifies the Email Connection specified by the sysId.

Example URI

http://localhost:8080/uc/resources/emailconnection

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify an Email Connection: Example Request, below.

Email Connection Properties

See Email Connection Properties .

Example Response

+ Status 200 /0K
Successfully updated the Email Connection with sysld <sysld> to version <version>.

4.15.3.5.1 Modify an Email Connection: Example Request

XML Request

JSON Request

XML Request
<emailConnection>

JSON Request

{

<authentication>true</authentication>

<defaultPwd>abcl</defaultPwd>

<defaultUser>userl</defaultUser>

<description>description</description>

<emailAddr>jane.doe@stonebranch.com</
emailAddr>

<imap />

<imapPort />

<imapSsl>true</imapSsl>

<imapStarttls>false</imapStarttls>

<name>Email Connection 1</name>

<opswiseGroups />

<smtp>serverl</smtp>

<smtpPort>4567</smtpPort>

<smtpSsl>true</smtpSsl>

<smtpStarttls>false</smtpStarttls>

<sysId>62701879a6264107bb757a952bcc65cc<
/sysId>

<systemConnection>true</systemConnection>

<trashFolder />
<type>Outgoing</type>
</emailConnection>

"authentication": true,

"defaultPwd": "abcl",

"defaultUser": "userl",

"description": "description",

"emailAddr": "jane.doe@stonebranch.com",

"imap": null,

"imapPort": null,

"imapSsl": true,

"imapStarttls": null,

"name": "Email Connection 1",

"opswiseGroups": null,

"smtp": "serverl",

"smtpPort": 4567,

"smtpSsl": true,

"smtpStarttls": false,

"systemConnection": true,

"sysId":
"6270187926264107bb757a952bcc65cc",

"trashFolder": null,

"type": "Outgoing"
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4.15.3.6 Read an Email Connection

URI http://host_name/uc/resources/emailconnection

HTTP Method GET

Description Retrieves information on a specific Email Connection.

URI Parameters See Read an Email Connection: URI Parameters , below.

Example URI http://localhost:8080/uc/resources/emailconnection?connectionname=Test4
Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See Read an Email Connection: Example Response, below.

Email Connection Properties See Email Connection Properties .

4.15.3.6.1 Read an Email Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this Email Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this Email Connection. (unless connectionid
is specified)
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XML Response

JSON Response

XML Request
<emailConnection exportReleaselLevel="7.3.0.0"
exportTable="ops_email_connection"
retainSysIds="true" version="3">
<authentication>true</authentication>
<authenticationType>Password</
authenticationType>
<authorized>false</authorized>
<defaultUser>jane.doe@stonebranch.com</
defaultUser>
<description />
<emailAddr>jane.doe@stonebranch.com</
emailAddr>
<imap />
<imapPort>143</imapPort>
<imapSsl>false</imapSsl>
<imapStarttls>false</imapStarttls>
<name>Email Connection 1</name>
<oauthClient />
<opswiseGroups/>
<smtp>smtp.gmail.com</smtp>
<smtpPort>465</smtpPort>
<smtpSsl>true</smtpSsl>
<smtpStarttls>false</smtpStarttls>
<sysId>3b2c5049632841189888c921f9584edf</
sysId>
<systemConnection>false</systemConnection>
<trashFolder />
<type>Outgoing</type>

</emailConnection>

JSON Request

{
"authentication" true,
"authenticationType" "Password",

"authorized" false,

"defaultUser" "jane.doe@stonebranch.com",
"description" null,
"emailAddr" "jane.doe@stonebranch.com",

"exportReleaselLevel" "7.3.0.0",

"exportTable" "ops_email_connection",

"imap" null,

"imapPort" 143,

"imapSs1" false,

"imapStarttls" false,

"name" "Email Connection 1",

"oauthClient" null,

"opswiseGroups" [ 1,

"retainSysIds" true,

"smtp" "smtp.gmail.com",

"smtpPort" : 465,

"smtpSs1" true,

"smtpStarttls" false,

"sysId"
"3b2c5049632841189888c921f9584edf",

"systemConnection" false,

"trashFolder" null,

"type" "Outgoing",

"version" : 3

4.15.4 Email Template Web Services
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4.15.4.1 Overview

Universal Controller supports the following RESTful-based web services for Email Template operations, which are listed
alphabetically on this page.

+ Create an Email Template
+ Delete an Email Template
+ List Email Template

+  Modify an Email Template
+ Read an Email Template

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.4.2 Create an Email Template

Description
URI http://host_name/uc/resources/emailtemplate
HTTP Method POST
Description Creates an Email Template.
Example URI http://localhost:8080/uc/resources/emailtemplate
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create an Email Template Example Request, below.
Example Response + Status 200 /OK
Successfully created the Email Template with sysld {sysld}.
+ Status 400 /Bad Request
Create Email Template failed. A duplicate value has been detected. Name must be
unique.
Email Template Properties See Email Template Properties, below.
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4.15.4.2.1 Create an Email Template: Example Request

XML Request JSON Request
XML Request JSON Request
<emailTemplate retainSysIds="true'"> {
<bcc /> "bcc": null,
<body>This is the body text.</body> "body": "This is the body text.",
<cc /> "cc": null,
<connection>QA #1</connection> "connection": "QA #1",
<description /> "description": null,
<opswiseGroups /> "opswiseGroups": null,
<replyTo /> "replyTo": null,
<subject>SAP Task email</subject> "subject": "SAP Task email",
<sysId>55b5d2a6176e4c499cbd43b0d4cc6515</ "sysId":
sysId> "55b5d2a6176e4c499cbd43b0d4cc6515",
<templateName>SAP Task email template</ "templateName": "SAP Task email
templateName> template",
<to>doc@stonebranch.com</to> "to": "doc@stonebranch.com"
</emailTemplate> }

4.15.4.2.2 Email Template Properties

Property Ul Field Name Description Specifications Required
bce BCC Email address of the party being sent a |Use commas to separate multiple | Y
blind (hidden) copy of the email, if any. |recipients. (unless cc or to
is specified)
body Body Text of the email message. Y
cc cC Email address of the party being sent a | Use commas to separate multiple | Y
copy of the email, if any. recipients. (unless bce or to
is specified)
connection Email Connection Connection used for the Email Y
Template.
description Description Description of this record. N
exportReleaselevel |N/a Universal Controller release that the read only N
record was exported from.
exportTable n/a Record table information. read only N
opswiseGroups Member of Business Services | Business Services that this record N
belongs to.
replyTo Reply-To Email address of the sender. Use commas to separate multiple |N
recipients.
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Property Ul Field Name Description Specifications Required
subject Subject Subject line of the email. N
sysId n/a System ID field in the database for this | Persisted only if retainSysldsis | N

Email Template record. set to true.
templateName Template Name Name used within the Controller to Maximum = 40 alphanumerics.  |Y

identify this resource.
to To Email address of the recipient. Use commas to separate multiple |Y

recipients. (unless cc or bcc
is specified)

4.15.4.3 Delete an Email Template

Description

URI

http://host_name/uc/resources/emailtemplate

HTTP Method

DELETE

Description

Deletes an Email Template.

URI Parameters

See Delete an Email Template URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/emailtemplate?templatename=Test4

Example Response

Status 200 /0K

Status 400 /Bad Request

same time.
Status 404 /Not Found

Email Template deleted successfully.

Mutual exclusion violation. Cannot specify templatename and templateid atthe

An Email Template with {name/id} "test" does not exist.

4.15.4.3.1 Delete an Email Template: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
templateid ID used within the Controller to identify | String; URI parameter. Y templatename
this Email Template. (unless
templatename
is specified)
templatename Name used within the Controller to String; URI parameter. Y templateid
identify this Email Template. (unless templateid
is specified)
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Description

URI

http://host_name/uc/resources/emailtemplate/list

HTTP Method

GET

Description Retrieves information on all Email Templates.

Example URI http://localhost:8080/uc/resources/emailtemplate/list
Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

See List Email Templates Example Response, below.

Email Template Properties

See Email Template Properties.
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XML Response

JSON Response

XML Response

<emailTemplates>
<emailTemplate exportReleaselevel="7.2.0
.0" exportTable="ops_email_template"
version="7">
<bcc />
<body>Th1is 1is the body text.</body>
<cc />
<connection>QA #1</connection>
<description />
<opswiseGroups />
<replyTo />
<subject>SAP Task email</subject>
<sysId>55b5d2a6176e4c499cbd43b0d4cc
6515</sysId>
<templateName>SAP Task email
template</templateName>
<to>doc@stonebranch.com</to>
</emailTemplate>
<emailTemplate exportReleaselevel="7.2.0
.0" exportTable="ops_email_template"
version="2">
<bcc />
<body>This 1is the body text.</body>
<cc />
<connection>QA #2</connection>
<description />
<opswiseGroups />
<replyTo />
<subject>Email Task email</subject>
<sysId>62701879a6264107bb757a952bcc
65cc</sysId>
<templateName>Email Task email
template</templateName>
<to>doc@stonebranch.com</to>

JSON Response

"templateName": "Email Task email
template",
"to": "doc@stonebranch.com",

[ {
"bee": null,
"body": "This 1is the body text.",
"cc": null,
"connection": "QA #1",
"description": null,
"exportReleaselevel": "7.2.0.0",
"exportTable": "ops_email_template",
"opswiseGroups": null,
"replyTo": null,
"subject": "SAP Task email",
"sysId":
"55b5d2a6176e4c499cbd43b0d4cc6515",

"templateName": "SAP Task email template",
"to": "doc@stonebranch.com",

"version": 7

}

{

"beec": null,

"body": "This 1is the body text.",

"cc": null,

"connection": "QA #2",

"description": null,

"exportReleaselevel": "7.2.0.0",

"exportTable": "ops_email_template",

"opswiseGroups": null,

"replyTo": null,

"subject": "Email Task email",

"sysId":
"62701879a6264107bb757a952bcc65cc",

"version": 2

</emailTemplate> }
<emailTemplates> ]
4.15.4.5 Modify an Email Template
Description
URI http://host_name/uc/resources/emailtemplate

HTTP Method PUT
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Description
Description Modifies the Email Template specified by the sysId .
Example URI http://localhost:8080/uc/resources/emailtemplate
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an Email Template Example Request, below.
Email Template Properties See Email Template Properties.
Example Response + Status 200 /0K

Successfully updated the Email Template with sysld <sysld> to version <version>.

4.15.4.5.1 Modify an Email Template: Example Request

XML Request JSON Request

XML Request JSON Request

<emailTemplate> {
<bcc /> "bcc": null,
<body>Th1is is the body text.</body> "body": "This is the body text.",
<cc /> "cc": null,
<connection>QA #1</connection> "connection": "QA #1",
<description /> "description": null,
<opswiseGroups /> "opswiseGroups": null,
<replyTo /> "replyTo": null,
<subject>SAP Task email</subject> "subject": "SAP Task email",
<sysId>55b5d2a6176e4c499chd43b0d4cc6515< "sysId":

/sysId> "55b5d2a6176e4c499cbd43b0d4cc6515",
<templateName>SAP Task email template</ "templateName": "SAP Task email template",

templateName> "to": "doc@stonebranch.com"
<to>doc@stonebranch.com</to> }

</emailTemplate>

4.15.4.6 Read an Email Template

URI http://host_name/uc/resources/emailtemplate

HTTP Method GET

Description Retrieves information on a specific Email Template.

URI Parameters See Read an Email Template URI Parameters, below.

Example URI http://localhost:8080/uc/resources/emailtemplate?templatename=Test4
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Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

See Read an Email Template Example Response, below.

Email Template Properties

See Email Template Properties.

4.15.4.6.1 Read an Email Template: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
templateid ID used within the Controller to identify | String; URI parameter. Y templatename
this Email Template. (unless
templatename
is specified)
templatename Name used within the Controller to String; URI parameter. Y templateid
identify this Email Template. (unless templateid
is specified)

4.15.4.6.2 Read an Email Template: Example Response

XML Response

JSON Response

XML Response

<emailTemplate exportReleaselevel="7.2.0.0"
exportTable="ops_email_template"
retainSysIds="true" version="1">

<bcc />

<body>Th1is is the body text.</body>

<cc />

<connection>QA #1</connection>

<description />

<opswiseGroups />

<replyTo />

<subject>SAP Task email</subject>

<sysId>55b5d2a6176e4c499cbd43b0d4cc6515</
sysId>

<templateName>SAP Task email template</
templateName>

<to>doc@stonebranch.com</to>
</emailTemplate>

JSON Response
{

"bce": null,

"body": "This is the body text.",

"cc": null,

"connection": "QA #1",

"description": null,

"exportReleaselevel": "7.2.0.0",

"exportTable": "ops_email_template",

"opswiseGroups": null,

"replyTo": null,

"subject": "SAP Task email",

"sysId":
"55b5d2a6176e4c499cbd43b0d4cc6515",

"templateName": "SAP Task email
template",

"to": "doc@stonebranch.com",

"version": 1

4.15.5 PeopleSoft Connection Web Services
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4.15.5.1 Overview

Universal Controller supports the following RESTful-based web services for PeopleSoft Connection operations, which are listed
alphabetically on this page.

+ Create a PeopleSoft Connection
+ Delete a PeopleSoft Connection
+ List PeopleSoft Connections

+  Modify a PeopleSoft Connection
+ Read a PeopleSoft Connection

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.5.2 Create a PeopleSoft Connection

Description
URI http://host_name/uc/resources/peoplesoftconnection
HTTP Method POST
Description Creates a PeopleSoft Connection .
Example URI http://localhost:8080/uc/resources/peoplesoftconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a PeopleSoft Connection: Example Request, below.
Example Response + Status 200 /OK
Successfully created the PeopleSoft Connection with sysld {sysld}.
+ Status 400 /Bad Request
Create PeopleSoft Connection failed. A duplicate value has been detected. Name
must be unique.
PeopleSoft Connection Properties See PeopleSoft Connection Properties, below.
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4.15.5.2.1 Create a PeopleSoft Connection: Example Request

<description>description</description>
<endpoint>upps.stone.branch:8080</endpoint>
<name>PeopleSoft Connection 1</name>
<opswiseGroups />

XML Request JSON Request
XML Request JSON Request
<peoplesoftConnection retainSysIds="true"> {
<credentials>user 1</credentials> "credentials": "user 1",

"opswiseGroups": null,

"description": "description",
"endpoint": "upps.stone.branch:8080",
"name": "PeopleSoft Connection 1",

<port>8080</port> "port": "8080",
<server>upps.stone.branch</server> "retainSysIds": true,
<sysId>62701879a6264107bb757a952bcc65cc</ "server": "upps.stone.branch",
sysId> "sysId":
</peoplesoftConnection> "6270187926264107bb7572952bcc65cc”
}
4.15.5.2.2 PeopleSoft Connection Properties
Property Ul Field Name Description Specifications Required
credentials Credentials Credentials for the PeopleSoft N
connection.
description Description User-defined; description of this record. N
exportReleaselevel |N/a Universal Controller release that the read only N
record was exported from.
exportTable n/a Record table information. read only N
name Connection Name Name used within the Controller to Y
identify this PeopleSoft Connection.
endpoint Endpoint Web service endpoint for the Y
PROCESSREQUEST service.

RFSTful Weh Services API- 285


https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-credentialsPeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-descriptionPeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-endpointPeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-namePeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-portPeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-serverPeopleSoft
https://www.stonebranch.com/confluence/display/UC67/PeopleSoft+Connection+Web+Services#PeopleSoftConnectionWebServices-sysIdPeopleSoft

Universal Controller 7.6.x — Remote Interfaces

Property Ul Field Name Description Specifications Required
opswiseGroups Member of Business Services |Business Services that this record N

belongs to.

XML

<opswiseGroups>

<opswiseGroup>groupl<
/opswiseGroup>

<opswiseGroup>group2<

/opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups":
["groupl","group2"]

Port Port number for the PeopleSoft N

port nur
application server.

retainSysIds n/a Specification for whether or not the Valid values: true/false (defaultis |N
Create a PeopleSoft Connection web true).

service will persist the sysId property.

If retainSyslds="true" and sysId is
included in the request/response,
sysId will be persisted to the

database.

+ If retainSyslds="false" and sysId

is included in the request/response,
sysId will be ignored; it will be
autogenerated by the Controller.

Note

In XML web services,
retainSysIds is specified as

an attribute in the
<PeopleSoftConnection> element.

Server Host name of the Name or IP address of Y

server
the PeopleSoft application server.
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Property Ul Field Name Description Specifications Required
sysId n/a System ID field in the database for this Persisted only if retainSyslds is N
PeopleSoft Connection record. set to true.

4.15.5.3 Delete a PeopleSoft Connection

Description
URI http://host_name/uc/resources/peoplesoftconnection
HTTP Method DELETE
Description Deletes a PeopleSoft Connection.
URI Parameters See Delete a PeopleSoft Connection: URI Parameters , below.
Example URI http://localhost:8080/uc/resources/peoplesoftconnection?connectionname=Test4
Example Response + Status 200 /OK
PeopleSoft Connection deleted successfully.
Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connectionname and connectionid at
the same time.
+ Status 404 /Not Found
a PeopleSoft Connection with {name/id} "test" does not exist.

4.15.5.3.1 Delete a PeopleSoft Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this PeopleSoft Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this PeopleSoft Connection. (unless connectionid
is specified)
4.15.5.4 List PeopleSoft Connections
Description
URI http://host_name/uc/resources/peoplesoftconnection/list
HTTP Method GET
Description Retrieves information on all PeopleSoft Connections.
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Description
Example URI http://localhost:8080/uc/resources/peoplesoftconnection/list
Authentication HTTP Basic
Consumes Content-Type n/a

Produces Content-Type

application/xml, application/json

Example Response

See List PeopleSoft Connections: Example Response, below.

PeopleSoft Connection Properties

See PeopleSoft Connection Properties.

4.15.5.4.1 List PeopleSoft Connections: Example Response

XML Response

JSON Response

XML Response

<peoplesoftConnections>
<peoplesoftConnection exportReleaselLevel=
"7.2.0.0" exportTable="ops_peoplesoft_connect
jon" version="7">
<credentials>user 1</credentials>
<description>description</description
<endpoint>upps.stone.branch:8080</
endpoint>
<name>PeopleSoft Connection 1</name>
<opswiseGroups />
<port>8080</port>
<server>upps.stone.branch</server>
<sysId>62701879a6264107bb757a952bcc65
cc</sysId>
</peoplesoftConnection>
<peoplesoftConnection exportReleaselLevel=
"7.2.0.0" exportTable="ops_peoplesoft_connect
jon" version="2">
<credentials>user 2</credentials>
<description>description</description
<endpoint>upps.stone.branch:8090</
endpoint>
<name>PeopleSoft Connection 2</name>
<opswiseGroups />
<port>8090</port>
<server>upps.stone.branch</server>
<sysId>3d7a03053ad64delb21b6849e6deaf
d9</sysId>
</peoplesoftConnection>
<peoplesoftConnections>

> "exportReleaselLevel'":

JSON Response

[
{

"credentials": "user 1",
"description": "description",
"endpoint": "upps.stone.branch:8080",
"7.2.0.0",

"exportTable":
"ops_peoplesoft_connection",

"name": "PeopleSoft Connection 1",

"opswiseGroups": null,

”port": "8080",

"server": "upps.stone.branch",

"sysId":
"62701879a6264107bb757a952bcc65cc",

"version": 7

b

{

"credentials": "user 2",

> "description": "description",

"endpoint": "upps.stone.branch:80p0",

"exportReleaselLevel": "7.2.0.0",

"exportTable":
"ops_peoplesoft_connection",

"name": "PeopleSoft Connection 2",

"opswiseGroups": null,

”port": "8090",

"server": "upps.stone.branch",

"sysId":
"3d72a03053ad64delb21b6849e6deafdo",

"version": 2

}
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Description

URI

http://host_name/uc/resources/peoplesoftconnection

HTTP Method

PUT

Description

Modifies the PeopleSoft Connection specified by the sysId .

Example URI

http://localhost:8080/uc/resources/peoplesoftconnection

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Modify a PeopleSoft Connection: Example Request, below.

PeopleSoft Connection Properties

See PeopleSoft Connection Properties.

Example Response

+ Status 200 /0K
Successfully updated the PeopleSoft Connection with sysld <sysld> to version
<version>.

4.15.5.5.1 Modify a PeopleSoft Connection: Example Request

XML Request

JSON Request

XML Request

<peoplesoftConnection>
<credentials>user 1</credentials>

<endpoint>upps.stone.branch:8080</
endpoint>

<opswiseGroups />
<port>8080</port>
<server>upps.stone.branch</server>

/sysId>
</peoplesoftConnection>

<description>description</description>

<name>PeopleSoft Connection 1</name>

<sysId>62701879a6264107bb757a952bcc65cc<

JSON Request

{

"credentials": "user 1",
"description": "description",
"endpoint": "upps.stone.branch:8080",
"name": "PeopleSoft Connection 1",
"opswiseGroups": null,

"port": "8080",
"server": "upps.stone.branch",
"sysId":

"62701879a6264107bb757a952bcc65cc”
}

4.15.5.6 Read a PeopleSoft Connection

URI

http://host_name/uc/resources/peoplesoftconnection

HTTP Method

GET
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Description Retrieves information on a specific PeopleSoft Connection.

URI Parameters See Read a PeopleSoft Connection: URI Parameters , below.

Example URI http://localhost:8080/uc/resources/peoplesoftconnection?connectionname=Test4

Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See Read a PeopleSoft Connection: Example Response, below.

PeopleSoft Connection Properties See PeopleSoft Connection Properties.

4.15.5.6.1 Read a PeopleSoft Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this PeopleSoft Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this PeopleSoft Connection. (unless connectionid
is specified)

4.15.5.6.2 Read a PeopleSoft Connection: Example Response

XML Response JSON Response

XML Request JSON Response

<peoplesoftConnection exportReleaselLevel="7.2. |{

0.0" exportTable="ops_peoplesoft_connection"

retainSysIds="true" version="1">
<credentials>user 1</credentials>
<description>description</description>
<endpoint>upps.stone.branch:8080</endpoint>
<name>PeopleSoft Connection 1</name>

"credentials": "user 1",
"description": "description",
"endpoint": "upps.stone.branch:8080",
"exportReleaselLevel": "7.2.0.0",
"exportTable":
"ops_peoplesoft_connection",

<opswiseGroups />

<port>8080</port>
<server>upps.stone.branch</server>
<sysId>62701879a6264107bb757a952bcc65cc</

sysId>
</peoplesoftConnection>

"62701879a6264107bb757a952bcc65cc",

}

"name": "PeopleSoft Connection 1",
"opswiseGroups": null,

"port": "8080",

"retainSysIds": true,

"server": "upps.stone.branch",
"sysId":

"version": 1
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4.15.6 SAP Connection Web Services

4.15.6.1 Overview

Universal Controller supports the following RESTful-based web services for SAP Connection operations, which are listed
alphabetically on this page.

* Create an SAP Connection
+ Delete an SAP Connection
+ List SAP Connections

* Modify an SAP Connection
« Read an SAP Connection

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.6.2 Create an SAP Connection

Description
URI http://host_name/uc/resources/sapconnection
HTTP Method POST
Description Creates an SAP Connection .
Example URI http://localhost:8080/uc/resources/sapconnectionr
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create an SAP Connection: Example Request, below.
Example Response + Status 200 /OK
Successfully created the SAP Connection with sysld {sysld}.
+ Status 400 /Bad Request
Create SAP Connection failed. A duplicate value has been detected. Name must be
unique.
SAP Connection Properties See SAP Connection Properties, below.
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4.15.6.2.1 Create an SAP Connection: Example Request

XML Request JSON Request
XML Request JSON Request
<sapConnection retainSysIds="true"> {
<description>description</description> "description": null,
<name>SAP Connection 1</name> "name": "SAP Connection 1",
<opswiseGroups /> "opswiseGroups": [],
<sapAshost /> "retainSysIds": true,
<sapClient /> "sapAshost": null,
<sapConnectionType>Load Balancing</ "sapClient": null,
sapConnectionType> "sapConnectionType": "Load Balancing",
<sapGroup>groupa</sapGroup> "sapGroup": "groupa",
<sapGwhost>ABC</sapGwhost> "sapGwhost": "ABC",
<sapGwserv>test</sapGwserv> "sapGwserv'": "test",
<sapMshost>server</sapMshost> "sapMshost": "server",
<sapMysapsso2>>D: "sapMysapsso2": "D:\\ellen\\ga\\uc\
\ellen\ga\uc\testdir\new.data</sapMysapsso2> |\testdir\\new.data",
<sapR3name>777</sapR3name> "sapR3name": "777",
<sapSaprouter>/H/192.168.30.17/S/3297/H/ "sapSaprouter": "/H/192.168.30.17/S/3297/
155.56.59.11</sapSaprouter> H/155.56.59.11",
<sapSncLib>/ga/durability_export</ "sapSncLib": "/qga/durability_export",
sapSncLib> "sapSncMode™: "Off",
<sapSncMode>0ff </sapSncMode> "sapSncMyname": "my_test_name",
<sapSncMyname>my_test_name</sapSncMyname> "sapSncPartnername": "partnername",
<sapSncPartnername>partnername</ "sapSncQop": "Integrity Protection",
sapSncPartnername> "sapSncSso": "No'",
<sapSncQop>Integrity Protection</ "sapSysnr": null,
sapSncQop> "sapUseSymbolicNames": "Yes",
<sapSncSso>No</sapSncSso> "sapX509cert": "D:\\ellen\\ga\\uc)\
<sapSysnr /> \testdir\\ecu.txt",
<sapUseSymbolicNames>Yes</ "sysId":
sapUseSymbolicNames> "1c6a3b42f2704ae8b3f2b62cc5f867c9"
<sapX509cert>D: }
\ellen\galuc\testdir\ecu.txt</sapX509cert>
<sysId>1c6a3b42f2704ae8b3f2b62cc5f867c9<
/sysId>
</sapConnection>

4.15.6.3 Delete an SAP Connection

Description
URI http://host_name/uc/resources/sapconnection
HTTP Method DELETE
Description Deletes an SAP Connection.
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Description
URI Parameters See Delete an SAP Connection: URI Parameters , below.
Example URI http://localhost:8080/uc/resources/sapconnection?connectionname=Test4r]
Example Response + Status 200 /0K

SAP Connection deleted successfully.
Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connectionname and connectionid at
the same time.
+ Status 404 /Not Found
An SAP Connection with {name/id} "test" does not exist.

4.15.6.3.1 Delete an SAP Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify | String; URI parameter. Y connectionname
this SAP Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid
identify this SAP Connection. (unless connectionid
is specified)

4.15.6.4 List SAP Connections

Description
URI http://host_name/uc/resources/sapconnection/list
HTTP Method GET
Description Retrieves information on all SAP Connections.
Example URI http://localhost:8080/uc/resources/sapconnection/listr
Authentication HTTP Basic
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List SAP Connections: Example Response , below.
SAP Connection Properties See SAP Connection Properties.
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<sapConnection exportReleaselLevel="7.2.
0.0" exportTable="ops_sap_connection"
version="7">

<description>description</description>

<name>SAP Connection 1</name>

<opswiseGroups />

<sapAshost />

<sapClient />

<sapConnectionType>Load Balancing</
sapConnectionType>

<sapGroup>groupa</sapGroup>

<sapGwhost>ABC</sapGwhost>

<sapGwserv>test</sapGwserv>

<sapMshost>server</sapMshost>

<sapMysapsso2>>D:
\ellen\ga\uc\testdir\new.data</sapMysapsso2>

<sapR3name>777</sapR3name>

<sapSaprouter>/H/192.168.30.17/S/3297/
H/155.56.59.11</sapSaprouter>

<sapSncLib>/ga/durability_export</
sapSncLib>

<sapSncMode>0ff </sapSncMode>

<sapSncMyname>my_est_name</sapSncMyname>

<sapSncPartnername>partnername</
sapSncPartnername>

<sapSncQop>Integrity Protection</
sapSncQop>

<sapSncSso>No</sapSncSso>

<sapSysnr />

<sapUseSymbolicNames>Yes</
sapUseSymbolicNames>

<sapX509cert>D:
\ellen\ga\uc\testdir\ecu.txt</sapX509cert>

<sysId>1c6a3b42f2704ae8b3f2b62cc5f867c9
</sysId>

</sapConnection>

<sapConnection exportReleaselLevel="7.2.
0.0" exportTable="ops_sap_connection"
version="2">

<description>description</description>

<name>SAP Connection 1</name>

<opswiseGroups />

<sapAshost />

<sapClient />

<sapConnectionType>Load Balancing</
sapConnectionType>

<sapGroup>groupa</sapGroup>

<sapGwhost>ABC</sapGwhost>

XML Response JSON Response
XML Response JSON Response
<sapConnections> [ {

155.

"sapGroup": "groupa",

"sapGwhost": "ABC",

"sapGwserv'": "test",

"sapMshost": "server",

"sapMysapsso2": "D:\\ellen\\ga\\uc\
\testdir\\new.data",

"sapR3name": "777",

"sapSaprouter": "/H/192.168.30.17/S/3297/H/

56.59.11",

"sapSncLib": "/ga/durability_export",

"sapSncMode": "Off",

"sapSncMyname": "my_test_name",

"sapSncPartnername": "partnername'",

"sapSncQop": "Integrity Protection",

"sapSncSso": "No",

\ecu.txt",

\testdir\\new.data",

"description": null,
"exportReleaselevel": "7.2.0.0",
"exportTable": "ops_sap_connection",
"name": "SAP Connection 1",
"opswiseGroups": [],

"retainSysIds": true,

"sapAshost": null,

"sapClient": null,

"sapConnectionType": "Load Balancing",

"sapSysnr": null,
"sapUseSymbolicNames": "Yes",
"sapX509cert": "D:\\ellen\\ga\\uc\\testdir\

"sysId": "1lc6a3b42f2704ae8b3f2b62cc5f867c9"
"version": 7
b

{

"description": null,
"exportReleaselevel": "7.2.0.0",
"exportTable": "ops_sap_connection",
"name": "SAP Connection 1",
"opswiseGroups": [],

"retainSysIds": true,

"sapAshost": null,

"sapClient": null,

"sapConnectionType": "Load Balancing",

"sapGroup": "groupa",

"sapGwhost": "ABC",

"sapGwserv'": "test",

"sapMshost": "server",
"sapMysapsso2": "D:\\ellen\\ga\\uc\

"sapR3name": "777",
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XML Response JSON Response
<sapGwserv>test</sapGwserv> "sapSaprouter": "/H/192.168.30.17/S/3297/H/
<sapMshost>server</sapMshost> 155.56.59.11",
<sapMysapsso2>>D: "sapSncLib": "/ga/durability_export",
\ellen\ga\uc\testdir\new.data</sapMysapsso2> "sapSncMode": "Off",
<sapR3name>777</sapR3name> "sapSncMyname": "my_test_name",
<sapSaprouter>/H/192.168.30.17/S/3297/ "sapSncPartnername": "partnername",
H/155.56.59.11</sapSaprouter> "sapSncQop": "Integrity Protection",
<sapSncLib>/ga/durability_export</ "sapSncSso": "No",
sapSncLib> "sapSysnr": null,
<sapSncMode>0ff</sapSncMode> "sapUseSymbolicNames": "Yes",
<sapSncMyname>my_test_name</ "sapX509cert": "D:\\ellen\\ga\\uc\\testdir\
sapSncMyname> \ecu.txt",
<sapSncPartnername>partnername</ "sysId": "3d7a03053ad64delb21b6849e6deafd9o”
sapSncPartnername> "version": 2
<sapSncQop>Integrity Protection</ }
sapSncQop> ]
<sapSncSso>No</sapSncSso>
<sapSysnr />
<sapUseSymbolicNames>Yes</
sapUseSymbolicNames>
<sapX509cert>D:
\ellen\galuc\testdir\ecu.txt</sapX509cert>
<sysId>3d7a03053ad64delb21b6849e6deafd9
</sysId>
</sapConnection>
<sapConnections>

4.15.6.5 Modify an SAP Connection

Description
URI http://host_name/uc/resources/sapconnection
HTTP Method PUT
Description Modifies the SAP Connection specified by the sysId .
Example URI http://localhost:8080/uc/resources/sapconnectionr
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an SAP Connection: Example Request, below.
SAP Connection Properties See SAP Connection Properties.
Example Response + Status 200 /0K

Successfully updated the SAP Connection with sysld <sysld> to version <version>.
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4.15.6.5.1 Modify an SAP Connection: Example Request

sapUseSymbolicNames>
<sapX509cert>D:
\ellen\galuc\testdir\ecu.txt</sapX509cert>
<sysId>1c6a3b42f2704ae8b3f2b62cc5f867c9<
/sysId>
</sapConnection>

XML Request JSON Request

XML Request JSON Request

<sapConnection> {
<description>description</description> "description": null,
<name>SAP Connection 1</name> "name": "SAP Connection 1",
<opswiseGroups /> "opswiseGroups": [],
<sapAshost /> "retainSysIds": true,
<sapClient /> "sapAshost": null,
<sapConnectionType>Load Balancing</ "sapClient": null,

sapConnectionType> "sapConnectionType": "Load Balancing",
<sapGroup>groupa</sapGroup> "sapGroup": "groupa",
<sapGwhost>ABC</sapGwhost> "sapGwhost": "ABC",
<sapGwserv>test</sapGwserv> "sapGwserv'": "test",
<sapMshost>server</sapMshost> "sapMshost": "server",
<sapMysapsso2>>D: "sapMysapsso2": "D:\\ellen\\ga\\uc\

\ellen\ga\uc\testdir\new.data</sapMysapsso2> |\testdir\\new.data",
<sapR3name>777</sapR3name> "sapR3name": "777",
<sapSaprouter>/H/192.168.30.17/S/3297/H/ "sapSaprouter": "/H/192.168.30.17/S/3297/

155.56.59.11</sapSaprouter> H/155.56.59.11",
<sapSncLib>/ga/durability_export</ "sapSncLib": "/qga/durability_export",

sapSncLib> "sapSncMode™: "Off",
<sapSncMode>0ff </sapSncMode> "sapSncMyname": "my_test_name",
<sapSncMyname>my_test_name</sapSncMyname> "sapSncPartnername": "partnername",
<sapSncPartnername>partnername</ "sapSncQop": "Integrity Protection",

sapSncPartnername> "sapSncSso": "No'",
<sapSncQop>Integrity Protection</ "sapSysnr": null,

sapSncQop> "sapUseSymbolicNames": "Yes",
<sapSncSso>No</sapSncSso> "sapX509cert": "D:\\ellen\\ga\\uc)\
<sapSysnr /> \testdir\\ecu.txt",
<sapUseSymbolicNames>Yes</ "sysId":

"lc6a3b42f2704ae8b3f2b62cc5f867c9"
}

4.15.6.6 Read an SAP Connection

URI

http://host_name/uc/resources/sapconnection

HTTP Method GET

Description

Retrieves information on a specific SAP Connection.

URI Parameters

See Read an SAP Connection: URI Parameters, below.

Example URI

http://localhost:8080/uc/resources/sapconnection?connectionname=Test4r

RFSTful Weh Services API- 296



https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-descriptionSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-nameSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapConnectionTypeSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapGroupSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapGwhostSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapGwservSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapMshostSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapMysapsso2SAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapR3nameSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSaprouterSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncLibSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncModeSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncMynameSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncPartnernameSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncQopSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapSncSsoSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapUseSymbolicNamesSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sapX509certSAP
https://www.stonebranch.com/confluence/display/UC67/SAP+Connection+Web+Services#SAPConnectionWebServices-sysIdSAP
http://localhost:8080/uc/resources/sapconnection?connectionname=Test4

Universal Controller 7.6.x — Remote Interfaces

Example Response See Read an SAP Connection: Example Response, below.

SAP Connection Properties See SAP Connection Properties.

4.15.6.6.1 Read an SAP Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
connectionid ID used within the Controller to identify |String; URI parameter. Y connectionname
this SAP Connection. (unless
connectionname
is specified)
connectionname Name used within the Controller to String; URI parameter. Y connectionid

identify this SAP Connection. (unless connectionid

is specified)
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XML Response

JSON Response

XML Response

<sapConnection exportReleaselLevel="7.2.0.0"
exportTable="ops_sap_connection"
retainSysIds="true" version="1">

<description>description</description>

<name>SAP Connection 1</name>

<opswiseGroups />

<sapAshost />

<sapClient />

<sapConnectionType>Load Balancing</
sapConnectionType>

<sapGroup>groupa</sapGroup>

<sapGwhost>ABC</sapGwhost>

<sapGwserv>test</sapGwserv>

<sapMshost>server</sapMshost>

<sapMysapsso2>>D:
\ellen\ga\uc\testdir\new.data</sapMysapsso2>

<sapR3name>777</sapR3name>

<sapSaprouter>/H/192.168.30.17/S/3297/H/
155.56.59.11</sapSaprouter>

<sapSncLib>/ga/durability_export</
sapSncLib>

<sapSncMode>0ff </sapSncMode>

<sapSncMyname>my_test_name</sapSncMyname>

<sapSncPartnername>partnername</
sapSncPartnername>

<sapSncQop>Integrity Protection</
sapSncQop>

<sapSncSso>No</sapSncSso>

<sapSysnr />

<sapUseSymbolicNames>Yes</
sapUseSymbolicNames>

<sapX509cert>D:

JSON Response

{
"description": null,
"exportReleaselLevel": "7.2.0.0",
"exportTable": "ops_sap_connection",
"name": "SAP Connection 1",
"opswiseGroups": [],

"retainSysIds": true,

"sapAshost": null,

"sapClient": null,
"sapConnectionType": "Load Balancing",
"sapGroup": "groupa",

"sapGwhost": "ABC",

"sapGwserv'": "test",

"sapMshost": "server",

"sapMysapsso2": "D:\\ellen\\ga\\uc\

\testdir\\new.data",

"sapR3name": "777",
"sapSaprouter": "/H/192.168.30.17/S/3297/

H/155.56.59.11",

"sapSncLib": "/ga/durability_export",
"sapSncMode": "Off",

"sapSncMyname": "my_test_name",
"sapSncPartnername": '"partnername",
"sapSncQop": "Integrity Protection",
"sapSncSso": "No",

"sapSysnr": null,
"sapUseSymbolicNames": "Yes",

"sapX509cert": "D:\\ellen\\ga\\uc\
\testdir\\ecu.txt",

"sysId":
"1c6a3b42f2704ae8b3f2b62cc5f867c9"

"version": 1

\ellen\galuc\testdir\ecu.txt</sapX509cert> }
<sysId>1c6a3b42f2704ae8b3f2b62cc5f867c9</
sysId>
</sapConnection>
4.15.6.7 SAP Connection Properties
Property Ul Field Name Description Specifications Required
description Description Description of this record. N
exportReleaselevel |N/a Universal Controller release that the record | read only N
was exported from.
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Property

Ul Field Name

Description

Specifications

Required

exportTable

n/a

Record table information.

read only

N

name

Connection Name

Name used within the Controller to identify
this SAP Connection.

opswiseGroups

Member of Business
Services

Business Services that this record belongs
to.

XML

<opswiseGroups>

<opswiseGroup>groupl</
opswiseGroup>

<opswiseGroup>group2</

opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups":
["groupl","group2"]

retainSysIds

n/a

Specification for whether or not the Create
an SAP Connection web service will persist

the sysId property.

If retainSyslds="true" and sysId is

included in the request/response,
sysId will be persisted to the

database.

If retainSyslds="false" and sysId is
included in the request/response,
sysId will be ignored; it will be
autogenerated by the Controller.

Note

In XML web services,
retainSysIds is specified as an

attribute in the <sapConnection>
element.

true).

Valid values: true/false (defaultis |N

sapAshost

Application Server

If connectionType = Specific Application
Server; Host name of an SAP application
server. If the path to the server goes through
SAP routers, prefix the host name with the
SAP router string.
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Property Ul Field Name Description Specifications Required
sapClient Client If connectionType = Specific Application Y
Server; SAP Client number.
sapConnectionType |Connection Type Type of SAP Connection. Valid Values: Y

As String = Specific
Application Server, As Value
=1
As String = Load Balancing,
As Value = 2
sapGroup Group If connectionType =Load Balancing; N
Host name of the message server.
sapGwhost Gateway If connectionType = Specific Application N
Server; Host name of the SAP gateway.
sapGwserv Gateway Service If connectionType = Specific Application N
Server; Service name of the SAP gateway.
sapMshost Message Server If connectionType = Load Balancing; Y
Application servers group name.
sapMysapsso2 Single Sign-On Ticket Path to a file that contains the actual value N
for the MYSAPSSO2 parameter.
sapR3name System ID If connectionType =Lload Balancing; Y
System ID of the SAP system to which you
want to connect.
sapSaprouter SAProuter SAProuter parameter. N
sapSncLib SNC Library SNC_LIB parameter; Path to the third-party N
security library for SNC.
sapSncMode SNC Mode SNC_MODE parameter; Specification for Valid Values: N
whether or not SNC is activated. As String = Off, As Value = 0
As String = On, As Value = 1
sapSncMyname SNC My Name SNC_MYNAME parameter; Token/identifier N
representing the external RFC program.
sapSncPartnername |SNC Partner Name SNC_PARTNERNAME parameter, Token/ N
identifier representing the back-end system.
sapSncQop SNC Quality of Protection SNC_QOP parameter. Valid Values: N

As String = Authentication

Only, As Value =1

As String = Integrity
Protection, As Value = 2
As String = Privacy
Protection, As Value = 3
As String = Default
Protection, As Value = 8
As String = Maximum
Protection, As Value =9
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Property Ul Field Name Description Specifications Required

sapSncSso SNC Single Sign-On SNC_SSO0 parameter; Specification for Valid Values: N

whether or not to use single sign-on for SNC.| | As String = No, As Value = 0
+ As String = Yes, As Value = 1

sapSysnr System Number If connectionType = Specific Application Y
Server; SYSNR parameter.

sapUseSymbolicName |Use Symbolic Names If connectionType =Load Balancing; Valid Values: N

s USE_SYMBOLIC_NAMES parameter; As String = Off, As Value = 0
Specification for whether or not to use As String = On, As Value = 1
symbolic service names.

sapX509cert X.509 Certificate Path to a file that contains the actual value Y
for the X509CERT parameter.

sysId uuID System ID field in the database for this SAP | Persisted only if retainSysldsis  |N
Connection record. set to true.

4.15.7 SNMP Manager Web Services

4.15.7.1 Overview

Universal Controller supports the following RESTful-based web services for SNMP Manager operations, which are listed
alphabetically on this page.

+ Create an SNMP Manager
+ Delete an SNMP Manager
+ List SNMP Managers

+  Modify an SNMP Manager
+ Read an SNMP Manager

Formatting specifications for each web service, including details about property requirements, are provided.

4.15.7.2 Create an SNMP Manager

Description

URI

http://host_name/uc/resources/snmpmanager

HTTP Method

POST

Description

Creates an SNMP Manager .

Example URI

http://localhost:8080/uc/resources/snmpmanager

Consumes Content-Type

application/xml, application/json

Produces Content-Type

n/a

Example Request

See Create an SNMP Manager: Example Request, below.
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Description

Example Response

unique.

Status 200 /0K
Successfully created the SNMP Manager with sysld {sysld}.
Status 400 /Bad Request
Create SNMP Manager failed. A duplicate value has been detected. Name must be

SNMP Manager Properties

See SNMP Manager Properties, below.

4.15.7.2.1 Create an SNMP Manager: Example Request

XML Request

JSON Request

XML Request

<snmpManager retainSysIds="true'">

<managerPort>123</managerPort>
<name>Test4</name>
<opswiseGroups />

/sysId>

</snmpManager>

<description>description</description>
<managerAddress>Junk.com</managerAddress>

<sysId>62701879a6264107bb757a952bcc65cc<

<trapCommunity>Test4</trapCommunity>

{

}

JSON Request

"description": "description",
"managerAddress": "Junk.com",

"managerPort": 123,
"name": "Test4",
"opswiseGroups": null,
"retainSysIds": true,
"sysId":

"62701879a6264107bb757a952bcc65¢cc",
"trapCommunity": "public"

4.15.7.2.2 SNMP Manager Properties

Property Ul Field Name Description Specifications Required
description Description Description of this record. N
exportReleaselevel |N/a Universal Controller release that the read only N

record was exported from.
exportTable n/a Record table information. read only N
managerAddress Manager Address Name or IP address of the SNMP Y
Manager.
managerPort Manager Port Port used by the SNMP Manager. Y
name Manager Name Name used within the Controller to Y
identify this SNMP Manager.
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Property

Ul Field Name

Description

Specifications

Required

opswiseGroups

Member of Business Services

Business Services that this record
belongs to.

XML

<opswiseGroups>

<opswiseGroup>groupl<
/opswiseGroup>

<opswiseGroup>group2<

/opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups":
["groupl","group2"]

N

retainSysIds

n/a

Specification for whether or not the
Create an SNMP Manager web service will

persist the sysId property.

+ If retainSyslds="true" and sysId is
included in the request/response,
sysId will be persisted to the
database.
If retainSyslds="false" and sysId
is included in the request/response,
sysId will be ignored; it will be
autogenerated by the Controller

Note

In XML web services,
retainSysIds is specified as

an attribute in the <snmpManager>
element.

Valid values: true/false (defaultis |N

true).

sysId

n/a

System ID field in the database for this
SNMP Manager record.

Persisted only if retainSyslds is N

set to true.

trapCommunity

Trap Community String

Used by the trap receiver to determine
which traps to process.

Default is public.
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Description

URI

http://host_name/uc/resources/snmpmanager

HTTP Method

DELETE

Description

Deletes an SNMP Manager.

URI Parameters

See Delete an SNMP Manager: URI Parameters , below.

Example URI

http://localhost:8080/uc/resources/snmpmanager?managername=Test4

Example Response

Status 200 /OK

SNMP Manager deleted successfully.

Status 400 /Bad Request

Mutual exclusion violation. Cannot specify managername and managerid atthe
same time.

Status 404 /Not Found

An SNMP Manager with {name/id} "test" does not exist.

4.15.7.3.1 Delete an SNMP Manager: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
managerid ID used within the Controller to identify | String; URI parameter. Y managername
this SNMP Manager. (unless managername
is specified)
managername Name used within the Controller to String; URI parameter. Y managerid
identify this SNMP Manager. (unless managerid
is specified)
4.15.7.4 List SNMP Managers
Description

URI

http://host_name/uc/resources/snmpmanager/list

HTTP Method

GET

Description Retrieves information on all SNMP Managers.

Example URI http://localhost:8080/uc/resources/snmpmanager/list
Authentication HTTP Basic

Consumes Content-Type n/a
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Description

Produces Content-Type

application/xml, application/json

Example Response

See below.

SNMP Manager Properties

See SNMP Manager Properties.

4.15.7.4.1 List SNMP Managers: Example Response

XML Response JSON Response
XML Response JSON Response
<snmpManagers> [ {
<snmpManager exportReleaselLevel="7.2.0.0" "description": "description",
exportTable="ops_snmp_connection" "exportReleaselLevel": "7.2.0.0",
version="7"> "exportTable": "ops_snmp_connection",
<description>description</description> "managerAddress": '"qga.stone.branch",
<managerAddress>qa.stone.branch</ "managerPort": 162,
managerAddress> "name": "ga.stone.branchl",
<managerPort>162</managerPort> "opswiseGroups": null,
<name>qa.stone.branchl</name> "sysId":
<opswiseGroups /> "3d7a03053ad64delb21b6849e6deafd9",
<sysId>3d7a03053ad64delb21b6849e6deaf "trapCommunity": "public",
do</sysId> "version": 7
<trapCommunity>Test4</trapCommunity> 1,
</snmpManager> {
<snmpManager exportReleaselLevel="7.2.0.0" "description": "description",
exportTable="ops_snmp_connection" "exportReleaselLevel": "7.2.0.0",
version="2"> "exportTable": "ops_snmp_connection",
<description>description</description> "managerAddress": '"qga.stone.branch",
<managerAddress>qa.stone.branch</ "managerPort": 162,
managerAddress> "name": "ga.stone.branch",
<managerPort>162</managerPort> "opswiseGroups": null,
<name>qa.stone.branch2</name> "sysId":
<opswiseGroups /> "94640cb62679407692cb41091e5c73fe",
<sysId>94640cb62679407692cb41091e5c73 "trapCommunity": "public",
fe</sysId> "version": 2
<trapCommunity>Test4</trapCommunity> }
</snmpManager> ]
<snmpManagers>
4.15.7.5 Modify an SNMP Manager
Description

URI

http://host_name/uc/resources/snmpmanager

HTTP Method PUT
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Description
Description Modifies the SNMP Manager specified by the sysId .
Example URI http://localhost:8080/uc/resources/snmpmanager
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an SNMP Manager Example Request, below.
SNMP Manager Properties See SNMP Manager Properties.
Example Response + Status 200 /0K

Successfully updated the SNMP Manager with sysld <sysld> to version <version>.

4.15.7.5.1 Modify an SNMP Manager: Example Request

XML Request JSON Request

XML Request JSON Request

<snmpManager> {
<description>description</description> "description": "description",
<managerAddress>Junk.com</managerAddress> "managerAddress": "Junk.com",
<managerPort>123</managerPort> "managerPort": 123,
<name>Test4</name> "name": "Test4",
<opswiseGroups> "opswiseGroups": [ "Accounting" ],

<opswiseGroup>Accounting</ "sysId":

opswiseGroup> "62701879a6264107bb7572952bcc65¢cc",
</opswiseGroups> "trapCommunity": "public"
<sysId>62701879a6264107bb757a952bccb5cc</ }

sysId>
<trapCommunity>Test4</trapCommunity>

</snmpManager>

4.15.7.6 Read an SNMP Manager

Description
URI http://host_name/uc/resources/snmpmanager
HTTP Method GET
Description Retrieves information on a specific SNMP Manager.
URI Parameters See Read an SNMP Manager URI Parameters, below.
Example URI http://localhost:8080/uc/resources/snmpmanager?managername=Test4
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Description
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See Read an SNMP Manager Example Response, below.
SNMP Manager Properties See SNMP Manager Properties.
4.15.7.6.1 Read an SNMP Manager: URI Parameters
Parameter Description Specifications Required Mutually Exclusive With
managerid ID used within the Controller to identify | String; URI parameter. Y managername
this SNMP Manager. (unless managername
is specified)
managername Name used within the Controller to String; URI parameter. Y managerid
identify this SNMP Manager. (unless managerid
is specified)
4.15.7.6.2 Read an SNMP Manager: Example Response
XML Response JSON Response
XML Response JSON Response

<snmpManager exportReleaselLevel="7.2.0.0" {

exportTable="ops_snmp_connection"

retainSysIds="true" version="1">
<description>description</description>
<managerAddress>Junk.com</managerAddress>
<managerPort>123</managerPort>
<name>Test4</name>
<opswiseGroups />
<sysId>62701879a6264107bb757a952bcc65cc</

<trapCommunity>Test4</trapCommunity>
</snmpManager>

sysId> "62701879a6264107bb757a952bcc65cc",

"description": "description",
"exportReleaselevel": "7.2.0.0",
"exportTable": "ops_snmp_connection",
"managerAddress": "Junk.com",
"managerPort": 123,

"name": "Test4",

"opswiseGroups": null,

"sysId":

"trapCommunity": "public",
"version": 1

4.16 Credential Web Services
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4.16.1 Overview

Universal Controller supports the following RESTful-based web services for Credential operations, which are listed
alphabetically on this page.

+ Create a Credential
+ Delete a Credential
+ List Credentials

+ Modify a Credential
* Read a Credential

Formatting specifications for each web service, including details about property requirements, are provided.

4.16.2 Create a Credential

Description
URI http://host_name/uc/resources/credential
HTTP Method POST
Description Creates a Credentials.
Example URI http://localhost:8080/uc/resources/credential
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Credential Example Request, below.
Properties See Credential Properties.
Example Response + Status 200 /OK
Successfully created the credential with sysld {sysld}.
+ Status 400 /Bad Request
Create credential failed. A duplicate value has been detected. Name must be unique.

4.16.2.1 Create a Credential: Example Request

XML Request JSON Request

XML Request JSON Request

<?xml version="1.0" encoding="UTF-8" {

standalone="yes"?> "description": null,

<credential exportReleaselevel="7.3.0.0" "exportReleaselLevel": "7.3.0.0",
exportTable="ops_credentials" "exportTable": "ops_credentials",
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XML Request

JSON Request

retainSysIds="true" version="28">
<description />
<name>AWS_Secrets_Manager</name>
<opswiseGroups/>
<provider>AWS Secrets Manager</provider>
<providerParameters>
<providerParameter>
<name>ACCESS_KEY_ID</name>
<value>*xxxxx</value>
</providerParameter>
<providerParameter>
<name>SECRET_ACCESS_KEY</name>
<value>*xx*xx</value>
</providerParameter>
<providerParameter>
<name>REGION</name>
<value>us-east-1</value>
</providerParameter>
<providerParameter>
<name>SECRET_ID</name>
<value>arn:aws:secretsmanager:us-
east-1:792840030488:secret:uc-ebwnD3</value>
</providerParameter>
<providerParameter>
<name>SECRET_PASSWORD_KEY</name>
<value>password</value>
</providerParameter>
<providerParameter>
<name>SECRET_PASSPHRASE_KEY</name>
<value></value>
</providerParameter>
<providerParameter>
<name>SECRET_TOKEN_KEY</name>
<value></value>
</providerParameter>
</providerParameters>
<runtimeKeylLocation />
<runtimeUser>secret</runtimeUser>
<sysId>f71d4960469840c2ac3734962405bedd</

"name": "AWS_Secrets_Manager",

1,

"provider": "AWS Secrets Manager",

"opswiseGroups":

"providerParameters": [

{
"name": "ACCESS_KEY_ID",
"value": "x*xkxx"

I

{
"name": "SECRET_ACCESS_KEY",
"value': "kxxkx"

b

{
"name": "REGION",
"value": "us-east-1"

I

{
"name": "SECRET_ID",
"value'":

"arn:aws:secretsmanager:us-

east-1:792840030488:secret:uc-e6wnD3"

I
{
"name'": "SECRET_PASSWORD_KEY",
"value": "password"
b
{
"name": "SECRET_PASSPHRASE_KEY",
"value": ""
b
{
"name": "SECRET_TOKEN_KEY",
"value": ""
}
1,
"retainSysIds": true,

"runtimeKeylLocation": null,

"runtimeUser'":

"secret",
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</credential>

XML Request JSON Request
sysId>
<type>Standard</type> "sysId":

"f71d4960469840c2ac3734962405bedd",
"type": "Standard",

"version": 28

4.16.2.2 Credential Properties

Services

to.
Format:

XML

<opswiseGroups>

<opswiseGroup>groupl</
opswiseGroup>

<opswiseGroup>group2</

opswiseGroup>
</opswiseGroups>

JSON

"opswiseGroups":
["groupl","group2"]

Properties Ul Field Name Description Specifications Required
description Description User-defined; description of this record. N
exportReleasele |N/a Universal Controller release that the record |read only N

1 was exported from.
ve
exportTable n/a Record table information. read only N
name Name Name used within the Controller to identify | Maximum 40 alphanumerics. |Y
this Credential.
opswiseGroups | Member of Business Business Services that this record belongs N
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Properties

Ul Field Name

Description

Specifications

Required

provider

Provider

Provider of credentials.

Valid values (case-insensitive): |N

+ As String = Universal

Controller,

As String = AWS Secrets
Manager, As Value=2

As String = Azure Key
Vault, As Value = 3

+ As String = CyberArk

Credential
Value = 4

As String = CyberArk
Central Credential
Provider, As Value = 5

Default is Universal Controller

M-

As Value =1

Provider, As

providerParamet

ers

Provider Parameters

Set of parameters specific to provider. See
Provider Parameters for provider parameter
details for each provider.

Y
(if provider is not Universal
Controller)

XML

JSON

retainSysIds

n/a

Specification for whether or not the Create a
Credential web service will persist the sysld
- CRED property.

If retainSyslds="true" and sysId is
included in the request, sysId will be
persisted to the database.

If retainSyslds="false" and sysId is

included in the request, sysId will be

ignored; it will be autogenerated by the
Controller.

Note

In XML web services,
retainSysIds is specified as an
attribute in the <credential> element.

Optional; Valid values: true/ N

false (default is

true).
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Properties Ul Field Name Description Specifications Required
runtimeKeyLocat |Key Location (SFTP only) | Using SFTP requires that you supply a valid N
. credential that specifies the location of the

e SSL/TLS Private key on your Agent. This
property provides the location, which must
exist on the Agent where you intend to run
the SFTP task. Currently, the Controller does
not support password authentication for
SFTP Transfer.

For File Transfer over SSL/TLS, make sure
you have your private/public keys properly
set up and working before you configure the
Controller to use it. For example, to validate
the keys, log into your destination server
from your agent server using SSL/TLS.

runtimePassPhra | Pass Phrase (SFTP only) | Pass phrase for the Runtime User's SSL/TLS N

Private key file.

se

runtimePassword | Runtime Password Runtime user's Password Web « If runtimePassword is [N

ger\c/jlcef#IChange Runtime Password of omitted in the request, it
redentials. will be ignored.

+ If runtimePassword is
provided in the request, it
will be updated.

runtimeToken Token Runtime user Token that can be used with N

the Functions#Return Token of a Credential . .
function. If runtimeToken is
omitted in the request, it
will be ignored.
If runtimeToken is
provided in the request, it
will be updated.
runtimeUser Runtime User Runtime user ID, including an LDAP- or AD- Y
formatted user ID, under which the job will
be run.
sysId n/a System ID field in the database for this Persisted only if retainSyslds is | N
Credential record. set to true.
type Type Type of Credential. Valid Values: N
As String = Standard, As
Value =1
As String = Resolvable, As
Value =2
As String = Web Service,
Note: As Value =3

You cannot modify the type after the
Credential has been created, but you
can Credentials#Converting
Credential Types any Credential type
to any other type.

As String = Email, As
Value = 4

Default is Standard (1).

RFSTful Webh Services API- 312



https://stonebranchdocs.atlassian.net/wiki/spaces/UC76/pages/439242280/Functions#Functions-ReturnTokenofaCredential
https://stonebranchdocs.atlassian.net/wiki/spaces/UC76/pages/439241000/Credentials#Credentials-ConvertingCredentialTypes

4.16.2.3 Provider Parameters
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If a provider parameter is secure, its value will not be exposed in the GET response (xml: no <value> property; json:

"value" : null). However, you can manually add it to the PUT/POST request to update the value.

4.16.2.3.1 AWS Secrets Manager

Provider Parameter Required Description
ACCESS_KEY_ID true The AWS access key, used to identify the user interacting with AWS.
SECRET_ACCESS_KEY true The AWS secret access key, used to authenticate the user interacting with
AWS.
REGION true The region name (e.g., us-east-1).
SECRET_ID true The ARN or name of the secret to retrieve.
SECRET_PASSWORD_KEY false If this secret was created by using the console, then Secrets Manager stores
the information as a JSON structure of key/value pairs.
Specifies the key for the password in the JSON structure.
+ If left unspecified, the password will evaluate to the entire secret value.
SECRET_PASSPHRASE_KEY false Specifies the key for the passphrase in the JSON structure.
+ If left unspecified, the passphrase will be undefined.
SECRET_TOKEN_KEY false Specifies the key for the token in the JSON structure.
If left unspecified, the token will be undefined.
CACHE_TTL false The TTL (Time To Live), in seconds, for the cached secret before a new
request to the provider is made. (default 3600 seconds / 1 hour)
4.16.2.3.2 Azure Key Vault
Provider Parameter Required Description
KEY_VAULT_NAME true The name of the Key Vault used to build the vault URL to send HTTP
requests to.
https://<your-key-vault-name>.vault.azure.net
SECRET_NAME true The name of the secret.
CLIENT_ID true The client (application) ID.
TENANT_ID true The Azure Active Directory tenant (directory) Id.
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Provider Parameter

Required

Description

CLIENT_SECRET

The client secret used to authenticate.

+  Only one of CLIENT_SECRET, CLIENT_ASSERTION,
PEM_CERTIFICATE, or PFX_CERTIFICATE can be specified.

CLIENT_ASSERTION

The client assertion used to authenticate.

+  Only one of CLIENT_SECRET, CLIENT_ASSERTION,
PEM_CERTIFICATE, or PFX_CERTIFICATE can be specified.

PEM_CERTIFICATE

The path of the PEM certificate used for authenticating.

+  Only one of CLIENT_SECRET, CLIENT_ASSERTION,
PEM_CERTIFICATE, or PFX_CERTIFICATE can be specified.

PFX_CERTIFICATE

The path of the PFX certificate used for authenticating.

+  Only one of CLIENT_SECRET, CLIENT_ASSERTION,
PEM_CERTIFICATE, or PFX_CERTIFICATE can be specified.

PFX_CERTIFICATE_PASSWORD

The password for the PFX certificate.
Required if the PFX_CERTIFICATE is specified.

CACHE_TTL

false

The TTL (Time To Live), in seconds, for the cached secret before a new
request to the provider is made. (default 28800 seconds / 8 hours)

4.16.2.3.3 CyberArk Credential Provider

Provider Parameter Required Description
APPLICATION_ID true The unique ID of the application issuing the password request.
SAFE true The name of the Safe where the password is stored.
FOLDER true The name of the folder where the password is stored.
OBJECT true The name of the password object to retrieve.
REASON false The reason for retrieving the password.
CACHE_TTL false The TTL (Time To Live), in seconds, for the cached secret before a new

request to the provider is made. (default 5

4.16.2.3.4 CyberArk Central Credential Provider

Provider Parameter Required Description
HOST true The hostname of the Central Credential Provider.
PORT true The port of the Central Credential Provider.
APPLICATION_ID true The unique ID of the application issuing the password request.
SAFE true The name of the Safe where the password is stored.
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Provider Parameter Required Description
FOLDER true The name of the folder where the password is stored.
OBJECT true The name of the password object to retrieve.
CACHE_TTL false The TTL (Time To Live), in seconds, for the cached secret before a new
request to the provider is made. (default 5 seconds)

4.16.3 Delete a Credential

Description
URI http://host_name/uc/resources/credential
HTTP Method DELETE
Description Deletes a Credential.
URI Parameters See Delete a Credential URI Parameters, below.
Example URI http://localhost:8080/uc/resources/credential?credentialname=test
Example Response + Status 200 /0K
Credential deleted successfully.
+ Status 400 /Bad Request
Mutual exclusion violation. Cannot specify credentialname and credentialid at
the same time.
Status 404 /Not Found
A credential with {name/id} "test" does not exist.

4.16.3.1 Delete a Cre