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Installation, Upgrade, and Applying Maintenance

There are separate procedures for installing, upgrading, and applying maintenance for Universal Controller 7.0.x.

Installation

Installation refers to the installation of Universal Controller 7.4.x on a machine with any supported platform that does not already contain an

installed Controller.

If you are installing Universal Controller for the first time, see Universal Controller Installation for instructions.

Upgrade


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554233/Upgrading+Universal+Controller+from+5.2.0
https://stonebranchdocs.atlassian.net/wiki/download/attachments/63553672/Universal%20Controller%207.3.x%20Installation,%20Upgrade,%20and%20Applying%20Maintenance.pdf?version=1&modificationDate=1675710728188&cacheVersion=1&api=v2
https://stonebranchdocs.atlassian.net/wiki/spaces/SMLRI/pages/2392231/Platform+Support+for+Universal+Controller+6.9.x+and+Universal+Agent+6.9.x

Upgrading to Universal Controller 7.4.x refers to the increase of its currently installed 5.2.x version to a 7.4.x version (for example, upgrading
Controller 5.2.0.10 to Controller 7.4.0.0).

You cannot upgrade to Controller 7.4.x from versions prior to 5.2.x (for example, 5.1.1).

If you are upgrading from Universal Controller 5.2.x to Universal Controller 7.4.x, see Upgrading Universal Controller from 5.2.0 for instructions.
Note
To increase a currently installed 6.1.x or later release of the Controller to a 7.4.x release, you do not have to perform an upgrade; you

only have to apply maintenance to the 6.1.x or later release. (The procedures for applying maintenance differ from the procedures for
upgrading.)

Applying Maintenance

For Universal Controller 7.4.x, applying maintenance refers to the increase from a currently installed 6.1.x or later release of the Controller to a
7.4.x release of the Controller (for example, increase Controller 6.1.3.1 to Controller 7.4.0.0).

If you are applying maintenance to your version of Universal Controller, see Applying Maintenance to Universal Controller.
Note

To increase a Controller 5.2.x version to Controller 7.2.x, you must perform an upgrade. (The procedures for upgrading differ from the
procedures for applying maintenance.)

You cannot upgrade to Controller 7.2.x from versions prior to 5.2.x (for example, 5.1.1).

Database Permissions

In order to install or perform upgrades of Universal Controller, the database user configured for the Controller will require DDL (Data Definition La
nguage) permission in the database during the install or upgrade.

Once the install or upgrade has been completed successfully, the configured database user requires only DML (Data Manipulation Language)
permissions for running the Controller.

Universal Controller Installation

® Qverview

® Upgrade and Applying Maintenance
® Database Permissions

Overview

Universal Controller is a Java web application running in a Tomcat web container.

For this reason, the Universal Controller software and the procedure for installing Universal Controller on UNIX or Windows is basically the same.

Note
This installation procedure does not include the installation of Java, Tomcat, or a database; however, they all are prerequisites.

Upgrade and Applying Maintenance

If you are upgrading to Universal Controller 7.4.x from Universal Controller 5.2.x, see Upgrading Universal Controller from 5.2.0 for instructions.

If you are applying maintenance to a Universal Controller 6.1.x or later installation to increase it to a 7.4.x release, see Applying Maintenance to
Universal Controller for instructions.

Database Permissions

In order to install or perform upgrades of Universal Controller, the database user configured for the Controller will require DDL (Data Definition La
nguage) permission in the database during the install or upgrade.

Once the install or upgrade has been completed successfully, the configured database user requires only DML (Data Manipulation Language)
permissions for running the Controller.

Pre-Installation Procedure


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554233/Upgrading+Universal+Controller+from+5.2.0
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554233/Upgrading+Universal+Controller+from+5.2.0
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554233/Upgrading+Universal+Controller+from+5.2.0

Overview

Before you install Universal Controller, you must perform the following pre-installation procedure:

Step 1 Determine the space requirements for Universal Controller software and the Universal Controller database.
Step 2 Install all required Universal Controller prerequisites.

Step 3 Download the platform-specific Universal Controller distribution file from the Stonebranch Customer Portal.

Note
You can install the Controller before, during, or after installation of Universal Agent.

Determining Space Requirements

® Overview
® Controller Space Requirements
® Database Space Requirements

® (Calculating Space Requirements
® Qutput Retrieval

Overview

The following space requirements must be determined for the Controller and its database.

Controller Space Requirements

The Universal Controller war file is approximately 110MB compressed and 200MB uncompressed, using a total of approximately 310MB of space
when fully deployed.

However, the space requirements for the Controller are driven largely by logging. Logging requirements are based on the log levels selected in
the Log Level and Platform Log Level Universal Controller system properties.

A minimum 2GB of space is recommended for logging and other operations that require the Controller file system, such as bulk (and list) import
lexport.

The Log File Retention Period in Days Universal Controller system property lets you specify the number of days that a Controller log file (and an A
gent log file) is retained before it is purged. The default is 5 days.

Database Space Requirements

Each type of database software (MySQL, Microsoft SQL Server, Oracle) takes up different amounts of space. However, the space required for
saved Controller data is the same; that is, for example, 1,000 tasks consume no more space in MySQL than they do in Oracle.

Calculating Space Requirements

Following the initialization of the Controller database, the initial table space size will be approximately 60MB.
Based on calculations using data from all task types, each Controller task instance consumes approximately 10KB of database space. You

should estimate space requirements for your data based on your expected number of task executions per day and the duration for retaining
history and activity data before purging.

Output Retrieval
An Agent always caches output. Output is stored in the database only if you do one or more of the following:

® Select Automatic Output Retrieval for a task.
® Create Email Notifications with output attachments for task.
® Retrieve output for a task instance.

A retrieved output file of 1K (for example) will require 2KB to 2.5KB of space in the database.
Installing Universal Controller Prerequisites

Before installing Universal Controller, on either Windows or UNIX (both Linux and AlX), you first must install the following prerequisites:

1. Java Runtime Environment
2. Apache Tomcat


https://stonebranch.zendesk.com/hc/en-us
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-LogLevel
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-PlatformLogLevel
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-LogFileRetentionPeriodinDays
#
#
https://stonebranchdocs.atlassian.net/wiki/spaces/IL/pages/1673585/Automatic+Output+Retrieval
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63565212/Email+Notification+Actions
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63558353/Retrieving+Output
https://stonebranchdocs.atlassian.net/wiki/spaces/UA73/pages/3772085/Installation+Information

3. Database

Downloading Java Runtime Environment

Introduction

You must download a Java Runtime Environment (JRE) appropriate for your platform:

Operating System JRE Supported Level
Windows, Oracle JRE Levels 11 and 17
UNIX (Linux)

Windows, OpenJDK JRE  Levels 11 and 17
UNIX (Linux)

UNIX (AIX) IBM JRE Level 11

Oracle JRE

To download the Java Runtime Environment (JRE) for Windows and UNIX (Linux), access the Oracle site for Java JREs and download the

appropriate package for your platform:
http://www.oracle.com/technetwork/java/javase/downloads/index.html
OpenJDK JRE

To download Red Hat's implementation of OpenJDK, a free and open source implementation of the Java Platform, Standard Edition (Java SE),
access Red Hat's download site and download the appropriate package:

https://developers.redhat.com/products/openjdk/download/

Note
If Universal Controller produces an exception while exporting a dashboard widget or generating a scheduled chart report, a required

dependency may not be installed.

IBM JRE
To download the IBM Java Runtime Environment (JRE) for UNIX (AlX), access the IBM site for Java JREs and download the appropriate

package for your platform:

https://www.ibm.com/support/pages/node/6208334

Installing Apache Tomcat

® |nstall Apache Tomcat

® Start and Validate Apache Tomcat

® Troubleshooting
® Tomcat Post Limit: STATUS_MAX_POST_SIZE_EXCEEDED
® Special Characters Not Displaying Correctly

Note
Apache Tomcat versions 8.5.x and 9.0.x are supported.

Install Apache Tomcat

Perform the following steps to install Apache Tomcat (download and installation procedure for Apache Tomcat may vary a bit for each platform):

Select an appropriate method of installation:


http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://developers.redhat.com/products/openjdk/download/
https://www.ibm.com/support/pages/node/6208334
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63579358/Widgets
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63578862/Report+Details
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63542152/Open+JRE+Dependency+not+Installed
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63542152/Open+JRE+Dependency+not+Installed
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Windows
We recommend using the GUI installer to create the Apache Tomcat Service:

1. Download the "32-bit/64-bit Windows Service Installer" from Tomcat 8.5.x or Tomcat 9.0.x.
2. Follow the instructions to install the package.

Windows or Linux/Unix
Download a tar.gz or zip package that you unzip into a directory:

1. Download an appropriate package from Tomcat 8.5.x or Tomcat 9.0.x.
2. Follow the instructions to unzip the appropriate package (tar.gz or zip) into a directory on your file system.

Linux/Unix: Redhat and Centos distributions
Instead of downloading a tar.gz or zip package, you can use the yum installer.

In order to accommodate large workloads, Universal Controller requires that you configure the Java heap size options using the
CATALINA_OPTS environment variable. The following table outlines the minimum recommended configuration.

zlLinux | CATALI NA OPTS="- Xms512m - Xnx2048m - Xj i t : opt Level =noQpt " |

All Other Platforms | CATALI NA_OPTS="- Xns512m - Xmx2048n |

If you have installed Tomcat as a service on Windows, see Windows Service, below; otherwise, see All Platforms:

All Platforms
A recommended way to set the CATALINA_OPTS environment variable is to use the optional set env script.

The script is placed into either the CATALINA_BASE/bin or CATALINA_HOME/bin directory and is named set env. bat (on Windows)
or set env. sh (on Linux/Unix). The file must be readable.

Note
The CATALINA_BASE environment variable specifies location of the root directory of the "active configuration" of Tomcat. It is
optional. It defaults to be equal to CATALINA_HOME.

By default, the set env script file is absent. If the script file is present in both CATALINA_BASE and CATALINA_HOME, the file in
CATALINA_BASE is preferred.

For example, to configure the CATALINA_OPTS environment variable for Java 8, you can create the following script file:

On Windows, %CATALI NA_BASE% bi n\ set env. bat :

| set "CATALINA OPTS=- Xns512m - Xmx2048nt |

On Linux/Unix, $CATALI NA_BASE/ bi n/ set env. sh:

| CATALI NA OPTS="- Xns512m - Xnx2048n{ |

For additional Tomcat configuration details, including CATALINA_OPTS, see RUNNING.txt.

Windows Service


https://tomcat.apache.org/download-80.cgi
https://tomcat.apache.org/download-90.cgi
https://tomcat.apache.org/download-80.cgi
https://tomcat.apache.org/download-90.cgi
http://tomcat.apache.org/tomcat-8.5-doc/RUNNING.txt

If you installed Tomcat as a Windows service, you can set values using the $CATALI NA_HOVE\ bi n\ t ontat w. exe GUI tool.
Enter the parameters as follows (for Tomcat 8.5.x or Tomcat 9.0.x):

® Initial memory pool = minimum heap size (Xms)
® Maximum memory pool = Maximum heap size (Xmx)

R Apache Tomcat 8.5 Tomcat8 Properties -

| General I Log On | Logging | Java |513r1L||:| | Shutdown |

[] Use default
Java Virtual Machine:

|C:‘|,Program Files\Java'jdk-11.0. 2bin\serverjum.dl | | |

Java Classpath:

| C:\Program FilesiApache Software Foundation{Tomcat 3. 5'bin'pootstrap |

Java Options:

-Dcatalina.home =C:\Program Files\Apache Software Foundation{Tom | -
Dataling.base=C:\Program Files\Apache Software Foundation{Tom:
-Dijava.io. tmpdir=C:\Program Files\Apache Software Foundation{Tom

Djava.util.logging. manager=org.apache juli. ClassLoaderLogManage |,

Java 9 Optlions:

--add-opens=java.basefiava.lang=ALL-UMNMAMED -
--add-opens=java.basefiava.io=ALL-UNMAMED
—-add-opens=java.rmi/sun.rmi. transport=ALL-UNNAMED

Initial memory poal: | 1024 | ME

Maximum memory pool: | 10500 | ME

Thread stack size: | | KB

| Ok | | Cancel | Apply

Note
Later, after you start Tomcat and log in to the Controller, you can validate these settings by running the Memory Usage
operation, as follows:

1. From the Administration navigation pane, select Configuration > Server Operations.
2. Run the Memory Usage operation. The min and max numbers on the top line (Heap) should be similar to the above settings.

Start and Validate Apache Tomcat

Perform the following steps to start and validate Apache Tomcat:

Step  Tomcat is normally run as a system service or daemon. You can start Tomcat using the standard method for your operating system or
1 by using a script, as follows:

Windows
Use Windows Services to start Tomcat or start Tomcat from the command line as follows: net start <name of Tontat
service>.

Linux
Start the Tomcat daemon using the script placed inthe / et ¢/ i ni t . d directory for Tomcat: servi ce <nanme of Tontat



service> start.

Windows or Linux
Start the service using the $CATALI NA_HOVE/ bi n/ st ar t up. bat or $CATALI NA_HOWE/ bi n/ st ar t up. sh scripts.
Step  Open a browser and go to the following URL: http://localhost:8080.

Step  The following screen displays, verifying that you have successfully installed and started Tomcat:

_ The Apache Software Foundation
: http://www.apache.org/

If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!

Apache Tomcat

Status As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at

Tomcat Manager
$CATALINA_ HOME/webapps/ROOT/ index.html

where "$CATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you don't think
wou should be, then you're either a user who has amived at new installation of Tomcat, or you're an administrator who
Release Notes hasn't got hisfher setup quite right. Providing the latter is the case, please refer to the Tomcat Documentation for more
Change Log detailed setup and administration information than is found in the INSTALL file.

Tomcat Documentation
NOTE: For security reasons, using the manager webapp is restricted to users with role "manager". Users are

defined in $CATALINA_HOME/conf/tomcat-users.xml.

Included with this release are a host of sample Serviets and JSPs (with associated source code), exensive
docurnentation, and an introductory guide to developing weab applications.

Tomcat mailing lists are available at the Tomcat project web site:

5 * users@tomcat.apache.org for general questions related to configuring and using Tomeat
Users Mailing List  devi@tomcat.apache.org for developers working on Tomcat

Developers Mailing List
IRC Thanks for using Tomcatl

Powered by

Serets Examples TOMCAT

JSP Examples Copyright € 1939-2008 Apache Software Foundation
Sun's Java Server Pages Site All Rights Reserved

Troubleshooting

Tomcat Post Limit: STATUS_MAX_POST_SIZE_EXCEEDED

Problem

The following error message displays:

The server did not receive the data that was sent to it. Please see the docunentation for isc. RPCResponse.
STATUS_MAX_POST_SI ZE_EXCEEDED

Resolution
Remove the post limit by specifying the following attribute on the <Connector> element in conf/ server. xm :

maxPost Si ze="- 1"
Special Characters Not Displaying Correctly

Problem

Some special characters not getting displayed correctly in your browser GUI.

Resolution
Tomcat on Windows requires you to define code page UTF-8 as the default code page for war files.
To do this, add the following to the Java options statement just as you did with the memory parameter:

-Dfil e. encodi ng=UTF8


http://localhost:8080

Installing a Database

® Qverview

® Database Permissions
® Database Management Systems
* MySQL
® Microsoft SQL Server
® Oracle

Overview
Universal Controller can use a database space of an existing database or you can install a database specifically for the Controller.

We recommend an initial size of 100MB.

Note
In a High Availability environment, each cluster node connects to the same database.

Database Permissions

In order to install or perform upgrades of Universal Controller, the database user configured for the Controller will require DDL (Data Definition La
nguage) permission in the database during the install or upgrade.

Once the install or upgrade has been completed successfully, the configured database user requires only DML (Data Manipulation Language)
permissions for running the Controller.

Database Management Systems

The following database management systems are supported:

* MySQL
® Microsoft SQL Server
® Oracle

MySQL

Note
MySQL versions 5.7.x and 8.0.x are supported.
Step 1 Download MySQL installation instructions.

Step 2  Download MySQL (Windows only).

® For Windows, select Windows (x86, 32-bit), MSI Installer
® For Unix and Linux, you can use a tar.gz download or select a systems package installer appropriate for your environment, such as Yum.

Step 3  Install MySQL as per the instructions.
Step 4 Make a note of the user ID and password to be used later when installing the Controller.

Step 5 The database will be created automatically when you select MySQL during the Controller installation process.
MySQL Options
The following enhancements can be made to your MySQL database.

Speeding Up MySQL Performance

For Windows installations, you can speed up MySQL performance by adding the following parameter to the appropriate MySQL. i ni file:

i nnodb_flush_log at trx_commt=0

For more information about this parameter, see the MySQL documentation:

® http://dev.mysgl.com/doc/refman/5.7/en/innodb-parameters.html#sysvar_innodb_flush_log_at_trx_commit


http://dev.mysql.com/doc/index.html
http://dev.mysql.com/downloads/
https://stonebranchdocs.atlassian.net/wiki/spaces/SMLRI/pages/2410356/Universal+Controller+6.4.7.0+Release+Notes
http://dev.mysql.com/doc/refman/5.7/en/innodb-parameters.html#sysvar_innodb_flush_log_at_trx_commit
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63582674/High+Availability

® http://dev.mysgl.com/doc/refman/8.0/en/innodb-parameters.html#sysvar_innodb_flush_log_at_trx_commit

Setting the MySQL max_allowed_packet Configuration Variable

A communication packet is a single SQL statement sent to the MySQL server, a single row that is sent to the client, or a binary log event sent
from a master replication server to a slave.

If you want the Controller to handle big packets, you must increase the MySQL max_allowed_packet configuration variable on the database
server.

For detailed information about this variable, refer to:

® MySQL 5.7.x reference manual
® MySQL 8.0.x reference manual

MySQL SSL/TLS Configuration
If you use SSL/TLS for JDBC communication to your MySQL environment, some additional configuration is required (depending on your needs).
The MySQL configuration property ssIMode can be used to control the SSL behavior for database connections.

By default, network connections are SSL encrypted; the ssIMode property permits secure connections to be turned off or different levels of
security to be selected.

The following ssIMode values are allowed:

ssIMode Value Description

"DISABLED" Establish unencrypted connections.

"PREFERRED" Establish encrypted connections if the server enabled them, otherwise fall back to unencrypted connections. (Default value)
"REQUIRED" Establish secure connections if the server enabled them, fail otherwise.

"VERIFY_CA" Similar to REQUIRED; but additionally, verify the server TLS certificate against the configured Certificate Authority (CA) certificates.

"VERIFY_IDENTITY" Similar to VERIFY_CA; but additionally, verify that the server certificate matches the host to which the connection is attempted.

To change the default behavior of SSL (PREFERRED), add the following to the uc.properties configuration file where ssIModeValue is one of the
values listed above (DISABLED, PREFERRED, REQUIRED, VERIFY_CA, VERIFY_IDENTITY):

\ uc. db. url . append. properti es=&ssl Mbde=ssl MbdeVal ue

This property replaced the deprecated legacy properties "useSSL", "r equi r eSSL", and "veri f yServer Cer ti f i cat e", which are still
accepted but translated into a value for "ssl Mbde" .

If "ssl Mode" is not explicitly set:

® {"useSSL=f al se"}is translated to " ss| Mode=Dl SABLED".

® {"useSSL=true","requireSSL=fal se","verifyServerCertificate=fal se"}istranslated to " ss| Mbode=PREFERRED".
® {"useSSL=true","requireSSL=true","verifyServerCertificate=fal se"}is translated to " ssl Mode=REQUI RED" .

® {"useSSL=true" AND"verifyServerCertificate=true"}istranslated to"ssl Mode=VERI FY_CA".

® There is no equivalent legacy settings for " ssl Mode=VERI FY_| DENTI TY".

Note

For ALL server versions, the default setting of ssl Mbde is "PREFERRED", and it is equivalent to the legacy settings of useSSL=t r ue,
requireSSL=false, and verifyServerCertificate=false, which are different from their default settings for Connector/J 8.0.12 and earlier in
some situations.

Applications that continue to use the legacy properties and rely on their old default settings should be reviewed.

You may need to enable connections with TLSv1.2 and higher versions using the enabledTLSProtocols connection property. To specify the
enabledTLSProtocols property, add the following to the uc.properties configuration file:

' uc.db. url.append. properti es=&nabl edTLSPr ot ocol s=TLSv1. 2 ]

Prior to considering the enabledTLSProtocols connection property , you should verify the database connection using the latest Universal
Controller maintenance release, as it may be using a more recent MySQL Connector/J, with functionality changed or added.

https://docs.stonebranch.com/confluence/display/SMLRI/Universal+Controller+Maintenance+Lists

https://dev.mysqgl.com/doc/connector-j/8.0/en/connector-j-usagenotes-known-issues-limitations.html


http://dev.mysql.com/doc/refman/8.0/en/innodb-parameters.html#sysvar_innodb_flush_log_at_trx_commit
http://dev.mysql.com/doc/refman/5.7/en/packet-too-large.html
http://dev.mysql.com/doc/refman/8.0/en/packet-too-large.html
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-UniversalControllerStart-upProperties(uc.properties)
https://docs.stonebranch.com/confluence/display/SMLRI/Universal+Controller+Maintenance+Lists
https://dev.mysql.com/doc/connector-j/8.0/en/connector-j-usagenotes-known-issues-limitations.html

Microsoft SQL Server

Note
Microsoft SQL Server versions 2014, 2016, 2017, and 2019 are supported.
Step 1  Download and install MS SQL Server as per the Microsoft documentation.

Step 2  Create the Controller database. You can use any legal name, but we recommend the name uc.

£3 Important
You must use a case-insensitive collation.

Step 3 Make a note of the userid and password to be used later when installing the Controller.
Note

Universal Controller automatically appends the sendSt ri ngPar anet er sAsUni code parameter to the URL, setting it to false.

When set to false, the Unicode translation property specifies that prepared parameters for character data are sent as ASCII or Multi-byte
Character Set (MBCS) instead of Unicode.

jdbc:sqlserver://localhost:1433;databaseName=uc;sendStringParametersAsUnicode=false

Oracle

Note
Oracle versions 19c and 21c are supported.
Step 1  Download and install Oracle as per the Oracle documentation.
Step 2 Create the Controller database. You can use any legal name, but we recommend the name uc.

Step 3 Make a note of the userid and password to be used later when installing the Controller.

If PDB (Pluggable Database) is being used for the Oracle Controller database, the JDBC URL should be used in EZCONNECT format and point
to the PDB service, not the database SID.

For example:

j dbc: oracl e:thin: @/ dbhost: 1521/ pdbuc. user domai n

Oracle Options

The following enhancements can be made to your Oracle database.

Setting open_cur sor s Value for Large Imports
To facilitate large imports on Oracle, specify the maximum number of cursors that can be open by setting the open_cur sor s value to 1000.

(The cursors are used only during the import; they then are closed.)

Checking the Current Value of open_cur sor s

To check the current value for maximum open cursors, issue the following sqgl*plus utility command:

show par anmet er open_cursors

A listing similar to the following will display:

SQL> show par aneter open_cursors;




open_cursors i nt eger 1000

Setting a New Value for open_cur sors

You can temporarily set the open_cur sor s value with the following SQL:

alter system set open_cursors=1000

To make a permanent change, you must set the open_cur sor s value in the initialization parameters file.

Note
If you do not set open_cur sor s to 1000, you could receive the following error message during large imports:

ORA- 01000: maxi mum open cursors exceeded

Character Sets

Universal Controller does not stipulate a requirement for the Oracle database character set; for multilingual support, you can use the default
Unicode character set of AL32UTFS8.

https://docs.oracle.com/database/121/NLSPG/ch6unicode. htm#NLSPG317

Block Size

A block size of 8K is optimal for most systems, including Universal Controller.

https://docs.oracle.com/cd/B19306_01/server.102/b14211/iodesign.htm#i19636

Downloading Universal Controller Software

® Overview

® Versioning
® Downloading Current Products Software

Overview
This page tells you how to download the current Universal Controller 7.3.x software from the Stonebranch Customer Portal.
Versioning

Universal Automation Center software (Universal Controller and Universal Agent) packages are labeled with four numeric identifiers: Version.
Release.Modification.Maintenance.

For example, for Universal Controller 7.3.0.0:

® 7 =Version7
® 3 =Release 3
® 0 = Modification Level O
® 0= Maintenance Level 0


https://docs.oracle.com/database/121/NLSPG/ch6unicode.htm#NLSPG317
https://docs.oracle.com/cd/B19306_01/server.102/b14211/iodesign.htm#i19636
https://stonebranch.zendesk.com/hc/en-us

Downloading Current Products Software

To download the Universal Controller 7.3.x software:

Step 1 Log in to the Stonebranch Customer Portal. If you do not have a login, you can request one at support@stonebranch.com.
Step 2 Click the Software Downloads link.

Step 3 Click the Universal Controller link.

Step 4 Click the Universal Controller package link appropriate for your platform.

Step 5 Click Save File and browse to your save location. You can then use the software to install, upgrade, or apply maintenance to the
Controller.

Installing Universal Controller

Introduction

Installation Procedure

Unpack the Universal Controller Distribution File
Install the Controller

® Command Line Switches

® Examples

Deploy the Controller

Update the Universal Controller Start-up Properties (uc.properties)
Verify the Installation

Apply the License Key

® License Information
Enable LDAP Synchronization
® Configure System Notifications

® System Notifications for License Violations and Expirations

® System Notification for System Operations
® System Notification for Data Backup / Purge Operations

Introduction

This page tells you how to install Universal Controller.
The procedure is the same, unless otherwise noted, for both Windows and UNIX (Linux or AIX).

It assumes you already have performed all required pre-installation procedures:

® Determined space requirements
® |Installed all prerequisites.
* Downloaded a Universal Controller distribution file.

Installation Procedure
To install Universal Controller:

1 Unpack the Downloaded Distribution File

2 Install the Controller

3 Deploy the Controller

4 Update the Universal Controller Start-up Properties
5 Verify the Installation

6 Apply the License Key

7 Enable LDAP Synchronization

8 Configure System Notifications


https://stonebranch.zendesk.com/hc/en-us

Unpack the Universal Controller Distribution File

To unpack the Universal Controller distribution file, use the following method appropriate for your platform:

Linux/Unix tar -xvf universal-controller-N N N N
tar

Windows Use an appropriate archiving / unzipping product.

Install the Controller

To install the Controller, issue the following command that is appropriate for your platform:

Linux > sh install-controller.
sh

Windows > install-controll er. bat

The installation process writes the war file (uni ver sal - control I er-N. N. N. N- bui | d. N. war ) to the Tomcat installation directory and
renames it uc. war .

You must include command line switches that specify information the Controller needs to access the Tomcat installation directory, the war file,
and the database. You can include additional command line switches, but they are not required.

If a required command line switch is missing from the command line, an error message will identify it during the installation process.

The Controller installation process writes the values for some command line switches to the Universal Controller start-up properties file, uc.
properties (see the table, below). For any of those command line switches that are not required and, in fact, are not included on the command
line, the Controller installation process writes their default value to uc. properti es.

Command Line Switches

The following table describes the command line switches for the Controller installation process and identifies which are required.

For command line switches that have their value written to the Universal Controller start-up properties file, uc. pr operti es, the table also
identifies the property in that file to which the value is written.

Note
All command line switches are case-sensitive.

Command Line Switch Description Default Re Controller
qui Property
red

_ For an Agent-Only deployment false No
agent 0 If - - agent onl y is true, Universal Controller Start-up Properties (uc.properties) is deployed with an
Agent-Only demonstration license.
nly
. Full path of the Universal Controller war file (uni ver sal -control | er-N. N. N. N- bui | d. N. war) from none Yes
the downloaded Universal Controller package.
contro
I'ler-
file
_ Universal Controller database name. uc No uc.db.name
dbnane
Database user's password. none Yes uc.db.
password



https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-UniversalControllerStart-upProperties(opswise.properties)
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-UniversalControllerStart-upProperties(uc.properties)
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-UniversalControllerStart-upProperties(uc.properties)

dbpass

dbur |

dbuser

--port

rdbns

JDBC connect URL. jdbc: No
mysql://localhost
Format: j dbc:[dat abase type]://I ocal host :3306/

Examples (for MS SQLServer and Oracle, uc is the database name):

MySQL j dbc: nysql ://1ocal host: 3306/
MS SQL Server jdbc: sql server:/ /Il ocal host: 1433; Dat abaseNanme=uc
MS SQL Server JTDS jdbc:jtds:sql server://Ilocal host: 1433/ uc

Oracle jdbc:oracle:thin: @/ ocal host: 1521/ Servi ceNane
or
jdbc:oracle:thin: @ocal host: 1521: XE

Note
Enclose the URL in quotation marks to guard against any special characters (for example: ; >
< &) which are treated by the shell uniquely.

® Unix

Enclose the URL in single quotation marks; for example: ' j dbc:

sql server://dbserver. | ocal ;instanceNanme=I NO1; Dat abaseNane=uc'
® Windows

Enclose the URL in double quotation marks; for example: " j dbc:

sql server://dbserver. | ocal;instanceName=I NO1; Dat abaseNane=uc"

Refer to the jdbc documentation from your database supplier for specific jdbc driver URL parameters or
options that might be needed for your environment. You may want to consult with your local DBA to
discuss these parameters and options.

Refer to Installing a Database in this documentation for more information about suggested connection
parameters, database configuration, and setup.

Database user name. none Yes

Used by the Universal Controller to generate a unique Cluster Node Node Id in the format of hostname: 8080 No
port-dbname.

Note
This is meant to represent the value of the Tomcat HTTP/1.1 Connector port configured in the
server.xml.

It is used solely for Node Id generation and does not impact the Tomcat HTTP/1.1 Connector
configuration.

Database type. mysq|l No *

Valid values are:

mysq|l
sqlserver
sqlserver-jtds
oracle

* --rdbms is required if --dburl is used in the command.

Note

Customers have reported difficulty establishing secure SQL connections using the jTDS open
source JDBC driver for Microsoft SQL Server (--rdbms sqlserver-jtds) when SSL/TLS is
enabled on the server.

We have received feedback that the issue can be resolved by installing a patched version of
the jTDS driver from bug report https://sourceforge.net/p/jtds/bugs/725/.

Stonebranch only bundles the official jJTDS release, currently 1.3.1, with the Universal

uc.db.url

uc.db.user

uc.servlet.
port

uc.db.rdbms


https://sourceforge.net/p/jtds/bugs/725/

Controller.

We do not include unofficial patches, and if you decide to use them, you do so at your own risk.

Path to the Tomcat installation directory (contains the directories:/ bi n, / conf , /| ogs, webapps). none Yes

Note
Enclose the path in quotes to guard against spaces or any special characters (for example: ; >
< &), which are treated by the shell uniquely.

Examples

Shown below are sample commands for installing the Controller on Linux and Windows platforms, using defaults for the database:

Li
n
ux

sh install-controller.sh --tontat-dir ~/tontat --controller-file
[universal -controller-N. N. N.Nbuild. N war --dbuser root --dbpass userpass

install-controller.bat --tontat-dir "c:\Program Fil es\ Apache Software
Foundat i on\ Tontat 9.0" --controller-file universal-controller-N N N N
bui I d. N. war --dbuser root --dbpass userpass

Note
In the Tomcat directory (--tomcat-dir), when quoting the directory is necessary due to spaces, do not use a single backslash before the ending
quotation mark; use either a double backslash or no backslash to avoid the command shell from treating \" as an escape character.

Deploy the Controller

In this procedure, you will start Tomcat, which starts the Controller and builds your database tables. This process takes several minutes. When it
is complete, the Controller is started and ready to use.

If Tomcat already was running when you installed the Controller, you do not need to stop and restart it; this process will occur automatically after
you start the installation.

St

pl

St
ep

Start Tomcat as follows:

Linux
Start the Tomcat daemon using the script placed in the / et ¢/ i ni t. d directory for Tomcat.

‘ service [name of Tontat service] start ’

Windows
We recommend you use Windows Services to start Tomcat. Or, you can start Tomcat from the command line as follows:

‘ net start [nanme of Tontat service] ’

Linux or Windows
You can start the service using the $CATALI NA_HOVE/ bi n/ st art up. bat or $CATALI NA_HOME/ bi n/ st art up. sh scripts.

During this initial startup, the Controller builds the database tables, a process that takes several minutes. You can view details in the Tomcat window or monitor the Controller
log, as described below:

Linux/Unix
Users can tail the uc. | og to monitor the deployment process, as follows:

tail -f $TOMCAT DI R/ uc_l ogs/ uc. | og

Windows



Users can use a third-party tailing utility or open the log file using Notepad or other editor and scroll to the bottom to view the latest activity.

$TOMCAT DI R uc_| ogs\uc. | og

Do not continue until you see output in the log similar to the following:

2014-09-15-11:16: 17: 774 -0400 I NFO [ Ops. T uster. Monitor.0] Custer
Moni tor / Cl usterWatchDog started (16951472)

2014-09-15-11:16: 17: 778 - 0400 I NFO [ Ops. T uster. Mnitor.0] No active
node found. sb-server: 8080-0ps6100 beconi ng Active node.

2014- 09- 15-11: 16: 17: 778 - 0400 I NFO [ Ops. Gl uster. Mnitor.0] Loading
ti me zones

2014- 09- 15-11: 16: 17: 810 - 0400 INFO [ Ops. Cluster. Mnitor.0] Setting
Systemtine zone to "Anerica/ New _Yor k"

2014-09-15-11:16: 17: 810 -0400 INFO [Ops. Cluster.Mnitor.0] Initialize
PubSubControl | er

2014-09-15-11:16:17: 813 - 0400 I NFO [ Ops. O ust er. Moni tor. 0]
PubSubControl | er Active Start Load: O Subscriptions

2014- 09- 15-11: 16: 17: 813 - 0400 INFO [ Ops. Cluster. Mnitor.0] Server is
now Runni ng in Active node. Previous node was Passive

2014- 09- 15-11: 16: 17: 813 - 0400 INFO [ Ops. Cluster. Mnitor.0] Setting
server to ACTI VE.

2014- 09- 15-11: 16: 17: 814 - 0400 I NFO [ Ops. Cluster. Mnitor.0] Releasing
| ock and endi ng transaction

2014- 09- 15- 11: 16: 18: 147 - 0400 INFO [ Ops. Cluster. Monitor.0] 617

dat abase statenents took O Seconds

2014-09-15-11: 16: 18: 149 - 0400 I NFO [ Ops. T uster. Monitor. 0] Lock

rel eased and transacti on ended

2014- 09- 15- 11: 16: 18: 149 - 0400 INFO [Ops. Cluster. Mnitor.0] Creating
OrsSer ver Wat chDog

2014- 09- 15- 11: 16: 18: 150 - 0400 INFO [Ops. Cluster. Mnitor.0] Creating
Agent WAt chDog

2014- 09- 15- 11: 16: 18: 150 - 0400 INFO [Ops. Cluster. Mnitor.0] Creating
Appl i cati onWat chDog

st When you see the following, the Controller is ready:

e
p3 ® INFO [Ops.Cluster.Monitor.0] Server is now Running in Active mode. Previous mode was Passive
® INFO [Ops.Cluster.Monitor.0] Setting server to ACTIVE.

You now have completed the install process and the Controller is running.

Update the Universal Controller Start-up Properties (uc.properties)

For AIX and z/Linux only

Follow this procedure to change two default values in the Universal Controller start-up properties file, uc. pr oper ti es, which is read by the
Controller.

(The uc. properti es file resides in <t ontat directory>/conf).
Step 1  Change the following two properties from their default value to the IBM AIX value:

® uc.trustmanager. al gorit hn¥ (Java trust manager algorithm)

® Default value = SunX509
® IBM AIX = IbmX509

® uc.trustmanager. provi der = (Java trust manager provider)
® Default value = SunJSSE


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-UniversalControllerStart-upProperties(uc.properties)

® IBM AIX value = IBMJSSE2

Step 2 Restart Tomcat.

Verify the Installation

To make sure the Controller is installed, running, and communication with Universal Agent and Universal Message Service (OMS):

S Start the Controller.
t
e
p
1
S From your browser, access the Universal Controller user interface.
t
e
p http://I1 ocal host: 8080/ uc
2
| ocal host represents the machine name where you installed the server.

S Log in with user ops. adm n and no password. A Change Password dialog displays.
t
e
P
3

Isername: ops.admin

Current Passward:

Mew Fassword:

Confirm New Password:

| Change Password |
The system administrator requiras you to changse your passwaord.

S Enter a password in the New Password and Confirm New Password fields (the Current Password field should remain empty) and click Change Passwo
t
e
P
4
S The System Details Widget provides current system information. Check the Release information to verify that the latest version number is displayed, as shc
t
e .
p System Details ]
5

« Cluster Node { Active }

~ Release {7.40.0build78}

Release 7400
Build build.78
Build Date 01-27-2023_1227

~ Memory { 158.66 MB (2.58%) / 6144.00 MB }
~ License { *Stonebranch Internal* } [id

v Database { Microsoft SQL Server }

»T @ "W


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554436/Home+Dashboard
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63579358/Widgets

From the Agents and Connections navigation pane, select Agents > All Agents or Agents > <type of Agent>. You will see a list similar to the following e

Status Version Type Name Host Name
Active 7.4.0.0 Windows ga-w2k19-x64 - W2K19X64 ga-w2k19-x64
Active 7.4.0.0 Windows ga-w2k16-x64 - W2K16X64 ga-w2k16-x64
Active 6.3.0.6 Linux/Unix ga-solaris10 - S0L10 ga-solaris10
Active 7.3.0.0 z/0s 0QAZ05205 - QAZ05205-V730 QAZ05205
Active 7.4.0.0 Linux/Unix ga-opswiseb - QAOPSWISEG ga-opswiseh
Active 6.7.0.0 Linux/Unix ga-db2.stone.branch - QADB2 ga-db2.stone.bra...
Active 6.6.0.0 Windows ga-db8 - ga-db8 ga-db8
Active 6.6.0.0 Windows ga-db11 - ga-db11 ga-db11
Active 7.4.0.0 Linusx/Unix ga-lxdul8-x64 - LX4U18X64 ga-lxdul8-x64.sto...

S From the Agents and Connections navigation pane, select System > OMS Servers. You will see a list similar to the following example. Make sure the Sta

:

b OMS Server Address ~ Description Status -
ga-aix72:7878 Connected
ga-Ix3rh7-x64:7878 Connected
ga-1x3s12-x64:7878 Connected
ga-lx4deb9-x64:7878 Connected
ga-lxdu18-x64:7878 Connected
ga-opswise6:7878 Connected
ga-sol11-x64 Connected
ga-solaris11:7878 Connected
ga-w2k16-x64:7878 Connected

For more information about these components in the Universal Controller user interface, see:

S

t

e ® Agents Overview
PS ® OMS Servers

To get started using the Controller and become familiar with its features, we recommend you spend some time going through the Tutorials.

Apply the License Key

Although you do not normally need to enter a license key immediately after installation, at some point you will need to follow these steps to enter
your key:

From the Services, select Administrationation > Properties. The Properties list displays.

S
t
e
p
1
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Administrator Email Address
Agent Address Information Restricted
Agent Cache Retention Period In Days

Agent Cluster Network Alias Cache Retention In Minutes
Agent Cluster Network Alias Retry Interval In Minutes

Agent Cluster Network Alias Uquery Port
Agent Credentials Required

Agent Heartbeat Grace Period In Seconds
Agent Heartbeat Interval In Seconds.
Agent Notification Disabled If Suspended
Agent Prefix

Allow In Doubt Re-run

Automatically Create Versions

Automatically Skip Conflicting Multi-Origin Paths

Banner Logo

Banner Logo URL

Broadcast On Hold If Cluster Suspended
Broadcast On Hold If Cluster Unresolved
Bulk Export Activity Permitted

Bundle Exclude On Existence Picker Default

Bundleless Promotion With Execute Permission Permitted

Business Service Visibility Restricted
Calendar Preview Period In Years

CLI/Web Service Result Limit

Client Export Fetch Limit

Compress Bundle Promotion Payload
Confirm Enable/Disable Trigger Command
Confirm Exit

Confirm Update For Tasks In Workflows

* Value
true
30

7887
false

120
false
AGNT

true

false

true
false

false
false
2
1000
1000
false
Yes
true

false

Continue Monitoring Completed Workflows In Workflow Monitor false

Create Version On Related List Change
Critical Path Calculations Permitted
Critical Path Color

Critical Path Dynamic Calculation Threshold In Seconds
Critical Path Monitor Polling Interval In Seconds
Critical Path Monitor Polling Threshold In Seconds
Critical Path Projected Late Action Maximum

Critical Path Projected Late Threshold In Minutes

Custom Day Global Permitted
Custom Day Local Indicator Enabled
Custom Day Strict Mode

Data Backup,/Purge Export Path
Disable Tab Indicators

Email Body Default Begin Marker
Email Body Default End Marker
Email Credentials Permitted

Email Monitor Polling Interval In Seconds
Email Notification Audit

Exclude Holidays For Business Days
Export Agent References

Export Path

Expose Resolved Script

Expose UDM Script

File Transfer Task Exclude Protocols

Flatten Reference List Fields In Chart Reports

Forecast Period In Days

Inherit Actions On Defined For Insert Task
LDAP Synchronization Enabled

License Key

List Qualifying Times Format

Log File Retention Period In Days

Log Level

Login Disclaimer

Login Notification

true
false
#FFOO00
0

300

60

5

5

true
true

false

false
--BEGIN-—-
~END--
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false
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S Click the License Key property Value field and enter your encrypted license key.

t

e

p

2

S Return to the System Details Widget and review the License field to verify that the terms of your license are correct.
t

e

p

3

S Optionally, configure the Controller so that your system administrator receives notifications regarding license violations and expirations.
t

e

p

4
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- User Defined Task Field 2 Required false ops.system 2022-03-21 17:24:31 -0400
User Defined Trigger Field 1 Label ops.system 2022-03-21 17:24:31 -0400
.| User Defined Trigger Field 1 Required false ops.system 2022-03-21 17:24:31 -0400
User Defined Trigger Field 2 Label ops.system 2022-03-21 17:24:31 -0400
- User Defined Trigger Field 2 Required false ops.system 2022-03-21 17:24:31 -0400
. User Interface Density Standard ops.system 2022-03-21 17:24:31 -0400
User Interface Theme Light ops.system 2022-03-21 17:24:31 -0400
Validate Report References On Promotion true ops.system 2022-03-21 17:24:31 -0400
Virtual Page Fetch Limit 100 ops.system 2022-03-21 17:24:31 -0400
Virtual Page Pick List Fetch Limit 100 ops.system 2022-03-21 17:24:31 -0400
Web Service Application Concurrent Request Limit ops.system 2022-03-21 17:24:31 -0400
Web Service Credentials Permitted true ops.system 2022-03-21 17:24:31 -0400
Web Service Default Response Content XML ops.system 2022-03-21 17:24:31 -0400
Web Service Memory Utilization Threshold ops.system 2022-03-21 17:24:31 -0400
Web Service Task Insecure Permitted (HTTP) false ops.system 2022-03-21 17:24:31 -0400
Web Service Task Output MIME Type Exclusion List (HTTP) image/* audio/* video/*,application/pdf ops.system  2022-03-21 17:24:31 -0400
Web Service Task Resclvable Credentials Functions Permitted false ops.system 2022-03-21 17:24:31 -0400
Web Service Task System Proxy Property Inheritance (HTTP) false ops.system 2022-03-21 17:24:31 -0400
Web Service Task Timeout 60 ops.system 2022-03-21 17:24:31 -0400
Web Service Task URL Whitelist Regular Expression Ahttps?s//.+5 ops.system 2022-03-21 17:24:31 -0400
Web Service User Concurrent Request Limit ops.system 2022-03-21 17:24:31 -0400
Windows/Linux Scripts Permitted true ops.system 2022-03-21 17:24:31 -0400
Workflow Monitor Task Description Enabled true ops.system 2022-03-21 17:24:31 -0400
Workflow Search Result Limit 200 ops.system 2022-03-21 17:24:31 -0400

License Information

The License field in the System Details widget (view the system-defined Home Dashboard or, on the Reporting navigation pane, click Widgets)
identifies license information for:

Expiry Date
Distributed Agents
z/OS Agents

Tasks

Monthly Executions
Cluster Nodes
UPPS

USAP

Customer
Environment

Enable LDAP Synchronization

In order to log in to the Controller using LDAP credentials, you must set the LDAP Synchronization Enabled Universal Controller System property
(Administration > Configuration > Properties in the Controller user interface) to true.

Configure System Notifications
System Notifications are emails sent to one or more Universal Controller system administrators based on either:

® Licensing issues (license violations, expired licenses, invalid licenses)
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® Status of a system operation associated with a task instance.
® Data backup / purge operations.

Note
System Notifications are not the same as Email Notifications. Please refer to the following sections for explicitly defining Email
Notifications.

Email Notifications for Agents

Email Notifications for OMS Servers

Email Notifications for Cluster Nodes

Email Notifications for Task Instance Events

In order for a system administrator to receive system notifications, you must configure the Controller for system notifications:

S Select an email connection on which the notifications will be sent and enable the Use for System Notifications field.

t

e

pl Note
Only one Email Connection can be used for system notifications. If this field is checked in an Email Connection Details, it will appear unchecked
on all other Email Connection Details. If you then check this field in another Email Connection Details, it automatically will be unchecked from the
Details in which it had been checked.

S Identify the Universal Controller Administrator(s) that will receive the system notifications by entering one or more valid email addresses for those

t  administrators in the Administrator Email Address Universal Controller system property.

e

p

2

S If you want to identify the source system that is sending the system notifications in the Subject line of the emails, enter a value in the System Identifier

t  Universal Controller system property.

e

p

3

System Notifications for License Violations and Expirations

When you have configured the Controller for system notification, notifications automatically are sent to the specified system administrator(s) for
the following license issues:

® License violations
® Expired licenses
® Invalid licenses

License Violations
A system notification is sent for the following license violations:

® User attempts to create a task that exceeds the licensed maximum number of task definitions.
® User attempts to enable a trigger that exceeds the licensed maximum number of enabled triggers.
® Agent registration attempt exceeds the licensed maximum number of Agents.

The License field in the System Details widget (view the system-defined Home Dashboard or, on the Reporting navigation pane, click Widgets)
identifies these maximum numbers (see License Information, above).

License Expiration
A system notification is sent at the following times if a license will expire in 7 days or sooner:

® Warning sent daily at midnight, processed same time as midnight log rollover, starting 7 days prior to license expiration.
® Warning sent on Controller start-up (or a cluster node becoming the Active cluster node) if license is within 7 days of expiring.
® Warning sent on License Key property change (if new license is still within 7 days of expiring).

A system notification is sent at the following times if a license has expired:

® Sent daily at midnight, processed same time as midnight log rollover.
® Sent on Controller start-up (or a cluster node becoming the Active cluster node).


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63581673/Email+Connections
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63581673/Email+Connections#EmailConnections-UseforSystemNotifications
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-AdministratorEmailAddress
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63584876/Properties#Properties-SystemIdentifier
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554436/Home+Dashboard
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63538499/Services#Services-Reporting
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63580618/Agents+Overview#AgentsOverview-SendingNotificationsonStatusofanAgent
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63583616/OMS+Servers#OMSServers-SendingNotificationsonStatusofanOMSServer
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63583421/Cluster+Nodes#ClusterNodes-SendingNotificationsonStatusofaClusterNode
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63565212/Email+Notification+Actions

® Sent on License Key property change (if new license still expired).
® System paused on license expiration.

Note
A License Expiration message also displays on the Console when you log in to the Controller if the license will expire within the week and
when the license already has expired.

Invalid Licenses
A system notification is sent at the following times if a license is invalid:

® Sent on Controller start-up (or a cluster node becoming the Active cluster node).
® System paused on invalid license.

System Notification for System Operations

For any Controller task, you can select a system operation to be performed when any instance of that task reaches one or more specific statuses.
You also can select whether or not to send system notifications based on the success and/or failure of that system operation.

For detailed information on how to set up these system notifications, see System Operation Actions.

System Notification for Data Backup / Purge Operations

For any scheduled Data Backup / Purge operation, you can select to receive system notifications.

For detailed information on how to set up system notifications for Data Backup / Purge operations, see Data Backup / Purge.

Adding a Cluster Node

® Overview

® Requirements for Adding a Cluster Node

® Procedure for Adding a Cluster Node
® Copy and Unpack the Universal Controller Distribution File
® |Install the Controller

® Command Line Switches
® Examples
® Deploy the Controller
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® Verify the Installation
® Adding an OMS Server

® Add OMS Server to OMS Server Record
® OMS Server Message Database

Overview

When you install Universal Controller, you create a single instance (cluster node) of the Controller. To operate Universal Automation Center in a H
igh Availability (HA) environment, you must add one or more cluster nodes. Each cluster node should be installed on a separate machine.

This page tells you how to add one or more cluster nodes.

Requirements for Adding a Cluster Node

Each cluster node in an HA environment must connect to the same Universal Controller database. If one of the cluster nodes stops processing,
another cluster node continues processing with the same data.

Each cluster node in an HA environment must be the same version and build of the Controller. To ensure this, you can either:

* Install the downloaded version of the Controller on a second machine.
® Download a new version of the Controller software, update the current version, and then install the new version on a second machine.

It is strongly recommended that an HA environment has at least two OMS Servers, although you do not need an OMS Server for every cluster

node if your HA environment contains three or more cluster nodes.

Procedure for Adding a Cluster Node
This page describes the following procedure:
1 Copy and Unpack the Downloaded Distribution File
2 Install the Controller
3 Deploy the Controller
4  Verify the Installation

5 Adding an OMS Server

This procedure assumes you already have performed any required pre-installation procedure steps for the cluster node being added.

Copy and Unpack the Universal Controller Distribution File

Copy the downloaded distribution file, which was used to install the current, single instance of Universal Controller, from its current location to the
machine on which you want to install a new instance of the Controller.

To unpack the Universal Controller distribution file, use the following method appropriate for your platform:

Linux/Unix tar xvf uc-controller-N N N N
tar

Windows Use an appropriate archiving / unzipping product.

Install the Controller

To install the Controller, issue the following command that is appropriate for your platform:

Linux > sh install-controller.
sh

Windows > install-controller. bat
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You must include command line switches that specify information the Controller needs to access the Tomcat installation directory, the war file,
and the database. You can include additional command line switches, but they are not required.

If a required command line switch is missing from the command line, an error message will identify it during the installation process.

The Controller installation process writes the values for some command line switches to the Universal Controller start-up properties file, uc.
properties (see the table, below). For any of those command line switches that are not required and, in fact, are not included on the command
line, the Controller installation process writes their default value to uc. properti es.

Command Line Switches

The following table describes the command line switches for the Controller installation process and identifies which are required.

For command line switches that have their value written to the Universal Controller start-up properties file, uc. properti es, the table also
identifies the property in that file to which the value is written.

Note

All command line switches are case-sensitive.

Command Line Switch

controller
-file

- -dbnane

- -dbpass

--dburl

‘ - - dbuser

|

‘ --port

|

--rdbns

Description

Full path of the Universal Controller war file from the downloaded Universal Controller
package.

Universal Controller database name.

Database user's password.

JDBC connection URL.
Format: j dbc: <j dbc vendor>: <ot her jdbc vendor data>

Examples (for MS SQLServer, uc is the database name; for Oracle, XE is the SID):

MySQL j dbc: nysql ://1ocal host: 3306/
MS SQL Server jdbc: sql server:/ /| ocal host: 1433;
Dat abaseNanme=uc
MS SQL Server jdbc:jtds:sql server://I ocal host: 1433/ uc
JTDS
Oracle jdbc:oracle:thin: @/1ocal host: 1521
/ Servi ceNane

or
jdbc: oracl e:thin: @ocal host: 1521: XE

Database user name.

Used by the Universal Controller to generate a unique Cluster Node Node Id in the format
of hostname:port-dbname.

Note
This is meant to represent the value of the Tomcat HTTP/1.1 Connector port
configured in the server.xml.

It is used solely for Node Id generation and does not impact the Tomcat HTTP
/1.1 Connector configuration.

Database type.

Valid values are:

* mysql

Default Requi
red
none Yes
uc No
none Yes
jdbc: No

mysql://localho
st

none Yes
8080 No
mysq|l No *

Controller Pr
operty

uc.db.name=

uc.db.

password=

uc.db.url=

uc.db.user=

uc.servlet.port

uc.db.rdbms=
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® sglserver
® oracle

* --rdbms is required if --dburl is used in the command.

--toncat - Path to the Tomcat installation directory (contains the directories:/ bi n, / conf, /| ogs, we none Yes
. bapps).
dir
Examples

Shown below are sample commands for installing the Controller on Linux and Windows platforms, using defaults for the database:

Lin sh install-controller.sh --tontat-dir ~/toncat --controller-file ./uc-
X controller-N. N.N.N-build.N war --dbuser root --dbpass userpass
Wi install-controller.bat --tontat-dir "c:\Program Fil es\ Apache Software
nd Foundat i on\ Tontat 8.5"
--controller-file uc-controller-N N N Nbuild.N war --dbuser root --
dbpass user pass

Note
In the Tomcat directory (--tomcat-dir), when quoting the directory is necessary due to spaces, do not use a single backslash before the ending

quotation mark; use either a double backslash or no backslash to avoid the command shell from treating \" as an escape character.

Deploy the Controller

In this procedure, you will start Tomcat, which starts the Controller and builds your database tables. This process takes several minutes. When it
is complete, the Controller is started and ready to use.

If Tomcat already was running when you installed the Controller, you do not need to stop and restart it; this process will occur automatically after
you start the installation.

Step  Start Tomcat as follows:
1

Linux
Start the Tomcat daemon using the script placed in the / et ¢/ i ni t . d directory for Tomcat.

‘ service [name of Tontat service] start

Windows
We recommend you use Windows Services to start Tomcat. Or, you can start Tomcat from the command line as follows:

‘ net start [name of Tontat service]

Linux or Windows
You can start the service using the $CATALI NA_HOVE/ bi n/ st ar t up. bat or $CATALI NA_HOVE/ bi n/ st ar t up. sh scripts.

Step 2 You can view details of the start-up in the Tomcat window or monitor the Controller log, as described below:

Linux/Unix
Users can tail the uc. | og to monitor the deployment process, as follows:

tail -f $TOMCAT DI R/ uc_l ogs/uc. | og




Windows
Users can use a third-party tailing utility or open the log file using Notepad or other editor and scroll to the bottom to view the latest activity.

$TOMCAT DI R/'uc_I ogs/ uc. | og

Step  When you see the following, the Controller is ready:

® INFO [Ops.Cluster.Monitor.0] Server is now Running in Passive mode.
® INFO [Ops.Cluster.Monitor.0] Setting server to PASSIVE.

Step  AlX and z/Linux only: Follow this procedure to change two default values in the Universal Controller start-up properties file, uc. properti es, which
4 is read by the Controller.

(The uc. properti es file resides in <t ontat directory>/ webapps/ uc/ VEB- | NF/ properti es).

1. Change the following two properties from their default value to the AIX - z/Linux value:

® uc.trustmanager. al gorit hme (Java trust manager algorithm)

¢ Default value = Sunx509
® AIX - z/Linux value = IbmX509

® uc. trustmanager. provi der = (Java trust manager provider)

¢ Default value = SunJSSE
® AIX - z/Linux value = IBMJSSE2

2. Restart Tomcat.

You now have completed the install process and the Controller is running.

Verify the Installation
To make sure the new cluster node is installed and running properly:

Step 1  Log in to the originally installed Controller.
Step 2 Verify that the Cluster Node Status Widget illustrates an Active and a Passive cluster node.

Step 3  For detailed information on the new (and original) cluster nodes, select Resources > System > Cluster Nodes.

Note
The license key for the installed Universal Controller applies to all instances (cluster nodes) of that Controller; no additional licensing is

required.

System Notifications configured for the installed Universal Controller apply to all instances (cluster nodes) of that Controller; no additional
system notifications have to be configured.

Adding an OMS Server
To add a second OMS Server to an HA environment (which creates an OMS cluster), you must install Universal Agent on a machine where one

of the additional cluster nodes has been added.

Add OMS Server to OMS Server Record

You must specify all members of an OMS cluster in your HA environment in the same OMS Server record.

The OMS Servers list screen will contain a single entry for all OMS cluster members defined in the record. (The OMS Servers list screen could
have additional entries for an OMS Server or OMS cluster outside of your HA environment. For example, OMS Servers outside a firewall would
connect to a different message database and serve different Agents, but would connect to to the same Controller.)

OMS Server Message Database

Members of an OMS cluster in an HA environment must use the same OMS Server message database.

The OMS SPOOL_DIRECTORY configuration option specifies the name of the directory where the OMS maintains its message database. For
each OMS Server, you must set this option to a location shared by all of the OMS Servers in the HA environment.
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Universal Controller Upgrade and Maintenance

Introduction
The procedures for upgrading Universal Controller differ from the procedures for applying maintenance to Universal Controller.
For Universal Controller 7.4.x:

® Upgrading refers to the increase of a currently installed 5.2.x version of the Controller on a machine to a 7.4.x version of the Controller (for

example, upgrading Controller 5.2.0.2 to Controller 7.3.0.0).
® Applying maintenance refers to the increase of a currently installed 6.1.x or later release of the Controller on a machine to a 7.4.x release of

the Controller (for example, applying maintenance to Controller 6.2.0.1 to increase it to version 7.3.0.0).

Applying Maintenance to Universal Controller

® Overview

® Applying Maintenance vs. Upgrading
® Universal Controller Maintenance
® Verify the Installation

Overview

For Universal Controller 7.4.x, applying maintenance refers to the increase from a currently installed 6.1.x or later release of the Controller to a
7.4.x release of the Controller (for example, increase Controller 6.2.0.1 to Controller 7.3.0.0).

If you want to increase Controller 5.2.0 to Controller 7.4.x, you must perform an upgrade. The procedures for upgrading differ from the
procedures for applying maintenance (see Upgrading Universal Controller from 5.2.0).

Applying Maintenance vs. Upgrading

For Universal Controller 7.4.x, upgrading refers to the increase of its currently installed 5.2.0 version to a 7.4.x version (for example, upgrading
Controller 5.2.0.5 to Controller 7.3.0.0).

You cannot upgrade to Controller 7.4.x from versions prior to 5.2.0 (for example, 5.1.1).

The procedures for upgrading differ from the procedures for applying maintenance (see Upgrading Universal Controller from 5.2.0).

Universal Controller Maintenance

£3 As a precautionary measure, it is highly recommended that you back up the Universal Controller database prior to applying maintenance.

Note
These instructions assume that you are running a High Availability Universal Controller system: a system configured with Active and Pas

sive Controllers (cluster nodes). If you are running a single Controller, disregard the steps for the Passive Controllers.

To apply maintenance to the currently installed release of Universal Controller:

Step 1 From the Stonebranch Customer Portal, download the Universal Controller 7.1.x package (for instructions, see Downloading
Universal Controller Software).

Step 2 If any JDBC drivers have been added to the Controller installation, these should be backed up prior to the application of
maintenance and then copied back after the application. Instructions for adding drivers can be found here.

Step 3 Unpack the Universal Controller distribution file, using the following method appropriate for your platform:

Windows
Use an appropriate archiving / unzipping product.

Linux/Unix

tar -xvf universal-controller-N.N.N N.tar

Step 4  Stop the Tomcat container in which the Passive cluster node is deployed.
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Windows
Use the services application to stop Tomcat. You also can issue the stop command on a command line:

‘ net stop [nane of Tontat service] ’

UNIX
Stop the daemon using the script found in the / et ¢/ i ni t . d directory for Tomcat.

‘ service [nane of Tontat service] stop ’

Windows or UNIX
Stop the service using the $CATALI NA_HOVE/ bi n/ shut down. bat or $CATALI NA_HOVE/ bi n/ shut down. sh scripts:

®* Windows

cd $CATALI NA HQOVE\ bi n
shut down

® Linux/Unix

cd $CATALI NA HOVE/ bi n
./ shut down

Step 5 Stop the Tomcat container in which the Active cluster node is deployed, using one of the methods shown in Step 4.
Step 6  For the Active cluster node deployment:
1. Delete the existing deployment directory and war file from your webapps directory.

The Controller installation process renamed the unpacked war file (uni ver sal -control | er-N. N. N. N- bui | d. N. war) asu
c. war, so the following would be your deployment directory and war file:

[tontat-install]\webapps\uc
[tontat-install]\webapps\uc. war

Note
If you want to rename the deployment directory and uc.war for back-up, you must do so outside of the Tomcat folder.

2. Copy the war file from the new downloaded package to your webapps directory and rename the war file uc. war .

3. Start the Tomcat container in which the Active cluster node is deployed.

Note
We recommend that all Universal Controller users clear their browser cache and close their browser prior to re-opening and
navigating back to the Universal Controller URL to ensure that the most recent client updates are loaded.

4. Log in to the Active cluster node deployment with user ops.admin or a user with equivalent authorization and verify the
installation (see Verify the Installation, below).

Note
If you have deployed any JDBC driver jar files (or in the case of DB2, a JDBC driver license jar file) to the $CATALI NA_HOVE

/ webapps/ uc/ WEB- | NF/ | i b directory, you must recopy these files to this directory and restart Tomcat after your initial
validation.

Step 7  Repeat Step 6 for the Passive cluster node deployment.

Verify the Installation



To make sure the Controller is installed, running, and communication with Universal Agent and Universal Message Service (OMS), verify the
installation after you have logged on:

S From the Home dashboard, verify that the System Details widget displays the appropriate Universal Controller release.
t
S System Details
1 4 Cluster Node { Active }
MNode Id ga-cntlr-mysqgl.stone_branch:8080-qa_cntlr_mysql
MNode Mode Active
MNode Uptime 1 Day 2 Hours 21 Minutes 24 Seconds
MNode Time 2020-06-10 14:47:49 -0400 (America/Mew_York)
4 Release {6.9.0.0 build.61}
Release 6.9.0.0
Build build.61
Build Date 06-08-2020_0332
4 Memory { 86.51 MB (8.49%)/ 1018.50 MB }
Memory Maximum 1018.50 MB
Memory Used 86.51 MB (8.49%)
Memory Free 931.99 MB (91.51%)
4 License { Pre 6.8 License Migrated. } dflll
Expiry Date 2020-07-23 [Days: 45]
Distributed Agents 373
z/0S Agents 212
Tasks Unlimited
Manthly Executions Unlimited
Cluster Nodes Unlimited
UPPS true
USAP true
Customer Pre 6.8 License Migrated.
4 Database { MySQL }
Database Type MySQL
Database MName ga_cntlr_mysql
Database URL jdbc:mysql://qa-db7.stone_branch/
Database Connections ~ Server (0/6) Client (0/2) Reserved (0/2)
S From the Agents and Connections navigation pane, select Agents > All Agents or Agents > <type of Agent>. You will see a list similar t
t  sure the Status of the Agent is Active.
@
P V9 Linux/Unix Agents Custom Filter — Unsaved 1 — ~| 55 Fitter.. [T GoTo.. | &
2 Agent Name * Host Name: Agent id Version Last Heartbeat Current Task Count Suspended Status. Started Date -
D aixG1.stone branch - AKE1 aix61.stone.branch AE1 6.3.01 2016-04-28 09:33:09 -0400 o Active
[E] centerpoint stone branch - centerpoint centerpoint stong. branch centerpoint 6200 2016-04-28 09:33:52 -0400 ] Active
D dbZ stone.branch - QADBZ db2.stone.branch QADB2 8200 2018-04-28 09:34.58 -0400 [} Active
D db3 stone branch - QADB3 db3.stone branch QADB3 6200 2016-04-28 09:33:04 -0400 [} Active
D dbS stone branch - QADBS dbS.stone branch QADBS 8200 D Offline
D lin26rh4-x64.stone.branch - LXRH4XE4 lin26rh4-x&4.stone.branch LXRH4XE4 szo01 2016-04-28 09:33.14 -0400 o Active
D bx3ora7-x64 stone branch - LX30RATX64 bx3ora7-x64 stone branch LX30RATXG4 5201 2016-04-28 09:33:40 -0400 D Active
D be3rh7-x84 stone.branch - LCGRHTXE4 be3rh7-x€4.stone.branch LX3RHTXE4 8.3.01 2018-04-28 09:34.41 -0400 [} Active
D be3rh7c-x64 stone branch - LX3RH7CX64 3rh7c-x64 stone branch LX3RH7CXE4 6300 2016-04-28 09:34:57 -0400 o Active

WD ® " W»


https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63554436/Home+Dashboard

From the Agents and Connections navigation pane, select System > OMS Servers. You will see a list similar to the following example. Ma

Servers are Connected.

OMS Servers [

v Custom Filter — Mone — « | S Filter. GoTo.. &% Mew o
OMS Server Address * Status Authenticate OMS Server Updated By Updated -~

E| localhost: 7878 Connected No opswise. system 2014-03-05 10:07:13 -0400

For more information about these components in the Universal Controller user interface, see:

S

t

e ® Agents Overview
p ® OMS Servers

4

Starting and Stopping Universal Controller

® Starting and Stopping the Controller on UNIX
® Starting and Stopping the Controller on Windows

This page provide platform-specific instructions for starting and stopping Universal Controller 7.4.x.

Starting and Stopping the Controller on UNIX

Note
These procedures are appropriate for all supported systems of UNIX.

Linux To start or stop the Controller (all versions), issue the following commands:

$CATALI NA_HOVE/ bi n/ st art up. sh
$CATALI NA_HQVE/ bi n/ shut down. sh

or

service toncat start
servi ce tontat stop

If you have configured your system with init.d, you also can use the following commands:

/etc/init.d/toncat start
/etc/init.d/toncat stop

AIX The procedures for starting and stopping the Controller are dependent on how Tomcat was configured when the Controller installed.

Starting and Stopping the Controller on Windows

To start or stop the Controller (all versions) from the DOS prompt, use the following commands:



https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63580618/Agents+Overview
https://stonebranchdocs.atlassian.net/wiki/spaces/UC74/pages/63583616/OMS+Servers
https://stonebranchdocs.atlassian.net/wiki/spaces/SMLRI/pages/93782017/Platform+Support+for+Universal+Controller+7.4.x+and+Universal+Agent+7.4.x

net stop $Tontat _Servi ce_Nane
net start $Tonctat_Servi ce_Name

Note
$Tontat _Servi ce_Nane may vary based on the version of Tomcat installed on your machine.
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