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Administration Overview

Universal Controller Administration

Administration of Universal Controller includes:

High Availability Configuration of Universal Automation Center system as a redundant (multiple Universal Controller cluster node) system.
Ports Configuration Configuration of ports for Universal Controller components and prerequisites.
Universal Controller Start-Up Properties These properties are required for Controller start-up, initialization, and operation.

They are contained in the uc. properti es file and have their values set during installation. To reset the values, you must stop the Controller, edit
uc. properties, and restart the Controller.

Universal Controller System Properties These properties define Controller system information and performance.

They have their values set during installation. They are available, and can be reset, only via the user interface.
LDAP Settings These settings enable you to enable the LDAP bridge.

They have their values set only via the user interface; they are not set at installation.

Universal Command Line Interface (CLI) Properties = CLI provides a sample configuration file, crt ool s. pr ops, that you can use to pass CLI Global parameters to a CLI command. The file is
created during installation of Universal Agent if the Universal Controller Command Line Interface has been selected to be installed.

Universal Templates Creation of Universal Templates, on which Universal Tasks are based.

Data Backup/Purge Configuration of automatic backups and/or purges of some or all of the Controller activity data.

Server Operations Universal Controller server operations help you maintain and administer your Controller installation. Many of these operations should be run only
by Technical Support or upon request by Technical Support.

Eilters Creation and application of filters to record lists throughout the Universal Controller user interface.

Security Creation of Universal Controller users and user groups and the roles and permissions that can be assigned to them; Business Services that group

Controller records into logical groups; and audits of all user interaction with the Controller.
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Introduction

High Availability (HA) of Universal Automation Center means that it has been set up to be a redundant system; in addition to the components that are processing work, there are back-up components available
to continue processing through hardware or software failure.

This page describes a High Availability environment, how High Availability components recover in the event of such a failure, and what actions, if any, the user must take.

High Availability System
The following illustration is a typical, although simplified, Universal Automation Center system in a High Availability environment.
In this environment, there are:

® Two Universal Controller instances (cluster nodes)

® Two Universal Message Service (OMS) network communications providers in an OMS cluster

® Four Universal Agent (Agent) machines

The components in blue are active and operating. The components in gray are available for operations but currently are inactive (passive).
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See High Availability Components for a detailed description of how each component type functions in a High Availability environment.

High Availability Components

This section provides detailed information on the cluster nodes and Agents in a High Availability environment.

Cluster Nodes

Each Universal Automation Center installation consists of one or more instances of Universal Controller; each instance is a cluster node. Only one node is required in a Universal Automation Center system;
however, in order to run a High Availability configuration, you must run at least two nodes.

At any given time under High Availability, one node operates in Active mode and the remaining nodes operate in Passive mode (see Determining Mode of a Cluster Node at Start-up).
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An Active node performs all system processing functions; Passive nodes can perform limited processing functions.

Passive Cluster Node Restrictions
Passive cluster nodes cannot execute any automated or scheduled work.
Also, from a Passive node you cannot:

Perform a workflow instance insert task operation.

Perform a bulk import or list import.

Run the LDAP Refresh server operation.

Update a task instance.

Update or delete an enabled trigger.

Update an enabled Data Backup/Purge.

Update the Task Execution Limit field in Agent records.

Update the Task Execution Limit field and Distribution field in Agent Cluster records.
Update the user Time Zone.

List Composite Trigger component events.

However, Passive nodes do let you perform a limited number of processing functions, such as:
Launch tasks.
Monitor and display data.

Access the database.
Generate reports.

Agent

The Agent runs as a Windows service or Linux/Unix daemon. A cluster node sends a request to the Agent to perform a function. The Agent processes the request, gathers data about the operation of the client
machine, and sends status and results back to the node. It performs these functions by exchanging messages with the node.

Once an Agent has registered with a node, you can view it by selecting that Agent type from the Agents & Connections navigation pane of the user interface. A list displays showing all the registered Agents of
that type. See Agents for more information.

If an Agent fails, Universal Broker restarts it. The Agent then attempts to determine what tasks or functions were in process at the time of failure.

In order to support such a determination, Agent task processing includes the following steps:
Step 1 | Each time the Agent receives a task, it writes to cache a record called [ gui d] _j ob, where [ gui d] is a unique tracking number assigned to the task instance.
Step 2 | As the task runs, the Agent updates the [ gui d] _j ob record with status information.
Step 3 | When the task run completes, the Agent deletes the [ gui d] _j ob record.

Step 4 | Ifan Agentis restarted, it looks in the cache for [ gui d] _j ob records. If any are found, the Agent looks at the status. If the record indicates that the job is supposed to be running, the Agent
searches the system to locate it. If the Agent is able to locate the task and resume tracking, it continues and marks the task resumed. If the Agent is not able to resume tracking a task, it returns a
message to the cluster node, setting the status of the task instance to IN-DOUBT. This then requires manual follow-up to determine the state of the process.
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As illustrated below, the Agent reads/writes a record to its agent/cache directory for each task instance that it manages.

Universal Message Service (OMS)

Universal Message Service (OMS) sends and receives messages between the cluster nodes and Agents.
OMS consists of an OMS Server and an OMS Administration Utility. The OMS clients - cluster nodes and Agents - establish persistent TCP/IP socket connections with the OMS Server.

OMS provides for reliable message communication by persisting all OMS queued messages to persistent storage. The OMS Server maintains OMS queues in an OMS message database that resides on
persistent storage.

See Universal Message Service (OMS) for detailed information on OMS.

How High Availability Works

In a High Availability environment, passive cluster nodes play the role of standby servers to the active (primary) cluster nodes server. All running cluster nodes issue heartbeats and check the mode (status) of
other running cluster nodes, both when they start up and continuously during operations. If a cluster node that currently is processing work can no longer do so, one of the other cluster nodes will take over and
continue processing.

Each cluster node connects to the same Universal Controller database; however, only the Active cluster node connects to the configured OMS HA cluster. Likewise, each Agent connects to the same OMS HA
cluster.

A Universal Controller HA configuration can use a single OMS server, that is not an HA cluster, with the understanding that a single OMS server would introduce a single point of failure. Using an OMS HA
cluster is recommended.

See High Availability Configuration for information on how these connections are made.

| uc-71-admin
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Cluster Node Mode

The mode (status) of a cluster node indicates whether or not it is the cluster node that currently is processing work:
Active Cluster node currently is performing all system processing functions.
pPassive @ Cluster Node is not connected to OMS but is available to perform all system processing functions, except that it would not be able to exchange data with an Agent.

Offline Cluster node is not running or is inoperable and needs to be restarted.

Note
!
Cluster nodes in Passive mode can perform limited system processing functions.

High Availability Start-Up
The following steps describe how a High Availability environment starts up:
Step 1 | User starts the Cluster Nodes.
Step 2 | Each cluster node reads its uc. properti es file.
Step 3 = Each cluster node locates and connects to the database and retrieves information about the Universal Automation Center environment.
Step 4 | Each cluster node connects to an OMS server.

Step 5 | Each Agent connects to an OMS server.

Determining Mode of a Cluster Node at Start-up

A cluster node starts in Passive mode. It then determines if it should remain in Passive mode or switch to Active mode.
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The following flow chart describes how a cluster node determines its mode at start-up:

Note
1
A cluster node is considered "healthy" or "stale" based on its heartbeat timestamp.

Checking the Active Cluster Node During Operations
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When all cluster nodes have started, each one continuously monitors the heartbeats of the other running cluster nodes.
If a Passive cluster node determines that the Active cluster node is no longer running, the Passive cluster node automatically takes over as the Active cluster node based upon the same criteria described above.

This determination is made as follows:
Step 1 | The Active cluster node sends a heartbeat by updating a timestamp in the database. The heartbeat interval is 10 (seconds).
Step 2 | All Passive cluster nodes check the Active cluster node's timestamp to determine if it is current. (This check runs every 60 seconds.)

Step 3 | Ifa Passive cluster node determines that the Active cluster node's timestamp is stale, failover occurs: the Passive cluster node changes the mode of the Active cluster node to Offline and takes
over as the Active cluster node. If more than one cluster node is operating in Passive mode, the first cluster node eligible to become Active that determines that the Active cluster node is not
running becomes the Active cluster node. A stale cluster node is one whose timestamp is older than 5 minutes.

Checking OMS Connectivity During Operations
When a cluster node is not processing work, it is possible that its OMS Server connection can be silently dropped.

To detect this, a cluster node issues a heartbeat through the OMS server, and back to itself, every 30 seconds if no outgoing activity to the OMS server has occurred. The difference between the time the
Controller issues the heartbeat and the time it receives the heartbeat is logged in the uc.log.

What To Do If a Failover Occurs

A Passive cluster node taking over as an Active cluster node is referred to as failover. If failover occurs, the event is invisible unless you are using the Active cluster node in a browser.

If you are using the Active cluster node in a browser and the cluster node fails, you will receive a browser error. In this case, take the following steps to continue working:

Step 1 | Access the new Active cluster node in your browser. To determine which cluster node is now Active, check the Mode column on the Cluster Nodes list in the user interface (see Viewing Cluster
Node Status, below).

Step 2 | If you were adding, deleting, or updating records at the time of the failure, check the record you were working on. Any data you had not yet saved will be lost.
Note

1
Running the Pause Cluster Node Server Operation does not induce a failover event. You cannot pause an Active cluster node to create a failover to a Passive cluster node.

Viewing Cluster Node Status

To view a list of all cluster nodes, from the Agents & Connections navigation pane select System > Cluster Nodes. The Cluster Nodes list identifies all registered cluster nodes. The Mode column on the list
identifies the current mode (status) of all cluster nodes.
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Cluster Nodes
¥ 1 Cluster Node Applied Filter — None — v | 5B Filter.. &
Mode ld ™ Mode Start Time Timestamp Uptime Host Name IP Address Release Build Id Build Date v
D opswise 38-opswise Active 2014-06-19 10:47:19 -0400 2014-07-02 11:11:32 -0400 13 Days 0 Hour 24 Minutes 12 Seconds opswise§ 168.174.31.74 6.1.00 build.200 08-18-2014_0800
Note

1
A cluster node becomes registered the first time it starts. From then on, it always appears in the Cluster Nodes list, regardless of its current mode.

Click any cluster node on the list to display Details for that cluster node below the list. (See Cluster Nodes for a description of the fields in the Details.)

High Availability Configuration

To achieve High Availability for your Universal Automation Center system, you must configure the cluster nodes, OMS, and Agents.

Configuring Cluster Nodes
All cluster nodes in a High Availability environment must point to the same database by making sure the following entries in their uc. pr operti es files are the same.

For example:

uc. db. name=uc
uc. db. r dbrms=nysql
uc. db. url =j dbc: nysql : //10. 10. 1. 1/

Configuring OMS

OMS HA cluster configuration is described in the OMS Reference Guide.

The Universal Controller OMS Server definitions specify an OMS HA cluster as an ordered, comma-separated list of OMS Server addresses, one for each member of the OMS HA cluster.
OMS configuration

Do ot define multiple OMS Server records for individual OMS HA cluster members. An OMS HA cluster must be defined as a single OMS Server record with an OMS address list containing each OMS HA
cluster member.

13 / uc-71-admin


https://docs.stonebranch.com/confluence/display/UC71x/Cluster+Nodes
https://docs.stonebranch.com/confluence/display/UC71x/Universal+Controller+Properties#UniversalControllerProperties-UniversalControllerStart-UpProperties(uc.properties)
https://docs.stonebranch.com/confluence/display/UA70/Universal+Message+Service+%28OMS%29+7.0.x+Reference+Guide

Universal Controller 7.1.x Administration

14

As an example, if an OMS HA cluster contains three OMS Servers, ons1. acne. com ons2. acne. com and ons3. ace. com the Universal Controller OMS Server definition would be defined with an OMS
Server address value of ons1. acne. com ons2. achre. com ons3. ache. com

Configuring Agents

If you want to configure an Agent to be able to access an OMS HA cluster, you must configure the Universal Automation Center Agent (UAG) OMS_SERVERS configuration option.

Configuring Notifications Based on Component Status

You can configure the Controller to generate Email Notifications or SNMP Notifications based on the mode of your cluster nodes, OMS Servers, and Agents.

Load Balancer

If you are using a load balancer in your High Availability environment, it can utilize the following HTTP requests:

If a cluster node is active, this URL returns the status 200 (OK) and a simple one word content of ACTIVE.
http(s)://serverhost:[Port]/uc (OK) P

/i's_active_node. do If a cluster node is not active, this URL returns the status 403 (cluster node is not active) and lists the actual mode of the cluster node: PASSIVE or OFF

LINE.

Note

!
In most cases, you should be able to use the status code for load balancer configuration; however, if you need to scan the response text, you may
need to use the following variation of the request:

http(s)://serverhost:[Port])/uc/is_active_node.do?api_version=2

This URL returns information about a cluster node:
http(s)://serverhost:[Port]/uc

/ops_node_i nf o. do Node: serverhost.com:8080-uc

Release: 6.1.1.0*

Build Id: 10-10-2014_1129

Mode: Active

Host Name: serverhost.com

Host IP: 192.168.50.50

Uptime: 7 Days 3 Hours 22 Minutes 37 Seconds
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Ports Configuration

Ports Configuration

Ports configured for Universal Controller 7.0.x components and prerequisites cannot be blocked by a firewall.

The following table identifies the default ports, which you can change during installation or configuration:

Component or Prerequisite Default Port
MySQL 3306
Microsoft SQL Server 1433
Oracle 1521
Universal Controller (Tomcat) 8080

Universal Message Service (OMS) @ 7878
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Universal Controller Properties

® Overview

® Universal Controller Start-up Properties (uc.properties)
® Sample uc.properties File

® Universal Controller System Properties
® Qverriding Universal Controller System Properties
® Deprecated System Properties

® Command Line Interface (CLI) Properties

Overview

Universal Controller contains three types of configurable properties:
Universal Controller Start-up Properties Universal Controller start-up properties are the default properties contained in the uc.properties file when the Controller is installed. These properties are
(uc.properties) required for Controller start-up and operation.

The values for these properties are set during the installation process. Some of the values are based on information that you provide during the installation.

You can reset these properties by stopping the Controller, editing uc.properties, and restarting the Controller. The changes will take effect after the restart
(see Starting and Stopping Universal Controller).

Universal Controller System Properties Universal Controller system properties define Controller system information and performance. They have their values set during installation.
You can reset these properties at any time, without having to stop the Controller, via the user interface.
Note

!

In a High Availability environment, all Universal Controller cluster nodes share the same database; therefore, updating Universal Controller System
Properties for one cluster node applies to all cluster nodes.

Command Line Interface (CLI) Properties CLI provides a sample configuration file, cndt ool s. pr ops, that you can use to pass CLI Global parameters to a CLI command.

Note

1
Properties for Universal Message Service (OMS) are installed as configuration file options when OMS is installed as a component of Universal Agent. The values for these options are set during the installation.
There are several configuration methods available for changing these values.

Universal Controller Start-up Properties (uc.properties)
The uc. properti es file is read by the Controller, which is started by Tomcat.

The uc. properti es file resides here:

[tontat directory]\conf
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Note

Property Name

For MySQL:

uc. db.

nysql .
character_e
ncodi ng

uc. db.
rdbms=nysql

uc. db.

url =j dbc:
nysql ://1oc
al host/

For SQLServer

uc. db.
rdbnms=sql se
rver

uc. db.

ur |l =j dbc:
sql server:
/11 ocal host
1 1433;

Dat abaseNam
e=uc

/ uc-71-admin

1
The backslash character in a property value must be escaped as a double backslash.

For example:example.path=c:\\stonebranch\\uc

Description

Allows the retrieval of output with extended unicode characters. If the property is not set, character encoding will not be used in the JDBC URL.

Examples:

uc. db. nysql . charact er _encodi ng=US- ASCl |
uc. db. nysql . charact er _encodi ng=Cp1252
uc. db. nysql . char act er _encodi ng=UTF- 8

Database type. Specify this property if you are using a MySQL database.

JDBC connect URL. Specify this property if you are using a MySQL database.

Database type. Specify this property if you are using a SQLServer database.

JDBC connect URL. Specify this property if you are using a SQLServer database.

Default
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For Oracle

Database type. Specify this property if you are using an Oracle database.

uc. db.
rdbrs=or acl
e

JDBC connect URL. Specify this property if you are using an Oracle database.

uc. db.

ur |l =j dbc:
oracl e:
thin: @

/11 ocal host
11521

| @r acl e.
db. nane@

For All Databases

IMPORTANT uc
n:ﬁédb' If y6U specify a database name in this property and in uc.db.url, the names must be the same.
Name for the Controller database.
Database password that will be replaced by uc. db. passwor d. encr ypt ed in the uc. properti es file upon start-up. (none)
uc. db.
passwor d
Encrypted version of uc. db. passwor d that will replace uc. db. passwor d in the uc. pr operti es file upon start-up. (none)
uc. db.
password.
encrypted
Sets the minimum number of idle connections to maintain in the Server connection pool, or zero to create none. 1
uc. db. ) . . .
pool er. The Server connection pool is used by all internal database transactions.

connecti ons

18 / wuc-71-admin



uc. db.
pool er.
connections
.dient

uc. db.
pool er.
connections
. max

uc. db.
pool er.
connections
. max.
Cient

uc. db.
pool er.
connecti ons
. Max.
Reserved

uc. db.
pool er.
connections
. Reserved

uc.db. url.
append.
properties

/ uc-71-admin

Universal Controller 7.1.x Administration

Sets the minimum number of idle connections to maintain in the Client connection pool, or zero to create none.

The Client connection pool is used by all user interface related database transactions.

Sets the maximum number of connections that can be allocated by the Server connection pool at a given time.

The Server connection pool is used by all internal database transactions.

Note
1
The installer overrides the default by configuring a maximum number of 40 in the uc. properti es file.
Sets the maximum number of connections that can be allocated by the Client connection pool at a given time.

The Client connection pool is used by all user interface related database transactions.

Sets the maximum number of connections that can be allocated by the Reserved connection pool at a given time.

The Reserved connection pool is used by all critical internal database transactions.

Sets the minimum number of idle connections to maintain in the Reserved connection pool, or zero to create none.

The Reserved connection pool is used by all critical internal database transactions.

Allows additional options to be appended to the JDBC URL generated by Universal Controller.

Example:

uc. db. url . append. properti es=&verifyServerCertificate=fal se&useSSL=true

30

30

30

(none)
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Login ID that the Controller will use to log in to your database. root
uc. db.
user
For LDAP:

When this property is set to true, any Groups synchronized indirectly (that is, through a User's memberOf attribute) will honor the Group search filter and Group OU filters true

under the LDAP Advanced Settings section.
uc. | dap.
groups.
filter_indi Note
rect ! ) . o . )

The code default for this property, which is used if this property is not set, is false.

IMPORTANT false
;f'oluggp' ThiS property should be set to true only if your Groups being synchronized from AD have at most one parent Group.

z{ ngg:e_gﬁirle When synchronizing Groups, the default behavior in the Controller is to copy the members of a Sub Group into the Parent Group.
g -

When this property is set to true, the Controller assumes that each Group has, at most, a single Parent Group and will use the Parent field on the Group definition to

maintain the hierarchy instead of copying members.

IMPORTANT true
uc. | dap. ThiSproperty should be set to false only when synchronizing Groups from AD, and the number of values for the member attribute exceeds the MaxVal Range LDAP policy
groups. (and the MaxVal Range cannot be increased).
updat e_nenb o o ) ) ) o
ers When synchronizing Groups, the default behavior in the Controller is to use the multi-valued member attribute to update the members for a Group; however, AD limits the

number of values returned for an attribute, which can result in Group members being removed unexpectedly. This limit is determined by the MaxVal Range LDAP policy

(typically 1,500).

When this property is set to false, the Controller will not use the member attribute values to update members when synchronizing Groups from AD. Group membership will

continue to be updated based on the memberOf attribute values when synchronizing Users from AD.

IMPORTANT true
uc. | dap. ThiS property should be set to false only if your LDAP server supports paged results.
users.
synchroni ze . o ) ) ) ) ) ) )

_by_range When synchronizing Users, the default behaviour in the Controller is to search based on ranges, using a filter like (&(uid>=a)(uid<=Db)). To use the <= or >= operators in a

filter, an ordering rule must be defined for the attribute in the LDAP schema.
OpenLDAP's schema does not define an ordering rule for the User Id Attribute (for example, uid), so searches using filters like the above do not return any results.

When this property is set to false, the Controller will not search based on ranges when synchronizing Users.
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uc. | dap.
users.
synchroni ze
_indirect

uc. | dap.
users.

updat e_nmenb
ershi ps_on_
login

For Single Sign-
On:

sam . | og.
| evel

sani .
maxAut hent i
cati onAge

Other Properties:

/ uc-71-admin
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IMPORTANT false
ThiS property should be set to true only if your LDAP server does not support the User Membership Attribute (for example, memberOf).
Synchronizes LDAP users indirectly based on group membership. This only applies to groups that users are direct members of.

When this property is set to true, the following will apply for the LDAP refresh (scheduled and server operations):

® Users will not be synchronized directly based on the User Filter and User Target OU List.
® Groups will continue to be synchronized directly based on the Group Filter and Group Target OU List.
® For each matching group, the Group Member Attribute (for example, member) will be used to synchronize users matching the User Filter and User Target OU List

Note

]
The uc. | dap. gr oups. updat e_menber s property will be ignored when indirect user synchronization is enabled.
Note

1
There is currently no support for nested groups if the User Membership Attribute is not supported by the LDAP server.

IMPORTANT false

ThiS property should not be set to true if group membership for users is static, since there is extra overhead to process the groups, which may impact login performance.
When this property is set to true, LDAP group memberships for existing LDAP users are updated upon successful login.
Note

1
When dynamically creating a new LDAP user at login, the user will be added only to groups that it is a direct member of. Likewise, when updating an existing LDAP user at
login, the user will be removed from any groups that it is not a direct member of. Therefore, it is not recommended that you enable this property if a group hierarchy exists,
since the user will be removed from any parent groups when logging in. (Group membership for the parent groups will be restored the next time the LDAP refresh runs;
however, this can take up to 24 hours.)

Configures the log level for the SAML framework: ALL, TRACE, DEBUG, INFO, WARN, or ERROR. INFO

Specifies how long, in seconds, users can single sign-on after their initial authentication with the Identity Provider (based on value Authinstance of the Authentication 7200

statement). Some Identity Providers allow users to stay authenticated for longer periods than this, so you might need to change the default value.



jdk. xmi .
entityExpan
sionLimt

uc. dat e.
formats

uc. emai | .
attachnents
.local.
path

uc.
keymanager .
al gorithm

uc.
keymanager .
client.
alias

uc.
keymanager .
keystore
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Limits the number of XML entity expansions.
Valid values are any positive integer. A value equal to O indicates no limit.

If j dk. xml . enti t yExpansi onLi ni t is not specified in uc. properti es (or on start-up with - Oj dk. xm . ent i t yExpansi onLi m t =<l i mi t >), Universal Controller
will initialize it to a default value of 1.

® |fjdk. xm . entityExpansionLinit is specified on start-up with - Oj dk. xml . enti t yExpansi onLi mi t =<l i mi t >, this takes precedence over the Universal
Controller default value of 1.

® |fjdk.xm . entityExpansionLi nit is specified in uc. properti es, this takes precedence over specifying it on start-up with - Oj dk. xm .
entityExpansionLimt=<limt>.

Accepted input date formats for Date Functions and Stored Procedure parameters. For example: uc. dat e. f or mat s=yyyy/ MM dd; dd/ MM yyyy. Formats can vary, but
years must be defined with four digits (yyyy). Formats are used on a "first match" basis.

Directory location from where files can be attached for a specific Cluster Node / Server. You must specify a location in this property in order for the Attach Local File field to
display in the Email Task and Email Notifications Details.

The uc. properti es file is refreshed every 10 minutes to accommodate changes to this property without requiring a restart. Every 10 minutes, uc. properti es is read,
and if this property value has changed, that new value then will be used within the Controller.

This property is local to the Cluster Node and must be specified on each Node based upon the path for that Node. Each Node can have a different path, but they should
point to the same shared physical location in order to achieve the expected behavior. Best practices would be to use the same path in each Node.

Java key manager algorithm.

® For IBM AIX, the value must be IlbmX509.
® For all other platforms, use the default value.

If no value is specified, the configured JVM default will be used.

If multiple certificates reside in the keystore that could match the OMS server's certificate request, specifying an alias ensures that the intended client certificate is presented
to the OMS server.

Location of the keystore which holds certificates and keys.


https://docs.stonebranch.com/confluence/display/UC71x/Functions#Functions-DateFunctions
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uc.
keymanager .
keystore.
password

uc.
keymanager .
provi der

uc. nbean.
catalina.
nanager .
nane

uc. oms.
service_tim
eout

uc-71-admin

Password (if required) for the keystore that will be replaced by uc. keynmanager . keyst or e. passwor d. encrypt ed in the uc. properti es file upon start-up.

Java key manager provider.

® For IBM AIX, the value must be IBMJSSE2.
® For all other platforms, use the default value.

If no value is specified, the configured JVM default will be used.

The Controller uses the Catalina:type=Manager MBean for the User Sessions feature.

To determine the Manager MBean object name, the Controller dynamically determines the context. For example:

Cat al i na: t ype=Manager , cont ext =/ uc, host =l ocal host

If the following error appears in the Universal Automation Center Console while you are using the User Sessions feature, you may need to configure this property manually:
Uni versal Controller not configured for user session operations.

In the uc.log, you would see the following:

j avax. managenent . | nst anceNot FoundExcept i on: Cat al i na: t ype=Manager, cont ext =/ uc, host =l ocal host

Sets the OMS service timeout value specifying the number of seconds of inactivity before a timeout exception will be thrown.

For example, you will see the following in the uc.log:

Default (180 seconds)

2021- 08- 04-21: 12: 25: 542 - 0400 I NFO [ UC. OVS. Moni tor. 0] Created: OVSServerConnection [userName=null, clientld=ops.controller.
f 9a86ee2bd5e4928b3173b186e0f eb3c, clientlnstance=15296bc7-e994-49eb- a6cf - 0Oecbf 72d5f 2f ,

transport Addr esses=OVSTr ansport Address [[| ocal host/127.0.0.1: 7878]], nft=true, socket Ti meout =30, serviceTi neout =180,

aut henti cat eServer =fal se, server Address=nul |, nextSessionld=0, isCd osing=false, connectionlnstance=1]

uc.oms.service_timeout=300

OVBSer ver Connection [userNane=nul |, clientld=ops.controller.f9a86ee2bd5e4928b3173b186e0f eb3c, clientlnstance=96e45eb5-c513-
489a- 8746- 6223e962e901, transport Addresses=0OVSTransport Address [[| ocal host/127.0.0.1:7878]], nft=true, socket Ti meout =30,
servi ceTi meout =300, aut henti cateServer=fal se, serverAddress=null, nextSessionld=0, isCd osing=false, connectionlnstance=1]

180
seconds


https://docs.stonebranch.com/confluence/display/UC71x/Logging+In#LoggingIn-UserSessions
https://docs.stonebranch.com/confluence/display/UC71x/User+Interface#UserInterface-UniversalAutomationCenterConsole

Universal Controller 7.1.x Administration

Maximum number of days after which an overdue trigger is considered "stale/expired." 2
uc.
over due.
timer.
startup.
threshol d
Port number used by Tomcat. 8080
uc.
servlet.
port
Java trust manager algorithm. SunX509
uc.
trust manage ® For IBM AlX, the value must be IbmX509.
r. ® For all other platforms, use the default value.
al gorithm
Java trust manager provider. SunJSSE
uc.

trust manage : For IBM AlX, the value must be IBMJSSE2.
r. provi der For all other platforms, use the default value.

Comma-separated list of SSL/TLS protocols that can be used for Controller/OMS communications.

uc.

trust manage ® |f the property does not contain a protocol list, a default SSL/TLS context will be referenced for building the SSL/TLS socket used for Controller/OMS communications.
r.ssl. * |f the property is used, only those protocols will be enabled for the Controller/OMS session.
protocol s ® |f the property is not used, only the protocols specified in currently configured default SSL/TLS Context's default SSL/TLS protocol list will be enabled for the Controller
/OMS session.
Location of the keystore which holds certificates and keys. propertie
s/cacerts
uc.

trust manage
r.
truststore

24 | uc-71-admin
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Password (if required) for the keystore that will be replaced by uc. t rust manager. t r ust st or e. passwor d. encr ypt ed in the uc. properti es file upon start-up. changeit

uc.

t rust mnage
r.
truststore.
password

Encrypted version of uc. t rust nanager . t rust st or e. passwor d that will replace uc. t rust manager. t rust st or e. passwor d in the uc. properti es file upon start-
up.
uc.
trust nanage
r.
truststore.
passwor d.
encrypted

Default browser session timeout, in minutes. To use the Tomcat session configuration (default 30 minutes), set this property to 0. 30

uc. ui .
session_tim
eout

Specifies (true or false) whether TCP socket keep-alive option is enabled for HTTP(S)/REST Web Service Tasks. false

uc.
web_service

httpclient.
socket .
keep_alive

Sample uc.properties File

25 / uc-71-admin
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# DB

uc. db. r dbms=nysql

uc. db. url =jdbc: nysql : / /1 ocal host/

MYSQL

uc. db. nysql . char act er _encodi ng=UTF- 8

uc. db. rdbms=nysql

uc. db. url =j dbc: nysql : //1 ocal host/

M5 SQLSERVER

uc. db. rdbns=sql server

uc. db. url =j dbc: sql server:/ /1 ocal host: 1433; Dat abaseNanme=uc
ORACLE

uc. db. rdbms=or acl e

uc. db. url =jdbc:oracle:thin: @/ ocal host: 1521/ @r acl e. db. nanre@

COVVON

trust manager al gorithm & provider

uc. trust manager . al gori t hm=SunX509

uc. trust manager. provi der =SunJSSE

uc. trust manager. ssl. protocol s=TLSv1, TLSv1. 1, TLSv1. 2

HHIFHFHFHHFHFEFFEFRFEHR

uc. db. user =r oot

uc. db. passwor d=pswd

uc. db. name=uc

uc. servl et. port=8080

uc. ui . sessi on_ti meout =30

Universal Controller System Properties

There's now 183 properties. MY screen shot has 172. New ones are:
® Web Service Task Insecure Permitted (HTTP)
Properties for your Universal Controller system are set (in the Controller database) during Controller installation. These properties let you define Controller system information and performance.
Universal Controller system properties do not reside in a properties file; they are available only via the user interface.
Although you can reset these properties any time after the Controller is in operation without having to stop and restart the Controller, you should click the Reload current page icon in your browser taskbar after

resetting a property.

Note
!
You must be assigned the ops_admin role in order to reset these properties.

Step 1 | From the Administration navigation pane, select Configuration > Properties. The Properties list displays.
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Dashboards ® | Properties %

172 Properties

Name

Administrator Email Address

Agent Address Information Restricted

Agent Cache Retention Period In Days

Agent Cluster Network Alias Cache Retention In Minutes
Agent Cluster Network Alias Retry Interval In Minutes
Agent Cluster Network Alias Uguery Port

Agent Credentials Required

Agent Heartbeat Grace Period In Seconds

Agent Heartbeat Interval In Seconds

Agent Notification Disabled If Suspended

Agent Prefix

Allow In Doubt Re-run

Automatically Create Versions

Automatically Skip Conflicting Multi-Origin Paths
Banner Background Color

Banner Logo

Banner Logo URL

Broadcast On Hold If Cluster Suspended
Broadcast On Hold If Cluster Unresolved

Bulk Export Activity Permitted

Bundle Exclude On Existence Picker Default
Bundleless Promotion With Execute Permission Permitted
Business Senvice Visibility Restricted

Calendar Preview Period In Years

CLINVeb Service Result Limit

Client Export Fetch Limit

Compress Bundle Promotion Payload

Confirm Enable/Disable Trigger Command
Confirm Exit

Confirm Update For Tasks In Workflows

Continue Monitoring Completed Workflows In Workflow Monitor
Copy Notes To Task Instances For Reporting
Create Version On Related List Change

Critical Path Calculations Permitted

Critical Path Color

Critical Path Dynamic Calculation Threshold In Seconds
Critical Path Monitor Polling Interval In Seconds
Critical Path Monitor Polling Threshold In Seconds
Critical Path Projected Late Action Maximum
Critical Path Projected Late Threshold In Minutes
Custom Day Global Permitted

Custom Day Local Indicator Enabled

Custom Day Strict Mode

Data Backup/Purge Export Path

Disable Tab Indicators

Email Body Default Begin Marker

Email Body Default End Marker

Email Credentials Permitted

Email Monitor Polling Interval In Seconds

Email Notification Audit

Exclude Holidays For Business Days

Export Agent References

Export Path

Expose Resolved Script

uc-71-admin

120
false
AGNT
true

true

false
#186CDA

true
true
false
Email Templates
false
false
2
1000
1000
false
Yes
true
false
false
false
true
true
#FFOO0D
0
300
60

5

5
true
true

false

false
—-BEGIN—-
—END-
true

120

false

false

false

Updated By
ops.system
ops.system
ops.system
ellen.ulrich

ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops system
ops.admin

ops.system
ops system
ops.system
ops.system
ops.system
ops.admin

ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.admin

ops.system
ops.system
ops.system
ops.admin

ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system

ops.system

Updated

2018-03-28 12:50:27 -0400
2021-08-09 00:58:52 -0400
2018-03-28 12:50:27 -0400
2018-08-17 21:14:20 -0400
2018-08-16 10:44:51 -0400
2018-08-16 10:44:51 -0400
2018-03-28 12:50:27 -0400
2020-03-05 11:27:31 -0500
2018-03-28 12:50:27 -0400
2020-10-12 14:45:39 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2019-02-06 11:07:35-0500
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2019-06-24 12:21:01 -0400
2018-03-28 12:50:27 -0400
2018-03-29 15:03:56 -0400
2019-01-20 15:25:24 -0500
2019-06-10 11:47:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2020-02-17 15:22:21-0500
2018-03-28 12:50:27 -0400
2020-06-23 10:50:47 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2019-06-05 10:03:52 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2020-08-20 14:37:14 -0400
2020-08-20 14:37:14 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2020-01-23 10:22:17 -0500
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
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Expose UDM Script

File Transfer Task Exclude Protocols

Flatten Reference List Fields In Chart Reports
Forecast Period In Days

Inherit Actions On Defined For Insert Task
LDAP Synchronization Enabled

License Key
List Qualifying Times Format

Log File Retention Period In Days

Log Level

Login Disclaimer

Login Notification

Maximum Nested Variable Depth

Maximum MNested Variable Expansion

Maximum Processing Threads

Maximum Timer Threads

Node Time Display

MNode Time Display Background Color

MNode Time Display Color

Node Time Display Time Zone

OMS Log Level

Operational Memo Reset On Re-run

Perform Actions On Defined For Tasks Within Skipped Workflow
Perform Actions On Defined Workflow First

Perform Actions On Halt

Picker Fetch Limit

Platform Log Level

Promote By Business Service Membership Permitted
Promotion History Retention Period In Days
Promotion Schedule Retention Period In Days
Promation Strict Mode

Purge Activity By Primary Key Limit

Purge All Non-Default Users And Groups Permitted
Purge Dates From Custom Day List Older Than
Re-run (Suppress Intermediate Failures) Permitted
Reconcile Built-in Universal Template Changes On Promotion
Recurring Task Launch Skip Condition Default
Recurring Task Minimum Frequency In Seconds
Remote File Monitor Task Exclude Protocols

Report Average Color

Report Group Threshold

Report Threshold Color

Resolvable Credentials Permitted

Retain Overridden Step Codes On z/08 Task Re-run
Retrieve Qutput Default Number Of Lines

Retrieve Output Maximum Number Of Lines
Scheduled Report 3D Pie Chart

Scheduled Report Fetch Limit

Scheduled Report Image Height

Scheduled Report Image Width

Scheduled Report Inline Image

Scheduled Report POF Orientation

Scheduled Report PDF Size

Scheduled Report Time Zone

Show Metadata

Show Variables Fetch Global Automatically

SMTP Debug

SQL/Stored Procedure Close Additional Result Sets
SQLiStored Procedure lgnore Update CountIfNeo Results
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false

SFTP

true

kal

false

true

Click to view/apply.

EEE, MMM dd, yyyy
HH:mmsszZ

5
INFO

25
250000
1000
300
Yes
White
Black
Senver
INFO
frue
false
false
true
200
WARM
true
60

7

1

500

frue

true
false

MNone

#000000
10
#000000
false
false
100

1000

500

750

Yes
Landscape
Letter

Senver

ops.system
ops.admin
ops.admin
ops.system
ops.system
ops.admin

ops.admin
ops . system

ops.system
ops.system
ops system
ops.admin
ops.system
ops.system
ops.system
ops.system
ops.system
ops system
ops.system
ops.system
ops system
ops.system
ops.system
ops . system
ops.system
ops.system
ops system
ops.system
ops.system
ops . system
ops.system
ops system
ops.admin
ops.system
ops system
ops.system
ops.system
ops . system
ops.admin
ops.system
ops system
ops.system
ops.system
ops . system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops system
ops.system
ops.system
ops system
ops.system
ops.system
ops system
ops.system

ops.system

2018-03-28 12:50:27 -0400
2020-12-17 16:06:27 -0500
2020-10-26 10:29:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-09-06 11:38:51 -0400
2021-03-08 14:20:32 -0500

2018-03-28 12:50:27 -0400

2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2020-08-31 14:02:37 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-05-04 22:21:19 -0400
2020-01-28 12:22:42 -0500
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2021-07-27 19:44:28 -0400
2018-03-28 12:50:27 -0400
2021-07-20 12:48:59 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-05-02 13:18:10 -0400
2018-11-26 11:58:39 -0500
2019-10-29 12:40:47 -0400
2020-01-13 16:30:37 -0500
2020-08-20 14:37:14-0400
2020-08-04 09:12:20 -0400
2019-07-28 15:20:07 -0400
2020-01-23 10:33:17 -0500
2018-03-28 12:50:27 -0400
2020-01-23 10:33:17 -0500
2018-03-28 12:50:27 -0400
20718-05-11 11:49:04 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2019-07-24 12:06:29 -0400
2018-07-17 03:30:11 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
2018-03-28 12:50:27 -0400
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SQL/Stored Procedure Maximum Rows ops.system 2018-03-28 12:50:27 -0400
Start Server Paused false ops.system 2018-03-28 12:50:27 -0400
Stop Unknown Application Monitors false ops.system 2018-03-28 12:50.27 -0400
Strict Dashboard Create Constraints false ops.system 2018-03-28 12:50:27 -0400
Strict Report Create Constraints false ops.system 2018-03-28 12:50:27 -0400
Active=1180,1190,1200;
System Default Activity Quick Filters g'g;kpelg:;dujgﬁ;:“ ops.system 2018-03-28 12:50.27 -0400
Problem=3581499,
lopt/apache-tomcat-
System Default CLI Bulk Import Path 8.0.33 ops.system 2018-03-28 12:50:27 -0400
lopswise_import
System Default Command Line Access Yes ops.system 2018-03-28 12:50:27 -0400
System Default Confirm Launch Command Yes ops.system 2018-03-28 12:50.27 -0400
System Default Confirm Task Instance Commands Yes ops.admin 2019-10-22 11:50:18 -0400
System Default Maximum Versions 3 ops.admin 2020-02-14 15:15:48 -0500
System Default Trigger Simulate false ops.system 2018-03-28 12:50.27 -0400
System Default Update Virtual Resource Limit On Promotion Yes ops.system 2018-03-28 12:50:27 -0400
System Default Wait/Delay Workflow Only Yes ops.system 2018-03-28 12:50:27 -0400
System Default Web Browser Access Yes ops.system 2018-03-28 12:50:27 -0400
System Default Web Service Access Yes ops.system 2018-03-28 12:50:27 -0400
System Details Database Information Restricted false ops.system 2019-05-10 11:59:40 -0400
System Details Expanded Categories Cluster Node ops.system 2020-02-17 15:22:21 -0500
System Identifier ops.system 2018-03-28 12:50.27 -0400
System Identifier Background Color Black ops.system 2018-03-28 12:50:27 -0400
System Identifier Color White ops.system 2018-03-28 12:50:27 -0400
Task Automatic Output Retrieval Default Mone ops.system 2020-10-13 14:45:39 -0400
Task Field Resolution Required false ops.system 2021-06-01 12:57:22 -0400
Task Instance Mormalize Business Service Membership Disabled ops.system 2021-08-10 22:05:21 -0400
Task Retry Maximum ops.system 2018-03-28 12:50.27 -0400
Task Time Zone Preference Server ops.admin 2018-08-22 17:17:01 -0400
Task Wait For Qutput Timeout In Seconds 60 ops.system 2018-09-10 11:03:41 -0400
Time Trigger Minimum Frequency In Seconds 5 ops.system 2020-08-31 14:36:40 -0400
Track Counts For Unlimited Execution Limit false opg.system 2018-03-28 12:50:27 -0400
Trigger Task Lauch Skip Condition Default None ops.system 2020-03-11 10:38:57 -0400
URL Action Parameter Enabled true ops.system 2018-03-28 12:50:27 -0400
Use Checksum Validation false ops.system 2021-08-10 22:05:21 -0400
Use Dashboard Visibility Icons Yes ops.system 2018-03-28 12:50.27 -0400
User Defined Task Field 1 Label ops.system 2018-03-28 12:50:27 -0400
User Defined Task Field 1 Required false ops.system 2021-04-25 23:27:20 -0400
User Defined Task Field 2 Label ops.system 2018-03-28 12:50.27 -0400
User Defined Task Field 2 Required false ops.system 2021-04-25 23:27:20 -0400
User Defined Trigger Field 1 Label ops.system 2021-07-27 19:44:28 -0400
User Defined Trigger Field 1 Required false ops.system 2021-07-27 19:44:28 -0400
User Defined Trigger Field 2 Label ops.system 2021-07-27 19:44:28 -0400
User Defined Trigger Field 2 Required false ops system 2021-07-27 19:44:28 -0400
User Interface Density Standard ops.system 2021-03-01 13:39:42 -0500
User Interface Theme Tahoe ops.system 2020-12-08 14.57:21 -0500
‘Validate Report References On Promotion true ops system 2018-03-28 12:50:27 -0400
Virtual Page Fetch Limit 100 ops.system 2018-03-28 12:50:27 -0400
Virtual Page Pick List Fetch Limit 100 ops.system 2018-03-28 12:50:27 -0400
Web Senice Application Concurrent Request Limit ops.system 2020-06-12 12:11:46 -0400
Web Service Credentials Permitted true opg.system 2018-03-28 12:50:27 -0400
Web Senice Default Response Content XML ops.system 2018-03-28 12:50:27 -0400
Web Senice Memory Utilization Threshold ops.system 2020-06-23 09:49:36 -0400
Web Senice Task Output MIME Type Exclusion List (HTTP) p:fj{;-:#odni?;drm” ops.system 2018-03-28 12:50:27 0400
VWeb Senvice Task Resolvable Credentials Functions Permitted false ops.system 2021-03-0113:39:42 -0500
Web Service Task System Proxy Property Inheritance (HTTP) false ops.system 2018-03-28 12:50:27 -0400
Web Senvice Task Timeout 60 ops.system 2018-03-28 12:50:27 -0400
Web Senice Task URL Whitelist Regular Expression Ahitps?:H.+5 ops.system 2018-03-28 12:50:27 -0400
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VeD Service User LONCUMENT Kequest LImit ops.system ZUZU-UB-TZ 1L 1140 -USUY
‘Windows/Linux Scripts Permitted true ops system 2018-03-28 12:50:27 -0400
‘Workflow Monitor Task Description Enabled true ops.system 2020-11-05 15:41:48 -0500
‘Waorkflow Search Result Limit 200 ops.system 2018-03-28 12:50:27 -0400 -

1 m »

Step 2 | If you want to change the value of a property, click a its Value field and select/enter a new value.

Step 3 | Tofilter the list of displayed properties, enter appropriate characters (not case-sensitive) in the empty fields above the Name and/or Value columns.

For example, to display only properties elated to promotion, enter promotion (or PROMOTION, promo, etc.) in the empty field above the Name column.

The following table describes the Universal Controller system properties:

Name Description
(Property
Name)

Administrato = System administrator email address(es) specified as the recipient(s) for System Notifications. Addresses for multiple administrators should be specified in a comma-separated list.
r Email Addr

ess

(uc.admin.

email_addr)

Agent Specification (true or false) for whether or not to hide the IP address of an Agent from non-Administrator (ops_admin) users.

Address

Information If the property is set to true and the user is a non-Administrator, the IP Address field of Agents will display ***** instead of the actual value for that user.
Restricted

(uc.agent.

address_inf

o_restricted)

Agent Cach  Number of days that cache files (stdout, stderr) are retained by the system.
e Retention

Period in Da

ys

(uc.agent.

cache.

retention)

Agent Clust = Amount of time (in minutes) that a resolved Network Alias will be used before attempting to resolve it again.
er Network

Alias Cache

Retention In

Minutes

(uc.

agent_cluste

r.

network_alia

S.
cache_reten
tion_in_minu
tes)
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Agent Clust =~ Amount of time (in minutes) before automatically retrying the Network Alias resolution upon failure.
er Network

Alias Retry |

nterval In Mi

nutes

(uc.

agent_cluste

r.
network_alia
S.
retry_interva
I_in_minutes)

Agent Clust | Default port for an Agent Cluster with a Distribution method of Network Alias if no Agent Port is specified.
er Network

Alias Uquery

Port

(uc.

agent_cluste

r.
network_alia
s

uduew_port)

Agent Crede = Specification (true or false) for whether or not Credentials are required for agent-based tasks and Application Resources.
ntials Requir

ed

(uc.agent.

credentials.

required)

Agent Heart = Grace period in seconds (minimum 30, maximum 600) that the Controller will allow for a delayed heartbeat message.
beat Grace

Period

in Seconds

(uc.agent.

heartbeat.

grace_perio

d_in_second

s)

Agent Heart = Number of seconds between each heartbeat message sent by the agent to the Controller.
beat Interval

in Seconds

(uc.agent.

heartbeat.

interval.in.

seconds)

Agent Specification (true or false) for whether or not Agent notifications will not be processed (true) when a suspended Agent goes active/offline.
Notification

Disabled If

Suspended

(uc.agent.

notification.

disable_if_s

uspended)
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32

Agent Prefix
(uc.agent.
prefix)

Allow In Dou
bt Re-run
(uc.
task_instanc
e.rerun.
allow_in_do
ubt)

Automaticall
y Create Ver
sions
(uc.version.
automaticall

y)

Automaticall
y Skip Confli
cting Multi-

Origin Paths

(uc.
workflow.
skip_conflicti
ng_multi_ori
gin_paths)

Banner Bac
kground Col
or
(uc.banner.
background
_color)

Banner Log
o]
(uc.banner.
logo)

Banner Log
o URL
(uc.banner.
logo_url)

/ uc-71-admin

Prefix appended to the Queue name for newly registered agents. A 4-digit number is appended to this prefix.

Specification (true or false) for whether or not the Controller will allow the re-run of a task instance if it is in the In Doubt status.

Specification (true or false) for whether or not the Controller will retain copies of previous versions. Affects system behavior when you make updates to records in your Controller database,
such as changing a task definition.

Specification (true or false) for whether or not the Controller will automatically skip a task (within a workflow) that is connected to multiple upstream tasks, where one or more of the upstream
tasks would cause the task to be run and one or more would cause the task to be skipped.

Hexadecimal color code for the color of the Universal Controller user interface page banner. Valid values are #[0-9, a-f, A-F] (six characters).

Name of the Banner Logo file to use in the Universal Controller user interface page banner (next to the Stonebranch logo). Enter the name of the logo file, excluding the path, from directory . .
/toncat/uc_i mages/ . Valid logo files end in extension .png, .jpg, or .gif.
Note
1
The banner logo is allocated a maximum width of 298px and a maximum height of 32px. The image will be scaled, preserving its ratio, to fit within its designated area.

URL of a web resource that you want the Banner Logo to link to. The URL must begin with htt p: //, https://,orftp:// and contain no spaces. (Banner Logo URL is not a valid URL.)
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Broadcast O
n Hold If Clu
ster Suspen
ded

(uc.
cluster_broa
dcast.
hold_on_sus
pended)

Broadcast O
n Hold If Clu
ster Unresol
ved

(uc.
cluster_broa
dcast.
hold_on_unr
esolved)

Bulk Export
Activity Per
mitted

(uc.
bulk_export.
activity.
permitted)

Bundle Excl
ude On Exis
tence Picker
Default
(uc.bundle.
exclude_on_
existence.
picker.
default)

Bundleless
Promotion
With Execut
e Permissio
n Permitted
(uc.
promotion.
bundleless.
execute_per
mission.
permitted)

/ uc-71-admin

Specification (true or false) for whether or not cluster broadcast tasks will be run if the agent cluster selected for the broadcast has been suspended.

Specification (true or false), for a task instance defined within a worfklow, if a broadcast cluster is specified, and Universal Controller is unable to find the broadcast cluster by id, or unable to
resolve the broadcast cluster variable, or the Execution User cannot read the cluster due to security constraints, that the task instance should be Held, with an appropriate Hold Reason, rather
than the instance becoming Undeliverable only when eligible to run.

Specification (true or false) for whether or not to permit the Bulk Export Activity server operation to be run.

Default selection for the Exclude on Existence field in both the Bundle Details for a new Bundle and the Promote dialog when promoting one or more individual records, which identifies record
types in the promotion payload that will not be updated if they exist on the target server.

Use the Shift and/or Ctrl keys to select multiple record types.

Specifies whether or not a bundleless promotion should be limited to users with the ops_promotion_admin role, or if users with promotion target Execute permission should be permitted to
perform a bundleless promotion.


https://docs.stonebranch.com/confluence/display/UC71x/Agents#Agents-SuspendinganAgentCluster
https://docs.stonebranch.com/confluence/display/UC71x/Server+Operations#ServerOperations-BulkExportActivity
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Business Se = Specification (true or false) for whether or not drop-down lists for selecting a Business Service, such as in the Member of Business Services field, should restrict the visibility of Business
rvice Visibilit = Services available for selection based on a user's assigned (or inherited) Permissions and Roles.
y Restricted

(uc.bsrvc. If a user has any Permission, directly assigned or inherited, with its Member of Any Business Service or Unassigned checkbox selected, the user will have no Business Service visibility
visibility_rest = restrictions.
ricted)

For any Permission that the user has, directly assigned or inherited, with an explicit Business Service specified for Member of Business Services, visibility for that specific Business Service will
not be restricted.

The following Roles, directly assigned or inherited, provide a user with unrestricted Business Service visibility.

ops_admin
ops_agent_cluster_admin
ops_bundle_admin
ops_dba
ops_email_admin
ops_oms_admin
ops_peoplesoft_admin
ops_promotion_admin
ops_sap_admin
ops_service
ops_snmp_admin
ops_user_admin

Note

1
In cases where the user can Read a record that is a member of one or more Business Services, and visibility for one or more of those Business Services is restricted for that user, the user will
be able to see the display name of those Business Services in the Member of Business Services field; however, the drop-down will not contain those Business Services for selection.

Any attempt to modify the selection of the Member of Business Services field will result in the removal of restricted Business Services from the selection.

Calendar Pr | Number of years (starting from the end of the current year) to show all Custom Days defined for a calendar in a Calendar Preview.
eview Perio

dIn Years

(uc.

calendar.

preview.

years)

CLI Maximum number of records that can be retrieved (or matched) for the following:
/Web Servic
e Result Lim ® CLI List APIs excluding List Predecessors / Successors of a Task Instance in a Workflow CLI
it ® CLI APIs for limiting matches:
(uc.cli. ® lLaunch a Task
result_limit) ® Export Trigger

® Disable a Trigger

® Enable a Trigger

® Launch Trigger Tasks Now
® Web Service List APIs:

® List Task Instances

® List Tasks

® List Triggers

® List Virtual Resources

® List Variables
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Client Expor = Number of records to pre-fetch before performing an export to CSV, PDF, XLS (Excel), or XLSX. Before performing an export, the client will attempt to pre-fetch all list grid data. If after the pre-
t Fetch Limit = fetch, the list grid does not contain all matching rows, a warning displays, before continuing with the export, indicating that the export doesn't contain everything.

(uc.export.

client.

fetch_limit)

Compress B | Specification (true or false) for whether or not the Controller will compress record bundles during a promotion.
undle Promo
tion Payload

(uc.bundle.
payload_co
mpression)

Confirm Specification (yes or no) for whether or not a confirmation pop-up displays if a user selects to enable or disable a trigger.
Enable
/Disable
Trigger
Command
(uc.user.
confirm.
enable.
disable.
trigger.
default)

Confirm Exit = Specification (true or false) for whether or not a confirmation pop-up displays if a user navigates away from the Universal Controller user interface (or closes the browser without logging out).
(uc.browser.
confirm_exit)

Confirm Upd = Specification (true or false) for whether or not a user, when updating a task, is prompted with a Confirmation dialog listing all Workflows containing that task, since those Workflows could be
ate For Task = impacted by the task update.

s In Workflo

ws

(uc.task.

confirm.

workflow_up

date)

Continue Mo = Specification (true or false) for whether or not the Controller will continue monitoring completed Workflows in the Workflow Monitor.
nitoring Com

pleted Workf

lows in Work

flow Monitor

(uc.

workflow_m

onitor.

monitor_co

mpleted)

Copy Notes | Specification (true or false) for whether or not the Controller will copy task notes to task instances so that task notes can be included in activity reports or gauges. For example, if true is
to Task Inst = specified, you can create a gauge that lists task notes for failed task instances. This property should be enabled only as needed.

ances for Re

porting

(uc.notes.

copy_to_exe

cs)
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Create Versi = Specification (true or false) for whether or not a record version will be created if the user changes a record associated with the current record. For example, if true, the Controller will create a
on On Relat ' version of the task when the user changes a task variable.

ed List Chan

ge

(uc.version.

on.related.

list.change)

Critical Path = Specification (true or false) for whether or not a user can use the Critical Path feature of the Controller.

Calculations

Permitted ® |f this property is true:

(uc.cp. ® The Toggle Critical Path View displays in the Workflow Monitor Toolbar.
calculations. ® The Calculate Critical Path field displays in the Workflow Details.
permitted) ® If this property is false:

® The Toggle Critical Path View does not display in the Workflow Monitor Toolbar.
® The Calculate Critical Path field does not display in the Workflow Details, either to view or modify.
® |f this property changes from false to true, logged-in users must log off/on to use the Critical Path feature.
® |[f this property changes from true to false, the Critical Path feature will not be honored. However, Workflow Details will be preserved.

Important

® When restoring a Workflow Details Version, the Calculate Critical Path setting (enabled or disabled) will be preserved.
® When promoting a Workflow record or importing (list or bulk) Workflow Details:

® Critical Path Calculations Permitted setting will not change.

® Calculate Critical Path, if enabled, will remain enabled.
® [f the database is "dropped" for any reason:

® Critical Path Calculations Permitted will be set to false.

® Calculate Critical Path, if enabled, will be disabled.

Critical Path = Hexadecimal color code for the color of the vertices and edges along the Critical Path displayed within the Workflow Monitor while in Critical Path view. Valid values are #[0-9, a-f, A-F] (six
Color characters).
(uc.cp.color)

Critical Path = When a task instance completes, if the difference between its end time and its projected end time is greater than or equal to the threshold specified in seconds, a critical path recalculation
Dynamic Cal = event will be dispatched. Valid values are 0-600.

culation Thr

eshold In Se

conds

(uc.cp.

calculations.

dynamic.

threshold_in

_seconds)

Critical Path | Interval (in seconds) in which that Universal Controller queries for task instances with a status greater than WAITING, and less than SKIPPED, and have elapsed their projected end time. Valid
Monitor Polli = values are 60+.

ng Interval |

n Seconds

(uc.cp.

monitor.

polling.

interval_in_s

econds)
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Critical Path = Threshold (in seconds) that Universal Controller uses to determine if a task instance has elapsed its projected end time when polling. Valid values are 60+.
Monitor Polli

ng Threshol

d In Second

S

(uc.cp.

monitor.

polling.

threshold_in

_seconds)

Critical Path = Number of times that a task instance can invoke Actions On Projected Late before being muted.

Projected

Late Action As a task instance Projected End Time changes, the Projected Late flag can be set and cleared multiple times. In such situations, this property limits the number of Actions being performed On
Maximum Projected Late, such as Email Notifications, for a particular instance.

(uc.cp.

projected_la

te.action.

maximum)

Critical Path = Threshold beyond the Late Start Time, Late Start Duration, or Late Finish Time that the projected time must exceed in order for the task instance to be flagged as Projected Late.
Projected

Late

Threshold

In Minutes

(uc.cp.

projected_la

te.

threshold_in

_minutes)

Custom Day = Specification (true or false) for whether to enable (true) or disable (false) global Custom Days.

Global Per

mitted

(uc. Note

custom_day. ! . ) o

global. You cannot set Custom Day Global Permitted to false if there are any existing global Custom Days.
permitted)

Custom Day = Specification (true or false) for whether to enable (true) or disable (false) the Local Custom Day indicator ({L}) for Trigger and Composite Trigger components, Task Run Criteria, and Calendar
Local Indica = Preview.

tor Enabled

(uc.

custom_day.

local_indicat

or.enabled)

Custom Day = Specification (true or false) for whether or not a Custom Day referenced in the Complex section of Task Run Criteria for a task in a workflow must belong to the Calendar in use at run time.
Strict Mode

(uc.

custom_day.

strict. node)

Data Backup = Export path to use instead of the default export path (uc_backups under the Tomcat directory) for Data Backup/Purge operations.
/Purge Expo

rt Path

(uc.backup.

path)
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Disable Tab = Specification (true or false) for whether or not to disable the tab icons that indicate if tabs contain (green icon) or do not contain (gray icon) records.
Indicators

(uc.disable.

tab.

indicators)

Email Body @ Default Begin Marker for Email Monitor Body Variables field.
Default Begi

n Marker

(uc.email.

body_begin

_marker)

Email Body @ Default End Marker for Email Monitor Body Variables field.
Default End

Marker

(uc.email.

body_end_

marker)

Email Crede @ Specification (true or false) for whether or not to enable the use of Email Credentials.
ntials Permit

ted

(uc.

credentials.

email.

permitted)

Email Monit = Number of seconds between each poll of a Mailbox Folder by an Email Monitor task.
or Polling Int

erval In Sec

onds

(uc.email.

monitor.

polling.

interval_in_s

econds)

Email Specification (Success/Failed or Failed) for how to identify an Email Notification audit.
Notification

Audit

(uc.email.

notification.

audit)

Exclude Holi = Specification (true or false) for whether or not the Controller will consider a Business Day on which a holiday falls as a non-Business Day.
days for Bus

iness Days ® If true, holidays that fall on Business Days are considered non-Business Days.
(uc. ® |[f false (the default), holidays that fall on Business Days are considered Business Days.
calendar.

exclude_holi = For example, if the default value (false) is used, and a job is defined to run on Business Days, the job will run on Christmas Day, even though it is a holiday.

days)
This behavior applies to Triggers, Task Run Criteria, and JavaScript functions that operate on Business Days, and provides a means to avoid having to specify a restriction or skip criteria for
holidays.
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39

Export Agen
t References

(uc.export.
agent_refere
nces)

Export Path
(uc.export.
path)

Expose UD
M Script
(uc.infitran.
expose_scri
pt)

Expose Res
olved Script
(uc.
script_library

expose_res
olved_script)

File Transfer
Task Exclu
de Protocols

(uc.task.
file_transfer.
exclude_pro
tocols)

Flatten Refe
rence List Fi
elds In Chart
Reports
(uc.report.
flatten_refer
ences)

Forecast Pe
riod in Days
(uc.forecast.
days)

/ uc-71-admin

Specification (true or false) for whether or not the Controller will export referenced Agents when exporting definition XMLs with the Export References feature.

Pathname where exported XML files are written.

All cluster nodes use their own local system default export path. You should set a value for Export Path only if the path is writable by all cluster nodes.

Note

]
Any bulk import or list import of an Export Path property (from version 6.1.1.0 or earlier) will result in the server resetting the database back to the default "unset" Export Path value.
Both bulk export and list export will first look for a configured Export Path property. If a value has not been set, they will use the local system default path of <t ontat >/ uc_export.

For debugging use only. Specification (true or false) for whether or not the Controller prepares a script when it launches a file transfer on a UDM installation. If troubleshooting is necessary,
enabling this property allows you to view the script in the Output tab on the task instance.

Specification (true or false) for whether or not to generate a SCRIPT output type capturing the resolved contents of the Scripts script for each task instance run attempt that utilizes a script from
the Scripts. This property only applies to Scripts defined with the Resolve UAC Variables option checked. Any user with the task instance Read permission for a specific task instance will be
able to view the SCRIPT output type content for that specific instance.

To avoid generating unnecessary output, we recommend enabling this property only for debugging purposes. The unresolved script content can always be viewed from Scripts.

Specification for which protocols will be excluded from the Transfer Protocol field in the File Transfer Task Details:

FTP
SFTP
UDM

FTPS

You can select multiple, but not all, protocols. Also, you cannot exclude a protocol if it is specified in the Transfer Protocol field for any exisitng File Transfer Task or Task Instance.

Specification (true or false) for whether or not to flatten Business Services in Chart reports when grouping by Member of Business Services.

Number of days to be included in a trigger forecast. See Displaying Trigger Forecast Information.
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Inherit Actio | Specification (true or false) for whether or not a task inserted into a Workflow, whose initial inserted status will be Defined, will perform inherited Workflow Actions for the Defined status.
ns On Defin

ed For Insert

Task

(uc.

inherit_actio

ns.

on_defined.

insert_task)

LDAP Synch | Specification (true or false) for whether or not LDAP synchronization is enabled. This allows you to retain your LDAP Settings while using or not using LDAP authentication, as desired.
ronization E

nabled

(uc.security.

Idap.

enabled)

License Key | License key for your installation; provided to you by your Universal Controller representative.
(uc.license)

List Qualifyi = Format that you want the Controller to use when listing qualifying times for Time and Cron Triggers. See List Qualifying Times.

ng Times Fo
rmat
(uc.trigger.
date.format.
display)
Log File Ret = Number of days that the Controller retains its log files.
ention Perio
d in Days
(uc.log.
retention)
Log Level Level of logging for the Controller:
(uc.log.level)
* ALL
* TRACE
* DEBUG
* INFO
* WARN
* ERROR

Login Disclai = Allows for the specification of free-form text to be displayed at the bottom of the Universal Automation Center Login page.
mer

(uc.login.

disclaimer}

Login Allows for the addition of a pop-up to be displayed on the Universal Automation Center Login page.
Notification

(uc.login.

notification}
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Maximum N = Maximum number of nested variables allowed.
ested Variab

le Depth

(uc.variable.

maximum_d

epth)

Maximum N = Maximum number of nested variable characters allowed.
ested Variab

le Expansio

n

(uc.variable.

maximum_e

xpansion)

Maximum Pr = Maximum number of processing threads used.
ocessing Th

reads

(uc.threads.

max)

Maximum Ti = Maximum number of timer threads used.
mer Threads

(uc.timer.
threads.
max)

Node Time Specification (Yes or No) for whether or not the User Task Bar will display the Cluster Node time by default.
Display

(uc.

node_time.

display.

default)

Node Time Default color to use for the Cluster Node time field background in the User Task Bar.
Display Bac

kground Col

or

(uc.

node_time.

display.

background

_color.

default)

Node Time Default color to use for the Cluster Node time field in the User Task Bar.
Display Colo

r

(uc.

node_time.

display.

color.

default)
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Node Time Specification for whether to display the time zone of the Server or the User in the Cluster Node time field in the User Task Bar.

Display Tim

e Zone

(uc.

node_time.

display.tz.

default)

OMS Log Le | Level of logging for OMS:

vel

(uc.oms.log. * ALL

level) * TRACE
* DEBUG
* INFO
* WARN
* ERROR

Operational = Specification (true or false) for whether or not to reset the Operational Memo field on a task instance re-run.
Memo

Reset On
Re-run

uc.
task_instanc
e.
operational _
memo.
reset_on_rer
un

Perform Acti | Specification (true or false) for whether or not tasks within a workflow that is being skipped due to trigger-time run criteria should perform Actions on Defined status and evaluate their own run
ons On Defi | criteria.
ned For Tas

ks Within Sk

ipped Workfl

ow

(uc.

perform_acti

ons.

on_defined.
tasks_within
_skipped_wf)

Perform Acti = Specification (true or false) for whether or not to allow a workflow, on Defined status, to process its own Actions prior to processing any Actions for its children task instances on Defined status.
ons On Defi

ned Workflo | This might be leveraged if, on Defined status, a workflow initializes a variable using the Set Variable Action, and a child task instance, also on Defined status, leverages that same variable in its
w First own Set Variable Action.

(uc.

perform_acti

ons.

on_defined.

wrf_first)

Perform Acti = Specification (true or false) for whether or not to allow the triggering of notifications for a task instance status change to Finished when issuing a Force Finish (Halt) or Force Finish/Cancel (Halt)
ons On Halt | command.

(uc.
perform_acti
ons.on_halt)
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Picker Fetch limit for all picker windows; minimum =200, maximum = 1000.
Fetch Limit
(uc.picker. For example, the value of this property determines how many tasks can be fetched at any one time for stonebranchbundle-01.
fetch_limit)
Edit Members =[0]X
T stonebranchbundle-01
Name * - Name * -

stonebranch-agentfilemanitortask-01
stonebranch-agentfilemonitortask-02
stonebranch-agentfilemanitortask-03
stonebranch-agenffilemonitortask-04 —
stonebranch-agentfilemaonitortask-05
stonebranch-applicationcontroltask-01

stonebranch-applicationcontroltask-02

BEnE

stonebranch-applicationcontroltask-03 — None—
stonebranch-applicationcontroltask-04

stonebranch-applicationcontroltask-05

stonebranch-emailmonitortask-01

stonebranch-emailtask-01

stonebranch-emailtask-01a

stonebranch-emailtask-05

stonebranch-filetransfertask-01

Save Cancel

Platform Log ' Level of logging for the user interface framework:
Level
(uc.platform.
log.level)

* ALL

* TRACE
* DEBUG
* INFO
* WARN
* ERROR
* OFF

Promote By = Specification (true or false) for whether or not you can promote a Bundle by Business Service Membership.

Business

Service You cannot set this property to false if the Promote Members of Business Services or Visible To field in any Bundle records has a non-empty value.

Membership

Permitted Also, if the proparty is set to false:

(uc.bundle.

promote_by ® |f the Promote Members of Business Services or Visible To field in a Bundle record has a non-empty value, Bundle promotion (including schedule Bundle promotion) is prohibited for
_bsrvc_me that record.

mbership. ® |f the Promote Members of Business Services and Visible To field in a Bundle reocrd has an empty/blank value, the Promote By Business Service Membership section will be
permitted) hidden for this record.
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Promotion H ' Number of days that the Controller retains Promotion History.
istory Retent

ion Period in

Days

(uc.

promotion_h

istory.

retention)

Promotion S = Number of days that a Promotion Schedule will remain available after the promotion has completed successfully.
chedule Ret

ention Perio

d In Days

(uc.

promotion_s

chedule.

retention)

Promotion S | Specification for whether or not to fail a promotion if a record being promoted matches both of the following target records:

trict Mode
(uc. ® Record with same name / different sysid
promotion. ® Record with different name / same sysid

strict_mode)
If the record being promoted matches a target record by only one of the above conditions, the Controller will allow the promotion to continue.

® |f the record being promoted matches a target record with same name / different sysid, the id mismatch will be logged in this format:
Promoted {type} with nane "nane" and id 3c7alb3c422049cab796e98fb5420ff3 has a different id than the original "nanme" with id
7b91616f f 0dc431b9ae011f 6e795806e.

® |f the record being promoted matches a target record with different name / same sysid, it is considered a name update and the name mismatch will not be logged.

Valid values are 0 (allow) and 1 (fail).

Purge Activit = Number of task instances to purge per transaction while performing the Activity purge (by primary key).
y By Primary

Key Limit

(uc.backup.

purge_by_pr

imary_key.

limit)

Purge All No = Specification (true or false) for whether or not to allow the Purge All Non-Default Users And Groups Server Operation to be run.
n.

Default User

s And Group

s Permitted

(uc.purge.

non_default

_users_and

_groups.

permitted)
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Purge Dates = Number of days old (1-999) that a date in a Custom Day List of Dates will cause it to be purged automatically.
From Custo

m Day List

Older Than

(uc.

custom_day.

purge_dates

_older_than)

Re-run Specification (true or false) for whether or not you can manually Re-run a task instance specifying that intermediate failures be suppressed.
(Suppress
Intermediate
Failures)
Permitted
(uc.
task_instanc
e.rerun.
suppress_int
ermediate_f
ailures.
permitted)

Reconcile Controls the promotion behavior when promoting a Universal Task based on a built-in Universal Template that has changed.
Built-In
Universal
Template
Changes

On
Promotion
(uc.
promotion.
universal_te
mplate.
system_tem
plate.
reconcile_ch
anges)

Recurring Default value of the Task Launch Skip Condition field for a Recurring Task:
Task

Launch ®* None

Skip ® Active

Condition ® Active By Recurring Task Instance
Default

(uc.

recurring.

task.

skip_conditi

on.default)
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Recurring Minimum duration, in seconds, that a Recurring Task can have for a Recurrence Interval.
Task

Minimum The minimum value is 0.
Frequency

In Seconds

(uc.

recurring.

task.

minimum_fr

equency_in_

seconds)

Specification for which protocols will be excluded from the Server Type field in the Remote File Monitor Task Details:
Remote
File Monitor * FTP
Task Exclud ® SFTP
e Protocols * FTPS
(uc.task.
ftp_file_moni = You can select multiple, but not all, protocols. Also, you cannot exclude a protocol if it is specified in the Server Type field for any exisitng Remote File Monitor Task or Task Instance.
tor.
exclude_pro
tocols)

Report Specification of the default hexadecimal color of the average line when using the Show Average option on Bar Chart/Horizontal and Bar Chart/Vertical reports.
Average

Color

(uc.report.

average_col

or.default)

Report Grou | If the Group Threshold field on the Report is - - System Default - -; Maximum number of groups to display on a Chart report. All groups above the threshold will be displayed in one group
p Threshold = named Other.

(uc.report.

group_thres

hold.default) = Note
1

This option formerly was named System Default Report Group Threshold.

Report Specification of the default hexadecimal color of the threshold line when using the Show Threshold option on Bar Chart/Horizontal and Bar Chart/Vertical reports.
Threshod

Color

(uc.report.

threshold_c

olor.default)

Resolvable Specification (true or false) for whether or not the use of Resolvable Credentials is enabled.
Credentials

Permitted

(uc.

credentials.

resolvable.

permitted)
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Retain Overr = Specification (true or false) for whether or not a changed return code of a previously executed step in a z/OS task is retained when the task is re-run.
idden Step

Codes On z

/0S Task R

e-run

(uc.

task_instanc

e.rerun.zos.

retain_step_

codes)

Retrieve Out = Specifies the default value for the Number of Lines field on the Retrieve Output dialog. Additionally, if the Number of Lines field is blank, it specifies the limit for the number of lines retrieved
put Default when Automatic Output Retrieval is enabled on a task.

Number Of

Lines

(uc.

retrieve_out

put.

maximum_li

nes)

Retrieve Out = Specifies the maximum number of lines that can be requested when retrieving output.
put Maximu

m Lines

(uc.

retrieve_out

put.

maximum_li

nes.limit)

Scheduled Specification (Yes or No) for whether Pie Chart reports are rendered in 2D (No) or 3D (Yes).
Report 3D P

ie Chart

(uc.report.

scheduled.

3d_pie_char

t.default)

Scheduled Maximum number of records to fetch for inclusion in a List report (minimum is 1; no maximum). The report will indicate if the specified maximum has been reached.
Report Fetc

h Limit

(uc.report.

scheduled.

fetch_limit)

Scheduled Specification for the height (in pixels) of PNG chart report images.
Report Imag

e Height

(uc.report.

scheduled.

image_heig

ht.default)
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Scheduled Specification for the height (in pixels) of PNG chart report images.
Report Imag

e Width

(uc.report.

scheduled.

image_width

.default)

Scheduled Specification (Yes or No) for whether to inline chart report images within the email (Yes) or include them as attachments (No). If any other attachments, such as standard error and standard
Report Inline | output, are included, this property does not apply; the chart report image will be delivered as an attachment.

Image

(uc.report.

scheduled.

inline_image

.default)

Scheduled Specification (Landscape or Portrait) for the page layout of the PDF.
Report PDF

Orientation

(uc.report.

scheduled.

pdf.

orientation.

default)

Scheduled Specification (Letter, Legal, or A4) for the page size of the PDF.
Report PDF

Size

(uc.report.

scheduled.

pdf.size.

default)

Scheduled Specification for whether to obtain the time zone from the Server (Server) or from the User record of the Execution User (User).
Report Time

Zone This property applies to all report types (List, Bar Chart/Horizontal, Bar Chart/Vertical, and Pie Chart).

(uc.report.

scheduled.

tz.default)

Show Metad = Specification (Yes or No) for whether or not the Metadata section displays automatically in the the Details of all Controller records.
ata

(uc.form. You can override this system default configuration by customizing the Show Metadata user preference.

show_metad

ata.default)

Show Variab = Specification (Yes or No) for whether or not to fetch and display Global Variables automatically for the Show Variables action.

les Fetch GI

obal Automa | If No, the visibility of Global Variables in Show Variables can still be toggled, on demand, by the Show Global and Hide Global buttons.
tically

(uc. You can override this system default configuration by customizing the Show Variables Fetch Global Automatically user preference.
show_variab

les.

fetch_global.

default)
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SMTP Debu @ Specification (true or false) for whether or not additional debug information about any Email Connection issues (for example, Email Connection Test fails or errors while sending emails) will be
o] included in the log.

(uc.smtp.

debug)

SQL Specification (true or false) for whether or not to close any additional Result Sets if multiple Result Sets have been returned by SQL or Stored Procedure tasks.
/Stored Proc

edure Close

Additional R | Note

esults Sets ! ) ) N

(uc. You should not change this property to false unless there is a backwards compatibility issue.

sql_handler.

close_additi

onal_result_

sets)

SQL Specification (true or false) for whether or not to create a SQL Results record for rows affected when no results (result sets or update counts) are returned by SQL or Stored Procedure tasks.
/Stored Proc
edure Ignore
Update Cou
nt If No Res
ults

(uc.
sql_handler.
update_cou
nt.
ignore_if_no
_results)

SQL Specifies the maximum number of rows that can be returned from an SQL task or Stored Procedure task.
/Stored Proc

edure Maxi

mum Rows

(uc.

sql_handler.

maximum_r

ows)

Start Server | Specification (true or false) for whether or not a Universal Controller cluster node should become paused when starting up.
Paused
(uc.startup.

paused) Note
1

This property is applicable only for a Universal Controller cluster node that is starting up. Any cluster node that has already started will not be impacted. Once a cluster node is in paused mode,
it will remain in paused mode until running the Resume Cluster Node server operation for that specific cluster node.

Stop Unkno = Specification (true or false) for whether or not to stop any application monitors currently running on an Agent if the Controller is no longer managing those monitors (Windows and Linux/Unix
wn Applicati | only).

on Monitors

(uc.

application.

stop_unkno

wn_monitors)
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Strict Dashb | Specification (true or false) for whether or not to restrict dashboard creation only to users with the ops_admin, ops_report_admin, ops_dashboard_group, or ops_dashboard_global role.
oard Create

Constraints

(uc.

dashboard.

create_cons

traints.strict)

Strict Report = Specification (true or false) for whether or not to restrict report creation only to users with the ops_admin, ops_report_admin, ops_report_group, or ops_report_global role.
Create Con

straints

(uc.report.

create_cons

traints.strict)

System Def | Task instance status types to include in the Active, Blocked, Completed, and Problem Quick Filters. You can add statuses to or delete statuses from any of these Quick Filter. You also can
ault Activity = delete any of these Quick Filters and create you own Quick Filters.
Quick Filters

(uc.activity.
quick_filters.
default)

System Def | Pathname from where imported XML files are written.
ault CLI Bulk

Import Path

(uc.

bulk_import.

path.default)
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System Def | Specification (Yes or No) for all users whose Command Line access field in their User Details is set to -- System Default --, for whether or not to control a user's ability to access the
ault Comma | Controller through the Command Line Interface (CLI).

nd Line Acc

ess

(uc.user.

command_li

ne.default)

System Def | Specification (Yes or No) for whether or not a user is prompted with a Confirmation dialog when issuing the Launch command.

ault Confirm

Launch Com = Note

mand N , NN . _ ,

(uc.user. If a task is launched that has been modified but not saved, a Confirmation dialog displays even if the System Default Confirm Launch Command is set to No.
confirm.

launch.

default)

System Def | Specification (Yes or No) for whether or not to enable command confirmations when issuing commands against task instances.
ault Confirm
Task Instanc
e Command
s

(uc.user.
confirm.
task_instanc
e.
commands.
default)

System Def = Maximum number of version records (1 to 255) to maintain per definition.
ault Maximu

m Versions

(uc.version.

maximum.

default)

System Def = Specification (true or false) for whether or not to simulate the launching of tasks when triggers are eligible to fire. If simulation is enabled, only the scheduled launch of the task by the trigger is
ault Trigger  inhibited. All other aspects of the trigger execution, including generation of forecast data, are enabled.

Simulate

(uc.trigger. You can still force a trigger by using the Trigger Now command or launch a task by using the Launch command.

simulation)

System Def | Specification (Yes or No) for whether or not virtual resource limits are updated as part of a promotion.
ault Update
Virtual Reso
urce Limit O
n Promotion
(uc.
promotion.
virtual_reso
urce.
update_limit.
default)
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System Def | Specification (Yes or No) for whether or not to apply Wait/Delay Options to a task only if it runs within a workflow.
ault Wait

/Delay Work

flow Only

(uc.timewait.

workflow.

only.default)

System Def | Specification (Yes or No), for all users whose Web Browser access field in their User Details is set to -- System Default --, for whether or not to control a user's ability to access the Controller
ault Web Br ' through the user interface.

owser Acces

S

(uc.user.

browser.

default)

System Def | Specification (Yes or No), for all users whose Web Service access field in their User Details is set to -- System Default --, for whether or not to control a user's ability to access the Controller
ault Web Se | through the RESTful Web Services API.
rvice Access

(uc.user.
web_service
.default)

System Det = Specification (true or false) for whether or not the followinng database information on the System Details widget is visible only to users assigned the ops_admin role or ops_server_operation_ad
ails Databas = min role:
e Informatio

n Restricted ® Database Type
(uc.widget. ® Database Name
system_deta ® Database URL
ils. ® Database Connections
db_info_rest
ricted) These restrictions apply no matter where the System Details widget is accessed from:
® Home Dashboard
® Custom Dashboard
® Widget List Preview
® System ldentifier on User Task Bar
® System Clock on User Task Bar
System Specification for which System Details widget categories to expand by default:
Details
Expanded ® Cluster Node
Categories ® Release
(uc.widget. ® Memory
system_deta ® License
ils. ® Database
expanded.
default)
System Iden = User-selected name displayed in the System Identifier field on the User Task Bar.
tifier
(uc.
system_iden
tifier)
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System Iden
tifier Backgr
ound Color
(uc.
system_iden
tifier.
background
_color)

System Iden
tifier Color
(uc.
system_iden
tifier.color)

Task
Automatic
Output
Retrieval
Default
(uc.task.
output_retur
n_type.
default)

Task Field
Resolution
Required
(uc.task.
field.
resolution.
required)

Task
Instance
Normalize
Business
Service
Membership
(uc.
task_instanc
e.
normalize_b
srve)

Task Retry
Maximum
(uc.task.
retry_maxim
um)

/ uc-71-admin

Background color for the System Identifier field on the User Task Bar.

Text color for the System Identifier field on the User Task Bar.

Default Automatic Output Retrieval field value for Windows and Linux/Unix tasks and for Universal Templates.

Specification (true or false) for whether or not a task instance transitions to Start Failure if qualifying fields - such as Command, Script, Parameters (including z/OS Parameters), and
Environment Variables - remain unresolved at runtime.

Indicates if the Universal Controller is normalizing Business Service membership for Task Instance and History records:

® Disabled
Business Service normalization is not enabled.
® Enabled/Normalizing
Business Service normalization is enabled. New Task Instance and History records are being normalized; however, existing Task Instance and History record normalization has not
completed.
® Enabled/Normalized
Business Service normalization is enabled. New Task Instance and History records are being normalized, and normalization of existing Task Instance and History records has completed.

Note

!
This property is read-only. It can be updated only by running the Enable Task Instance Business Service Normalization and Disable Task Instance Business Service Normalization server
operations.

Specification for whether or not to enforce a maximum number of task instance retries. Valid values:

1. blank: No limit on Maximum Retries; Retry Indefinitely is permitted.
2. >=1: Limit on Maximum Retries; Retry Indefinitely is not permitted.

Note

!
If any current tasks are in violation of the selected >=1 Task Retry Maximum, an error message will occur. To see which tasks have a Maximum Retries value specified, or have Retry
Indefinitely selected, run a Report on all tasks or display the Maximum Retries and Retry Indefinitely columns on the All Tasks list.
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Task Time Z = Specification (Server or Inherited) for whether the time zone for a task is evaluated on the time zone of the server or the time zone of the Parent Workflow or Trigger / Launch specification.
one Prefere

nce

(uc.task.

time_zone_

preference.

default)

Task Wait F | If Wait For Output is enabled for a task where automatic output retrieval is selected (potentially, to be used by a successor task); Length of time (in seconds) that the task will wait (that is,
or Output Ti ' remain Running) until the output is returned by the Agent so that the successor task does not run before the output is available.

meout In Se

conds

(uc.task.

wait_for_out

put.

timeout_in_s

econds)

Time Trigger = Minimum frequency - in seconds - of the Time Interval for a Time Trigger.
Minimum Fr

equency In

Seconds

(uc.trigger.

time.

minimum_fr

equency_in_

seconds)

Track Count = Specification (true or false) for enabling the tracking of task instances running concurrently if the Task Execution Limit field for an Agent or Agent Cluster is set to Unlimited.

s For Unlimit
ed Executio = The following restrictions apply to this property:
n Limit
(uc. ® |f you change this property, all Ul behavior based on this property will require logging out/logging in to take effect.
execution_li ® You cannot change this property from false to true while there are one or more task instances running against an Agent and/or Agent Cluster.
mit. ® |f you change this property from false to true, all Agents and Agent Clusters will begin tracking task counts.
unlimited. ® [f you change this property true to false, all Agents and Agent Clusters that are not Limited will have their Current Count column set to 0.
counts) ® |[f this property is false, and an Agent or Agent Cluster is Unlimited, the Current Count column will display as blank in the list and will be hidden in the Agent / Agent Cluster Details.

® |[f this property is true, and an Agent or Agent Cluster is Unlimited, the Current Count column will display the current count and the current count will be visible in the Agent / Agent

Cluster Details.
® |f this property is false, and you change an Agent / Agent Cluster from Limited to Unlimited, the current count will be reset back to 0.
® |[f this property is true or false, and you change an Agent / Agent Cluster from Unlimited to Limited, the current count will be reset back to 0.
Note
1
For optimal performance, we recommend that you leave this property set to false.

Trigger Default value of the Task Launch Skip Condition field for all trigger types:
Task
Launch ®* None
Skip ® Active
Condition ® Active By Trigger
Default
(uc.trigger.
skip_conditi
on.default)
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URL Action
Parameter E
nabled
(uc.url.
action_para
meter.
enabled)

Use Checks
um Validatio
n

(uc.use.
checksums)

Use Dashbo
ard Visibility
Icons

(uc.
dashboard.
use_visibility
_icons.
default)

User Define
d Task Field
1 Label
(uc.task.
custom_field
1.label)

User Define
d Task Field
1 Required
(uc.task.
custom_field
1.required)

User Define
d Task Field
2 Label
(uc.task.
custom_field
2.label)

User Define
d Task Field
2 Required
(uc.task.
custom_field
2.required)

User Define
d Trigger
Field 1
Label
(uc.trigger.
custom_field
1.label)

/ uc-71-admin

Specification (true or false) for whether or not to enable the URL Action parameter, which lets you automatically perform an action in the user interface.

Specification (true or false) for whether or not to implement checksum validation in order to prevent tampering of Controller data outside of the Controller system.

Specification (Yes or No) of the system default for the Use Dashboard Visibility Icons user preference.

Label for this user-defined field that will display in the General Information section of the Details for all existing and new tasks and task instances.

Specification (true or false) for whether or not User Defined Task Field 1 is required.

Label for this user-defined field that will display in the General Information section of the Details for all existing and new tasks and task instances.

Specification (true or false) for whether or not User Defined Task Field 2 is required.

Label for this user-defined field that will display in the General Information section of the Details for all existing and new triggers.
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User Define = Specification (true or false) for whether or not User Defined Trigger Field 1 is required.
d Trigger

Field 1

Required

(uc.trigger.

custom_field

1.required)

User Define | Label for this user-defined field that will display in the General Information section of the Details for all existing and new triggers.
d Trigger

Field 2

Label

(uc.trigger.

custom_field

2.label)

User Define | Specification (true or false) for whether or not User Defined Trigger Field 2 is required.
d Trigger

Field 2

Required

(uc.trigger.

custom_field

2.required)

User Default density setting (font and control size offset) for the user interface:
Interface
Desnity

(uc.
user_interfa
ce.density.
default)

Dense (-2)
Compact (-1)
Standard ( 0)
Expanded (+1)
Spacious (+2)

When the User Interface Density user preference is -- System Default --, this property specifies the density to be used.

User Default display theme to use for the user interface:
Interface
Theme

(uc.
user_interfa
ce.theme.
default)

Enterprise (legacy theme)
Enterprise Blue

Tahoe

Obsidian

When the User Interface Theme user preference is -- System Default --, this property specifies the theme to be used.

Validate Re = Specification (true or false) for whether or not to implement report-related promotion validation.
port Referen

ces On Pro

motion Note

(uc. /1 ) ) ) . .

promotion. This property applies to the target system to which a promotion payload is being promoted.
report.

validate_ref

erences)

Virtual Page | Virtual page size to be used when scrolling in a list.
Fetch Limit

(uc.

virtual_page.

fetch_limit)
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Virtual Page @ Virtual page size to be used when scrolling the options in a drop-down list that are bound by another data source (for example, the Task To Monitor drop-down list options in the Task Monitor
Pick List Fe = Task Details).

tch Limit

(uc.

virtual_page.

pick_list.

fetch_limit)

Web Controls the number of concurrent requests for the application (that is, the Universal Controller server).
Service

Application The application-level concurrent request limit cannot be less than 1 or less than the user-level concurrent request limit (if specified).
Concurrent

Request

Limit

(uc.

web_service

.application.

concurrent_r

equest.limit)

Web Service = Allows enabling/disabling the use of Web Service credentials.

Credentials

Permitted * |f false:

(uc. ® Creation of new Web Service credentials will be prohibited.

credentials. ® All Web Service Task Instances using authentication will transition into the Start Failure status.
web_service ® If false on a target Controller to which you are promoting, the promotion will fail.

.permitted)

Web Service = Default type of content, XML or JSON, for web service responses.
Default Res

ponse Conte

nt

(uc.

web_service

.response.

content.

default)

Web Percentage of allocated memory in use that defines a threshold for prohibiting access to the RESTful Web Service API.
Service

Memory The threshold must be a whole number (integer) and cannot be less than 1 or more than 99.

Utilization

Threshold

(uc.

web_service

.memory.

utilization.

threshold)
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Web Service = Specification (true or false) for whether or not an Insecure field is added to Web Service tasks. which can allow the Web Service task to proceed with a TLS/SSL connection that is considered
Task insecure.

Insecure

Permitted Note

(HTTP) /1 ) o ) )

(uc.task. This property cannot be set to false if there are existing Web Service tasks with Insecure enabled.

web_service

.http.

insecure.

permitted)

Web Service ' List of content-types, such as binary, that are discarded to avoid being stored as Web Service Task output, which are not supported and can lead to task instance run failure.
Task Outpu

t MIME Type

Exclusion Li

st (HTTP)

(uc.task.

web_service

.output.

mime_type.

exclusion_lis

B

Web Service = Specification (true or false) for whether or not to permit Resolvable Credential functions support in Web Service tasks.
Task

Resolvable | Note

Credentials !

Functions In order to enable Resolvable Credential functions support for Web Service Task, this property and the Resolvable Credentials Permittedsystem property must set to true.
Permitted

(uc.task.

web_service

.credentials.

resolvable.

functions.

permitted)

Web Service = Specification (true or false) for whether or not to use the Java proxy system properties for HTTP Web Service tasks.
Task Syste
m Proxy Pro
perty Inherit
ance (HTTP

(uc.task.
web_service
.http.
proxy_prope
rty_inheritan
ce)

Web Service = Number of seconds to wait for the request to complete, if a Timeout value is not specified for a Web Service task.
Task Timeo

ut

(uc.task.

web_service

timeout)
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Web Service = Regular Expression that specifies the URLs supported by the Web Service task. (The default value specifies that all URLs are supported.)
Task URL

Whitelist Re ' If you have a specific regex that you want to be case-insensitive, pre-pend the following option to the regex: (?i)"."(?i)

gular Expres

sion

(uc.task.

web_service

.url.whitelist)

Web Controls the number of concurrent requests per unique user ID.
Service

User The user-level concurrent request limit cannot be less than 1 or greater than the application-level concurrent request limit (if specified).
Concurrent

Request

Limit

(uc.

web_service

.user.

concurrent_r

equest.limit)

Windows Specification (true or false) for whether to enable (true) or disable (false) the use of the Script Script type.
/Linux Script

s Permitted

(uc.script. Note

distributed. !
permitted) You can set Windows/Linux Scripts Permitted to false only if currently there are no Script Script types defined in the database.

Workflow Specification (true or false) for whether to enable (true) or disable (false) the display of a Task Description field in the Task Instance Details for a task instance in a Workflow Monitor.
Monitor
Task
Description
Enabled
(uc.
workflow.
monitor.
task.
description.
enabled)

Workflow Se = Results limit when querying for task records from the Task Find or Open Workflow pop-up.
arch Result

Limit

(uc.

workflow.

search_resu

It_limit)

Overriding Universal Controller System Properties

You can override any Universal Controller system property by adding it to the Universal Controller Start-up Properties (uc.properties) file and restarting the Controller.

Any Universal Controller system property added to uc. pr operti es must be in the same format as the uc. properti es properties: <Property Name>=<val ue>. For example: uc. st art up.
paused=true

When the restarted Controller reads the uc. properti es file, it updates the database with the value of any Universal Controller system property included in the file. It then removes that property from the file.
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Deprecated System Properties

The following system properties have been deprecated and hidden in Universal Controller. However, if you have upgraded Universal Controller from a release earlier than 7.1.0.0, you may still see them in your
System Properties list.

Name Description Default Release
(Property Name) Deprecated
Promotion Accept Bundle Create Specification (true or false) for whether or not the ops_promotion_admin role additionally requires Create (or Update) permission, on the target true 6.9.0.0
/Update Permission Required Universal Controller, for any record type being promoted.
(opswise.promotion.accept_bundle.
create_update_permission.required) Any user without the ops_promotion_admin role always will require Create (or Update) permission, regardless of this property.
Promotion Read Permission Required Specification (true or false) for whether or not the ops_promotion_admin role additionally requires Read permission, on the source Universal Controller, | true 6.9.0.0
(opswise.promotion.read_permission. for any record type being promoted.
required)
Any user without the ops_promotion_admin role always will require Read permission, regardless of this property.
Note
1
If false, any user with the ops_promotion_admin role automatically is granted Read permission for any record that can be promoted.
Strict Business Service Membership Read Co = Specification (true or false) for whether the Controller will enforce explicit Read permission for the following record types: true 6.9.0.0
nstraints
(opswise.read_constraints. ® Agent
bsrvc_membership.strict) ® Agent Cluster
® Calendar
® Credential
* Database Connection
® Email Connection
® Email Template
® OMS Server
® PeopleSoft Connection
® SAP Connection
® SNMP Manager
® Trigger Forecasts
® Virtual Resource
If the property is false, users have implicit Read permission for these record types.
If the property is true, users can view these record types only if they are granted Read permission explicitly via an appropriate role or permission.
Note
1
For those record types, above, that have a corresponding permission type, when you create a permission, the Read operation checkbox automatically
will be checked if the property is false.
Strict Connection Execute Constraints Specification (true or false) for whether Universal Controller will enforce Execute constraints for connections (Database Connections, Email true 6.9.0.0
(opswise.connection.execute_constraints. Connections, SAP Connections, and SNMP Managers) during task instance execution.
strict)
If Strict Connection Execute Constraints is false, only Read constraints for connections are enforced based on the configuration of the Strict Business
Service Membership Read Constraints Universal Controller system property.
If Strict Connection Execute Constraints is true, the Execution User for any task instance executing with a connection must have Execute permission
for that connection; otherwise, the task instance will transition into a Start Failure status.
Variable Security Enabled Specification (true or false) for enabling enhanced Global Variable security. true 6.9.0.0
(opswise.security.variable.enabled)
Virtual Resource Security Enabled Specification (true or false) for enabling enhanced Virtual Resource security. true 6.9.0.0

(opswise.security.virtual_resource.enabled)
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Command Line Interface (CLI) Properties

A sample Command Line Interface (CLI) configuration file, crdt ool s. pr ops, is provided for your use to pass CLI Global parameters to a CLI function.

The file is created during installation of Universal Agent if the Command Line Interface (CLI) has been selected to be installed.

net wor k. provi der =
net wor k. omsserver s=
net wor k. omsnft =

net wor k. transports=
net wor k. cor e=HUBO1
security.userid=
security. password=
config.timeout=

However, you can create a configuration file with any name; it must exist in the directory from where you are issuing the functions (see Command Line Interface (CLI)).
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Truststore

® Overview
® Configuring Universal Controller
® Importing Server Certificates

Overview

Universal Controller requires a truststore (keystore) in order to support SSL/TLS validation and encryption for LDAPS and HTTPS communications. The truststore will contain the server certificates or the root
certificate (Certificate Authority) that issued the server certificate.

Universal Controller truststore uses the Oracle Java keystore format (JKS). By default, and without further configuration, the Java keystore will be used. The Java keystore (cacerts) is located inthe /1 i b
/ securi ty sub-directory of the JRE home directory.

Server certificates can be imported using the Oracle Java keytool utility, which can be found in the bi n sub-directory of the JRE home directory.

JRE version-specific documentation for the keytool utility can be found at docs.oracle.com. For JRE 8, the documentation is available at http://docs.oracle.com/javase/8/docs/technotes/tools/windows/keytool.
html.

Configuring Universal Controller

If you choose not to use the JRE keystore, you must configure the following properties in the Universal Controller Start-up Properties (uc.properties) file:

® yc.trustmanager.truststore
® yc.trustmanager.truststore.password

These properties will take effect only after you restart Tomcat.

Importing Server Certificates

After you have obtained the certificate, you will need to import the certificate into the truststore. This can be done with the following example keytool command, which will create the keystore if it does not
already exist:

keyt ool -keystore $JAVA HOVE/li b/ security/cacerts -inportcert -trustcacerts -file server_ca_certificate. pem-alias serverca
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LDAP Settings

Overview
Credentials for Running Tasks Authentication
User Login Authentication
LDAP Settings Field Descriptions
Mappings Tab
® Mappings Tab Column Descriptions
® Mapping Details
® Best Practices
® Determining your User OUs and Group OUs
® Customizing Users and Groups Lists to see DN of LDAP Synchronized Users and Groups
® LDAP Server Operations
® LDAP Settings Fields
® SSL/TLS Secured LDAP (LDAPS)

Overview

Note

The!information provided on this page assumes you have a working knowledge of LDAP authentication.

LDAP Settings, which allow you to enable the LDAP bridge for both UNIX and Windows operating systems, are available through the user interface.
You can set up Universal Controller to use LDAP authentication for:

® Credentials for running tasks
® User logins

Credentials for Running Tasks Authentication
To use LDAP authentication for Universal Controller user credentials:

UNIX If you want the credentials for Universal Agent to go through LDAP authentication, the UNIX machine on which the Agents reside require PAM. The Agents must be configured to use PAM, and
PAM must be configured to use LDAP.

The UNIX systems that support PAM authentication are AIX, HP-UX, Linux, and Solaris. Refer to Security of Universal Agent Components to see which Agent Server components can use
PAM authentication on these systems.

Set up your PAM configuration to use the PAM LDAP module. Depending on your LDAP version, some other configuration steps may be required. Once PAM is configured, tasks specifying
credentials will authenticate over LDAP transparently.

Windows @ While no set-up steps are required to specifically enable Domain/Active Directory credential authentication, the target system does need to belong to a Domain or Active Directory Forest. When
you specify credentials for a task, use DOMAIN\user as the user name.

User Login Authentication
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Step 1 | From the Administration navigation pane, select Configuration > LDAP Settings. The LDAP Settings page displays.

Dashboards [ | LDAP Settings 1
[l Update (g% TestConnection | Refresh

LDAR © Mappings

URL : ldap/lga-dc1 stone branch:389

Bind DN or User - administrator@qad.stone branch

Bind P d

Use for

Authentication Allow Local Login: [T

[~ Search

Base DN : DC=qad,DC=stone DC=branch

User Id Attribute : sAMAccountName 2
(&(0bjectClass=usen){objectCategary=person)(CN=user))
User Filter
@ e
Target OU
User Target OU List
OU=TestUsers
(&(objectClass=group){objectCategory=group)(CN=Group)}
Group Filter
@ e

Group Target oU | 1arget 0U
List: | gu=TestGroups.

— Advanced
Connect Timeout s Read Timeout s
(Seconds) (Seconds)
User Membership Group Member
Attribute Aftribute
‘
Login Method: ' 1 Sign-on

Step 2 | Enter / select your LDAP Settings, using the field descriptions below as a guide.

® Required fields display in boldface.
* Default values for fields, if available, display automatically.

Step 3 | Click the Update button.
For information on how to access additional details - such as Metadata and complete database Details - for LDAP Settings (or any type of record), see Records.

Note

!
In order to log in to the Controller using LDAP, you must set the LDAP Synchronization Enabled Universal Controller System property (Administration > Configuration > Properties in the Controller user
interface) to true.

LDAP Settings Field Descriptions

The following table describes the fields and buttons that display in the LDAP Settings.
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Field Name Description
Connection This section contains information on the LDAP connection.
URL URL of the LDAP connection. For example:

® | dap://| dap. stonebranch. com 389/
® | daps://192.202. 185. 90: 636/

To use SSL/TLS encryption (I daps: / /'), you will have to configure the Universal Controller truststore with an X.509 CA certificate in either of these formats:

®* DER-encoded binary
® Base64-encoded

Bind DN or User Distinguished Name (DN) or User ID used for initial access to the LDAP server.

Bind Password Password associated with the Bind ND or User.
Use for If enabled, indicates that LDAP will be used for password authentication.
Authentication

Allow Local Login | If the LDAP Synchronization Enabled Universal Controller system property is false, or if it is true but the Use for Authentication field is not enabled, an administrator must explicitly
specify Allow Local Login to allow local account login for users that were provisioned through LDAP synchronization.

This option is intended only to provide temporary access while an LDAP directory is unavailable.

An administrator will need to update the local account password for any LDAP-synchronized user who requires temporary local account login, as the provisioned password would be

unknown.
Search This section contains search information.
Base DN Starting point for searching the directory. For example: dc=st onebr anch, dc=com If you do not specify a Base DN, the search starts as the root of the directory tree.

User Id Attribute LDAP attribute for the specified User ID.
Options:

sAMAccountName
cn

uid

Other...

User Filter Search filter for users.
If you do not specify a User Filter, the server uses ( & obj ect O ass=user) ( obj ect Cat egor y=per son)).

Single- or multi-level target OU's (Organizational Units) within the Base DN directory to filter for user records.

User Target OU
List For example, OU=Enpl oyees or OU=Enpl oyees, OU=User s.

If you do not specify one or more OU's, the entire sub-tree from the Base DN will be searched.
Group Filter Search filter for groups.

If you do not specify a Group Filter, the server uses ( & obj ect O ass=gr oup) ( obj ect Cat egor y=gr oup) ) .
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Group Target OU
List

Advanced
Connection
Timeout
(Seconds)

Read Timeout
(Seconds)

User Membership
Attribute

Group Member
Attribute

Login Method

Buttons

Update
Test Connection

Refresh
Tabs

Mappings

Single- or multi-level target OU's within the Base DN directory to filter for group records.

For example, QU=Uni versal Control | er or OJ=Uni versal Controller, OEG oups.
If you do not specify one or more OU's, the entire sub-tree from the Base DN will be searched.

This section contains advanced information.

Timeout for connecting to the LDAP server.

Timeout for reading from the LDAP server.
LDAP attribute for the groups in which a user is a member. If you do not specify a User Membership Attribute, the LDAP server uses memberOf (see the uc. | dap. users.
synchroni ze_i ndi r ect Universal Controller start-up property.

LDAP attribute for the members of a group. If you do not specify a Group Member Attribute, the LDAP server uses member (see the uc. | dap. gr oups. updat e_nenber sUniversal
Controller start-up property.

Login method(s) that an LDAP-provisioned user can authenticate with by default. The default is applied only at user creation time.
(You can use the Ctrl key to select both methods.)
Options:

® Standard

® Single Sign-On

This section identifies the buttons displayed above and below the LDAP Settings that let you perform various actions.

Saves updates to the record.
After saving the LDAP Settings to the database, click Test Connection to run a connection test.
Refreshes any dynamic data displayed in the LDAP Settings.

This section identifies the tabs across the top of the LDAP Settings page that provide access to additional information about the LDAP Settings.

List of User and Group columns mapped to LDAP attributes that enables you to customize how the User/Group records get populated from LDAP.

Mappings Tab

The Mappings tab of the LDAP Settings page displays a list of Controller columns mapped to LDAP attributes.
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LDAP @ Mappings

13 Mappings
Type * Column Aftribute

User WManager manager

User Business Phone telephoneNumber

User Department department

User First Name givenName

User Last Name =n

User Mobile Phone  mobile

User Home Phone homePhone

User Email mail

User Title title

User Widdle Name initials

Group Manager managedBy

Group Email mail

Group Description description

Mappings Tab Column Descriptions

The following table describes the default columns displayed on the Mappings tab:

Type Type of records.
Column Controller column being mapped to LDAP attribute.
Attribute LDAP attribute to which the Controller column is being mapped.

Updated By = User who last updated this record.

Updated Date and time this record was last updated.

Mapping Details

To view the Mapping Details for a mapping on the list, click the Details icon next to that mapping.

For example:

/

uc-71-admin

Updated By
ope.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system
ops.system

ops.system

Updated
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
2014-09-25 20:00:00 -0400
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Mapping Details = ||E=|[%:
v [F] Update |4 Refresh &£ Close
Mapping
Details
Type : |User

Column : |Manager

Aftribute © manager

Best Practices

The following best practices are provided to assist you in configuring LDAP.

Determining your User OUs and Group OUs

1. Determine which users/groups need to have access to Universal Controller.
2. Determine which Organizational Units (OUs) those users/groups belong to.
3. Build your list of user and group OUs.

Consider the following organizational units for required Users and Groups.

Users
OU=NorthAmerica,0OU=CorporateUsers,OU=Corporate,DC=stonebranch,DC=com
OU=Students,OU=Corporate,DC=stonebranch,DC=com

Groups

OU=AtlantaGroup,0U=CorporateGroups,0OU=Corporate,DC=stonebranch,DC=com
OU=0OntarioGroup,OU=CorporateGroups,OU=Corporate,DC=stonebranch,DC=com

OU=0therGroups,0OU=Corporate,DC=stonebranch,DC=com

You specify the User and Group Target OUs relative from the Base DN. In this case, the Base DN would be OU=Corporate,DC=stonebranch,DC=com.

For the User Target OU List LDAP Settings field, you would have the following entries:

OU=NorthAmerica,OU=CorporateUsers

OU=Students
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For the Group Target OU List LDAP Settings field, you would have the following entries:

OU=AtlantaGroup,0U=CorporateGroups
OU=OntarioGroup,OU=CorporateGroups

OU=0therGroups

Customizing Users and Groups Lists to see DN of LDAP Synchronized Users and Groups

For each User and Group object in the LDAP directory that matches the configured search and OU configuration in Universal Controller, a User and Group record are created in the Controller to represent those
objects.

For each User and Group record in the Controller that represents a synchronized LDAP User or Group, the Source column on the Users list or Groups List, respectively, contains the Distinguished Name of that
User or Group in LDAP. (For Users and Groups created locally in the Controller, the Source column is blank.)

For example:
Source Column for a User ldap:CN=Stonebranch User,OU=TestUsers,DC=qgad,DC=stone,DC=branch

Source Column for a Group | ldap:CN=UnvControllerParent,0U=TestGroups,DC=gad,DC=stone,DC=branch

Note
!
By default, the Source column is not shown on either lists. For instructions on how to add the Source column, see Selecting Columns / Column Locations for a List.

LDAP Server Operations
If LDAP is configured for Universal Controller, it refreshes every 24 hours.
Additionally, the Controller provides two Server Operations that let you force an LDAP refresh:
® LDAP Refresh (Asynchronous)
This server operation performs an LDAP refresh in the background and sends entries to the Universal Controller log.
® | DAP Refresh

This server operation perform an LDAP refresh that writes all log entries to the user interface as well as to the log, and prevents all other user activity while the process is running. If you estimate the
refresh could take a considerable amount of time, we recommend you use the LDAP Refresh (Asynchronous) server operation.

LDAP Settings Fields

The following Best Practices should be followed for specific fields in the LDAP Settings.

URL
To avoid an inadvertent synchronization of LDAP using an incomplete LDAP configuration, refrain from providing a value for this setting until LDAP configuration has been completed.

Once LDAP configuration has been completed, you can utilize the LDAP Refresh server operation to verify your configuration.

Base DN

All directory searches are relative from the base object defined by the specified DN. The Base DN (or search entry point) should be the lowest base object in the directory for which both the User and Group
OUs can be searched from.
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If your Users are in: OU=CorporateUsers,0OU=Corporate,DC=stonebranch,DC=com
And your Groups are in: | OU=CorporateGroups,OU=Corporate,DC=stonebranch,DC=com

Your Base DN can be: OU=Corporate,DC=stonebranch,DC=com

User Filter
This setting defines which objects the Controller considers as Users when it queries objects in the configured User OUs (see pointers on configuring User OUs).

By default, the server will use filter (& (objectClass=user)(objectCategory=person)).

For Active Directory (AD) = At a minimum, specify the following:
(&( obj ect G ass=user) (obj ect Cat egor y=per son))
This filter would match both user and inetOrgPerson objectClasses. objectCategory=person is added for two reasons:

® |tis an indexed attribute, so the query performance is optimized.
® Without it, Computer objects could be synchronized.

For example, in AD, a computer objectClass extends from a user objectClass, but a computer's objectCategory=computer, not person.

Note

1
Once an object (User or Group) is synchronized into the Controller, it will not be deleted if search filter/OU criteria are narrowed. However, broadening your search filter/OU scope will pull in new objects. After
modifying your LDAP configuration to narrow the search scope, a Controller administrator will need to delete any Users and Groups that are no longer desired/match the LDAP configuration.

You can synchronize Users that belong only to a specific Group, such as one created for Unversal Controller.
For example:

CN=UnvCont r ol | er G oup, OU=Cor por at eG oups, OU=Cor por at e, DC=st onebr anch, DC=com

To ensure that only Users belonging to UnvControllerGroup are synchronized, modify the recommended minimum user search filter:

(&( obj ect d ass=user) (obj ect Cat egor y=per son) ( nenber O =CN=UnvCont r ol | er G oup, OU=Cor por at eGr oups, OU=Cor por at e, DC=st onebr anch, DC=com) )

You can synchronize Users that belong any Group that is a descendant of UnvControllerGroup.
For example:

® UnvControllerGroupA is a member of UnvControllerGroup.

® UnvControllerGroupB is a member of UnvControllerGroupA.

® UnvControllerGroupC is a member of UnvControllerGroupB.

To achieve this in AD, modify the search filter used to synchronize users that belong only to a specific Group:

(&( obj ect d ass=user) (obj ect Cat egor y=per son) (nenber O : 1. 2. 840. 113556. 1. 4. 1941: =CN=UnvCont r ol | er G oup, OU=Cor por at eGr oups, OU=Cor por at e, DC=st onebr anch,
DC=con)))

Essentially, replacing memberOf with memberOf:1.2.840.113556.1.4.1941: will ensure that nested groups are considered.
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1.2.840.113556.1.4.1941 (Matching rule OID) is a special "extended match operator" that walks the chain of ancestry in objects all the way to the root until it finds a match (see http://msdn.microsoft.com/en-us
[library/windows/desktop/aa746475(v=vs.85).aspx).

Group Filter
This setting defines which objects the Controller considers as Groups when it queries objects in the configured Group OUs (see pointers on configuring Group OUSs).

By default, the server will use filter (&(objectClass=group)(objectCategory=group)).

For Active Directory (AD)  Itis recommended that you optimize the query performance by incorporating the indexed objectCategory attribute:

(&( obj ect O ass=gr oup) (obj ect Cat egor y=gr oup) )

To limit the Groups synchronized from LDAP to a few specific Groups or Groups by name, adjust the Group search filter to include a query on the CN (common name) attribute.
For example, to synchronize a single group named CN=UnvControllerGroup,0U=CorporateGroups,OU=Corporate,DC=stonebranch,DC=com, modify the recommended minimum group search filter:

(&( obj ect d ass=gr oup) (obj ect Cat egor y=gr oup) (cn=UnvControl | er G oup))

To synchronize only UnvControllerGroupA, UnvControllerGroupB, and UnvControllerGroupC, use the following filter:

(&( obj ect d ass=gr oup) (obj ect Cat egor y=gr oup) (| (cn=UnvControl | er G oupA) (cn=UnvControl | er G oupB) (cn=UnvControl | er G oupQ)))

To synchronize any Group that is a (direct) member of UnvControllerGroup, use the following search filter:

(&( obj ect d ass=gr oup) (obj ect Cat egor y=gr oup) (| (cn=UnvControl | er G oup) (nenber Of =CN=UnvCont r ol | er G oup, OU=Cor por at eG oups, OU=Cor por at e, DC=st onebr anch,
DC=com)))

To synchronize any Group that is a descendant of UnvControllerGroup (multi-nested groups), use the following search filter:

(&(objectClass=group)(objectCategory=group)(|(cn=UnvControllerGroup)(memberOf:1.2.840.113556.1.4.1941:=CN=UnvControllerGroup,OU=CorporateGroups,0OU=Corporate,DC=stonebranch,DC=com)))

Essentially, replacing memberOf with memberOf:1.2.840.113556.1.4.1941: will ensure that nested groups are considered.

1.2.840.113556.1.4.1941 (matching rule OID) is a special "extended match operator" that walks the chain of ancestry in objects all the way to the root until it finds a match (see http://msdn.microsoft.com/en-us
library/windows/desktop/aa746475(v=vs.85).aspx).

If you do not want to synchronize Groups:
1 Do not explicitly specify a value for the Group search filter.
2 Do not specify any target Group OUs (organizational units).

2 Ensure that the Universal Controller Start-up Properties file (uc. pr oper ti es) contains the following property configuration: uc.ldap.groups.filter_indirect=true

(If uc.ldap.groups.filter_indirect=true, any Groups synchronized indirectly - that is, through a User's memberOf attribute - will honor the Group Filter and Group Target OU List.)
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Note

!
The uc. | dap. groups. si ngl e_par ent _per _chi | d start-up property should be set to true only if your Groups being synchronized from AD have at most one parent Group. When synchronizing Groups,
the default Controller behavior is to copy the members of a Sub Group into the Parent Group. If this property is set to true, the Controller assumes that each Group has, at most, a single Parent Group and will
use the Parent field on the Group definition to maintain the hierarchy instead of copying members.

SSL/TLS Secured LDAP (LDAPS)

Universal Controller supports the use of LDAPS instead of the non-encrypted LDAP connection offered in the Controller.
It requires setting up a truststore (keystore) and setting the following properties in the Universal Controller Start-up Properties (uc.properties) file:

® opswise.trustmanager.truststore
® opswise.trustmanager.truststore.password

You must make sure that the LDAP server's certificate exists in the truststore that is referenced by these two properties.

When these configurations have been made, use | daps: // for the URL prefix in the LDAP Settings Field Descriptions.
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Single Sign-On Settings

® Overview
® Terminology
® Single Sign-On Login
Service Provider-Initiated Login
Identity Provider-Initiated Login
Action URLs
Session Expired
Administrator Account
® Single Logout
® User Sessions
® User Provisioning
® User Attribute Mapping
® User Field Defaults
® Group Membership Attribute Mapping
® SAML Configuration
Service Provider Metadata
SAML Endpoints
Identity Provider Metadata
SAML KeyStore
Java Cryptography Extension (JCE)
Debugging
® Single Sign-On Settings
Single Sign-On Settings Field Descriptions
Default Configuration
Security
Bulk Import/Export
® Troubleshooting
® NamelD
® Login Errors

Overview

Note

1
The'information provided on this page assumes you have a working knowledge of SAML Single Sign-On.

Universal Controller enables Web Browser Single Sign-On (SSO) through Security Assertion Markup Language 2.0 (SAML 2.0).
SAML 2.0 is an XML-based protocol for exchanging security information between a SAML Identity Provider and a SAML Service Provider.
As a SAML Service Provider, Universal Controller accepts authentication assertions from a configured SAML Identity Provider compliant with the SAML 2.0 Web Browser Single Sign-On profile.

SAML Single Sign-On eliminates the need for application-specific passwords. Universal Controller issues an authentication request to the configured Identity Provider, through the web browser, for any
unauthenticated user accessing the Universal Controller web application through the SAML Login URL.

Universal Controller uses SAML Single Sign-On for authentication and User Provisioning. All user and group authorization must be configured within Universal Controller through Permission and Role
assignment.
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Terminology
IdP Identity Provider (for example, Okta) Third-party system that pre-authenticates SAML users.
SAML @ Security Assertion Markup Language SAML is an XML-based protocol for exchanging security information between a SAML Identity Provider and a SAML Service Provider.
SP Service Provider (for example, Universal Controller) = Receives and accepts authentications via SAML Single Sign-On.
SSO | Single Sign-On Method of authentication.

Single Sign-On Login
SAML Single Sign-On can be initiated by either Universal Controller, as the Service Provider, or the Identity Provider.

Only users designated with Single Sign-On as a Login Method can authenticate using SAML Single Sign-On. However, users designated with both Standard and Single Sign-On as a Login Method can
continue to log into the Universal Controller using the standard application URL (see Logging In).

Service Provider-Initiated Login
Universal Controller, as a Service Provider, will initiate the SAML Single Sign-On login flow when an unauthenticated user accesses the web application through the following URL.

http(s)://<server:port>/uc/saml

Identity Provider-Initiated Login

Identity Provider-initiated SAML Single Sign-On begins at the Identity Provider, typically by accessing an application-specific Identity Provider URL. Once authenticated, the user will be taken to the Universal
Controller web application.

Action URLs

Any Action URL parameters on the URL used by the SAML-authenticated user to access the Universal Controller web application are restored when the Service Provider-initiated SAML SSO authentication
flow has completed successfully and the user has been redirected back to the Universal Controller web application.

Note:

1
This is not applicable for an Identity Provider-initiated login.

Session Expired

Universal Controller allows you to restore an HTTP session without leaving the application (or losing data) by prompting you to re-enter your login credentials in a Session Expired pop-up:
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Session Expired

Please login to restore your Ssession.

Usemame : |jdoe

Login

If you are a SAML-enabled user, the Controller allows you to initiate the SAML Single Sign-On authentication flow without leaving the application. On the Session Expired pop-up, instead of entering your login
credentials, simply click the Login button to initiate the SAML SSO authentication flow..

If only your Universal Controller session has expired, and not your session with the Identity Provider, you are logged in without being prompted for your credentials. Click Continue on the original dialog to
proceed, which closes the SAML SSO authentication flow window.
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If your session with the Identity Provider has expired, you are prompted for its login credentials.
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When the Identity Provider has authenticated you and the SAML SSO authentication flow has completed, click Continue on the original dialog to proceed, which closes the SAML SSO authentication flow
window.

Administrator Account

Modification of the ops.admin account Login Method is not permitted; therefore, the account will always be accessible for cases where, for example, Single Sign-On Settings are incorrectly configured or the
Identity Provider is inaccessible.

Single Logout
Universal Controller supports SAML Single Logout for SAML-authenticated users, in accordance with the SAML 2.0 Single Logout profile.
By initiating the Logout menu option, a SAML-authenticated user is initiating Single Logout.

The Single Logout profile terminates the session at the originating Service Provider (Universal Controller), the Identity Provider session, and, potentially, sessions at other Service Providers connected to the
same ldentity Provider session, depending on the Identity Provider implementation.
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Note
1
It is required that the configured Identity Provider metadata declares a Single Logout endpoint.

User Sessions

The administrative functionality in the user interface that allows for management of User Sessions is applicable only for local Universal Controller sessions; therefore, expiring a user's session through this
interface is only expiring the local Universal Controller session.

User Provisioning

The following diagram illustrates the expectations in Universal Controller for provisioning users from attributes available in the SAML assertion:
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As illustrated, when LDAP synchronization is enabled, provisioning of users through LDAP synchronization takes precedence over provisioning of users through the SAML assertion during the Single Sign-On
process.

During the next scheduled LDAP refresh, consistent with locally created users and groups, any Identity Provider-sourced user or group matching a user or group synchronized from the LDAP automatically is
converted to an LDAP-sourced user or group.

Once a user has been provisioned (created) in the Universal Controller database, its Source (Idap:dn or idp:remote-entity-id) determines how the user record is refreshed during the next login through single
sign-on.

User Attribute Mapping

For Universal Controller to correlate SAML assertion attributes with Universal Controller user fields, Universal Controller must provide a way to configure a mapping between Universal Controller User fields and
SAML assertion attributes.
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The following Universal Controller user fields are mappable.

® User Id (Required)

(This field automatically is mapped to the SAML Subject NamelD from the SAML assertion and cannot be changed.)
First Name (Required)

Middle Name

Last Name

Email

Title

Department

Manager

(This field is a reference to another user and is mapped only if the attribute value contains the Name of a valid Universal Controller user.)
Business Phone

Mobile Phone

Home Phone

Active

Any user created by SAML assertion attributes, during the single sign-on process, is considered an Identity Provider-sourced user. See Attribute Mappings in Single Sign-On Settings.

User Field Defaults

Single Sign-On provisioned users are created with the following default field values:

Field Value

User Password random, 32-characters

Password Requires Reset | true

Login Method Single Sign-On
Web Browser Access - - System Default - -
Command Line Access - - System Default - -

Applies only to users designated to use the Standard login method.

Web Service Access - - System Default - -
Applies only to users designated to use the Standard login method.

Group Membership Attribute Mapping

An additional configuration is provided to allow for assigning group membership using the SAML assertion. Universal Controller allows configuring which SAML assertion attribute contains the user's group
membership.

To support multiple groups, the attribute is multi-valued, where each attribute value specifies the Group Name of a Universal Controller group for which the user belongs. If the Universal Controller group is not
already provisioned, it is provisioned automatically as an Identity Provider-sourced group.

If a group membership attribute mapping is specified, any time that an Identity Provider-sourced user authenticates using SAML Single Sign-On, its group membership will be updated based on the group
attribute value in the accepted SAML assertion. The user will be added to, or removed from, groups accordingly.

SAML Configuration
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Service Provider Metadata
Universal Controller is configured for automatic generation of Service Provider metadata. By default, the Service Provider Entity ID for a Universal Controller deployment is: https://uc.stonebranch.com/sp.
However, Universal Controller allows an administrator to customize the Service Provider Entity ID by specifying a Service Provider Entity ID Subdomain in the Single Sign-On Settings in the user interface.

For example, an Service Provider Entity ID Subdomain value of dev would allow for a Service Provider Entity ID of https://dev.uc.stonebranch.com/sp.

SAML Endpoints

To generate the SAML endpoints for the Service Provider metadata, an SP Entity Base URL for Universal Controller must be determined. By default, Universal Controller uses information from first request after
the Controller has been initiated to automatically generate a Service Provider Entity Base URL in the format schene: / / server : port/ cont ext Pat h.

For example: https://example.stone.branch:443/uc
To configure the SP Entity Base URL to a specific value, an administrator can specify the Service Provider Entity Base URL from the Single Sign-On Settings in the user interface.

The following table documents the SAML endpoints, and their supported bindings, contained within the Universal Controller Service Provider metadata.

SAML Profile Binding Endpoint

Web Single Sign-on | HTTP-POST, HTTP-Artifact = scheme://server:port/contextPath/saml/SSO

Single Logout HTTP-POST, HTTP-Redirect = scheme://server:port/contextPath/saml/SingleLogout

Universal Controller provides a Service Provider Metadata link, from the Single Sign-On Settings, for downloading the Universal Controller Service Provider metadata file.
Alternatively, you can download the metadata file directly using the following URL:

http(s)://<server:port>/uc/saml/metadata

Identity Provider Metadata
Universal Controller requires the Identity Provider configuration provided in the form of an IdP metadata XML file.
You can download the Identity Provider metadata file from the Identity Provider and save it under the Tomcat conf / directory, in a sam / subdirectory.

You can specify the location of the Identity Provider metadata file in the Single Sign-On Settings Details of the user interface. By default, on initial start-up, the Controller automatically populates the Identity
Provider metadata file setting with a value of ${ cat al i na. base}/ conf/sam /i dp. xmi .

For example, if ${ cat al i na. base} resolves to / opt / t ontat , the Identity Provider metadata file setting would be populated with / opt / t ontat / conf/ sam /i dp. xni .

SAML KeyStore

SAML message exchanges required for the Web Browser SSO profile and the Single Logout profile involve usage of cryptography for the signing and encryption of data.

The Universal Controller requires a single JKS keystore that contains all private and public keys. The keystore must have one default private key.
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To create the JKS keystore file, with the default private key, assuming your Identity Provider does not require keys be signed by a specific certification authority, you can use the Java utility keytool command to
generate a self-signed key, entering the distinguished name information when prompted.

keyt ool -genkeypair -keyalg RSA -sigal g SHA256wi t hRSA -alias ucsam -keypass ucsanml -keystore sanl Keystore.j ks -storepass ucsanl -storetype JKS

To import a key signed by a certification authority, which are typically provided in .p12/.pfx format (or can be converted to .p12/.pfx format using OpenSSL), you can use the following keytool command.

keyt ool -inportkeystore -srckeystore key.pl2 -srcstoretype PKCS12 -srcstorepass password -alias alias -destkeystore sanl Keystore.jks -destalias ucsam -
dest keypass ucsani

To determine the alias available in the p12 file, you can use the following command.

keytool -list -keystore key.pl2 -storetype pkcsl2

If your Identity Provider metadata is signed, to verify trust of the signature, Universal Controller will use all keys found in the configured keystore. To import the public certificate of the metadata signature, you
can use the following keytool command.

keytool -inportcert -alias alias -keystore sanl Keystore.jks -file signature.cer

The location of the KeyStore File can be specified from the Single Sign-On Settings in the user interface. However, by default, Universal Controller automatically populates the KeyStore File setting with a value
of ${ cat al i na. base}/ conf/sam / sam Keyst or e. j ks on initial start-up.

For example, if ${ cat al i na. base} resolves to/ opt / t ontat , the KeyStore File setting would be populated with / opt / t ontat / conf/ sam / sam Keyst or e. j ks.

The JKS keystore password, the default private key alias, and the default private key password can also be specified from the Single Sign-On Settings in the user interface. Each of these settings are populated
with a default value of ucsanl on initial start-up.

If your Identity Provider requires that you upload the public key certificate for the SAML Single Logout profile, you can export the certificate from the JKS keystore as follows.
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keyt ool -exportcert -alias ucsanl -file ucsanl.cer -keystore sanl Keystore.jks -storepass ucsanl -storetype JKS

Java Cryptography Extension (JCE)

Universal Controller is configured to use signature algorithm SHA256withRSA and digest method algorithm SHA-256.

Use of SAML Single Sign-On requires installation of the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files for JIDK/JRE 8 to remove limitations on cryptography capabilities.
Note

1
Starting with Java 1.8.0_162, JCE unlimited policy is enabled by default. You no longer need to install the policy file in the JRE or set the security property crypto.policy.

Debugging

The saml.log.level property can be configured in the uc.properties to enable debug logging for the SAML framework. However, as a best practice, saml.log.level should remain at INFO under normal operation.

Single Sign-On Settings

An administrator can turn on/off and configure SAML Single Sign-On through the user interface.
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Step 1 | From the Administration navigation pane, select Configuration > Single Sign-On Settings. The Single Sign-On Settings page displays.

Dashboards % | Single Sign-On Seftings
H Update ||% Refresh
Single Sign-On Settings
— Details
SAML Single Sign- 7 User 7
on Provisioning :
SP Entity 1D : | hitps:fuc.stonebranch.comisp
SP Entity ID
Subdomain
5Pty B2%¢ | hip:iqa-cnti-mysq-8030/opswisetic
Identity Provider ¥ Y
Metadata File - loptfapache-tomcat-8.0.33/confisamlidp.xml
Service Provider Metadata
— Key Management
KeyStore File : | joptiapache-tomcat-8.0.33/confisamiisamiKeystore jks
KeyStore
Password :
Private Key Alias : | ucsaml Private Key
Password :
— Aftribute Mappings
First Name : givenMName Title -
Middle Name Department :
LastMName . sn Manager :
Email Business Phone
Active Mobile Phone :
Groups © groups Home Phone ©

Step 2 | Enter/select your Single Sign-On Settings, using the field descriptions below as a guide.
® Required fields display in boldface.

® Default values for fields, if available, display automatically.

Step 3 | Click the Update button.

For information on how to access additional details - such as Metadata and complete database Details - for Single Sign-On Settings (or any type of record), see Records.

Single Sign-On Settings Field Descriptions

The following table describes the fields and buttons that display in the Single Sign-On Settings.

Field Name Description

Details This section contains detailed information on the Single Sign-On settings.
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SAML Single Sign-
On

User Provisioning
SP Entity ID

SP Entity ID
Subdomain

SP Entity Base URL
Identity Provider
Metadata File

Service Provider
Metadata

Key
Management

KeyStore File
KeyStore Password
Private Key Alias

Private Key
Password

Attribute
Mappings

First Name
Middle Name
Last Name
Email

Active

Groups

Title
Department

Manager

/ uc-71-admin

If enabled, turns on SAML Single Sign-On.

If disabled, all fields are read-only.

If enabled, turns on the provisioning of users through SAML assertion attributes.

Read-only; Unique identifier of the Universal Controller Service Provider.

Customize the SP Entity ID with a unique subdomain.

Base URL to construct SAML endpoints from; must be a URL with protocol, server, port. and context path. If one is not specified, it defaults to values from the initial request in this
format: scheme: / / server: port/cont ext Pat h

Identity Provider metadata file location.

Link to download the Service Provider metadata for the Universal Controller node.

Keystore file location.

Password used to protect the integrity of the keystore. Default is ucsaml.

Alias of the private key (with either self-signed or CA-signed certificate) used to digitally sign SAML messages. Default is ucsaml.

Password used to protect the integrity of the private key. Default is ucsaml. See SAML KeyStore.

If User Provisioning is enabled; This section allows you to configure a mapping between user fields and attributes from the attribute statement of a SAML assertion. It is displayed only
when User Provisioning is enabled. See User Attribute Mapping for more details.

In addition to user fields, you can specify an attribute mapping for Groups allowing for automatic provisioning of a user's group membership. See Group Membership Attribute Mapping

for more details.

Name of an attribute, of type xs:
Name of an attribute, of type xs:
Name of an attribute, of type xs:
Name of an attribute, of type xs:

Name of an attribute, of type xs:

string or xs: any, from the attribute statement of the SAML assertion containing the First Name of the user.
string or xs: any, from the attribute statement of the SAML assertion containing the Middle Name of the user.
string orxs: any, from the attribute statement of the SAML assertion containing the Last Name of the user.
string or xs: any, from the attribute statement of the SAML assertion containing the Email of the user.

bool ean, xs: stri ng or xs: any, from the attribute statement of the SAML assertion containing the Active condition of the user.

Non-boolean type values that evaluate to true are "true”, "1", "yes", and "on." All other non-boolean type values evaluate to false.

Name of a multi-valued attribute, of type xs: st ri ng or xs: any, from the attribute statement of the SAML assertion containing the Group Name of each group that the user is a

member of.

Name of an attribute, of type xs:
Name of an attribute, of type xs:

Name of an attribute, of type xs:

string or xs: any, from the attribute statement of the SAML assertion containing the Title of the user.
string orxs: any, from the attribute statement of the SAML assertion containing the Department of the user.

string orxs: any, from the attribute statement of the SAML assertion containing the Name of the Manager of the user.
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Business Phone Name of an attribute, of type xs: st ri ng or xs: any, from the attribute statement of the SAML assertion containing the Business Phone of the user.

Mobile Phone Name of an attribute, of type xs: st ri ng or xs: any, from the attribute statement of the SAML assertion containing the Mobile Phone of the user.

Home Phone Name of an attribute, of type xs: st ri ng or xs: any, from the attribute statement of the SAML assertion containing the Home Phone of the user.
Buttons This section identifies the buttons displayed above and below the Single Sign-On Settings that let you perform various actions.

Update Saves updates to the record.

Refresh Refreshes any dynamic data displayed in the Single Sign-On Settings.

Default Configuration

Upon initial start-up of Universal Controller, a default Single Sign-On Settings record is created and associated with the Universal Controller node by node id. The settings are specific to the Universal Controller
node, as the SP Entity ID, Base URL, and File paths may differ between each Universal Controller node. See Single Sign-On Settings Field Descriptions, above, for the default configuration.

Security

Single Sign-On Settings can be viewed only by users with the ops_admin role, regardless of Navigation Visibility; therefore, only users with the ops_admin role can update Single Sign-On Settings.

Bulk Import/Export
Any Single Sign-On Settings record in the database that has a corresponding Universal Controller node is exported to ops_si ngl e_si gn_on. xm during the Bulk Export server operation.

Single Sign-On Settings being updated through the Bulk Import server operation are applied immediately; however, you can update the Single Sign-On Settings only for the node you are performing the Bulk
Import on.

Troubleshooting

NamelD
The SAML Subject NamelD from the SAML assertion received from the Identity Provider correlates directly to the User ID field of a user record in the Universal Controller database.

® |f User Provisioning is off, the NamelD must match with the User ID field of an existing user record in the Universal Controller database.
® |f User Provisioning is on, any provisioned user record will be assigned a User ID equivalent to the NamelD.

Login Errors

Universal While the Universal Controller web application is initializing, the user login flow cannot proceed. Any users attempting to authenticate with SAML at this time receive the following
Controller error:
Uninitialized

Universal Controller is being initialized. Please try again later.
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/

User Account Not
Found

User Account Not
Active

Login Method

User Account
Locked

No Web Browser
Access

Authentication
Statement Too Old

uc-71-admin

Any SAML-authenticated user who cannot be linked to a user account in the Universal Controller database is prohibited from accessing the application and receives the following
error:

User 'username' not synchronized with Universal Controller. Please check with your administrator.

Additionally, the uc.log will contain the following warning:

User 'username' authenticated by identity provider 'remote-entity-id' not synchronized with a Universal Controller account.

Any SAML-authenticated user linked to a Universal Controller user account that is not Active is prohibited from accessing the application and receives the following error:
User 'username' not synchronized with Universal Controller. Please check with your administrator.

Additionally, the uc.log will contain the following warning:

User 'username' authenticated by identity provider 'remote-entity-id' is synchronized with an inactive Universal Controller account.

Any SAML authenticated user linked to a Universal Controller user account that is not designated to use Single Sign-On login method is prohibited from accessing the application
and receives the following error:

User 'username’ not synchronized with Universal Controller. Please check with your administrator.

Additionally, the uc.log will contain the following warning:

User 'username’ authenticated by identity provider ‘remote-entity-id' is not permitted to use Single Sign-On login method.

Any SAML-authenticated user linked to a Universal Controller user account that is locked is prohibited from accessing the application and receives the following error:
User account 'username’ is locked. Please check with your administrator.

Any SAML-authenticated user linked to a Universal Controller user account designated with the Single Sign-On login method, but without Web Browser Access, is prohibited from
accessing the application and receives the following error:

User 'username' not permitted to login through the web browser. Please check with your administrator.

If users already are authenticated with their Identity Provider, depending on how long their Identify Provider allows them to stay authenticated, they could experience an "Error
validating SAML message" authentication error when signing into the Universal Controller through single sign-on.

If users are experiencing this error, search the uc.log for the following message:

Aut hentication statenent is too old to be used with val ue 2019-08-15T19: 22: 56. 312Z

Upon confirming the presence of the above message, review property saml.maxAuthenticationAge and adjust accordingly.

This property allows you to set the maximum time between a user's authentication and processing of an authentication statement, which by default is 7200 seconds.
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Data Backup - Purge

® Overview
® Purge Rules for Task Instances
® Task Instance Status
® Purging by Retention Duration
® Creating a Data Backup / Purge Record
® Data Backup / Purge Details
® Data Backup / Purge Details Field Descriptions
® Running a Data Backup / Purge Manually
® Importing Backed Up / Purged Data into the Controller
® Returning Virtual Resources for Purged Task Instances in Failure Status

Overview

Universal Controller maintains a record of all system activity, including:

® Audits
® Activity
® History

The Data Backup / Purge feature allows you to configure automatic backups and/or purges of some or all of the Controller activity data. Depending on your organization's needs, you should schedule regular
data backups. Depending on the volume of your installation, the amount of data in your Controller database could become unwieldy if you do not schedule regular purges of old data.

The data is written to XML files in the directory you specify.

Note
1
For instructions on how to purge user-created Controller records, see Purging Old Versions of Records.

Purge Rules for Task Instances

The following rules apply for the purging of task instances.

Task Instance Status
A task instance (including a workflow task instance) can be purged only if it is in a status greater than 99:

110 (In Doubt)

120 (Start Failure)

125 (Confirmation Required)
130 (Cancelled)

140 (Failed)

180 (Skipped)

190 (Finished)

200 (Success)

A task instance within a workflow cannot be purged until its workflow task instance has been purged.
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A workflow task instance cannot be purged if one or more of its task instances is in a status other than Skipped, Finished, or Success, because that will cause the workflow to be in a status which will not qualify
it to be purged (for example: Running, Running/Problems), and therefore none of the task instances within the workflow will qualify for purge.

Purging by Retention Duration

If Purge By Retention Duration has been specified for a trigger or a task, and the Purge By Retention Duration checkbox has been selected in the Data Backup / Purge Details, all task instances launched by
the trigger or task are eligible to be purged from the database as soon as the retention duration time specified in the trigger or task has been met.

When a purge is run, any task instances eligible to be purged by retention duration will be purged regardless of the Days Older Than value specified in the Purge Details.

Note

1
The Trigger Level (Purge By Retention Duration) feature is used for selectively purging instances earlier than the System Level (Days Older Than) purge and not intended for retaining instances longer than the
System Level purge. The System Level purge will not take into consideration the Retention Duration and, therefore, setting a trigger Retention Duration longer than the configured System Level purge will not
retain those instances longer.

Creating a Data Backup / Purge Record

Step 1 | From the Administration navigation pane, select Configuration > Data Backup / Purge. The Data Backup / Purge list displays.

Below the list, Details for a new Data Backup / Purge record displays.

Dashboards ¥ | DataBackup /Purge %
“ 5 Data Backup/ Purge Custom Filter —Unsaved 1— v 5% Filter. [ GoTa £l New | &
Name *  Table Days Clder Than Purge Backup Schedule Enabled Next Scheduled Time Updated By Update *
D stonebranch-databackup-purge-01 History 1 No Yes Yes O 2021-05-05 01:15:00 -0400 ops.admin 2021-05-0|
D stonebranch-databackup-purge-02 Audit 1 MNo Yes No @ ops.admin 2021-05-0)
D stonebranch-databackup-purge-03 Activity 1 Yes No No @ ops.admin 2021-05-0|
D stonebranch-databackup-purge-04 History 1 Yes No Yes @ ops.admin 2021-05-0)
D stonebranch-databackup-purge-05 Activity 1 No Yes No @ ops.admin 2021-05-0)
1 m 3
v Data Backup / Purge Details [E] save [E Save & New [T] New
Data Backup / Purge
Details
HName :
Description
Table : v Days Older Than : 1
Backup : [
Purge: [
Schedule : [
System Nofification : | Operation Failure v
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Step 2 | Enter / select Details for a new Data Backup / Purge record, using the field descriptions below as a guide.

® Required fields display in boldface.
* Default values for fields, if available, display automatically.

To display more of the Details fields on the screen, you can either:
® Use the scroll bar.

® Temporarily hide the list above the Details.
® Click the New button above the list to display a pop-up version of the Details.

Step 3 | If you want the backup / purge to run automatically, enable the Schedule field and specify how often and what time it should run. Otherwise, you can run it manually.

Step 4 | Click a Save button to save the record. The record is added to the database, and all buttons and tabs in the Data Backup / Purge Details are enabled.

Note
!
To open an existing record on the list, either:

® Click a record in the list to display its record Details below the list. (To clear record Details below the list, click the New button that displays above and below the Details.)

® Clicking the Details icon next to a record name in the list, or right-click a record in the list and then click Open in the Action menu that displays, to display a pop-up version of the record Details.

® Right-click a record in the a list, or open a record and right-click in the record Details, and then click Open In Tab in the Action menu that displays, to display the record Details under a new tab on the
record list page (see Record Details as Tabs).

Data Backup / Purge Details

The following Data Backup / Purge Details is for an existing Data Backup / Purge record.

Depending on the values that you enter / select for these fields, more (or less) fields may display. See the field descriptions, below, for a description of all fields that may display in the Data Backup / Purge
Details.

Data Backup | Purge Details: System Default - Activity ) |[=] |73
[E] update Disable (g Run ) Terminate i Delete |4 Refresh 3£ Close
Diata Backup / Purge @ Audits
— Details
Hame : stonebranch-databackup-purge-01
Description :
Table : | Activity v Days Older Than : 7
Backup : Export Path : /optlapache-tomcat-8.0.33/opswise_backups/System_BackupsiActivity
Puse By Saletion
Schedule : Mext Scheduled Time :  2021-05-05 04:44:00 -0400
Hour Min
Every # Days : 1 Time : 04 |44
System Motification : Operation Failure v

For information on how to access additional details - such as Metadata and complete database Details - for Data Backup / Purge records (or any type of record), see Records.
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Data Backup / Purge Details Field Descriptions

The following table describes the fields, buttons, and tabs that display in the Data Backup / Purge Details.

Field Name Description
Details This section contains detailed information about the record.
Name

Name of this backup specification.

Description
Description of this record. (Maximum = 255 characters.)
Table
Specifies which records you want to back up and/or purge:
® Audit
® Activity
® History
Days Older
Than Allows you to specify the minimum number of days you wish to retain data. The process will run according to the schedule you specify, only processing data that is older than the number of
days you specify in this field.
Backup

If enabled, the process will write all the selected data to XML files.
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Export Path

Purge

Purge By
Retention
Duration

Schedule

Next
Scheduled
Time

Every # Days

Time

/ uc-71-admin

If Backup is enabled, specifies the path to the directory to which you want the backed up data written. The data must be backed up to a location on the server's file system. It is written to a
separate XML file for each record type, as shown in the following examples:

Audi t:

ops_audi t _Sat _Apr _30_08_30_00_PDT_2011. xnl
Activity:

ops_exec_sl eep_Sat _Apr_30_08_30_00_PDT_2011. xnl
ops_exec_uni x_Sat _Apr_30_08_30_00_PDT_2011. xml
ops_exec_wor kf | ow_Sat _Apr _30_08_30_00_PDT_2011. xm

Hi story:
ops_hi story_Sat _Apr_30_08_30_00_PDT_2011. xm

Note

1
If no path is specified, the system default path (opswise_backups under the Tomcat directory) is used, unless an alternate path is specified in the Universal Controller system property Data
Backup/Purge Export Path. If a path is specified but does not exist as an "absolute" path, it will be assumed to be a "relative" path from Tomcat home.

If enabled, the process will purge the selected data from your Universal Controller database.

Specification for whether task instances qualifying to be purged by retention duration should be purged.

If enabled, displays additional fields that allow you to specify an automated backup and/or purge schedule. If you do not select schedule, you must manually run the backup / purge process.
System-supplied; If Data Backup/Purge is enabled; the next scheduled time the that backup / purge process will run, based on the specifications in your schedule.

If Schedule is enabled, specifies the frequency (in number of days) of the backup / purge process. Default is 1.

If Schedule is enabled, specifies the time of the backup / purge. Use 24:00 hour time.
Note

1
When enabling a Data Backup / Purge, or updating the Time for an enabled Data Backup / Purge, the backup / purge process will be scheduled for the specified Time on the current day if
the current time is on or before the specified Time. Otherwise, the backup / purge process will be scheduled for the specified Time on the next day.
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System Specification for whether or not to receive system notifications for Data Backup / Purge operations.
Notification
Options are:
® --None --
® QOperation Failure
® Operation Success/Failure
L]

Operation Success

Note
!
In order to receive system notifications, you must provide an email address in the Administrator Email Address system property and select the Use for System Notifications field on an Email
Connection.
Metadata This section contains Metadata information about this record.
uuID Universally Unique Identifier of this record.

Updated By Name of the user that last updated this record.

Updated Date and time that this record was last updated.
Created By Name of the user that created this record.
Created Date and time that this record was created.
Buttons This section identifies the buttons displayed above and below the Data Backup / Purge Details that let you perform various actions.
Save Saves a new record in the Controller database.

Save & New Saves a new Data Backup/Purge record in the Controller database and redisplays empty Details so that you can create another Data Backup/Purge record.
Save & View Saves a new Data Backup/Purge record in the Controller database and continues to display that record.
New Displays empty (except for default values) Details for creating a new record.

Update
Saves updates to the record.

Enable

Enables these Backup / Purge instructions so that they will be processed by the Controller.
Disable

Disables these backup / purge instructions so they will not be processed by the Controller.
Run

Manually runs the backup / purge instructions.
Terminate Terminates a running Data Backup/Purge operation.
Delete

Deletes the current record.
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Refresh Refreshes any dynamic data displayed in the Details.
Close For pop-up view only; closes the pop-up view of this record.

Tabs This section identifies the tabs across the top of the Data Backup / Purge Details that provide access to additional information about the record.
Audits Lists audits created for all scheduled runs of this data backup / purge operation.

Running a Data Backup / Purge Manually

If you want to manually run a data backup or purge, either:

® On the Backups list, right-click the Name of the Data Backup / Purge that you want to run and click Run.
® Display the Details of the Data Backup / Purge that you want to run and click the Run button.

Importing Backed Up / Purged Data into the Controller

If you want to import any of the XML files created by a Data Backup / Purge, you can copy the XML file(s) into the bulk export output path and run bulk import. See Running an Import.

Returning Virtual Resources for Purged Task Instances in Failure Status

Task instances that have their Hold Resources on Failure field enabled will hold their renewable virtual resources if the task instance is in Failed status.

However, when these task instances are purged, the virtual resources are returned.
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Server Operations

Overview

Running a Server Operation

Server Operation Completion

Server Operation Status

Server Operation Timeout

Server Operations Descriptions
Universal Controller Database Tables

Overview

Universal Controller provides a set of server operations that help you maintain and administer your Controller installation. Many of the operations, as noted, should be run only by Technical Support or upon
request by Technical Support.

Running a Server Operation

Step 1 | From the Administration navigation pane, select Configuration > Server Operations. The Server Operations list displays.

Dashboards ¥ | Server Operations X

Operation : |- None —
— None —
Bulk Export
Bulk Export with Versions
Bulk Export Activity
Bulk Export Audit
Bulk Export History
Bulk Import
Clear Server Cache
Database Information W
Database Table Counts
Generate Server UUIDs Cache
Health Check
Inspect Events
Inspect Output Message Queue
Inspect Subscriptions
Inspect Timers
LDAP Refresh
LDAP Refresh (Asynchronous) -
ListDownload L oas R

Jnf| e

Step 2 | Select an operation from the drop-down list and click Run.
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Server Operation Completion

When a server operation has been run and completed, the Controller issues an INFO-level log message.

For example:

2018- 03-31- 09: 24: 58: 957 - 0400 I NFO [ htt p- 8080- exec-4] Running Server Operation: Bul k Export

2018-03-31-09: 25: 12: 357 -0400 |INFO [http-8080-exec-4] Server Qperation conpleted: Bulk Export in 1 Mnute 37 Seconds

Server Operation Status

The status for a completed Server Operation is either Success or Failed. The Audit Status field for Server Operations can have one of the following values: Invoked, Failed, or Success.
All Server Operations can fail if the user invoking the Server Operation does not have sufficient permission or if the Server Operation is limited to one execution per node and it is already running.

Most Server Operations will complete successfully; however, if errors occur executing the Server Operation, the Audit Status field is set to Failed, and error messages may be added to the Additional
Information field.

The Server Operation duration message will be added to the Audit Additional Information field regardless of the Server Operation status. For example:

Server Operation 'LDAP Refresh' conpleted in O Seconds at 2018-06-11 12:46: 01 - 0400

Server Operation Timeout

For potentially long running server operations, such as Bulk Import and Bulk Export, we set a request timeout of 30 minutes.

However, some browsers may timeout earlier, regardless. In the case where a server operation has timed out, you will see an error similar to the following in the Universal Automation Center Console:

"No response from'Bulk Inmport' server operation; check server log for details."

In the case of a request timeout, the server operation will continue to run on the server. You will have to confirm completion of the server operation from either the server log, uc.log, or from the Audits list.

View the log for the start and completion of the server operation, as well as any warnings/errors logged in between.
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2018-03-31-09: 24: 58: 957 - 0400 I NFO [ ht't p- bi 0- 8080- exec-4] Running Server Operation: Bulk Inport

2018 03-31-09: 25: 12: 357 -0400 I NFO [ htt p- bi 0- 8080- exec-4] Server Operation conpleted: Bulk Inport in 11 Mnutes 57 Seconds

Alternatively, you can view the server operation audit record; however, the log usually provides the most detailed information.

Server Operations Descriptions

The following table describes and, where appropriate, provides links for each server operation.

Script Description and Links
Bulk Export Exports all current record definitions, without versions, when migrating data to a new Universal Controller deployment.
Bulk Export Activity Exports all current Activity data from multiple Universal Controller database tables.
Note

1
In order to run this server operation, the Bulk Export Activity Permitted Universal Controller system property must be set to true.

If you choose to run this server operation, the following confirmation pop-up displays:

Confirm ¥

@ "Bulk Export Activity” can run exceptionally long and increase server and database load.
Run the "Bulk Export Activity” cperation?

| OK Cancel

Bulk Export Audit Exports all current Audit records when migrating data to a new Universal Controller deployment.
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Bulk Export History Exports all current History records when migrating data to a new Universal Controller deployment.

If you choose to run this server operation, the following confirmation pop-up displays:

Confirm ¥

@ "Bulk Export History™ can run exceptionally long and increase server and database load.

Run the "Bulk Export History™ operation?

| OK | Cancel

Bulk Export with Versio | Exports all current records along with older (non-current) versions of record definitions when migrating data to updated software (see Upgrading Universal Controller from 5.2.0).

ns
Bulk Import Imports all data from an exported file when migrating data to updated software (see Upgrading Universal Controller from 5.2.0).
Clear Server Cache Clears the internal server cache. You can use this operation if you are experiencing unexpected behavior with the Controller system. For example, Technical Support may ask you

to first run this operation to clear the server cache, then clear your browser cache.
Database Information Displays the following information for the Controller database:

Type: MYSQL

Database Name: db_name

Database Product Name: MySQL

Database Product Version: 8.0.11

Driver Name: MySQL Connector/J

Driver Version: mysgl-connector-java-8.0.12 (Revision: 24766725dc6e017025532146d94c6e6c488fb8f1)
Configured JDBC URL: jdbc:mysql://hostname:port/

Adjusted JDBC URL: jdbc:mysgl://hostname:port/db_name?useUnicode=true&serverTimezone=US/Eastern&socketTimeout=1800000
Connection Pool: Server (0/3)

Connection Pool: Reserved (0/3)

Connection Pool: Client (0/5)

Database Table Counts | Displays the following information for Universal Controller database tables:

® Largest table

® Number of tables

® Number of rows

® Number of rows in each table

See Universal Controller Database Tables, below, for a description of all tables.

Disable Task Instance | Disables normalization of Business Service membership for all:
Business Service
Normalization ® New Task Instance and History records.

® Existing Task Instance and History records if it is still in progress.

All previously normalized Business Service membership records will not be removed until they qualify for Activity or History purge.

Also, the Task Instance Normalize Business Service Membership property will be set to Disabled.
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Enable Task Instance
Business Service
Normalization

Generate Server UUID
s Cache

Health Check

Inspect Events
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Commence normalization of Business Service membership for all existing Task Instance and History records, and begin normalizing Business Service membership for all new Task
Instance and History records.

® Until all History and Task Instance Business Service membership normalization has completed for existing Task Instance and History records, the Task Instance Normalize
Business Service Membership Universal Controller system property will be set to Enabled/Normalizing.
® When all History and Task Instance Business Service membership normalization has completed for existing Task Instance and History records, the Task Instance Normalize
Business Service Membership property will be set to Enabled/Normalized.
Note

1
When deciding on enabling Business Service normalization, it should be noted that there is trade-off between the query performance on Task Instance/History Lists and the added
insertion of normalization data at Task Instance/History record creation time.

If the Controller is restarted and the Task Instance Normalize Business Service Membership property is Enabled/Normalizing, the Controller will resume normalization of Business
Service membership for all existing Task Instance and History records.

For use only by Technical Support personnel or when you are requested to run it by Technical Support.

Displays information about the current instance of the Controller.

For use only by Technical Support personnel or when you are requested to run it by Technical Support.
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Inspect Output Messag | For use only by Technical Support personnel or when you are requested to run it by Technical Support.
e Queue

Inspect Subscriptions For use only by Technical Support personnel or when you are requested to run it by Technical Support.
Inspect Timers For use only by Technical Support personnel or when you are requested to run it by Technical Support.

LDAP Refresh If LDAP is configured for this installation, it refreshes every 24 hours. This server operation forces a refresh. The refresh writes all Controller log entries to the user interface as well
as to the Controller log, and the response will not be returned until the process completes. If you estimate the refresh could take a considerable amount of time, we recommend you
use LDAP Refresh (Asynchronous).

LDAP Refresh (Asynch | If LDAP is configured for this installation, it refreshes every 24 hours. This server operation forces a refresh. The refresh is performed in the background and sends Controller log
ronous) entries to the Controller log.

List/Download Logs Lists (and optionally lets you download) any existing UC log files for the Controller node that this operation is executed on.

The list identifies the name, last modification date, size of each log file, and - when you hover over the log file entry on the list - an icon that lets you download that file.
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The icons at the bottom of the list let you perform the following:
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List/Load Built-In
Universal Templates

List/Load Template
Workflows

Load Demonstration D
efinitions

Memory Usage

Overdue Timers Delete
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® Download selected log files.
® Select all log files.
® Deselect all log files.

(You also can select / deselect all log files by clicking the Name checkbox at the top of the list.)

Lists Built-In Universal Templates and indicates which ones are loaded. The list supports loading individual or multiple built-in Universal Templates.

[C] Mame = Description Loaded |3 =~
[[] UAC-S5SH Execute Command or Script on Remote Server with no UC Agent Installed, Remote Server Requires an SSH Server.  No
[7] UAC - UDM Gateway Universal Data Nover Gateway Tasks No
2 Universal Templates o B B e

You can select / deselect the templates to load by clicking the Name checkbox (loads all templates) or one or more individual checkboxes at the top of the list.
The icons at the bottom of the list let you perform the following:

Load selected universal templates

Select all universal templates

Deselect all universal templates

Access the online documentation for Built-In Universal Templates

If you choose to load one or more templates, a confirmation pop-up displays.

Lists Template Workflows and indicates which ones are loaded. The list supports loading individual or multiple Template Workflows.

Loads base demonstration data into your database (for example: workflows, tasks, triggers).

Displays a summary of Controller memory usage.

Deletes any overdue timers, as listed by the Overdue Timers List operation.
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Overdue Timers List Lists any timers that are overdue (normally, no timers should be overdue).

Pause Cluster Node Pauses the Controller, which prevents it from processing tasks and events. If an event or task is already running when you run this operation, the event or task will complete. The
Controller remains in a paused state until you run the Resume Cluster Node operation.

Purge All Non- Purges all non-default Users and Groups and their associated data. There is one default User: Administrator (ops.admin). There are two default Groups: Administrator Group and
Default Users And Gro | Everything Group.
ups

This server operation will also clear the following fields:

® Manager field for the Administrator user if it references a non-default user.
® Manager field for the Administrator Group and/or Everything Group if it references a non-default user.
® Parent field for the Administrator Group and/or Everything Group if it references a non-default group.

The following is recommended before running this server operation:
* Disable any triggers that are currently enabled by a non-default user.
® Unassign the Execution User for any triggers that are currently assigned a non-default user as the Execution User.
® Complete any active task instances that are currently assigned a non-default user as the Execution User.

Note

1
To run this server operation, the Purge All Non-Default Users And Groups Permitted Universal Controller System Property must be set to true.

If you choose to run this server operation, the following confirmation pop-up displays:

Confirm »

@ "Purge All Non-Default Users And Groups” is not intended for a live production environment.

Run the "Purge All Non-Default Users And Groups™ operation?

| OK | Cancel

Purge History Purges all records from the History table (ops_history).
Any time a task instance goes into an end status (Cancelled, Failed, Skipped, Finished, Success), a copy of it is written to the History table. You can view your History table by
selecting Automation Center > Task Instances > History from the navigation pane.
Note

1

If you do not need to keep or back up your task instance history, we recommend that you run this operation periodically; otherwise, make sure you schedule a routine Data Backup
/Purge for history by selecting Administration > Data Backup/Purge from the navigation pane. Executing a Data Backup/Purge of an extremely large History table can seriously
degrade Controller system performance.

Purge Instances Purges everything in the All Task Instances table (ops_exec), which contains all system activity, including task instances in any status (including end statuses). Records in the All
Task Instances table (ops_exec) remain there until they are purged.
Warning

Rumning this operation will purge any live data; that is, task instances that have not completed.
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Purge Versions
Refresh System
Default List Layouts
Reset All Agent

Cluster Task Counts

Reset All Agent Task
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Resume Cluster Node
Roll Log

Run Garbage Collection

Server Information

System Properties

Temporary Property Ch
ange

Thread List

Thread List by CPU

Thread Stack Trace
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Sends a request to all active Agents to purge their logs and cache.

Purges versions of records in excess of the maximum specified by the System Default Maximum Versions Universal Controller system property.
For Controller upgrades only; resets system defaults list layouts.

You may be asked to run this server operation by Technical Support.

Resets the current number of tasks currently being run by all Agent clusters to 0 (see Resetting the Current Task Count).
Resets the current number of tasks currently being run by all Agents to 0 (see Resetting the Current Task Count).
Stops and restarts the Controller within the running Tomcat server. The Controller is effectively shut down and started up without stopping and starting Tomcat.

Note:
!
Restart Cluster Node will cause a failover to occur if it is executed on the Active node while another node is running as Passive.

Restores all lists to their default layouts.

Resumes the Controller after it has been paused using the Pause Cluster Node operation, or paused by the Start Server Paused Universal Controller property on startup.
Renames the existing log to a timestamped log and opens a new log file.

Runs the "garbage collector." The gc method suggests that the Java Virtual Machine expend effort toward recycling unused objects in order to make the memory they currently
occupy available for quick re-use. When control returns from the method call, the Java Virtual Machine has made a best effort to reclaim space from all discarded objects.

Displays the following categories of information about the Universal Controller server:

Node

License

Server Deployment
Database Information
Memory Information

Displays all properties of the operating system on which the Controller is running.
You may be asked to run this server operation by Technical Support.

Allows for the temporary setting of specific Universal Controller properties to be used for diagnosing problems. This operation and setting of properties should be performed only
under the guidance of Stonebranch support.

Captures information about internal Controller system processes.
You may be asked to run this server operation by Technical Support.
Captures information about internal Controller system processes.
You may be asked to run this server operation by Technical Support.
Captures information about internal Controller system processes.

You may be asked to run this server operation by Technical Support.
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Universal Controller Database Tables

The following table identifies and describes all Universal Controller database tables, which are listed if you run the Database Table Counts server operation, above.

The tables are in alphabetical order according to Table Name.

See Reportable Tables for a list of these database tables that are available for creating Reports.

Table
Abort Actions
Abort Actions Versions
All Agents
All Agent Clusters

All Agent Clusters
Versions

All Agents Mapping

Linux/Unix Agents
Mapping

Windows Agents Mapping

z/OS Agents Mapping

Applications
Applications Versions
Audits

Backups

Bundles

Bundles and Agent
Clusters

Bundles and Applications
Bundles and Calendars
Bundles and Credentials
Bundles and Custom

Days

uc-71-admin

Table Name
ops_abort_action
ops_abort_action_v
ops_agent
ops_agent_cluster

ops_agent_cluster_v

ops_agent_mapping

ops_agent_mapping_
unix

ops_agent_mapping_
windows

ops_agent_mapping_
z0s

ops_application
ops_application_v
ops_audit
ops_backup
ops_bundle

ops_bundle_agent_cl
uster_join

ops_bundle_applicati
on_join
ops_bundle_calendar
_join
ops_bundle_credenti
als_join

ops_bundle_custom_
day_join

Description
Contains details about Abort actions.
Contains details about previous versions of Abort actions. New versions of Abort Action records are created when a task record is updated.
Displays a list of Agents.
Contains details about Agent Clusters.

Contains details about previous versions of Agent Clusters.

Shows all the agents connected to one or more Promotion Targets (as retrieved using the Refresh Target Agents button).

Shows the mapping specifications between local Linux/Unix agents and Linux/Unix agents on a Promotion Target (as retrieved using the Refresh Target
Agents button).

Shows the mapping specifications between local Windows agents and Windows agents on a Promotion Target (as retrieved using the Refresh Target
Agents button).

Shows the mapping specifications between local z/OS agents and z/OS agents on a Promotion Target (as retrieved using the Refresh Target Agents
button).

Shows a list of Application Resources.

Contains details about previous versions of Application resources.
Contains details of events being written to the Audit history.
Contains Backup and Purge records.

Contains all Bundles records.

Shows relationship information between Bundles and Agent Clusters; that is, which agent clusters belong to which bundles.

Shows relationship information between Bundles and Application resources; that is, which Application resources belong to which bundles.

Contains relationship information between Bundles and Calendars; that is, which Calendars belong to which Bundles.

Contains relationship information between Bundles and Credentials; that is, which Credential records belong to which bundles.

Contains relationship information between Custom Days and Bundles; that is, which Custom Days belong to which Bundles.
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https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion#PreparingBundlesforPromotion-SpecifyingAgentMapping
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion#PreparingBundlesforPromotion-SpecifyingAgentMapping
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Promotion+Targets
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion#PreparingBundlesforPromotion-SpecifyingAgentMapping
https://docs.stonebranch.com/confluence/display/UC71x/Application+Resources
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Application+Resources
https://docs.stonebranch.com/confluence/display/UC71x/Audits
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Agent+Clusters
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Application+Resources
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Calendars
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Credentials
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Custom+Days
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
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ops_bundle_sap_cnt
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ops_bundle_script_join

ops_bundle_snmp_c
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ops_bundle_target
ops_bundle_task_join

ops_bundle_trigger_j
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_join

ops_cal_cust_join
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ops_calendar
ops_calendar_v
ops_chart_color
ops_cluster_lock
ops_cluster_node
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ops_command
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Contains information about the relationship between Bundles and Database Connections; that is, which Database Connections belong to which Bundles.

Contains information about the relationship between Bundles and Email Connections; that is, which Email Connections belong to which Bundles.

Contains relationship information between Bundles and Email templates; that is, which Email Templates belong to which Bundles.

Contains relationship information between Bundles and Business Services; that is, which Business Services belong to which Bundles.

Contains relationship information between Bundles and PeopleSoft Connection; that is, which PeopleSoft Connection records are in which Bundles.

Contains relationship information between Bundles and Virtual Resources; that is, which Virtual Resources belong to which Bundles.

Contains relationship information between Bundles and SAP Connection; that is, which SAP Connection records are in which Bundles.

Contains relationship information between Bundles and Script; that is, which Scripts belong to which Bundles.

Contains relationship information between Bundles and SNMP Manager; that is, which SNMP Managers belong to which Bundles.

Contains details about Promotion Target records.
Contains relationship information between Bundles and Tasks; that is, which Tasks are in which Bundles.

Contains relationship information between Bundles and Triggers; that is, which Triggers are in which Bundles.

Contains relationship information between Bundles and Global variables; that is, which Global variables belong to which Bundles.

Contains details about which Custom Days are associated with which Calendar records.

Contains previous versions of the association between Custom Days and Calendar records.

Contains details about Calendar records.

Contains previous versions of Calendar records.
Contains details about colors used in Chart reports.
(For internal use only.)

Provides details about cluster nodes.

Contains Email and SNMP notification records associated with the cluster node.

(For internal use only.)

(For internal use only.)


https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Database+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Email+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Email+Templates
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Business+Services
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/PeopleSoft+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Virtual+Resources
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/SAP+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Scripts
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/SNMP+Managers
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Promotion+Targets
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Tasks
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/Triggers
https://docs.stonebranch.com/confluence/display/UC71x/Preparing+Bundles+for+Promotion
https://docs.stonebranch.com/confluence/display/UC71x/User-Defined+Variables
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Custom+Days
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Calendars
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Custom+Days
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Calendars
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Calendars
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Calendars
https://docs.stonebranch.com/confluence/display/UC71x/Reports#Reports-ReportOutput
https://docs.stonebranch.com/confluence/display/UC71x/Cluster+Nodes
https://docs.stonebranch.com/confluence/display/UC71x/Cluster+Nodes#ClusterNodes-SendingNotificationsonStatusofaClusterNode
https://docs.stonebranch.com/confluence/display/UC71x/Cluster+Nodes

107 /

Properties

Connector Notifications

Counter

Credentials
Credentials Versions
Custom Days

Custom Days Versions
Dashboards

Dashboards Portlets
Database Connections
Database Connections

Versions

Email Notifications

Email Notifications

Email Connections

Email Connections
Versions

Email Notifications

Email Notifications
Versions

Email Templates

Email Templates Versions
Event Email

Event Exec Defined
Event Exec Resource
Order Filled

Event Exec Exclusive
Order Filled

Event Exec Propagate
State
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ops_config

ops_connector_notific
ation

ops_count
ops_credentials
ops_credentials_v
ops_custom_day
ops_custom_day v
ops_dashboard

ops_dashboard_portl
et

ops_database_conne
ction

ops_database_conne
ction_v

ops_email_cluster_no
tification

ops_email_conn_noti
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ops_email_connection

ops_email_connectio
n_v
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ops_email_notificatio
n_v

ops_email_template
ops_email_template_v
ops_event_email

ops_event_exec_defi
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ops_event_exec_ordf
ill
ops_event_exec_ordf
ill_ex

ops_event_exec_pro
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Contains Universal Controller System Properties.

Contains Email Notification and SNMP Notification data associated with Agents and OMS Servers.

(For internal use only.)

Login credentials used by the Controller to access remote machines.
Contains previous versions of Credentials records.

Contains details about defined Custom Days.

Contains previous versions of Custom Days records.

Contains details about Dashboards.

Contains details about the content (Widgets) on the Dashboards.

Contains details about [Database Connections defined in the Controller database.

Contains previous versions of [Database Connections records.

Contains Email Notification records associated with Cluster Nodes.

Contains Email Notification-specific data associated with Agents and OMS Servers.

Contains details about Email Connections resources.

Contains previous versions of Email Connections records.

Contains details about Email Notifications associated with tasks.

Contains previous versions of Email Notifications associated with tasks. Note that a new version is created only when the task is updated.

Contains details about Email templates.
Contains previous versions of Email template records.
(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)


https://docs.stonebranch.com/confluence/display/UC71x/Universal+Controller+Properties#UniversalControllerProperties-UniversalControllerSystemProperties
https://docs.stonebranch.com/confluence/display/UC71x/Agents#Agents-SendingNotificationsonStatusofanAgent
https://docs.stonebranch.com/confluence/display/UC71x/OMS+Servers#OMSServers-SendingNotificationsonStatusofanOMSServer
https://docs.stonebranch.com/confluence/display/UC71x/Credentials
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Credentials
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Custom+Days
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Custom+Days
https://docs.stonebranch.com/confluence/display/UC71x/Dashboards
https://docs.stonebranch.com/confluence/display/UC71x/Widgets
https://docs.stonebranch.com/confluence/display/UC71x/Dashboards
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Cluster+Nodes#ClusterNodes-SendingNotificationsonStatusofaClusterNode
https://docs.stonebranch.com/confluence/display/UC71x/Agents#Agents-SendingNotificationsonStatusofanAgent
https://docs.stonebranch.com/confluence/display/UC71x/OMS+Servers#OMSServers-SendingNotificationsonStatusofanOMSServer
https://docs.stonebranch.com/confluence/display/UC71x/Email+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Email+Connections
https://docs.stonebranch.com/confluence/display/UC71x/Email+Notification+Actions
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Tasks
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Email+Notification+Actions
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Tasks
https://docs.stonebranch.com/confluence/display/UC71x/Email+Templates
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Email+Templates
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(For internal use only.)

(For internal use only.)
(For internal use only.)
(For internal use only.)
(For internal use only.)
(For internal use only.)
(For internal use only.)

For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

(For internal use only.)

Contains any outstanding requests by a task instance to run mutually exclusively.
Task instance activity (running tasks).

Contains details about Application Control task instances.

Contains details about Email task instances.

Contains details about Email Monitor task instances.

Contains details about Email Monitor task instances Advanced Criteria.


https://docs.stonebranch.com/confluence/display/UC71x/Setting+Mutually+Exclusive+Tasks
https://docs.stonebranch.com/confluence/display/UC71x/Reports#Reports-AllTaskInstancesTable(ops_exec)
https://docs.stonebranch.com/confluence/display/UC71x/Monitoring+Task+Activity
https://docs.stonebranch.com/confluence/display/UC71x/Application+Control+Tasks
https://docs.stonebranch.com/confluence/display/UC71x/Email+Task
https://docs.stonebranch.com/confluence/display/UC71x/Email+Monitor+Task
https://docs.stonebranch.com/confluence/display/UC71x/Email+Monitor+Task#EmailMonitorTask-AdvancedCriteria
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Agent File Monitor ops_exec_file_monitor | Contains details about Agent File Monitor task instances.
Instances

File Transfer Task ops_exec_ftp Contains details about File Transfer task instances.
Instances

Remote File Monitor ops_exec_ftp_file_mo ' Contains details about Remote File Monitor task instances.
Instances nitor

Universal Command Task = ops_exec_indesca Contains details about Universal Command task instances.
Instances

License Instance History ops_exec_license_hi | Contains statistics relating to the number of task instance executions.

story
Manual Task Instances ops_exec_manual Contains details about Manual task instances.
Task Monitor Instances ops_exec_monitor Contains details about Task Monitor task instances.
Output ops_exec_output Contains any output (such as STDOUT) attached to task instances.
PeopleSoft Task ops_exec_peoplesoft = Contains PeopleSoft task instance records.
Instances
PeopleSoft Task ops_exec_peoplesoft = Contains Parameter records associated with PeopleSoft task instances.
Parameters _rt_param

Recurring Task Instances = ops_exec_recurring Contains details about Recurring task instances.

Task Instances Run ops_exec_run_criteria = Contains run criteria information for task instances within a Workflow.

Criteria

SAP Task Instances ops_exec_sap Contains SAP task instance records.

Timer Task Instances ops_exec_sleep Contains details about Timer task instances.

SQL Task Instances ops_exec_sql Contains details about SQL task instances.

Stored Procedure Task ops_exec_stored_proc Contains details about Stored Procedure task instances.

Instances

Stored Procedure Task ops_exec_stored_pro | Contains Parameter records associated with Stored Procedure task instances.
Parameters C_param

System Monitor Task ops_exec_system_m | Contains System Monitor task task instance records.

Instances onitor

Task Instance Virtual ops_exec_to_resource  Contains relationship information between Virtual Resources and task instances; that is, which task instances are assigned to which Virtual Resources.
Resources

Universal Task Instances | ops_exec_universal Contains details about Universal Task instances.

Linux/Unix Task Instances & ops_exec_unix Contains details about Linux/Unix task instances.
Variable Monitor Task ops_exec_variable_m | Contains Variable Monitor task task instance records.
Instances onitor

Windows Task Instances ops_exec_windows Contains details about Windows task instances.
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https://docs.stonebranch.com/confluence/display/UC71x/Agent+File+Monitor+Task
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ops_local_variable
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ops_map

Contains details about Workflow task instances.

Contains information about the conditions specified between task instances within workflows.

Contains relationship information between workflow instances and task instances; that is, which tasks are running in which workflows.

Contains details about z/OS task instances.

Contains details about any restart confirmations performed on z/OS tasks.

Contains details about jobsteps in a z/OS task.

Contains historical details about restartable job steps in a z/OS task.

Contains details about restartable job steps in a z/OS task.

Contain information about z/OS task restart criteria.

Contains details about z/OS task instance step conditions.

Contains an internal table for events.
Contains details about Business Services.

Contains previous versions of Business Service records.

Contains relationship information between Universal Controller User Groups and Roles; that is, which Groups have been assigned which Roles.
Contains a history of task activity.

Identifies where LDAP Settings are stored.

Contains information about the Controller license.

Identifies where persistent filters are stored.

Identifies where pinned filters are stored.

Contains information about list layouts.

Contains details about Local Custom Days.

Contains previous versions of Local Custom Days.

Contains details about task and trigger variables (also called local variables), entered into the Variables tab on a task or trigger record.

Contains previous versions of Local variables associated with tasks or triggers. (New version records are created only when a task or trigger is updated.

(For internal use only.)


https://docs.stonebranch.com/confluence/display/UC71x/Creating+and+Maintaining+Workflows
https://docs.stonebranch.com/confluence/display/UC71x/Creating+and+Maintaining+Workflows#CreatingandMaintainingWorkflows-SpecifyingConditionsonConnections
https://docs.stonebranch.com/confluence/display/UC71x/Creating+and+Maintaining+Workflows
https://docs.stonebranch.com/confluence/display/UC71x/Creating+and+Maintaining+Workflows
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492#z/OSTask-Re-runaz/OSTaskfromaSpecificStep
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492#z/OSTask-ToRestartaz/OSTaskfromaSpecificStep
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914515#SpecialProcessingonz/OSTasks-Re-runningaz/OSTask
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914515#SpecialProcessingonz/OSTasks-Re-runningaz/OSTask
https://docs.stonebranch.com/confluence/pages/viewpage.action?pageId=78914492
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Restart+Criteria
https://docs.stonebranch.com/confluence/display/UC71x/Creating+Step+Conditions
https://docs.stonebranch.com/confluence/display/UC71x/Business+Services
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC71x/Business+Services
https://docs.stonebranch.com/confluence/display/UC71x/Users+and+Groups#UsersandGroups-AddingaGroup
https://docs.stonebranch.com/confluence/display/UC71x/Roles+and+Permissions#RolesandPermissions-AssigningPermissionstoUsersorGroups
https://docs.stonebranch.com/confluence/display/UC71x/Monitoring+Activity+History
https://docs.stonebranch.com/confluence/display/UC71x/Installing+Universal+Controller#InstallingUniversalController-ApplytheLicenseKey
https://docs.stonebranch.com/confluence/display/UC71x/Record+Lists
https://docs.stonebranch.com/confluence/display/UC67/Custom+Days#CustomDays-LocalCustomDays
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
https://docs.stonebranch.com/confluence/display/UC67/Custom+Days#CustomDays-LocalCustomDays
https://docs.stonebranch.com/confluence/display/UC71x/User-Defined+Variables
https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-RecordVersioning
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Navigator ops_nav_tree_pref Contains Navigation Tree Configuration data.

Notes ops_note Contains details about Notes attached to Controller records.

Notes Versions ops_note_v Contains previous versions of Notes records.

All Actions ops_notification Contains details about all task actions: Abort Action, Email Notifications, Set Variable, SNMP Notification, and System Operation.

All Actions Versions ops_notification_v Contains details about previous versions of all task actions: Abort Action, Email Notifications, Set Variable, SNMP Notification, and System Operation.

New versions of Action records are created when a task record is updated.
OMS Servers ops_oms_server Provides details about OMS Servers.
Output Messages ops_output_msg (For internal use only.)

PeopleSoft Connections ops_peoplesoft_conn | Contains PeopleSoft Connection records.
ection

PeopleSoft Connections ops_peoplesoft_conn | Contains previous versions of PeopleSoft Connection records.

Versions ection_v

Permissions ops_permission Contains details about Universal Controller Permissions assigned to Universal Controller Users and Universal Controller User Groups.

Promotion History ops_promotion_history Contains a list of Bundles that have been promoted into the current database.

Promotion History Items ops_promotion_histor | Contains a list of records that have been promoted into the current database. If a record has been promoted more than once, each version is listed
y_item separately.

Promotion Schedule ops_promotion_sche | Contains a list of Promotion Schedules.
dule

Reports ops_report Contains information about Controller Reports.

Outstanding Requests ops_resource_order Contains any outstanding requests for a Virtual Resource by a task instance.

Currently In Use By ops_resource_usage | Contains details about Virtual resource usage, as displayed in the Currently In Use By tab.

SAP Connections ops_sap_connection | Contains SAP Connection records.

SAP Connections ops_sap_connection_v Contains previous versions of SAP Connection records.

Versions

Schemas ops_schema Contains version information about database schemas.

Scripts ops_script Contains Script records.

Scripts Versions ops_script_v Contains previous versions of Script records.

SNMP Notifications ops_snmp_cluster_n | Contains SNMP notifications defined for Cluster Nodes.
otification

SNMP Notifications ops_snmp_conn_noti = Contains SNMP Notification-specific data associated with Agents and OMS Servers.
fication

SNMP Managers ops_snmp_connection = Contains SNMP Manager records.

SNMP Managers Versions = ops_snmp_connectio = Contains previous versions of SNMP Manager records.
n_v
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SNMP Notifications
Versions

SQL Results Set
SQL Warnings Set

Stored Procedure
Parameters

Stored Procedure
Parameters Versions

Subscription
System Operations

System Operations
Versions

All Tasks

Application Control Tasks

Application Control Task
Versions

Email Tasks

Email Task Versions
Email Monitor Tasks
Email Monitor Task
Versions

Advanced Criteria

Agent File Monitors

Agent File Monitor Task
Versions

File Transfer Tasks

File Transfer Task
Versions

Remote File Monitors

Remote File Monitor
Versions
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ops_snmp_notification

ops_snmp_notificatio
n_v

ops_sql_results
ops_sql_warnings

ops_stored_proc_par
am

ops_stored_proc_par
am_v

ops_subscription
ops_system_operation

ops_system_operatio
n_v

ops_task

ops_task_application
_control

ops_task_application
_control_v

ops_task_email
ops_task_email_v

ops_task_email_moni
tor

ops_task_email_moni
tor_v

ops_task_email_criter
ia

ops_task_file_monitor

ops_task_file_monitor
\%

ops_task_ftp
ops_task_ftp_v
ops_task_ftp_file_mo

nitor

ops_task_ftp_file_mo
nitor_v

Contains SNMP notifications defined for Tasks.

Contains previous versions of SNMP notifications defined for Tasks. (Versions are created only when a task is updated.

Contains output from SQL tasks.

Contains warnings returned by executed SQL statements.

Contains Parameter records associated with Stored Procedure tasks.

Contains previous versions of Parameter records associated with Stored Procedure tasks. (Versions are created only when the task is updated.

(For internal use only.)

Contains details about System Operation actions.

Contains details about previous versions of System Operation actions. (Versions of records are created only when a record is updated.)

Contains details about tasks of every type, along with associated Task Instance information.

Contains details about Application Control tasks.

Shows previous versions of Application Control tasks.

Contains details about Email tasks.
Contains previous versions of Email task records.

Contains details about Email Monitor tasks.

Contains previous versions of Email Monitor task records.

Contains details about Email Monitor task Advanced Criteria.

Contains details about Agent File Monitor tasks.

Contains previous versions of Agent File Monitor task records.

Contains details about File Transfer tasks.

Contains previous versions of File transfer task records.

Contains details about Remote File Monitor tasks.

Contains previous versions of Remote File Monitor task records.
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Universal Command ops_task_indesca Contains details about Universal Command tasks.

Tasks

Universal Command Task @ ops_task_indesca_v | Contains previous versions of Universal Command task records.

Versions

Manual Tasks ops_task_manual Contains details about Manual tasks.

Manual Task Versions ops_task_manual_v Contains previous versions of Manual task records.

Task Monitors ops_task_monitor Contains details about Task Monitor tasks.

Task Monitor Versions ops_task_monitor_v Contains previous versions of Task Monitor task records.

PeopleSoft Tasks ops_task_peoplesoft | Contains PeopleSoft task records.

PeopleSoft Parameters ops_task_peoplesoft_ | Contains Parameter records associated with PeopleSoft tasks.
rt_param

PeopleSoft Parameters ops_task_peoplesoft_ ' Contains previous versions of Parameter records associated with PeopleSoft tasks. (Versions are created only when the task is updated.

Versions rt_param_v

PeopleSoft Task Versions = ops_task_peoplesoft_v Contains previous versions of PeopleSoft task records.
Recurring Tasks ops_task_recurring Contains Recurring task records.

Recurring Task Versions ops_task_recurring_v | Contains previous versions of Recurring task records.

Task Run Criteria ops_task_run_criteria | Contains run criteria information for tasks within Workflows.

Task Run Criteria ops_task_run_criteria | Contains previous versions of run criteria information for tasks within Workflow. (Versions are created only when the Workflow task is updated.
Versions Vv

SAP Tasks ops_task_sap Contains SAP task records.

SAP Tasks Versions ops_task_sap_v Contains previous versions of SAP task records.

Timer Tasks ops_task_sleep Contains details about Timer tasks.

Timer Task Versions ops_task_sleep_v Contains previous versions of Timer tasks records.

SQL Tasks ops_task_sql Contains details about SQL tasks.

SQL Task Versions ops_task_sql_v Contains previous versions of SQL tasks records.

Mutually Exclusive ops_task_to_exclusive Contains relationship information between tasks and mutually exclusive tasks; that is, which tasks are mutually exclusive with each other.
Mutually Exclusive ops_task_to_exclusiv | Contains previous versions of relationship information between tasks and mutually exclusive tasks.

Versions e_v

Stored Procedure Tasks ops_task_stored_proc = Contains details about Stored Procedure tasks.

Stored Procedure Tasks ops_task_stored_pro | Contains previous versions of Stored Procedure tasks records.

Versions c_V
System Monitors ops_task_system_mo | Contains System Monitor task records.
nitor
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Task Virtual Resources

Task Virtual Resources
Versions

Universal Tasks
Universal Task Versions
Linux/Unix Tasks
Linux/Unix Task Versions
All Tasks Versions
Variable Monitor Tasks
Variable Monitor Task
Versions

Windows Tasks
Windows Task Versions
Workflow Tasks

Task Workflow
Dependencies
Workflow Task Edges

Workflow Task Versions
Workflow Tasks Vertices
Workflow Tasks Vertices
Versions

z/0S Tasks

Restart Criteria

Restart Criteria

Step Conditions

Step Conditions

z/OS Task Versions
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ops_task_system_mo
nitor_v

ops_task_to_resource

ops_task_to_resourc
e_v

ops_task_universal
ops_task_universal_v
ops_task_unix
ops_task_unix_v
ops_task_v

ops_task_variable_m
onitor

ops_task_variable_m
onitor_v

ops_task_windows
ops_task_windows_v
ops_task_workflow

ops_task_workflow_e
dge

ops_task_workflow_e
dge_v

ops_task_workflow_v

ops_task_workflow_v
ertex

ops_task_workflow_v
ertex_v

ops_task_zos

ops_task_zos_rstrt_c
riteria

ops_task_zos_rstrt_c
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ops_task_zos_stepco
nd

ops_task_zos_stepco
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ops_task_zos_v

Contains previous versions of System Monitor task records.

Contains relationship information between Virtual Resources and tasks; that is, which tasks are assigned to which Virtual Resources.

Contains previous versions of relationship information between Virtual Resources and tasks.

Contains details about Universal tasks.

Contains previous versions of Universal task records.
Contains details about Linux/Unix tasks.

Contains previous versions of Linux/Unix task records.
Contains previous versions of all task records.

Contains details about Variable Monitor tasks.

Contains previous versions of Variable Monitor task records.

Contains details about Windows tasks.

Contains previous versions of Windows task records.

Contains details about Workflow tasks.

Contains information about the conditions specified between tasks in workflows.

Contains previous versions of information about the conditions specified among tasks in workflows. (New versions of records are created only when the
Workflow task is updated.

Contains previous versions of workflow task records.

Contains relationship information between tasks and workflows; that is, which tasks are in which workflows.

Contains previous versions of the relationship between tasks and workflows. (Versions are created only when the workflow task is updated.

Contains details about z/OS tasks.

Contain information about z/OS task restart criteria.

Contains previous versions of z/OS task restart criteria.

Contains details about z/OS task step conditions

Contains previous versions of z/OS task step conditions

Contains previous versions of z/OS task records.
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ops_trigger_compone
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ops_trigger_em

Stores information on time zones.
(For internal use only.)
Contains details about triggers of every type.

Contains details about Application Monitor triggers.

Contains details about previous versions of Application Monitor triggers.

Contains details about all Composite trigger components.

Contains details about Email Monitor components of Composite Triggers.

Contains details about previous versions of Email Monitor components of Composite Triggers.

Contains details about File Monitor components of Composite Triggers.

Contains details about previous versions of File Monitor components of Composite Triggers.

Contains details about Time components of Composite Triggers.

Contains details about previous versions of Time components of Composite Triggers.

Contains details about Variable Monitor components of Composite Triggers.

Contains details about previous versions of Variable Monitor components of Composite Triggers.

Contains details about Task Monitor components of Composite Triggers.

Contains details about previous versions of Task Monitor components of Composite Triggers.

Contains details about previous versions of all Composite trigger components.

Contains details about Composite trigger records.

Contains details about previous versions of Composite trigger records.

Contains details about Cron trigger records.
Contains previous versions of Cron trigger records.

Contains details about Email Monitor trigger records.
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ops_unix_agent_clust
er_join_v

ops_unix_agent_clust
er_v

ops_unv_tmplt
ops_unv_tmplt_field

ops_unv_tmplt_field_
choice

ops_user

ops_user_grmember

Contains previous versions of Email Monitor trigger records.

Contains details about File Monitor triggers.

Contains previous versions of File Monitor trigger records.

Contains details about trigger forecasts.

Contains Manual trigger records.

Contains previous versions of Manual trigger records.
Contains details about Temporary triggers.

Contains previous versions of Temporary trigger records.

Contains details about Time triggers.
Contains previous versions of Time trigger records.
Contains details about Task Monitor triggers.

Contains previous versions of Task Monitor trigger records.

Contains previous versions of Trigger records.
Contains details about Variable Monitor triggers.

Contains previous versions of Variable Monitor trigger records.

Contains details about Linux/Unix agent resources.

Contains details about Linux/Unix agent clusters.

Shows relationship information between Unix agents and Unix agent clusters, that is, which agents belong to which clusters.

Shows previous versions of relationship information between Unix agents and Unix agent clusters.

Contains previous versions of Linux/Unix cluster records.

Contains details about Universal Templates.

Contains details about Universal Template Fields.

Contains details about Universal Templates. (Requires ops_admin or ops_universal_template_admin role.)

Contains details about User records.

Contains relationship information between Universal Controller User Groups and Universal Controller Users; that is, which Users belong to which Groups.
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User Roles

User Preferences
User Roles

User Roles Contains

User Tokens
Variables

Set Variables

Set Variables
Variables Versions
Virtual Resources

Virtual Resources
Versions

Widgets

Widgets Activity
Widgets Report
Widgets System

Windows Agents In
Cluster

Windows Agents In
Cluster Versions

Windows Agents
Windows Agent Clusters
Windows Agent Clusters
Versions

z/0OS Agents

All Step Actions

System Operations

System Operations
Versions
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ops_user_group
ops_user_has_role
ops_user_preference
ops_user_role

ops_user_role_contai
ns

ops_user_token
ops_variable
ops_variable_action
ops_variable_action_v
ops_variable_v
ops_virtual_resource

ops_virtual_resource
%

ops_widget
ops_widget_activity
ops_widget_report
ops_widget_system

ops_win_agent_clust
er_join

ops_win_agent_clust
er_join_v

ops_windows_agent

ops_windows_agent_
cluster

ops_windows_agent_
cluster_v

ops_zos_agent
ops_zos_step_action

ops_zos_step_action
_Sysop

ops_zos_step_action
_sysop_v

Contains details about Universal Controller User Groups.

Contains details about Users and Roles, including which Users have which Roles.
Contains information about Universal Controller User Preferences.

Contains information about available user roles.

Contains information about roles that comprise parent roles user roles.

Contains information about user sessions.

Contains details about Global variables, entered by selecting Variables from the Navigation pane.
Contains details about Set Variable actions.

Contains previous versions of Set Variable actions.

Contains previous versions of Global variables.

Contains details about Virtual resource records.

Contains previous versions of Virtual resources.

Contains details about all Widgets.

Contains details about Activity Widgets.
Contains details about Report Widgets.
Contains details about System Widgets.

Shows relationship information between Windows agents and Windows agent clusters, that is, which agents belong to which clusters.

Shows previous versions of relationship information between Windows agents and Windows agent clusters.

Contains details about Windows agents.

Contains details about Windows agent clusters.

Contains previous versions of Windows Agent Cluster records.

Contains details about z/OS agents.
Contains details about z/OS step actions.

Contains details about z/OS System Operation step actions.

Contains details about previous versions of z/OS System Operation step actions. (Versions are created only when a record is updated.)
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Step Actions ops_zos_step_action | Contains previous versions of z/OS step actions. (Versions are created only when a record is updated.)
v
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Password Settings

® Overview
® Password Settings Details
® Password Settings Field Descriptions

Overview

Password Settings lets you configure settings for all user passwords.

Password Settings Details

The following Password Settings Details is for the default Password Settings. See the field descriptions below, for a description of all fields that display in the Password Settings Details.

Dashboards X | Password Settings X

[ update [ Refresh

Password Settings

— Pazsword Complexity Characteristics

Must Include : |All Enabled Characteristics v
Uppercase Letters [A-Z] : Uppercase Letters Minimum : 1
Lowercase Letters [a-2]: Lowercase Letters Minimum : 1
Mumeric Characters [0-9] Numeric Characters Minimum : 1
Special Characters : Special Characters Minimum : 1
Special Character Values: |~ 1 @#$ % "&* () _+=-2/=={1[]:;. v

— Password Restrictions

Minimum Length Maximum Length : 10
Disallow Username in Password

— Passwaord Properties

Password Expiration Enabled Password Expiration In Days : a0

Lock Account After Maximum Login Attempts Maximum Failed Login Attempts : 5

Maximum Login Attempts Use For LDAP [
Authentication

For information on how to access additional details - such as Metadata and complete database Details - for Database Connections (or any type of record), see Records.
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Password Settings Field Descriptions

The following table describes the fields and buttons that display in the Password Settings.

Field Name

Password Complexity Characteristics

Must Include

Uppercase Letters (A-Z)
Uppercase Letters Minimum
Lowercase Letters (a-z)
Lowercase Letters Minimum
Numeric Characters (0-9)
Numeric Characters Minimum
Special Characters

Special Characters Minimum

Special Character Values

Password Restrictions

Minimum Length

Maximum Length

Disallow Username in Password

Password Properties
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Description
This section defines any requirements that passwords must conform to.
Specification for how many of the enabled restrictions the password must include:
Options:
All Enabled Characteristics
| of the Enabled Characteristics

2 of the Enabled Characteristics
3 of the Enabled Characteristics

.
.
.
.

If enabled, the Uppercase Letters Minimum field displays.

Minimum number of Uppercase Letters that a Password must contain.

If enabled, the Lowercase Letters Minimum field displays.

Minimum number of Lowercase Letters that a Password must contain.

If enabled, the Numeric Characters Minimum field displays.

Minimum number of Numeric Characters that a Password must contain.

If enabled, the Special Characters Minimum field and Special Character Values field display.

Minimum number of Special Characters that a Password must contain.

Values that comprise the list of Special Characters that can be used in a Password.

(Default is all Special Characters on the list.)

This section defines any restrictions that passwords must conform to.

Minimum length of a Password.

Value can be empty (null). If specified, it must be a positive integer and not greater than the Maximum Length.

Maximum length of a Password.

Value can be empty (null). If specified, it must be a positive integer and not less than the Minimum Length.

If enabled, the Username cannot appear within the Password.

Properties for the Passwords.

Note

1
Prior to Universal Controller 6.8.x, these properties were included in the Universal Controller System Properties.
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Password Expiration Enabled If enabled, Passwords can automatically expire.

Password Expiration in Days Number of days before a Password expires.

Lock Account After Maximum Login Attempts If enabled, the user account is locked if the Maximum Failed Login Attempts is exceeded.
Maximum Failed Login Attempts Maximum number of failed login attempts that is allowed.

Maximum Login Attempts Use For LDAP Authentication = If enabled, the user account is locked if the Maximum Failed Login Attempts is exceeded for LDAP.

Buttons This section identifies the buttons displayed above and below the Password Settings that let you perform various actions.
Update Saves updates to this record.
Refresh Refreshes any dynamic data displayed in this record.
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Universal Templates

Universal Templates

The following pages are provided for Universal Templates:

Universal Templates Overview
Creating a Universal Template
Copying Universal Templates
Built-In Universal Templates
Downloadable Universal Templates
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Universal Templates Overview

Introduction

Universal Template Scripts

Universal Template Fields

Universal Template Variables

Setting Up Universal Templates and Tasks

Importing / Exporting Universal Templates
® Release Levels

List Import/Export

Restrictions on Universal Template Changes
® Restriction Conditions
® List of Restrictions

® Built-In Universal Templates

Introduction

Universal Templates allows you to create the templates on which Universal Tasks are based.
Within each Universal Template, you:
® Enter a script that will be executed by any Universal Task based on that Universal Template.
® Create Fields that the Universal Controller:
® Assigns matching variables for use in the Universal Template script.
® Adds matching fields to the Details of any Universal Task that you create based on that Universal Template.
When you create a Universal Template, the Controller creates a Universal Task type, under the Universal Tasks folder in the Automation Center navigation pane, based on that Universal Template. When you

create a Universal Task for that Universal Task type, its Details display - among other fields - the fields that you created in the Universal Template. When you run the Universal Task, it executes the script in the
Universal Template, and the variables in the script are resolved to the user-defined values of their matching fields in the Universal Task instance.

Note
1
Administration of Universal Templates requires the ops_universal_template_admin or ops_admin role.

Universal Template Scripts

A Universal Template can contain any user-defined script. Any script variables to be resolved to Universal Task field values when the task executes the script must be in a specific format.

If you change the script in a Universal Template, the Universal Tasks based on that template execute that changed script when they are run. With Universal Task / Universal Template, you do not have to
change the scripts in multiple tasks, just in the template.

Universal Template Fields

For each Field that you create for a Universal Template, the Controller:

® Assigns it a matching variable for use in the Universal Template script.
® Adds a matching field to the Details of all Universal Tasks based on that template.
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When a Universal Task is run, it executes the script, and the system-assigned script variables are resolved to the user-defined values of their matching fields in the Universal Task instance.
You can enter seven types of Fields in a Universal Template:

Text
Integer
Boolean
Choice
Credential
Script
Array

For each Field, you specify information regarding its appearance in the task Details for any Universal Task based on that template, including:
® Value

® Location
® Required or optional

Note
1
You must refresh the list of Universal Tasks that are based on a Universal Template in order for any changes to the Universal Template Fields to be applied to the Universal Task Details.

For detailed information about these Fields, see Creating Universal Template Fields.

Universal Template Variables

For each Field that you create for a Universal Template, the Controller assigns it a variable and adds the Field to the Details of all Universal Tasks based on that template.

These system-assigned variables are provided for use in the Universal Template script. When a Universal Task based on the template is run, it executes the script in the template, and all system-assigned
variables in the script are resolved to the values of their matching fields in the Universal Task.

The system-assigned variables that are available for use in a Universal Template script must be in this format: ops_<Vari abl e Prefi x>_<Fi el d Nane>

ops_ Controller prefix used for all built-in variables and system-assigned variable.
<Vari abl e Prefix> Value of the user-defined Variable Prefix field in the Universal Template Details, followed by an underscore ( _) character.

<Fi el d Name> Name (not Label) of the user-defined Universal Template field to which the Controller assigns this variable.
Note

1
If a Universal Template Field is required (either directly via the Required field in the Universal Template Field Details or indirectly via the Required If Field field), and its matching field in the Details of a Universal
Task Instance is undefined after variable resolution, the Universal Task Instance will transition into the Start Failure status.

If a Universal Template Field is not Required, and its matching field in Details of a Universal Task Instance is undefined after variable resolution, the system-assigned variable for that Field will resolve to blank.

If a Universal Template Field with Type = Choice has a Choice with a NULL (or blank) Value at run time, a Universal Task Instance will transition into the Start Failure status.

Setting Up Universal Templates and Tasks
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Create a Universal Template, which includes selecting the type of Agent(s) on which Universal Tasks based on this Universal Template can be run, and a variable prefix used for script variables
that you want resolved when a Universal Task executes the script in this Universal Template.

Enter a script in the Universal Template that all Universal Tasks based on this Universal Template will execute when they are run.
After you have entered/selected any other desired values in the Universal Template Details, save the Universal Template.

For each parameter in the script that you want to replace with a variable, create a Universal Template Field of an appropriate Field type. The Controller automatically assigns a variable (format: op
s_<Vari abl e Prefix>_<Fi el d Nane>) to each Field, using the variable prefix that you specified in Step 1, and will place those Fields in the Details of all Universal Tasks based on this
Universal Template.

Replace the appropriate parameters in the script with the system-assigned variables.

Update the Universal Template. Now that the Universal Template has one or more defined Fields, the Controller creates a Universal Task type for it and adds the Universal Task type to the
Automation Center navigation pane. (You must refresh the Automation Center navigation pane in order to see the new Universal Task type.

Create a Universal Task for that Universal Task type. The Universal Task Details will contain the fields that you created in the Universal Template for that Universal Task type.
Enter/change values in the Universal Task fields that match the Universal Template fields, based on how you want their matching variables in the script to be resolved.

Run the task, which executes the script. The variables in the script are resolved to the values of their matching fields in the Universal Task.

Importing / Exporting Universal Templates

The Import/Export Universal Template feature supports importing/exporting a Universal Template as a zip file.

A Universal Template zip file includes the following entries:

File Name Description Optional
template.json The Universal Template definition in JSON format. No
template_icon.png The Universal Template Icon in PNG format. Yes

Note

1
Icon metadata will be set as attributes in the Universal Template JSON.

extension_archive.zip = The Universal Template Extension Archive in ZIP format. Yes

Export

Import

To export an existing Universal Template as a zip file, click the Export Template button in the Universal Template Details.
(You can also click Export Template in the Action menu that displays for that Universal Template record.)

The exported Universal Template has the following filename format:
unv-tmplt-UniversalTemplateName-extensionVersion.zip

To import a Universal Template zip file, click the Import Template... button on the Universal Templates list.

Release Levels
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Export Template sets the following release level attributes in the Universal Template JSON:

Attribute Description
minReleaseLevel The minimum Universal Controller release level required to import the Universal Template.
"minReleaseLevel" : "7.0.0.0"
exportReleaseLevel = The release level of the Universal Controller that the Universal Template was exported from.

"exportReleaseLevel" : "7.0.0.0"

Import Template validation prevents importing a Universal Template if the Universal Controller does not meet the minimum release level requirement:

Cluster Node release level is 7.0.0.0, which does not meet the minimum release level of 7.0.0.1 for the Template.

List Import/Export

The List Import/Export feature continues to support exporting the Universal Task and Universal Template, as it has in previously releases.
Comparable to the Universal Template Icon, the Extension Archive will be encoded in the XML as base64.
List Import validation prevents an extension name from being associated with more than one Universal Template:

The template 'template-namel’ specifies an extension name 'extension-name' that is already associated with template ‘template-name2'.

Restrictions on Universal Template Changes

There are restrictions on the changes that you can make on Universal Templates, because some changes (such as adding a new field with a default value), can automatically change existing Universal Task
and Universal Task Instances based on that Template.

Some Universal Template changes are restricted, based on the existence of Universal Tasks and Universal Task Instances.
Universal Templates do not have versioning; therefore, reverting a Universal Template change must be done manually, and the restrictions still apply.

Some changes cannot be reverted; for example, you cannot broaden the Agent Type, and then narrow it. Universal Tasks do have versioning, but changes to a Universal Template that automatically change a
Universal Task, such as adding a new field with a Default Value, do not generate a new version.

Any promoted Bundle that includes Universal Template changes cannot be restored.

Restriction Conditions

Restrictions on changing Universal Templates (see List of Restrictions, below) depend on the following conditions:

Condition Restrictions

Both Universal Tasks and Universal Task Instances exist. All restrictions apply.

Universal Tasks exist, but no Universal Task Instances exist. = All restrictions apply.
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Universal Task Instances exist, but no Universal Tasks exist. = All restrictions apply if the Universal Task Instances are still active.

Neither Universal Tasks nor Universal Task Instances exist. = None of the restrictions apply unless otherwise noted.

List of Restrictions

Action

For Universal Templates

Delete a Template

Update a Template

® Name

® Variable Prefix

* Agent Type

Use Common Script
Script

Linux/Unix Script
Windows Script
Windows Script Type

For Universal Template Fields

Add a Field
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Restriction

The following Delete and Update actions refer to Universal Templates and the fields in Universal Template Details.

® Prohibited.

® Allowed.

* Allowed; Requires a corresponding Script change.

® Broadening Allowed (Windows to Any, Linux/Unix to Any)
® Narrowing Not Allowed (Any to Windows, Any to Linux/Unix, Windows to Linux/Unix, Linux/Unix to Windows)

® Allowed.

The following Add, Delete, and Update actions refer to the user-defined Fields that are added to a Universal Template.

® Allowed (with conditions); Requires a corresponding Script change.
® Prohibited if either Required or Required If Field/Required If Field Value(s) are specified.
® Default Value applied to all Universal Tasks, but not to Universal Task Instances.


https://docs.stonebranch.com/confluence/display/SMLRI/Glossary#Glossary-ActiveTaskInstance

Universal Controller 7.1.x Administration

Delete a Field

Update a Field

® Name

® Required

® Require If Field
® Require If Field Value(s)

®* Type

® Mapping

® Default Value

® Length

® Minimum

® Maximum
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Allowed (with conditions); Requires a corresponding Script change.

Prohibited if the Field is the only Field in the Universal Template Details; User can either:
® Update the only Field.
® Create a new Field prior to deleting the only Field.

Note
!
This restriction applies regardless of the existence of Universal Task/Task Instances associated with the Universal Template.

NULL value is applied to deleted Text, Integer, Choice, and Credential Fields in all Universal Tasks, but not Universal Task Instances.
A boolean False value is applied to a deleted Boolean Field for all Universal Tasks, but not Universal Task Instances.

Prohibited.

Allowed (with conditions).

Unchecking the Required field; Allowed (without conditions).

Checking the Required field; Allowed only if all Universal Tasks based on the Template have a value specified for this Template Field (does not apply to
Universal Task Instances).

Allowed (with conditions).

Removing a Require If Field specification; Allowed (without conditions).

Adding a Require If Field specification; Allowed only if all Universal Tasks based on this Template have a value specified for this Template Field (condition
does not apply to Universal Task Instances).

Prohibited.
Prohibited.

Allowed.
No Universal Task data will be updated; multi-update can be performed to apply any required changes to pre-existing Universal Task data.

Allowed.
No Universal Task data will be updated, as it may not comply with updated Length constraint.

Allowed.
No Universal Task data will be updated, as it may not comply with updated Minimum/Maximum constraint.
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® Boolean Value Type ® Allowed.
® Boolean Yes Value
® Boolean No Value

® Field Display: ® Allowed.
® Label
® Hint

Sequence

Form Column Span

Form Start Row

Form End Row

Add To Default List View

For Universal Template Field Choices | The following Add, Delete, and Update actions refer to the Choices that are defined for a Universal Template Field type of Choice.

Add a Choice
® Allowed.

Delete a Choice
® Allowed (with conditions).
® Prohibited if the Template Field Choice is the only Choice; user can either:

® Update the Choice Value.
® Create a new Choice prior to removing the Choice.

Note
1
This restriction applies regardless of the existence of Universal Task/Task Instances associated with the Universal Template.

® Any Universal Tasks using the Choice will still display the value, and substitute the old value into the Script; however, the drop-down will no longer display
that Choice as an option.

Update a Choice

® Value ® Allowed
® Any Universal Task using the previous value will be updated with the new value, but not Universal Task Instances.

® Use Value For Label * Allowed.
® Label ® Allowed.
® Sequence ® Allowed.

Built-In Universal Templates
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The Controller provides built-in Universal Templates on which you can base Universal Tasks.

The title of each built-in Universal Template is preceded by UAC -.

Built-in Universal Templates are not editable, but you can use Copy to create a renamed copy of a built-in Universal Template, and then edit that template.
To use a built-in Universal Template, you first must load it from the List/Load Built-In Universal Templates Server Operation.

See Built-In Universal Templates for detailed information.
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Creating a Universal Template

® Introduction
® Creating a Universal Template
® Universal Template Details
® Universal Template Details Field Descriptions
® Creating Universal Template Fields
® Field Details Field Descriptions
® Creating Universal Template Field Choices
® Choice Details Field Descriptions
® Creating Commands
® Command Details Field Descriptions
¢ Command Permission
® Command Output

Introduction

This page tells you how to create a Universal Template, Universal Template Fields, and Universal Template Field Choices.

You must create Universal Templates in order to create Universal Tasks. For each Universal Template that you create, Universal Controller creates a Universal Task type for which you can create one or more
Universal Tasks.

Each Universal Field that you create for a Universal Template becomes a field in every Universal Task based on the corresponding Universal Task type.
If the Universal Template Field that you create is a Choice (drop-down list) field, you must create the choices.

For detailed information on Universal Templates and Fields, see Universal Templates Overview.

Creating a Universal Template
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Step 1 | From the Administration navigation pane, select Configuration > Universal Templates. The Universal Templates list displays.
Note

1
The System Template column. which does not display by default, identifies any Built-In Universal Templates that have been loaded from the List/Load Built-In Universal Templates server operation.

Below the list, Universal Template Details for a new Universal Template displays.

Dashboards % | Universal Templates %

“ 5 Universal Templates Custom Filter v S Filter.. [©] GoTo New (7 Import Template =]
Name Description Variable Prefix ~ Template Type  AgentType  UpdatedBy  Updated -
E| stonebranch-template-01 sb Script Any ops.admin 2020-03-17 16:07:35-0400
E| stonebranch-template-02 sb Extension Any ops.admin 2021-03-18 11.57:10 -0400
[ stonebranch-template-03 sb Extension Any ops.admin 2021-03-19 11:57:24 -0400
[&] stonebranch-template-04 sb Seript Any ops.admin 2020-03-17 16:14:22 -0400
[ stonebranch-template-05 sb Script Any ops.admin 2020-03-17 16:14:34 -0400
]| I I
~ Universal Template Details [E] save 03 Save &New [T New

Universal Template

— General

HName :
Description

Variable Prefix : E

Ican

Browse... | Nofile selected. PNG image (48 x 48 pixels)

— Universal Template Details

Template Type : Script v

Always Cancel On @]

Agent Type : M Force Finish

— Agent Defaults

Cluster: [
Agent = Agent Variable : [
Credentials : ~ :Credentia\sVamab\e =

Step 2 | Enter/select Details for a new Universal Template, using the field descriptions below as a guide.

® Required fields display in boldface.
® Default values for fields, if available, display automatically.

To display more of the Details fields on the screen, you can either:

® Use the scroll bar.
® Temporarily hide the list above the Details.
® Click the New button above the list to display a pop-up version of the Details.

Step 3 | Click a Save button. The template is added to the database, and all buttons and tabs in the Universal Template Details are enabled.
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Note
!
To open an existing record on the list, either:

® Click a record in the list to display its record Details below the list. (To clear record Details below the list, click the New button that displays above and below the Details.)
® Clicking the Details icon next to a record name in the list, or right-click a record in the list and then click Open in the Action menu that displays, to display a pop-up version of the record Details.

® Right-click a record in the a list, or open a record and right-click in the record Details, and then click Open In Tab in the Action menu that displays, to display the record Details under a new tab on the
record list page (see Record Details as Tabs).

Universal Template Details

The following Universal Template Details is for a new Universal Template, which does not yet contain any user-defined Fields. (See Creating Universal Template Fields for an existing Universal Template
Details containing user-defined fields.)

Depending on the values that you enter / select for these fields, more (or less) other fields may display. See the field descriptions, below, for a description of all fields that may display in the Universal Template
Details.
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Universal Template Details: stonebranch-template-01

Universal Template @ Fields

[F] Update [ Copy (=5 ExportTemplate ¢ Delete

=0

5 Refresh 38 Close

[v.|

— General

Hame : stonebranch-template-01
Description :

Variable Prefix : sb

lcon

|: Browse... :| No file selected.

PMG image (48 x 48 pixels)

— Universal Template Details

Template Type ;| Script
Agent Type : | Any

Use Common
Script o

LinuxUnix Script :

Windows Script

Windows Script

Always Cancel On =l
Force Finish :

Run with Highest
Privileges : o

File Type :
— Agent Defaults
Cluster: [
Agent : Agent Variable : [
Credentials : Credentials |

Variable :

— stonebranch-temoplate-01 Defaults
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Runtime Directory :

Environment  Name Value

Variables :
Mo items to show.

— Result Processing Defaults

Exit Code
Processing :

Exit Codes: 0

Success Exitcode Range v

Automatic Qutput

3 —Maone — v
Retrieval :

— Field Restrictions
Agent Fields : Mo Restriction v Credential Fields : Mo Restriction w

Environment - Exit Code -
Variables Field : Ne Restriction Y Processing Fields : Ne Restriction v

Automatic Output

Retrieval Fields : Mo Restricion v

For information on how to access additional details - such as Metadata and complete database Details - for Universal Templates (or any type of record), see Records.

Universal Template Details Field Descriptions

The following table describes the fields, buttons, and tabs that display in the Universal Template Details.

Field Name Description

General This section contains general information about the template.
Name Name of this Universal Template.
Extension If Template Type is Extension; Python Extension name.
Description

Description of this record. (Maximum = 255 characters.)

Variable Prefix = Variable prefix to append to the default prefix (ops_) for the system-assigned variables that are provided for the user-defined Fields in this Universal Template. The format of a system-
assigned variable is: ops_, followed by the specified Variable Prefix, followed by the underscore character _, followed by the Name (not the Label) of the user-defined Field. For example: o
ps_oebs_user nane.

System-assigned variables are meant to be incorporated into the Script specified for the Universal Template. All system-assigned variables embedded in a Universal Template Script will be
resolved when the Universal Task created from the template executes the Script.
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Icon Icon used for all Universal Tasks based on this Universal Template. The icon displays in the following locations:
® Automation Center Navigation Panetask bar
® Automation Center Navigation Tree Configuration task bar
® Workflow Editor

A default icon displays in the Icon field for every Universal Template (see Universal Template Details, above).

If you want to select a custom icon, click the Browse button and then search and select that icon. Any custom icon must be a PNG image, 48 x 48 pixels.

Note
1
The button that lets you search for an icon file, and the text message alongside it, is browser-dependent. In this example, which shows a Browse... button and No file selected. text, the
browser was Firefox.
After you select a custom icon, the file name for that icon displays next to the Browse button. When you save / update the Universal Template, the icon displays in the Icon field, but the file

name no longer displays.

If you selected a custom icon but want to restore the default icon, right-click anywhere in the Universal Template Details and, in the Action menu, click Restore Default Icon.

Log Level If Template Type is Extension; Log Level for Universal Extension logging. Specify Inherited to inherit the Agent Log Level setting
Universal This section contains assorted detailed information about the template.

Template

Details

Template Type = Type of Universal Template.
Options:
® Script
Universal Template will be executed as a Script.
® Extension
Universal Template will be executed through the Universal Extension framework.
Agent Type Type of Agent on which Universal Tasks based on this template can be run.
Options:
* Any

® Linux/Unix
® Windows

Always Cancel = Specification for whether or not to always perform a Cancel when Force Finishing a Universal Task for this template.
On Force
Finish

Use Common If Template Type is Script and Agent Type is Any; Indication that the specified Script can be executed by both Linux/Unix and Windows Agents.
Script

Script If Use Common Script is enabled; Script to be executed by the specified Agent.

Linux/Unix If Template Type is Script and Agent Type is Linux/Unix or Any (and Use Common Script is not enabled); Script to be executed by the Linux/Unix Agent.
Script
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Windows Script

Windows
Script File Type

Agent
Defaults

Cluster

Broadcast

Agent

Agent Cluster

Agent Variable
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If Template Type is Script and Agent Type is Windows or Any (and Use Common Script is not enabled); Script to be executed by the Windows Agent.
If Template Type is Script and Agent Type is Windows or Any; Type of Windows script to be executed by the Windows Agent.
Options:

bat
cmd
is
psl
py

uapy
vbs

wsf
Other... (any user-specified script file type)

® © & o 0 0 0o o o

This section contains Agent default fields that will display for every Universal Task based on this template.

Indication that selecting an Agent Cluster is required and selecting Broadcast, which lets you select a Cluster Broadcast, is optional. If Cluster is selected, selecting an Agent is not required
unless Agent Variable is selected.

Displays only if Cluster is selected; Indication that selecting a Cluster Broadcast is required. Selecting Broadcast hides the Agent and Agent Cluster fields; you cannot select values for them.
Name of the Agent resource that identifies the machine where the operation will run.

Group of Agents, one of which the Controller will choose to run this task (compare with Cluster Broadcast). You can specify an agent cluster in addition to or in place of a specific Agent. If
you specify an Agent and an agent cluster, the Controller first tries to run the task on the specific agent. If the Agent is not available, the Controller reverts to the agent cluster. See Agent
Clusters for more information.

Indication of whether the Agent field is a reference field for selecting a specific Agent (unchecked) or a text field for specifying the Agent as a variable (checked). Use the format: ${variable
name}. The variable must be a supported type as described in Variables and Functions.

Note

1
When updating multiple Tasks, to change from using an Agent reference to using an Agent variable, you must change the Agent Variable field to Yes and specify the Agent variable in the
Agent Unresolved field. Conversely, to change from using an Agent variable to using an Agent reference, you must change the Agent Variable field to No and specify the Agent reference
in the Agent field.
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Agent Cluster
Variable

Credentials

Credentials
Variable

Cluster
Broadcast

Cluster
Broadcast
Variable

Run with
Highest
Privileges
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Indication of whether the Agent Cluster field is a reference field for selecting a specific Agent Cluster (unchecked) or a text field for specifying the Agent Cluster as a variable (checked). Use
the format: ${ vari abl e name}.

The variable must be a supported type as described in Variables and Functions.

Note

1
When updating multiple Tasks, to change from using an Agent Cluster reference to using an Agent Cluster variable, you must change the Agent Cluster Variable field to Yes and specify
the Agent Cluster variable in the Agent Cluster Unresolved field. Conversely, to change from using an Agent Cluster variable to using an Agent Cluster reference, you must change the Ag
ent Cluster Variable field to No and specify the Agent Cluster reference in the Agent Cluster field.

Credentials under which an Agent runs this task. These Credentials override any Credentials provided in the Agent Details for any Agent running this task.

If the user does not have a login shell, add a - character in front of the runtime credentials name. The Controller will provide a shell for that user and strip the - character from the name.

Indication of whether the Credentials field is a reference field for selecting a specific Credential (unchecked) or a text field for specifying the Credential as a variable (checked). Use the
format: ${ vari abl e nane}.

The variable must be a supported type as described in Variables and Functions.

Note

1
When updating multiple Tasks, to change from using a Credentials reference to using a Credentials variable, you must change the Credentials Variable field to Yes and specify the
Credentials variable in the Credentials Unresolved field. Conversely, to change from using a Credentials variable to using a Credentials reference, you must change the Credentials
Variable field to No and specify the Credentials reference in the Credentials field.

Group of Agents, all of which will run this task (compare with Agent Cluster). If Broadcast is selected for a task, you must select a Cluster Broadcast instead of a specific Agent and/or agent
cluster. Each instance of the task running on its own Agent becomes a separate task instance record in the database and displays separately on the Activity Monitor.

Indication of whether the Cluster Broadcast field is a reference field for selecting a specific Cluster Broadcast (unchecked) or a text field for specifying the Cluster Broadcast as a variable
(checked). Use the format: ${ vari abl e nane}.

The variable must be a supported type as described in Variables and Functions.

If Agent Type is Windows or Any; Execute the task using an elevated privileges token, rather than one subject to User Account Control (UAC) restrictions. An elevated token allows a
process to execute with all the privileges available to its specified credentials. For example, a task executed with an administrative account will behave as though it received permission via
a UAC dialog to perform a privileged operation.

This option will not give a user account privileges that have are not already granted to it. For example, taking ownership of a file is a privileged operation by default. A task will still fail even
with this option selected if it is run with a regular user account that has not been granted the ability to change file ownership.

Note

1
This option only will affect tasks executed on Windows systems that support User Account Control (UAC). It will have no affect on tasks run on Windows releases prior to Vista (for
example, Windows XP, Server 2003).
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This section contains template-specific default fields that will display for every Universal Task based on this template.

Directory from which the application should be executed. Variables supported.

Allows you to enter environment variables needed by the program to run.

To add a variable, click the + icon and enter a Name and Value. To delete a variable, select in the list of variables and click the - icon.

You can add a maximum of 4,000 characters for the combined Names and Values of all variables. The variable is listed in the space underneath.

This section contains assorted detailed information about result processing defaults for this task.

Specifies how the Controller should determine whether the executed command failed or completed successfully.

Options:

Success Exitcode Range

Command is considered completed successfully if its exit code falls within the range specified in the Exit Codes field.

Failure Exitcode Range

Command is considered failed if its exit code falls within the range specified in the Exit Codes field.

Success Output Contains

Command is considered completed successfully if its output contains the text specified in the Scan Output For field.

Failure Output Contains

Command is considered failed if its output contains the text specified in the Scan Output For field.

Step Conditions (z/OS only)

Command is considered completed successfully/failed if any of its specified condition codes falls within the range specified under the Step Conditions tab (see Creating Step Conditions

).

Required if Exit Code Processing = Success Output Contains or Failure Output Contains; type of output.

Options:

Standard Output (STDOUT)
Standard Error (STDERR)
File

Extension

If Output Type is Extension; Output type that the Result Processing mechanism should assume when evaluating the output.

If the expected output is XML or JSON, it is valid to specify Text. However, when specifying XML or JSON, the output must be XML or JSON respectively; otherwise, the parsing will fail and
the path expression evaluation will return no matches.

XPath Expression if Content Type is XML, or the JsonPath Expression if Content Type is JSON, to be used when evaluating the Extension output.

If Output Type is Extension; Condition Operator to evaluate in combination with the specified condition Value.
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Value If Output Type is Extension; Condition Value to evaluate in combination with the specified condition Operator.
Strategy If Content Type is XML or JSON; Strategy to take when applying the condition Operator and Value against the Path Expression matches when Content Type is XML or JSON.
Auto Cleanup Enables the auto cleanup of Extension output upon task instance completion or, if the task instance is within a workflow, when the top level workflow instance completes.

Scan Output
For Required if Exit Code Processing = Success Output Contains or Failure Output Contains; text for which the Controller should scan the output file. The Controller will process this field as a
regular expression.

Output File (for
Exit Code Required if Output Type = File; path and file name of the output file that should be scanned for the text in the Scan Output For field.
Processing)

Exit Codes
Required if Exit Code Processing = Success Exitcode Range or Failure Exitcode Range; range of exit codes. Format: Numeric. Use commas to list a series of exit codes; use hyphens to
specify a range. Example: 1,5, 22-30.

Variables are supported.

Automatic
Output Specifies whether you want the Controller to automatically retrieve any output from the job and attach it to the task instance record.
Retrieval

The Task Automatic Output Retrieval Default Universal Controller system property specifies the default value for this field.

Options:

®* None
Do not attach any output to the task instance record.
® Standard Output
Attach all standard output.
® Standard Error
Attach standard error output.
® File
Attach the file specified in the Output File field.
® Standard Output/Error
Attach all standard output and standard error output.

Note
1
Tasks specifying Automatic Output Retrieval will fail with Start Failure if the Agent Output Prohibited field is true in the Details of the specified Agent.

Wait For
Output If Automatic Output Retrieval = Standard Output, Standard Error, File, or Standard Output/Error, and Failure Only is not enabled (checked); Specification that the task should wait for the
requested output before completing.

Failure Only
If Automatic Output Retrieval = Standard Output, Standard Error, File, or Standard Output/Error, and Wait For Output is not enabled (checked); Indication for whether output should be
retrieved on task failure only.
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If Automatic Output Retrieval = Standard Output, Standard Error, File, or Standard Output/Error; Instructs the Controller to retrieve data beginning at the line indicated.

® |fa Start Line value is not specified, the default is 1.
® |f the Start Line value is -1, data will be retrieved starting at the end of the file.

If Automatic Output Retrieval = Standard Output, Standard Error, File, or Standard Output/Error; Allows you to limit the retrieved data to the number of lines specified. If a Number of Lines
value is not specified, the default is the value of the Retrieve Output Default Number Of Lines Universal Controller system property.

If Automatic Output Retrieval = Standard Output, Standard Error, File, or Standard Output/Error; Regex pattern that the Controller will search for a match for in STDOUT/STDERR or a
specified file. The Controller will include the Number of Lines above and below the first line matched.

if the Regex pattern is not found, the following message is returned: OPSWISE WARNING - Scan text string not found.
Required if Automatic Output Retrieval = File; path and file name containing the output that you want automatically retrieved and attached to the task instance.

This section lets you specify how fields in the Defaults section of the Universal Template are displayed in Universal Tasks based on the template.

The Field Restrictions section places the fields in the Default section into five groups, as shown below: Agent, Credential, Environment Variables, Exit Code Processing, Automatic Output
Retrieval. All fields in a field group share the same restriction.

The Restriction options are the same for each field group:
® No Restriction
No restrictions apply to any fields in this group. {This is the default selection for all field groups.)
® Read Only
All fields in the field group display as Read Only in the Universal Task.
® Hidden
All fields in the field group are hidden in the Universal Task.
Note
1
If the Preserve Value If Hidden field is enabled for a hidden field:
® The value of that field will not be reset upon an update.
® Any variable related to that field will resolve to the field value.

Restriction for the following Agent fields: Agent, Agent Variable, Agent Cluster, Agent Cluster Variable, and Cluster Broadcast.

Restriction for the following Credential fields: Credentials, Credentials Variable, Run with Highest Privileges, and Runtime Directory.

Restriction for the following Environment Variable field: Environment Variables.

Restriction for the following Exit Code Processing fields: Exit Code Processing, Exit Codes, Output Type, Scan Output for, and Output File.
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Automatic Restriction for the following Automatic Output Retrieval Fields: Automatic Output Retrieval, Wait For Output, Failure Only, Start Line, Number of Lines, Scan Text, and Automatic Output File.
gg:ﬁg:/al Fields
Metadata This section contains Metadata information about this record.
uuID Universally Unique Identifier of this record.
Updated By Name of the user that last updated this record.
Updated Date and time that this record was last updated.
Created By Name of the user that created this record.
Created Date and time that this record was created.
Extension SHA-256 checksum for the Python Extension Archive.
Checksum
Extension Version of the Extension.
Version

Extension API API level that the Extension is compatible with.
Level

Extension Python version(s) that the Python Extension Archive is guaranteed to be compatible with.
Requires
Python

Extension List of paths to add to the search path for Python modules.
Python Extra
Paths

Extension Author of the Extension.
Owner

Extension Organization of the Author.
Organization

Extension (Any comments about the Extension.)
Comments
Buttons This section identifies the buttons displayed above and below the Universal Template Details that let you perform various actions.
Save Saves a new Universal Template record in the Controller database.
Save & New Saves a new Universal Template record in the Controller database and redisplays empty Details so that you can create another Universal Template.
Save & View Saves a new Universal Template record in the Controller database and continues to display that record.
New Displays empty (except for default values) Details for creating a new record.
Update Updates the Universal Template record in the Controller database.
Delete Delete the currently open Universal Template.
Refresh Refreshes any dynamic data displayed in the Universal Template Details.
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Close For pop-up view only; closes the pop-up view of this Universal Template.

Tabs This section identifies the tabs across the top of the Universal Template Details that provide access to additional information about the template.
Fields Allows you to create the user-defined fields that will display in the Universal Tasks based on this template.

Commands If Template Type is Extension; additional commands (operations) supported against a task instance (see Creating Commands,

Creating Universal Template Fields

Universal Template Fields are assigned variables to be used in the Universal Template script and placed in the Details of any Universal Task based on the Universal Template.

Step 1 = From the Administration navigation pane, select Configuration > Universal Templates. The Universal Templates list displays.

143 |/ uc-71-admin


https://docs.stonebranch.com/confluence/display/UC71x/Universal+Templates+Overview#UniversalTemplatesOverview-UniversalTemplateFields
https://docs.stonebranch.com/confluence/display/UC71x/Navigator#Navigator-Administration

Universal Controller 7.1.x Administration

Step 2

Open an existing Universal Template for which you want to create Fields.

Universal Template Details: Oracle EBS

Universal Template @ Fields

[E] update [Ty Copy i) Delete

5| Refresh 38

=63

Close

r General
Name: Oracle EBS

Variable Prefix: oebs

lcon:

Browse...

Description - Oracle E-Business Suite Tasks

No file selected

PNG image (48 x 48 pixels)

— Universal Template Details

Agent Type : | Linux/Unix

LinuxUnix Script

concsub ${credentialuser ("${ops_oebs_appscredential}”)}
/8{credentialPud("${ops_oebs_appscredentiall}l")} \
“${ops_oebs_respapp}” ${ops_oebs_respname} ${ops_oebs_username}
WATIT+Y CONCURRENT FND FNDFMRTC %,

PROGRAM_NAME= '"${ops_oebs_progname}

— Agent Defaults
Cluster: [7]

Credentials :

Agent: | ga-cntir-mysqgl.stone.branch - ga-cntir-mysql

. : Agent Variable: [

M= Credentials &

= Variable

— Oracle EBS Defaults
Runtime Directory :

Enviranment | Name

Variables :

Value

No tems to show.

— Result Processing Defaults
Exit Code
Processing :

Exit Codes: 0

Automatic Qutput

Retrieval : |~ 018~

Success Exitcode Range

r— Field Restrictions
Agent Fields : |No Restriction

Environment
Variables Field
Automatic Cutput
Retrigval Fields :

Mo Restriction

Mo Restriction

Credential Fields . No Restriction

Exit Code —
Processing Fields Na Restriction

144 | uc-71-admin



https://docs.stonebranch.com/confluence/display/UC71x/Records#Records-OpeningaRecord

Universal Controller 7.1.x Administration

Step 3 | Click the Fields tab to display the Fields list.
Universal Template Details: Oracle EBS (63
Universal Template @ Fields
5 Fields New ]
Name Label Type  Mapping Add To Default List View  UpdatedBy  Updated
[F] appscredential Oracle Application Credential Tedt  TextField1 No ops.admin 2016-08-22 16:11:49 0400
[=] respapp Respansibility Application Tet  TextField2 No aps.admin 2016-08-22 16:12:37 -0400
D respname Responsibily name Text Text Field 3 No ops.admin 2016-08-22 16:13:00 -0400
D usermame Application User Text Text Field 4 No ops.admin 2016-08-22 16:13:15 -0400
l:l progname Program Name Choice Choice Field 1 Yes ops.admin 2016-08-22 16:16:13 -0400
Step 4 | Click the New button to display Field Details for a new Field.
Field Details =l=lx
[l Save [ Save &Mew [[j Save &View $£ Close
Field
— General
Name : Label:
Hint
Add To Default List
View =
r— Field Details
Type: Text Mapping : | Text Field 1 v
Default Value
— Validation
Required: []
Require IfField: —None —
Show IfField . —None —
Length
— Form Layout
StartRow : [ Column Span: |1 v
EndRow - [7]
Step 5 | Enter/select Details for a new Field, using the field descriptions below as a guide.
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Step 6 | Click a Save button. The Field is added to the list of Universal Template Fields.

If you click the Save or Save & View button after creating a Choice Field (Type = Choice), the Choices tab (under which is an empty Choices list) is enabled, and an empty Choice Details automatici
your first Choice.

If you click the Save & New button after creating a Choice Field, in order to create one or more other Fields, you will have to manually open that Choice Field, click the enabled Choices tab, and ther
your first Choice.

Field Details Field Descriptions

The following table describes the fields, buttons, and tabs that display in the Field Details.

Field Description

Name

General This section contains general information about the Field.

Name Name of this Field in the Controller database. (Name is used as the suffix for the Universal Template Variable based on this Field.)

® Maximum 28 characters.
* Name must begin with an alphabetic character and can consist of: alphabetics (a-z, A-Z), numerics 0-9, _ (underscore).
® White spaces are not permitted.
® Names are not case-sensitive.

Label Name of this Field to be displayed in the Controller user interface.
Hint Field hint for this Field in the Controller user interface.
Add To If enabled; Specification that the Label of this Field will display, by default, in the list of Universal Tasks based on this template.
Default List
View
Field This section contains detailed information about the Field.
Details
Type Field type for this Field.
Options:
® Text (default)
® Integer
® Boolean
® Choice
® Credential
® Script
® Array
® Float
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Text Type For Extension-based Universal Templates only; Content type of Text field:

® Plain
* JSON
* YAML

Restriction If Type is Text, Integer, or Boolean:
Options:

® No Restriction
® Output Only

Mapping Field, from a pool of available fields provided for use in a Universal Template, that this Field is mapped to.
Options:

If Type is Text: Text Field 1 - Text Field 20, Large Text Field 1 - Large Text Field 2.
If Type is Integer: Integer Field 1 - Integer Field 10.

If Type is Boolean: Boolean Field 1 - Boolean Field 10.

If Type is Choice: Choice Field 1 - Choice Field 15.

If Type is Credential: Credential Field 1 - Credential Field 6.

If Type is Script: Script Field 1 - Script Field 2.

If Type is Array: Array Field 1 - Array Field 4.

If Type is Float: Float Field 1 - Float Field 4.

Note

1
A field (from the pool of fields provided for use in a Universal Template) that is mapped to a Universal Template Field is not available to be mapped to any other Universal Template Field.
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Default
Value

Boolean
Value Type

Yes Value:
No Value:

Choice Sort
Option

Allow Empty
Choice

Allow
Multiple
Choices

If Type is Text, Integer, Choice, or Float; Default value for this Field. (Text and Choice: Maximum length = 255; Large Text: Maximum Length = 4000, Integer: Maximum length = 11; Float:
maximum length = 17.)

Also if Type is Choice; In order for a Choice to display as the default for this Field in the Universal Task Details, Default Value must be the Choice Value, not the Choice Label.
If Type is Boolean; Specification (a check mark) that the Yes value for this field is the default.
If Type is Credential; Default Credential to be used for this Universal Template Field. You can select a Credential from the Default Value drop-down list or click the Details icon next to the

Default Value field to create a new Credential.

Note

1
Since only Resolvable Credentials can be embedded in a Universal Template script, only Resolvable Credentials display in the Default Value drop-down list for a Credential. If you click the
Details icon to create a new Credential, Resolvable is pre-selected for the Type field in the Credential Details and cannot be changed.

If Type is Script; Default Script to be used for this Universal Template Field. You can select a Script from the Default Value drop-down list or click the Details icon next to the Default Value field
to create a new Script.
Note
1

Since only Data Scripts can be embedded in a Universal Template script, only Data Scripts display in the Default Value drop-down list for a Script. If you click the Details icon to create a new
Script, Data is pre-selected for the Type field in the Script Details and cannot be changed.
If Type is Array; There is no default.
If Type is Boolean: Type of Boolean value for this Field.
Options:

® true/false (default)

* 1/0

® Custom
If Boolean Value Type is Custom; Boolean Yes value for this Field. (Maximum length = 255 characters).
If Boolean Value Type is Custom; Boolean No value for this Field. (Maximum length = 255 characters).
If Type is Choice; Specification for how Choices will be listed in the Choice field drop-down list in the Universal Task Details.
Options:

® Sequence: Choices will be displayed in the sequence they were created. You can change this sequence manually on the Choices list.
® Label: Choices will be displayed alphabetically by Label.

Default is Sequence.

If Type is Choice; Specification for whether or not an empty (blank) option is available for this Choice field in any Universal Task based on this template, allowing the user to clear the value of
this field.

If Type is Choice; Specification for whether or not more than one choice can be selected at a time. When multiple choices are selected, the built-in field variable will resolve to a comma-
delimited String of choice values.
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Name Title
Value Title
Restriction
Preserve

Output On

Re-run

Dynamic
Choice

Dependent
Fields

Validation

Required

Require If
Field

If Type is Array; Option to change the default Name column for the Array field on any Universal Task based on this template to any other column title (for example, Customer Name).
If Type is Array; Option to change the default Value column for the Array field on any Universal Task based on this template to any other column title (for example, Customer ID).

If Type is Text, Integer, Boolean, or Float; Specification for whether or not to place an Output Only restriction on the field, which will render it as read-only on a Universal Task Instance Details
but not shown on the Universal Task Details.

If Restriction specifies Output Only; Specification for whether or not an Output Only field should preserve its value on a Re-run instead of being cleared.

If Type is Choice; Specification that the field will request its choices dynamically from the Extension.
If Dynamic Choice is specified; Fields that should be included when requesting the dynamic choices.

This section contains validation information about the Field.

If Type is Text, Integer, Credential, or Script; Specification for whether this Field in the template is required (checked) or optional (not checked). If it is required, it will display in boldface in any
Universal Tasks based on this template.

Note

1
If you modify a Universal Template Field to add a Required condition, review and assign an appropriate field value to any Universal Tasks that are no longer in compliance to avoid a Start
Failure.

If Required is not checked and a Show If Field is not specified; Specification that this Field in the template will be required in any Universal Tasks based on this template if the Choice Field
(Choice Field 1-15) or the Boolean Field (Boolean Field 1-10) selected as the Require If Field has a value corresponding to the value(s) defined in the Require If Field Value(s) field.

The Require If Field Value(s) field is not available until you make a Require If Field selection.
Options:

® --None --
® Boolean Field 1 - Boolean Field 10.
® Choice Field 1 - Choice Field 15.

Note

1
If you modify a Universal Template Field to add or augment a Require If Field condition, review and assign an appropriate field value to any Universal Tasks that are no longer in compliance
to avoid a Start Failure.

149 / uc-71-admin


https://docs.stonebranch.com/confluence/display/UC71x/Creating+a+Universal+Task#CreatingaUniversalTask-UniversalTaskDetails
https://docs.stonebranch.com/confluence/display/UC71x/Creating+a+Universal+Task#CreatingaUniversalTask-UniversalTaskDetails

Universal Controller 7.1.x Administration

Require If If Require If Field is a Choice field, Require If Field Value(s) is a comma-separated list of Choice values.
Field Value
(s) For example:
Require If Field Value Description
(s)
1 Field is required if the Require If Field has a choice value of 1 selected.
1,2 Field is required if the Require If Field has a choice value of 1 or 2 selected.

Field is required if the Require If Field has the empty choice selected.

1 Field is required if the Require If Field has the empty choice selected or a choice value of 1 selected.
1,2 Field is required if the Require If Field has the empty choice selected or a choice value of 1 or 2
selected.

If Require If Field is a Boolean field, Require If Field Value(s) is either true or false.

Show If Field | If Required is not checked and a Require If Field is not specified; Specification that this Field in the template will be visible in any Universal Tasks based on this template if the Choice Field
(Choice Field 1-15) or the Boolean Field (Boolean Field 1-10) selected as the Show If Field has a value corresponding to the value(s) defined in the Show If Field Value(s) field.

The Show If Field Value(s) field is not available until you make a Show If Field selection.
Options:
® --None --

® Boolean Field 1 - Boolean Field 10.
® Choice Field 1 - Choice Field 15.

Show If
Field Value If Show If Field is a Choice field, the Show If Field Value(s) is a comma-separated list of Choice values.

(s)

For example:

Show If Field Value(s) Description
1 Field is visible if the Show If Field has a choice value of 1 selected.
1,2 Field is visible if the Show If Field has a choice value of 1 or 2 selected.
Field is visible if the Show If Field has the empty choice selected.
1 Field is visible if the Show If Field has the empty choice selected or a choice value of 1 selected.

1,2 Field is visible if the Show If Field has the empty choice selected or a choice value of 1 or 2 selected.

If Show If Field is a Boolean field, the Show If Field Value(s) is either true or false.
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Require If If Show If Field is not - - None - -; If selected, specification that the Field is required if it is visible (see Show If Field).
Visible
Note

1
If you modify a Universal Template Field to add a Require If Visible condition, review and assign an appropriate field value to any Universal Tasks that are no longer in compliance to avoid a
Start Failure.

No Space If | If Show If Field is not - - None - -; If selected, specification that a space should not be reserved in place of the hidden field.

Hidden
Preserve If Show If Field is not - - None - -; If selected, specification that the value of this field should be preserved if the field is hidden.
Value If
Hidden Note
1
A Field with Preserve Value If Hidden = true will be validated even if the Field is hidden.
Also, if a Field's Show If Field or Require If Field specifies a field (for example, Boolean Field 1) that has Preserve Value If Hidden = true, when validating whether the Field is visible or
required, Boolean Field 1's value is considered visible.
Length If Type is Text or Integer; Length of this Field.
Maximum Lengths:
® Text=255
® Large Text = 4000
® Integer =11
Minimum If Type is Integer; Minimum value for this field.
Maximum If Type is Integer; Maximum value for this field.
Eorm This section contains information about the location of this Field in the Details of Universal Tasks based on this template.
Layout
Note
1
All user-defined Fields in a Universal Template will be located between the Credentials Variable and Runtime Directory fields in the Details section of Universal Tasks based on this template.
Start Row If enabled; Specification that this Field will start a new row.
End Row If enabled; Specification that this Field will end the current row.
Column Number of columns (width) in the Universal Task Details for this Field.
Span
Options:
1
* 2
*3
Default is 1.
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Sequence For existing Fields only; System-defined; Sequence of this Field among all user-defined Universal Template Fields to be displayed in the Universal Task Details. Starting sequence is 0 for the
first defined Field.

Note
1
You can change the Sequence of user-defined Universal Template Fields by dragging them to new locations on the Fields list.

Metadata This section contains Metadata information about this record.

uuID Universally Unique Identifier of this record.
Updated By = Name of the user that last updated this record.
Updated Date and time that this record was last updated.

Created By Name of the user that created this record.

Created Date and time that this record was created.
Buttons This section identifies the buttons displayed above and below the Field Details that let you perform various actions.
Save Saves a new Field record in the Controller database.

Save & New = Saves a new Field record in the Controller database and redisplays empty Details so that you can create another Field.

Save & View = Saves a new Field record in the Controller database and continues to display that record.

New Displays empty (except for default values) Details for creating a new Field.
Update Updates the Field record in the Controller database.
Delete Delete the currently open Field.

Note

1
You cannot delete a field if it is the only field in the Template.

Refresh Refreshes any dynamic data displayed in the Field Details.
Close Closes the Field Details.

Tabs This section identifies the tabs across the top of the Field Details that provide access to additional information about the Field.
Choices If Type is Choice; Allows you to define the Choices for this Field in the template.

Creating Universal Template Field Choices

If you created a Choice Field (Type = Choice) for a Universal Template, you must create Choices for that Choice Field that will display in a drop-down list in all Universal Tasks based on this Universal Template.

® |f you click the Save button after creating the Choice Field, the Choices tab (under which is an empty Choices list) is enabled, and an empty Choice Details automatically displays, which lets you create
your first Choice.

® [f you click the Save & New button after creating a Choice Field, so that you can immediately create one or more other Fields, you will have to manually open that Choice Field, click the enabled
Choices tab, and then click the New button to create your first Choice.
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The following procedure assumes that you have created a Choice Field but not yet created any Choices for it.

Step 1 | Onthe Fields list for the Universal Template, open the Choice Field (Type = Choice) whose Choices you want to create.

Field Details: choice1 =|[=|[%

[ Update ¢ Delete || Refresh & Close

Figld @ Choices
— General
Name: choice1 Label: Choice1
Hint -
Add To Default List
View: o
— Field Details
Type : Choice v Mapping : |Choice Field 1 )

Default Value

Allow Empty Allow Multiple
Chuoice : o Choices al
Choice Sort Option : | Sequence v
— Validation
8how If Field : |- None — ¥

r— Form Layout
StartRow: [0] Column Span : |1 v
EndRow: []

Sequence 3

Step 2 | Click the Choices tab to display an empty Choices list.

Field Details: progname = =)(F3
Field Choices
0 Choices New -]
Value Label Updated By ~ Updated

No items to show.

Step 3 | Click New to display Choice Details for a new Choice.

Choice Details = (=[x
[E] save 3y Save & Mew Save & View 3£ Close

Choice

Details
Value :
Use Value For Label - []

Label :
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Step 4 | Enter Details for a new Choice Field, using the field descriptions below as a guide.

Step 5 | Click a Save button. Each Choice that you define is added to the Choices list.

Choice Details Field Descriptions

The following table describes the fields, buttons, and tabs that display in the Choice Details.

Field Name

General
Value
Use Value For Label
Label

Sequence

Metadata
uuID
Updated By
Updated
Created By
Created

Buttons
Save
Save & New
Save & View
New

Update
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Description

This section contains general information about the Field.

Value of this Choice. (Maximum length = 255 characters.)
If the Value field value is 50 characters or less; Use the Value field value as the Label field value (which is a maximum 50 characters).
If Use Value For Label is not checked; Name that will display for this Choice in the drop-down list on a Universal Task. (Maximum = 50 characters.)

For existing Choices only; System-defined sequence of this Choice among all Choices defined for this Field. Starting sequence is 0 for the first defined Choice.

Note

1
If you select Sequence in the Choice Sort Option field in the Details for this Choice Field, you can sort the Choices by clicking and dragging them to any position on the Choices List.
In the Details of any Universal Task based on this Universal Template, the Labels for these Choices will display in the Choice Field drop-down list in the order you select.

This section contains Metadata information about this record.

Universally Unique Identifier of this record.
Name of the user that last updated this record.
Date and time that this record was last updated.
Name of the user that created this record.

Date and time that this record was created.

This section identifies the buttons displayed above the Choice Details that let you perform various actions.

Saves a new Choice record in the Controller database.

Saves a new Choice record in the Controller database and redisplays empty Details so that you can create another Choice.
Saves a new Choice record in the Controller database and continues to display that record.

Displays empty (except for default values) Details for creating a new Choice.

Updates the Choice record in the Controller database.
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Delete Deletes the currently open Choice.

Note
1
You cannot delete a Choice if it is the only Choice for the Field.

Refresh Refreshes any dynamic data displayed in the Choice Details.

Close Closes the Choice Details.

Creating Commands

Commands allow you to define additional operations against a task instance.

Command Details =||=|[x%
[E] save 03 save &Mew [ Save & View 3 Close

Command

— Details
Name :

Label :

Supported -
Status(es):

Dependent Fields : v
Timeout (Seconds)

Execution Option : | In Process v Asynchronous : []

Command Details Field Descriptions

The following table describes the fields and buttons that display in the Choice Details.

Field Description

Name
Name Unique name of this command, adhering to the same naming convention as a Universal Template field name.
Label User-friendly display name for the command, to be displayed within the client.

Supporte = Task instance status(es) that the dynamic command should be enabled for.
d Status
(es)

Depende | Universal Template fields (if any) that are required by the command. The values of those fields are included in the command request.
nt Fields
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Timeout Optional command timeout, in seconds, if the command requires longer than the System-level default of 60 seconds.

(Seconds)
If the Controller (server) does not receive a command response from the Extension prior to the timeout being reached, a timeout message will be sent to the client (user interface), and displayed
in the console. However, the server-side handling of the command response, like the persistence of command output, will still be handled by the server after the timeout occurs.

Execution = Specification for whether the command runs out-of-process execution or in-process execution.
Option
Options:

® Qut Of Process
® In Process

Default is Out Of Process.

Asynchro | If Execution Option is In Process; Specification for whether the command runs synchronously or asynchronously.
nous

Buttons This section identifies the buttons displayed above and below the Field Details that let you perform various actions.

Save Saves a new Field record in the Controller database.
Save & Saves a new Field record in the Controller database and redisplays empty Details so that you can create another Field.
New

Save & Saves a new Field record in the Controller database and continues to display that record.
View

Close Close the Command Details.

Command Permission

Users must have Universal (or ALL) command permission and Read permission for the Universal Task Instance, assigned by the Task Instance permission type, for authorization to execute a Universal
dynamic command.

Command Output

Optionally, a dynamic command can return output in the response, which would be displayed immediately to the user who issued the command.
A user can view the output generated by the command later by going to the Task Instance>Output tab.

The Type will show as COMMAND, and to allow for better correlation, a new Command Name field will display the label of the command that generated the output.
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Copying Universal Templates

Overview

Copying One or More Universal Templates from a Universal Templates List
Copying a Universal Template from the Universal Template Details

Copy Permissions

Overview

You can make copies of all Universal Controller records, including Universal Templates, using the standard method for Copying a Record: selecting Insert on the Action menu.
However, you also can use the Copy action on the Universal Template Action menu or the Copy button in the Universal Template Details.
Copying a Universal Template will copy the following:

® Universal Template record.
® Universal Template Field records for the Universal Template parent record.
® Universal Template Field Choice records for the Choice type Universal Template Field parent records.

Copying One or More Universal Templates from a Universal Templates List

Step 1 | From the Administration navigation pane, select Configuration> Universal Templates to display the Universal Templates list.

Step 2 | Locate the Universal Template(s) you want to copy (see Filtering).
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Step 3 | Copy the Universal Template(s):
Copy One Universal Template

1. Right-click the Universal Template Name.
2. On the Action menu, select Copy. A Copy Universal Template pop-up dialog displays.

Copy Universal Template = ||

Enter a new name for the Universal Template and click Submit.

Name : stonebranch-template-01 - Copy

Submit Cancel

3. Enter a new name for the Universal Template.
4. Click Submit to create a copy of the Universal Template.

Copy Multiple Universal Templates

. Ctrl-Click the Universal Templates you want to copy.
. Right-click any of the selected Universal Templates.

. On the Action menu, select Copy.
On the Confirmation pop-up that displays, click OK. The copied Universal Templates are added to the list, with - Copy added as a suffix to the Universal Template Name for each Universal

Template. If a Universal Template with that - Copy name already exists, another copy is not created.

B WNE

Copying a Universal Template from the Universal Template Details

Step 1 | Select a Universal Template from the Universal Template list. The Universal Template Details for that Universal Template displays.
Step 2 | Either:

® Click the Copy button.
® Right-click the Details to display the Action menu, and then click Copy.

A Copy Universal Template pop-up dialog displays.

Copy Universal Template - [

Enter a new name for the Universal Template and click Submit.

Hame : stonebranch-template-01 - Copy

Submit Cancel

Step 3 | Enter a new name for the Universal Template.
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Step 4 | Click Submit to create a copy of the Universal Template.

Copy Permissions

To copy a Universal Template, you must have either the ops_admin or ops_universal_template_admin role.
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Built-In Universal Templates

® Introduction
® Available Built-In Universal Templates

Introduction

Specific Universal Templates are delivered with the Universal Controller installation package.

These Built-in Universal Templates are delivered READ ONLY:; if you require changes to a Built-In Universal Template, you have to copy the Built-in Universal Template to create a new Universal Template,
which you then can edit with the ops_universal_template_admin security role. Stonebranch does not provide support or updates for new Universal Templates created from the Built-in Universal Templates.

To use a Built-In Universal Template, you first must load it from the List/Load Built-In Universal Templates Server Operation.

Open source Universal Templates will continue to be made available via the Stonebranch Marketplace. Customers can access the the Stonebranch Marketplace from the Stonebranch Customer Portal.

Available Built-In Universal Templates

The following tabled identifies the Built-In Universal Templates that are available for Universal Controller release 6.9.0.0.
The Name of each Universal Template is a link to a separate page containing detailed information about that template.

(For additional information about Universal Templates, see Universal Templates.)

Name Description Available from Release
UAC - SSH Tasks Execute Command or Script on Remote SSH Server with no UC Agent Installed, Remote Server Requires an SSH Server. | UC 6.8.0.0
UAC - UDM Gateway Tasks = UDM Gateway Integration Tasks. UC 6.8.0.0
UAC - Docker Image Universal Task to manage Docker Images, Build, Remove, Pull, Push, and Tag Functions. UC 6.9.0.0
UAC - Docker Container Universal Task to manage Docker Containers, Run, Create, Start, Stop and Remove Functions. UC 6.9.0.0
UAC - Docker Compose Universal Task for Docker Compose Functions, Build, Up, Down, Start, Stop Functions. UC 6.9.0.0
UAC - Powershell Universal Task to Run Powershell Scripts. UC 6.9.0.0
UAC - Kubernetes Kubernetes List (Get), Create, Delete and Replace Functions. UC 6.9.0.0
UAC - UA Install Install UA via SSH Server, Download UA install from SB Website. UC 6.9.0.0
UAC - Remote Controller Run Task or Workflow on a Remote Universal Controller. UC 6.9.0.0
UAC - UC Report Run a Universal Controller report and deliver output to a specified server and file location. UC 6.9.0.0
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UAC - SSH Tasks

® Overview
® Example Output
® Universal Task Details Fields

Overview

Universal Task to run a command or Universal Controller "data" script on a remote ssh server.
Enables the execution of commands and scripts from the Universal Controller script library on a remote Unix. Linux, or Windows SSH server.

The Universal Task will end with the exit code from the remote command / script.

Both stdout and stderr from the remote task are returned to the Universal Task's stdout. Stderr is used for messages from the Universal Task itself.
Requires Python 3.6 or higher with the ssh2-python module installed. Tested with the Universal Agent bundled Python distribution.

You can set different log-levels for the Universal task, providing you more or less information to suit your needs.

An SSH task is unable to provide the following functionality that is available for tasks that execute on a Universal Agent.

No Agent visibility, status, or alerting is available

The remote command or script cannot be cancelled from the controller Ul, cancelling the SSH task will only cancel the Universal Task Python script that is initiating the SSH session
No fault tolerant functionality

No clustering, load balancing, or broadcast functionality

The Universal Task performs the following:

1. Connects to the Remote SSH Server
2. Authenticates to the Remote SSH Server via Userid and Password or SSH Public Key.
3. Execute Command on SSH Server or Transfer UC Data Script to Remote SSH Server and Execute.

Example Output
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Universal Task Details Fields

Field Label Description Example Required
Remote SSH Server Specify the Hostname for the Remote SSH Server mysshserver | Y
Remote SSH Port Specify the SSH port for the Remote SSH Server 22 Y
Remote SSH Credential | Select the Credential Definition to access the Remote SSH Server. Y

If the Credential specifies a Key Location, Public Key Authentication will be performed.

Command or Script Specify whether to execute a Command, or Transfer and Execute a UC Data Script. Y
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Command Command To be Executed on the Remote SSH Server Is -la Y (If Command or Script = Command)

Script UC Data Script to be transferred and Executed on the Remote SSH server Y (If Command or Script = Script)
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UAC - UDM Gateway Tasks

® Overview
® Example Output
® Universal Task Details Fields

Overview

For integration of WLA / Job Scheduling with the UDM Gateway File Transfer solution. Universal Controller customers can implement the provided Universal Task.

Universal Task (requires Universal Controller version 6.7.0.0 or higher).

Uses the UDM Gateway Rest API (requires UDM Gateway Version 11 or higher).

Requires Python 3.6 or higher with the requests module installed. Tested with the Universal Agent bundled Python distribution.
Stdout returns information from the UDM Gateway. Stderr is used for messages from the Universal Task / Script itself.

You can set different log-levels, providing you more or less information to suit your needs.

The Universal Task can automate the following UDM Gateway functions:

PGP Encrypt

PGP Decrypt

Run a UDM Gateway Trigger

SFTP File Upload

SFTP File Download

Trading Partner File Upload

Trading Partner File Download

Trading Partner File Upload using a Regex or Generic Filename Pattern
Trading Partner File Download using a Regex or Generic Filename Pattern

The Universal Task performs the following:

. Login to UDM Gateway Server

. Check UDM Gateway Server Version

. Create Temporary UDM Gateway Trigger with a unique name to perform the desired action. Except Run Trigger which copies the existing trigger to the temporary trigger.
Run Temporary UDM Gateway Trigger.

Get Temporary UDM Gateway Trigger Status

. Delete Temp Trigger

. Retrieve Trigger Log

. Close UDM Gateway Session

ONOUTAWN P

Example Output
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Universal Task Details Fields

Function = PGP Encrypt
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Field Label

UDM Gateway Server
UDM Gateway Credential

UDM Gateway Domain

Function

Encrypted File Name

Plain Text File Name

PGP Key

Delete Source File

Compress

Logging Level

Description

Specify the URL for the UDM Gateway Server

Select the Credential Definition to access the UDM Gateway Server
UDM Gateway Server Domain

Select the PGP Encrypt Function

The name of the target encrypted file

The name of the source plaintext file

PGP Key to use for encryption

Specify if the source plaintext file is deleted

Specify if the target encrypted file is compressed
Controls messages issues from the Universal Task Script
None

Info

Debug

Warning
Critical

Function = PGP Decrypt

Field Label

UDM Gateway Server
UDM Gateway Credential

UDM Gateway Domain

Function

168 /
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Description
Specify the URL for the UDM Gateway Server
Select the Credential Definition to access the UDM Gateway Server
UDM Gateway Server Domain

Select the PGP Decrypt Function

Example

https://localhost:11880

Local

/demo/my-data.pgp

/demo/my-data.txt

secret: LocalDemo <stonebranch.demo@stonebranch.com>

None

Example

https://localhost:11880

Local

< < < < <|< =< <|=< =<

< < =< <

Required

Required


https://localhost:11880
mailto:stonebranch.demo@stonebranch.com
https://localhost:11880
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Encrypted File Name
Plain Text File Name
PGP Key

Delete Source File

Logging Level

The name of the target encrypted file

The name of the source plaintext file

PGP Key to use for encryption

Specify if the source plaintext file is deleted

Controls messages issues from the Universal Task Script
None

Info

Debug

Warning
Critical

Function = Run Trigger

Field Label

UDM Gateway Server
UDM Gateway Credential
UDM Gateway Domain
Function

Trigger Name

Logging Level

Description

Specify the URL for the UDM Gateway Server

Select the Credential Definition to access the UDM Gateway Server
UDM Gateway Server Domain

Select the Run Trigger Function

Provide the name of an existing UDMG Trigger

Controls messages issues from the Universal Task Script

None
Info
Debug
Warning
Critical

Function = SFTP Upload

169 / uc-71-admin

/demo/my-data.pgp

/demo/my-data.txt

secret: LocalDemo <stonebranch.demo@stonebranch.com>

None

Example

https://localhost:11880

Local

Test Trigger

None

< < < < . =<|=<

Required

< < < =<|<


mailto:stonebranch.demo@stonebranch.com
https://localhost:11880/

Universal Controller 7.1.x Administration

Field Label Description Example Required
UDM Gateway Server Specify the URL for the UDM Gateway Server https://localhost:11880 | Y
UDM Gateway Credential | Select the Credential Definition to access the UDM Gateway Server Y
UDM Gateway Domain UDM Gateway Server Domain Local Y
Function Select the SFTP Upload Function Y
SFTP Host Remote SFTP server Host Name or IP 127.0.0.1 Y
SFTP Port Remote SFTP server port 22 N
SFTP Credential Select the Credential Definition to access the remote SFTP server Y
Local File Name Location of the Local File /demo/my-data.pgp Y
Remote Directory Remote SFTP Server Directory / Y
Transfer Mode Transfer Mode (Ascii, Binary, Auto) Ascii N
Overwrite if File Exists Overwrite destination file(s) if it exists N
Retry Limit Maximum Retry Attempts 0 N
Retry Interval Interval in Seconds Between Retries 60 N
Logging Level Controls messages issues from the Universal Task Script None Y

® None

® Info

* Debug
® Warning
® Critical

Function = SFTP Download
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Field Label Description Example Required
UDM Gateway Server Specify the URL for the UDM Gateway Server https://localhost:11880 | Y
UDM Gateway Credential | Select the Credential Definition to access the UDM Gateway Server Y
UDM Gateway Domain UDM Gateway Server Domain Local Y
Function Select the SFTP Download Function Y
SFTP Host Remote SFTP server Host Name or IP 127.0.0.1 Y
SFTP Port Remote SFTP server port 22 N
SFTP Credential Select the Credential Definition to access the remote SFTP server Y
Local File Name Location of the Local File /demo/my-data.pgp Y
Remote File Name Remote SFTP File Imy-data.pgp Y
Transfer Mode Transfer Mode (Ascii, Binary, Auto) Ascii N
Retry Limit Maximum Retry Attempts 0 N
Retry Interval Interval in Seconds Between Retries 60 N
Logging Level Controls messages issues from the Universal Task Script None Y

* None

® Info

® Debug
® Warning
® Critical

Function = Trading Partner Upload
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Field Label Description Example Required
UDM Gateway Server Specify the URL for the UDM Gateway Server https://localhost:11880 | Y
UDM Gateway Credential | Select the Credential Definition to access the UDM Gateway Server Y
UDM Gateway Domain UDM Gateway Server Domain Local Y
Function Select the Trading Partner Upload Function Y
Trading Partner UDM Gateway Trading Partner definition Customer A Y
Local File Name Location of the Local File /demo/my-data.pgp Y
Remote Directory Remote Trading Partner Directory / Y
Transfer Mode Transfer Mode (Ascii, Binary, Auto) Ascii N
Passive Mode Passive Mode (true, false) N
Retry Limit Maximum Retry Attempts 0 N
Retry Interval Interval in Seconds Between Retries 60 N
Logging Level Controls messages issues from the Universal Task Script None Y

* None

® Info

® Debug
® Warning
® Critical

Function = Trading Partner Download
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Field Label Description Example Required
UDM Gateway Server Specify the URL for the UDM Gateway Server https://localhost:11880 | Y
UDM Gateway Credential = Select the Credential Definition to access the UDM Gateway Server Y
UDM Gateway Domain UDM Gateway Server Domain Local Y
Function Select the Trading Partner Download Function Y
Trading Partner UDM Gateway Trading Partner definition Customer A Y
Local File Name Location of the Local File /demo/my-data.pgp Y
Remote File Name Remote Trading Partner File /my-data.pgp Y
Transfer Mode Transfer Mode (Ascii, Binary, Auto) Ascii N
Passive Mode Passive Mode (true, false) N
Retry Limit Maximum Retry Attempts 0 N
Retry Interval Interval in Seconds Between Retries 60 N
Logging Level Controls messages issues from the Universal Task Script None Y

* None

® Info

® Debug
® Warning
® Critical

Function = Trading Partner RegEx Upload
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Field Label

UDM Gateway Server
UDM Gateway Credential
UDM Gateway Domain
Function

Trading Partner

Regular Expression / Wildcard
Expression Type

Local Directory

Remote Directory
Transfer Mode

Passive Mode

Fail if No Files Found
Delete on Success

Retry Limit

Retry Interval

Logging Level

174 | uc-71-admin

Description

Specify the URL for the UDM Gateway Server

Select the Credential Definition to access the UDM Gateway Server
UDM Gateway Server Domain

Select the Trading Partner RegEx Upload Function

UDM Gateway Trading Partner definition

Specify the Regular Expression or Wildcard

Select either "Regular Expression” or "Widlcard"

Location of the Local File

Remote Trading Partner Directory

Transfer Mode (Ascii, Binary, Auto)

Passive Mode (true, false)

Specify whether the task should fail if no files match the specified expression (Regular Expression or Wildcard)

Specify whether files should be deleted after successful transfer
Maximum Retry Attempts

Interval in Seconds Between Retries

Controls messages issues from the Universal Task Script

None

Info

Debug

Warning
Critical

Example Required

https://localhost:11880 | Y

Local

Customer A

*.xt

/demo

Ascii

60

\
< z z z z|z z < < < z < =<|=<|<

None
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Function = Trading Partner RegEx Download

Field Label

UDM Gateway Server
UDM Gateway Credential
UDM Gateway Domain
Function

Trading Partner

Regular Expression / Wildcard
Expression Type

Local Directory

Remote Directory
Transfer Mode

Passive Mode

Fail if No Files Found
Delete on Success

Retry Limit

Retry Interval

175 / uc-71-admin

Description

Specify the URL for the UDM Gateway Server

Select the Credential Definition to access the UDM Gateway Server
UDM Gateway Server Domain

Select the Trading Partner RegEx Download Function

UDM Gateway Trading Partner definition

Specify the Regular Expression or Wildcard

Select either "Regular Expression” or "Widlcard"

Location of the Local File

Remote Trading Partner Directory

Transfer Mode (Ascii, Binary, Auto)

Passive Mode (true, false)

Specify whether the task should fail if no files match the specified expression (Regular Expression or Wildcard)

Specify whether files should be deleted after successful transfer
Maximum Retry Attempts

Interval in Seconds Between Retries

Example

https://localhost:11880

Local

Customer A

*xt

/demo

Ascii

60

Required
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Logging Level

176 /
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Controls messages issues from the Universal Task Script

None
Info
Debug
Warning
Critical

None



Universal Controller 7.1.x Administration

UAC - Docker Image

® Universal Task to Manage Docker Images; Build, Remove, Pull, Push, and Tag Functions
® Example Output
® Universal Task Details Fields

® Docker Function = Build

® Docker Function = Remove

® Docker Function = Pull

® Docker Function = Push

® Docker Function = Tag

Universal Task to Manage Docker Images; Build, Remove, Pull, Push, and Tag Functions

This Universal Task can automate the following Docker Image functions:

Build
Remove
Pull
Push
Tag

Example Output
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Type : |ISTDERR

2020-06-16 10:19:46,557 - INFO
2020-06-16 10:22:51,719 - INFO

QOutput :

178 / uc-71-admin

Attempt : 1

- Build Docker Image ssh-server:latest

- (<Image:

‘ssh-server:latest’'>, <itertools._tee object at OxC
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Type : | STDOUT Attempt : 1

(<Image: 'ssh-server:latest's>, <itertools._tee object at 0x00000195477D2F08>)

Output :

Universal Task Details Fields

Docker Function = Build
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Field Label Description Example
Image Name Docker Image Name (including tag) myimage:latest
Dockerfile Select the required dockerfile from the UC script library

Image Build Arguments | Specify options to pass to the docker image build

Remove Always remove intermediate containers, even after unsuccessful builds

Pull Always attempt to pull a newer version of the base image

Logging Level Controls messages issued from the Universal Task: None
None

Info

Debug

Warning
Critical

Runtime Directory Will be used as the build context /docker/builds/myimage

Docker Function = Remove

Field Label Description Example
Image Name = Docker Image Name (including tag) myimage:latest
Force Force the removal of a running container or image

Logging Level = Controls messages issued from the Universal Task: = None

® None

* Info

® Debug
® Warning
® Critical

Docker Function = Pull
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Field Label Description Example
Image Name | Docker Image Name (including tag) stonebranch/universal-agent:latest
Logging Level = Controls messages issues from the Universal Task: = None

None
Info
Debug
Warning
Critical

Docker Function = Push

Field Label Description Example

Image Name Docker Image Name (including tag) stonebranch/universal-agent:latest
Repository Credential = Docker Repository Credential

Logging Level Controls messages issues from the Universal Task: = None

None

Info

Debug

Warning
Critical

Docker Function = Tag
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Field Label Description Example

Image Name Docker Image Name (including tag) universal-agent:6.8.0.0
Target Image Tag = Target Image that refers to source image universal-agent:latest
Logging Level Controls messages issues from the Universal Task: = None

None

Info

Debug

Warning
Critical
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UAC - Docker Container

® Universal Task to Manage Docker Container; Run, Create, Start, Stop and Remove Functions
® Example Output
® Universal Task Details Fields

® Docker Function = Run

® Docker Function = Create

® Docker Function = Start

® Docker Function = Stop

® Docker Function = Remove

Universal Task to Manage Docker Container; Run, Create, Start, Stop and Remove Functions

The Universal Task can automate the following Docker Container functions:

® Run

® Create
® Start

® Stop

® Remove

Example Output
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Type : |STDERR Attempt : 1
2020-08-17 11:58:19,301 - INFO - Runh Docker Container test-ut-ua from image ccocksedge/ua:lat
2020-08-17 11:58:20,333 - INFO - <Container: 8l9e3a3cdf>
Output :
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Type : | STDOUT
819e3a3cdf

Output :

Attempt :

Universal Task Details Fields

Docker Function = Run

Field Label

Image Name

Container Name

Hostname

Detach

Remove

Command

Container Environment Variables

Container Port Mapping

185 /

uc-71-admin

Description

Docker Image Name (including tag)

Docker Container Name

Docker Container Hostname

Run Container in background and print Container ID
Automatically remove the container

Command to Run in the Container

Set Container Environment Variable Values

Specify specific Container ports to map to specific Host ports

Example
myimage:latest
mycontainer

myhost

echo "Hello World"
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Logging Level Controls messages issues from the Universal Task:

None
Info
Debug
Warning
Critical

Docker Function = Create

Field Label Description

Image Name Docker Image Name (including tag)
Container Name Docker Container Name

Hostname Docker Container Hostname
Command Command to Run in the Container

Container Environment Variables = Set Container Environment Variable Values
Container Port Mapping Specify specific Container ports to map to specific Host ports
Logging Level Controls messages issues from the Universal Task:

None
Info
Debug
Warning
Critical

Docker Function = Start

Field Label Description Example
Container Name = Docker Container Name mycontainer
Logging Level Controls messages issues from the Universal Task: = None

None
Info
Debug
Warning
Critical

Docker Function = Stop

186 / uc-71-admin

None

Example
myimage:latest
mycontainer
myhost

echo "Hello World"

None
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Field Label

Container Name

Logging Level

Description

Docker Container Name

Controls messages issues from the Universal Task:

None
Info
Debug
Warning
Critical

Docker Function = Remove

Field Label

Container Name

Force

Logging Level

187 /
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Description

Docker Container Name

Example
mycontainer

None

Example

mycontainer

Force the removal of a running container (uses SIGKILL)

Controls messages issues from the Universal Task:

None
Info
Debug
Warning
Critical

None
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UAC - Docker Compose

® Universal Task for Docker Compose Functions; Build, Up, Down, Start, Stop Functions
® Example Output
® Universal Task Details Fields

® Docker Function = Build

® Docker Function = Up

® Docker Function = Down

® Docker Function = Start

® Docker Function = Stop

Universal Task for Docker Compose Functions; Build, Up, Down, Start, Stop Functions

The Universal Task can automate the following Docker Compose functions:

Build
Up
Down
Start
Stop

Example Output

188 / uc-71-admin



Universal Controller 7.1.x Administration

R

et B

Output :
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Universal Task Details Fields

Docker Function = Build

190 /

Type : |STDOUT
stopping

stopping
Sstopping
Stopping
Stopping
Oumulzstopp1ng
Stopping
Stopping
Stopping

Stopping

uc-71-admin

dev-uac ...

dev-uaz ...

dev-dbs ...

dev-ual ...

dev-oms ...

dev-oms ...

dev-ual ...

dev-dbs ...

dev-uaz ...

dev-uac ...

done

done

done

done

done

Attempt :
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Field Label
Compose File
Project Name
Service Name
Force
Compress

Pull

No Cache

Build Arguments

Logging Level

Description Example
Universal Controller Script (Type = Data) that contains the required compose file YAML statements

Docker Compose Project Name myproject
Optional Service Name as defined in the Compose File myservice
Always remove intermediate containers, even after unsuccessful builds

Compress the build context using gzip

Always attempt to pull a newer version of the base image

Do not use Cache when building the image

Specify any build arguments

Controls messages issues from the Universal Task: None
None

Info

Debug

Warning
Critical

Runtime Directory = Will be used as the build context /docker/builds/myimage

Docker Function = Up

Field Label

Compose File
Project Name
Service Name

Detach

191 / uc-71-admin

Description Example
Universal Controller Script (Type = Data) that contains the required compose file YAML statements

Docker Compose Project Name myproject
Optional Service Name as defined in the Compose File myservice

Run Project / Service in background
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Logging Level | Controls messages issues from the Universal Task:

None
Info
Debug
Warning
Critical

Docker Function = Down

Field Label Description

Compose File | Universal Controller Script (Type = Data) that contains the required compose file YAML statements
Project Name = Docker Compose Project Name

Timeout Specify a shutdown timeout in seconds (default: 10)

Logging Level = Controls messages issues from the Universal Task:

None

Info

Debug

Warning
Critical

Docker Function = Start

192 / uc-71-admin

None

Example

myproject
25

None



Universal Controller 7.1.x Administration

Field Label Description Example
Compose File = Universal Controller Script (Type = Data) that contains the required compose file YAML statements

Project Name ' Docker Compose Project Name myproject
Service Name = Optional Service Name as defined in the Compose File myservice
Logging Level = Controls messages issues from the Universal Task: None
None

Info

Debug

Warning
Critical

Docker Function = Stop

Field Label Description Example
Compose File = Universal Controller Script (Type = Data) that contains the required compose file YAML statements

Project Name ' Docker Compose Project Name myproject
Service Name = Optional Service Name as defined in the Compose File myservice
Timeout Specify a shutdown timeout in seconds (default: 10) 25
Logging Level = Controls messages issues from the Universal Task: None
None

Info

Debug

Warning
Critical
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UAC - Powershell

® Universal Task to Run Powershell Scripts

® Universal Task Details Fields
® Powershell Script Location = UC Script Library
® Powershell Script Location = Server Disk

Universal Task to Run Powershell Scripts

Universal Task Details Fields

Powershell Script Location = UC Script Library

This option executes a powershell script from the Universal Controller Script Library. Scripts to be executed from this task must be Script Type = Data and the Script Name must end in .ps1.

Field Label Description Example
Powershell Script Select the required Powershell Script fro the Universal Controller Script Library.
Powershell Script Options = Specify any required options and their values to be passed to the Powershell Script.

Note:

® Powershell Script options should be prefixed with a "-".
® |t may be required to quote any values that contain spaces or special charaters.

Powershell Script Location = Server Disk

This option executes a Powershell Script from the Agent server's files system.

Field Label Description Example
Powershell Script Specify the script on the Agent server's files system. C:\scripts\myscript.ps1
Note:

You can optionally use the Run Time Directory field to specify the script's location or use a fully qualified path/name in this field.
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Powershell Script Options = Specify any required options and their values to be passed to the Powershell Script.
Note:

® Powershell Script options should be prefixed with a "-".
® |t may be required to quote any values that contain spaces or special charaters.

195 / uc-71-admin
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UAC - Kubernetes

® Universal Task to Run Kubernetes; List (Get), Create, Delete, and Replace Functions.
® Example Output
® Universal Task Details Fields

® Function = List (Get)

® Function = Create

® Function = Delete

® Function = Replace

Universal Task to Run Kubernetes; List (Get), Create, Delete, and Replace Functions.

The Universal Task can automate the following Kubernetes functions:
® List
® Create

® Delete
® Replace

Example Output
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Type : |STDOUT Attempt : 1

{'api_version': 'vl1',
'kind': "Namespace',
'metadata’: {'annotations': None,

'cluster_name': None,
'creation_timestamp': datetime.datetime(2020, 6, 2, 14,
'"deletion_grace_period_seconds': None,
"deletion_timestamp': None,
'finalizers': None,

generate_name': None,

generation': None,

initializers': None,

labels': {'name': 'stonebranch'},

managed_fields': None,

name': 'stonebranch’',

namespace': Nonhe,

owner_references': None,

resource_version': '856519',

self_Tlink': '/api/vl/namespaces/stonebranch’,

'uid': 'af6c9ad9-chad-4938-8dda-2ad23088db88"'},
'spec’': {'finalizers': ['kubernetes']},
'status': {'phase’': "Active'l}}

Output :

Universal Task Details Fields

Function = List (Get)

Field Label Description Example

197 / uc-71-admin

0, 34, tzinfo=tzutc()),



Universal Controller 7.1.x Administration

Kubernetes Object = Type of Kubernetes Object to perform the selected function against: = Pod

* Pod
® Deployment
® Namespace

Logging Level Controls messages issues from the Universal Task: None

None
Info
Debug
Warning
Critical

Function = Create

Field Label Description Example
Kubernetes Object | Type of Kubernetes Object to perform the selected function against: Pod
* Pod

® Deployment
® Namespace
Object Name The Name of the Kubernetes Object (Pod, Deployment, Namespace) to be created
Namespace The Namespace of the Kubernetes Object to be created. default
NOT used if Kubernetes Object = Namespace in this case the Namespace name is specified as the Object Name
YAML Definition UC Data Script containing the Kubernetes Object definition in yaml format
Logging Level Controls messages issues from the Universal Task Script: None
None
Info
Debug

Warning
Critical
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Function = Delete

Field Label Description Example
Kubernetes Object | Type of Kubernetes Object to perform the selected function against Pod
* Pod

® Deployment
® Namespace
Object Name The Name of the Kubernetes Object (Pod, Deployment, Namespace) to be deleted
Namespace The Namespace of the Kubernetes Object to be deleted. default
NOT used if Kubernetes Object = Namespace in this case the Namespace name is specified as the Object Name
Logging Level Controls messages issues from the Universal Task None
None
Info
Debug

Warning
Critical

Function = Replace

Field Label Description Example

199 / uc-71-admin



Universal Controller 7.1.x Administration

Kubernetes Object

Object Name

Namespace

YAML Definition

Logging Level

200 /
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Type of Kubernetes Object to perform the selected function against: Pod
* Pod
® Deployment
® Namespace
The Name of the Kubernetes Object (Pod, Deployment, Namespace) to be Replaced
The Namespace of the Kubernetes Object to be replaced. default
NOT used if Kubernetes Object = Namespace in this case the Namespace name is specified as the Object Name
UC Data Script containing the Kubernetes Object definition in yaml format
Controls messages issues from the Universal Task: None
None
Info
Debug

Warning
Critical
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UAC - UA Install

® Universal Task to Install Universal Agent via SSH Server; Download Universal Agent Install from Stonebranch Website

® Example Output

® Universal Task Details Fields
® Function = Download - To Runtime Directory
® Function = Install - From Runtime Directory

Universal Task to Install Universal Agent via SSH Server; Download Universal Agent Install from
Stonebranch Website

Note

1
Requires an SSH Server running on the target Server where the Universal Agent is to be installed.

The Universal Task automates the following functions:
* Download

This function downloads the Universal Agent installation package for the selected OS platform and version from the downloads.stonebranch.com site to the Runtime directory specified.
® |Install

This function performs the following:

® Uploads a previously downloaded Universal Agent installation package for the selected OS platform and version from the specified Runtime directory to the target installation server.
® |nstalls the Universal Agent.

Example Output

201 / uc-71-admin
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Type : |STDERR

2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08
2020-06-08

Output :

202 /
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12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

27:
27:
27:
27:
27:
28:
28:
28:
28:
28:
28:

49,556
49,634
49,681
49,684
49,760
00,444
00,517
00,517
04,202
04,202
06,774

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

Attempt : 1

connect to Host = sbus08 on Port = 7822

Connected (version 2.0, client OpenSSH_7.6pl)

Authentication (password) successful!

Transfer File = sb-6.8.0.0-1inux-3-x86_64-deb.tar.z

[chan 0] Opened sftp connection (server version 3)

[chan 0] sftp session closed.

Installing from sb-6.8.0.0-1inux-3-x86_64-deb.tar.z with opt
Executing Command zcat sb-6.8.0.0-1inux-3-x86_64-deb.tar.z |
RunCommand Exit status = 0

Executing Command ./unvinst --oms_servers 7878@10.0.75.1 --a
RunCommand Exit status = 0
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Type : | STDOUT Attempt : 1

-- Output from Command : zcat sb-6.8.0.0-1inux-3-x86_64-deb.tar.z | tar xvf -
unv-6.8.0-0-Tinux-3-x86_64.deb

Readme.unv

unvinst

upimerge.sh

usrmode.inc

unv-python3.7. tar

unv-opsc1i-6.8.0-0-Tinux-3-x86_64.deb

unvfiles. tar

-- Output from Command : ./unvinst --oms_servers 7878@10.0.75.1 --ac_netname TestUAInstall
Group name 'ubroker’ does not exist and will be created.
User name ‘ubroker’ does not exist and will be created.
Selecting previously unselected package unv.
OUmUti(Reading database ... 9948 files and directories currently installed.)
Preparing to unpack unv-6.8.0-0-1inux-3-x86_64.deb ...
Unpacking unv (6.8.0.0)
Setting up unv (6.8.0.0)
Running unv postinst ...
Package installed correctly.
Setting netname value to TestUAInstall
Setting oms_servers value to 7878@10.0.75.1
Starting ubrokerd daemon.

Universal Task Details Fields

Function = Download - To Runtime Directory

Field Label Description Example

UA Version The Universal Agent version number to be downloaded. In the format v.r.m.m or latest. ' 6.8.0.0
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UA Platform

Logging Level

Select the required Universal Agent OS platform from the list.

Controls messages issues from the Universal Task: None

None
Info
Debug
Warning
Critical

Runtime Directory = Specify where the Universal Agent installation package will be downloaded to. C:\UA\InstallFiles

Function = Install - From Runtime Directory

Field Label

UA Version

UA Platform

Remote SSH Server

Remote SSH Port

204 /
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Description Example
The Universal Agent version number to be uploaded and installed. In the format v.r.m.m or latest. 6.8.0.0
Select the required Universal Agent OS platform from the list.

Note: This version of the UA Install task only supports the following Linux and Windows operating systems.
windows-x64

windows-x64-um

linux-3.10-x86_64

linux-3-x86_64-deb
linux-3.10-ppc64le

Specify the Hostname for the Remote SSH Server. mysshserver

Specify the SSH port for the Remote SSH Server. 22
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Remote SSH Credential

Credential Variable

UA Installation Options

Logging Level

205 /
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Select the Credential Definition to access the Remote SSH Server.
If the Credential specifies a Key Location, Public Key Authentication will be performed.
Check to specify a variable for the Remote SSH Credential .
Specify any desired Installation Options to be passed to the install command.
Note:
® Options for Linux / Unix are prefixed with --
® Options for Windows are not prefixed
® Options for Windows User mode are prefixed with -
Refer to the documentation for the relevant installation package for more information:
Controls messages issues from the Universal Task: None
None
Info
Debug

Warning
Critical
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UAC - Remote Controller

® Run Task or Workflow on a Remote Universal Controller
® Universal Task Field Descriptions
® Command Line Script Parameters

Run Task or Workflow on a Remote Universal Controller

Universal Task to launch, monitor, and return results from a task defined in a remote Universal Controller.

For customers who would like to manage tasks in one Universal Controller from another Universal Controller. Simply supply the target Universal Controller URL, valid credentials, and the name of a task defined
to the target Universal Controller. Using the web service API's, the Universal Task launches the requested task by name, captures the new instance sysid, and uses this to track the status of the task. After
completion, the output is retrieved if the task type supports this, the Universal Task complete with the same exit code as the launched task.

Requires Universal Controller version 6.5.0.0 (or higher) on the target Universal Controller, and UC 6.7.0.0 or Higher on the Source Universal Controller.
Running remote Universal Controller workflows is partially supported with the following limitations:
® Tasks within the workflow are not individually tracked.
® No output is returned.
® Workflow status is returned, however workflows do not set a return code so you will need to define the Universal Task's exit code processing to handle the status returned in the stderr
appropriately.
Both stdout and stderr from the remote task are returned to the Universal Task's stdout. Stderr is used for messages from the Universal Task itself.
Requires Python 3.6 or higher with the requests module installed. Tested with the Universal Agent bundled Python distribution.
You can set different log-levels for the Universal task, providing you more or less information to suit your needs.
We are also delivering a Python script for customers who would like to run Universal Controller tasks externally from a command line or other Job Scheduling tool.
® Example command line:

python run_universal_controller_task.py --controllerurl https://localhost:8080/opswise --username controlleruser --password controlleruserpassword --task "sleep 0" --loglevel info

® Example stderr messages:

2018-08-07 09:33:08,976 - INFO - Launching Task : Sleep 0

2018-08-07 09:33:09,049 - INFO - Task Instance Sysid : 1533578492639002557VEO7SQNCIHTCF

2018-08-07 09:33:09,049 - INFO - Monitoring Task : Sleep 0

2018-08-07 09:33:15,087 - INFO - Task Complete : Status = SUCCESS, Exit Code =0

2018-08-07 09:33:40,530 - INFO - Retrieving Available Output : Sleep 0

2018-08-07 09:33:40,539 - INFO - Output Retrieval Not Valid for Task Type : Timer

Universal Task Field Descriptions
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Field Label Description Example Required
Target Controller URL | Specify the URL for the Target Universal Controller. This specifies where the Task will be Launched. https://localhost:8080 Y
/opswise
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Target Controller
Credential

Verify HTTPS

Certificate File
Location

Certificate File

Certificate File
Target Controller
Task Name
Task Variables

Task Virtual
Resources

Polling Interval

Logging Level

Universal Controller 7.1.x Administration

Select the Credential Definition to access the Target Universal Controller

For https connections, the Universal Task supports host validation with a certificate or CA certificate, check this option to provide the
location of the certificate or CA certificate.

If unchecked no host certificate validation will be performed.
Select on of the following:

® Utility Agent Path : If the certificate or CA certificate is located on the Utility Agent File System.
® Script File : if the certificate or CA certificate is stored as a Script Data object on the Source Universal Controller

Specify the location of the certificate or CA certificate on the Utility Agent file system.

Select the Script Data object that contains the certificate or CA certificate.

Specify the Task to Launch on the Target Universal Controller. The Task name specified must exist of the Target Universal Controller.

Specify any Variables to pass to the task.

Specify any Virtual Resources and the Amount that the Task will consume.

Provide the polling interval in seconds for checking the Task's status. Default is 5 seconds.
Select the level of messages returned from the script. Valid options are:

None
Info
Debug
Warning
Error
Critical

Command Line Script Parameters

Option Description

controlleru
rl

Specify the URL for the Target Universal Controller. This specifies where the Task will be Launched.

-- Specify the user to access the Remote Universal Controller

username

--password | Specify the password for the user specified via --username

uc-71-admin

Y (if Verify HTTPS is True)

letc/certs/ca-cert.cer Y (if Certificate File Location is Utility
Agent Path)

C:\security\certs\ca-

cert.cer
Y (if Certificate File Location is Script
Data)
Sleep 0 Y
N
N
Y
N
Example Requir
ed
--controllerurl https://localhost:8080 Y
/opswise
--username ops.admin Y
--password secret Y
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--verfiy For https connections, the Universal Task supports host validation with a certificate or CA certificate. To Bypass host validation specify False. If not specified host --verify False
validation will be performed.

--certfile Specify the location of the certificate or CA certificate --certfile /etc/certs/uc-ca.cer
-- Specify the Task to Launch on the Target Universal Controller. The Task name specified must exist of the Target Universal Controller. --taskname "Sleep 0"
taskname
--vararray --vararray '{"varl":"valuel","var2":"
value2"}'
--resarray --resarray '{"Resourcel":"1","
Resource2":"6"}'
--interval Provide the polling interval in seconds for checking the Task's status. --interval 30
--loglevel Specify the level of messages returned from the script. Valid options are: --loglevel info
® None
® Info
® Debug
® Warning
® Error
® Critical
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UAC - UC Report

® Run Universal Controller Report and Deliver Output to a Specified Server and File Location
® Universal Task Details Fields

Run Universal Controller Report and Deliver Output to a Specified Server and File Location

Universal Task to execute a Universal Controller report and write the output file to the specified location on Agent Server

Universal Task Details Fields

Report Name : Report Type : | pdf v
Report Output
Location :
Controller URI :
Report e
Credentials : i \—/
Field Label Description Example
Report Name The Name of the Universal Controller Report to Run UAC - Audit Failed Logins
Report Type Type of the Report File that will be created:
® pdf
® png
® csv
® tab
e xml

Report Output Location | Fully qualified File Name where the report will be written = c:\temp\myreport.pdf
Controller URI URL of the Universal Controller https://localhost:8443/uc

Report Credentials Credential that will run the report
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Downloadable Universal Templates

Available Downloadable Universal Templates

The following tabled identifies the Downloadable Universal Templates that are available for Universal Controller release 7.0.0.0.

The Name of each Universal Template is a link to a separate page containing detailed information about that template.

(For additional information about Universal Templates, see Universal Templates.)

Name

Amazon S3: Cloud Storage Bucket File
Transfer

Amazon SQS: Create, Monitor, and Send
Messages

Ansible: Execute and Manage Playbooks
AWS EC2: Create Instances

AWS EC2: Start, Stop, and Terminate
Instances

Azure Blob: Manage File Transfers
Azure Data Factory: Schedule, Trigger, &
Monitor

Azure Logic Apps: Schedule, Trigger, &
Monitor Workflows

Azure Virtual Machines: Start, Stop, &
Terminate Instances

Databricks: Automate Jobs and Clusters
E-Mail: Send and Retrieve E-Mails and
Attachments

GitHub: Automated Import/Export

Google BigQuery: Schedule, Trigger,
Monitor, and Orchestrate Operations
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Description

Securely transfers files from, to and between AWS S3 cloud storage buckets and folders.

Create, send and monitor AWS SQS messages and automatically trigger a task in Universal Controller once a message has been received.
Manage Ansible task execution through the Universal Controller user interface.

Create an EC2 instance with parameters, either in task form, or by simply creating an EC2 instance from the existing AWS launch template.
Start, stop, terminate, and manage AWS EC2 instances on demand, simply by providing one or more instance IDs as input.

Securely transfers files from, to and between Azure Blob Storage container and folders.

Schedule, trigger, and monitor the Azure Data Factory pipeline process directly from Universal Controller.

Trigger and monitor the execution of Azure Logic workflows and retrieve the execution of Azure Logic workflow output.

Utilize Azure Virtual Machine (VM) name, resource group, subscription ID, and access token as inputs for the start, stop, terminate, list, and
check status of Azure VMs.

Perform end-to-end Orchestration and Automation of Jobs & Clusters in Databricks environment, either in AWS or Azure.

Send and retrieve E-Mails and E-Mail attachments, as well as download mail attachments to a mail folder.

Perform server operations, such as importing/exporting Universal Automation Center objects and integrating with GitHub, as well as allowing

the import/export of Universal Automation Center objects using the Universal Controller script library.

Schedule, trigger, monitor, and orchestrate the Google BigQuery process directly from Universal Controller.

Available
from
Release

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later
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Informatica Cloud: Schedule, Control, and
Manage

Informatica PowerCenter: Schedule,
Control, and Manage

Inter-Cloud Data Transfer

Jenkins: Start and Trigger Workflows

JScape: Managed File Transfer

Microsoft Teams: Send and Receive

Notifications

Microsoft PowerBI: Refresh Business
Intelligence

PagerDuty: Manage Alerts

Pentaho Integration

Salesforce: Create Contact and Lead
Object

SAP: Batch Input Map

SAP: Calendar Import

SAP: Business Object Data Services
SAP: Event History Monitor

SAP: Extract Job Definition

ServiceNow: Create Tickets and Change

Requests

Slack: Send and Receive Notifications and
Approvals

Snowflake: Schedule, Trigger, Monitor,
and Orchestrate Operations

SQL: Execute Scripts and Functions

Tableau: Refresh Data Source

uc-71-admin

Schedule any Data Integration Task or Linear Taskflow in the Informatica Cloud.

Schedule Informatica PowerCenter Workflows and Tasks, including retrieval of the workflow and session log.

Transfer data to, from, and between any of the major private and public cloud providers like AWS, Google Cloud, and Microsoft Azure.
Improves the functionality of Jenkins when orchestrated from Universal Controller.

Manage and integrate JSCAPE Managed File Transfer Server processes within UAC automation processes and workflows.

Send messages to an existing channel of Microsoft Teams, allowing you to integrate this solution in UAC to notify users for UAC result or send
approval notifications on Microsoft teams.

Perform end-to-end Orchestration and Automation of Jobs & Clusters in Databricks environment, either in AWS or Azure.

Notify PagerDuty (Incident management platform) in the event of job Failure or long run of a job or early finish of a job or any other event in

Universal Controller.

Provides powerful ETL (Extract, Transform and Load) capabilities. Universal Controller is integrated to orchestrate the jobs and
transformations within Pentaho Data Integration platform via Carte webservice calls.

Create contact and lead objects in Salesforce, as well as execute Salesforce Object Query Language (SOQL) queries.

Schedule and execute batch input sessions in SAP.

Import the SAP Factory Calendar and the related Holiday Calendar into the Universal Controller.

Execute an SAP Data Services “ETL” Job using the “AL_RWJobLauncher.exe”.

Queries the SAP Event history table for a selected SAP Event & Parameter. If the Event is found, it gets confirmed; so that it is not triggered
again. Optionally, a task can be launched based on the occurrence of an Event & Parameter.

Export SAP Job definitions from SAP into one flat file for each Job selected for extraction.

Create incident tickets, problem tickets, and change requests in ServiceNow straight from the Universal Controller.

Sends job status notifications to a Slack channel and enables users to send interactive messages in Slack for Universal Controller manual task

approvals.

Orchestrate, schedule, trigger, and monitor the Snowflake load and unload process from different data sources (cloud storage or local VM's)
directly from Universal Controller.

Execute SQL scripts and functions against a MySQL, PostgreSQL, Microsoft SQL Server, Oracle, and SAP HANA database.

Perform instant refresh to the Tableau Data sources worksheet and schedule refresh tasks in sync with the source systems to provide real time
analytics.

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 6.0.0.0
and later

UC 6.8.0.0
and later

UC 6.9.0.0
and later

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 6.8.0.0
and later

UC 7.0.0.0
and later
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UAC Solution Pack: Dynamic Container
File Monitoring and File Transfer

UiPath: Schedule, Trigger, and Monitor
Processes

VMware vSphere Integration
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Dynamic File Monitoring and File Transfer solution for containerized applications running in any container management solution.
Schedule, trigger, and monitor the UiPath (RPA) process directly from the Universal Controller.

Orchestrate VMware vCenter Server operations from the Universal Controller. It encourages collaboration by enabling automated deployment
and management of Virtual machines on the EXSi hosts connected to the vCenter Server.

UC 7.0.0.0
and later

UC 6.8.0.0
and later

UC 6.7.0.0
and later
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Amazon S3: Cloud Storage Bucket File Transfer

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements Universal Agents and Universal Controller
® Software Requirements Universal Controller
® Software Requirements for the Application to be scheduled
Universal Task for AWS S3 Key Features
Import Amazon S3 Downloadable Universal Template
Configure Amazon S3 Universal Tasks
Field Descriptions for Amazon S3 Universal Task - Action
® Create Bucket - Action
Example for AWS S3 Universal Tasks - Create Bucket
List Buckets - Action
Example for Amazon S3 Universal Tasks - List Buckets
Upload File - Action
Example for Amazon S3 Universal Tasks - Upload File
List Objects - Action
Example for Amazon S3 Universal Tasks - List Objects
Download File - Action
Example for Amazon S3 Universal Tasks - Download File
Delete Objects - Action
Example for Amazon S3 Universal Tasks - Delete Objects
Copy Object to Bucket - Action
Example for Amazon S3 Universal Tasks - Copy Object to Bucket
Delete Bucket - Action
Example for Amazon S3 Universal Tasks - Delete Bucket
Monitor Key - Action
Example for Amazon S3 Universal Tasks - Monitor Key

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Storing data in the cloud becomes an integral part of most modern IT landscapes. With Universal Automation Center you can securely automate your AWS, Azure, Google and MinlO File Transfers and
integrate them into your existing scheduling flows.

As security is one of the key concerns when moving to the cloud, the provided solution supports multi-level of security:

Credentials for Amazon S3 (Access Key, Secret Access key and Region) are stored in an encrypted form in the database
IAM Role-Based Access Control (RBAC) is supported

Communication to Amazon is done via the HTTPS protocol

A Proxy Server connection to Amazon S3 with basic authentication is supported

Secure access to Amazon S3 buckets using AWS bucket policies can be configured in the AWS console
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® Restrict sending files only to specific buckets using Amazon S3 End Points can be configured in the AWS console

This Universal Task focuses on the AMAZON AWS S3 file transfer, including support for MinlO. MinlO is an Open Source object storage server for private cloud environments based on Amazon’s S3 API. All
file transfer scenarios supported for AMAZON AWS S3 are also support for MinlO. The scenarios described in this documentation are also valid for MinlO.

A similar solution as for AWS S3 is also available for Microsoft Azure Blob Storage and Google Cloud Storage.

Overview

The Universal Task for Amazon S3 allows to securely transfers files from, to and between AWS S3 cloud storage buckets and folders.
The Universal Task for Amazon S3 support the following main features:
® The following file transfer commands are supported:

Upload a file(s) to an S3 bucket
Download of file(s) from an S3 bucket
Transfer files between S3 buckets
List objects in an S3 bucket
Delete object(s) in an S3 bucket
List S3 bucket names
® Create an S3 bucket
Monitor for a key(s) in a bucket.
File Transfer can be trigger by a third-party application using the Universal Automation Center RESTfull Webservice API: REST API.
Universal Task for AWS S3 can be integrated into any existing scheduling workflow in the same way as any standard Linux or Windows Task type.
Security is ensured by using the HTTPS protocol with support for an optional Proxy Server.
AWS IAM Role Based Access ( RBCA) is supported.
AWS canned ACLs are supported; for example, to grant full access to the bucket owner.
No Universal Agent needs to be installed on the AWS Cloud — the communication goes via HTTPS.

Software Requirements

Software Requirements Universal Agents and Universal Controller

® Universal Agent for Linux or Windows Version 7.0.0.0 or later are required
® The Universal Agent needs to be installed with python option (--python yes)

Software Requirements Universal Controller

® Universal Controller 7.0.0.0. or later is required

Software Requirements for the Application to be scheduled

The Universal Task has been tested for the AWS S3 SDK for python (boto3) V1.15.6

Universal Task for AWS S3 Key Features

The solution supports the following file transfer scenarios:
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Name

Upload a file(s) to a
bucket (Copy or Move)

Download of file(s) from a
bucket (Copy or Move)

Copy object to a bucket

List objects in a bucket

Delete object(s) in a
bucket

List buckets
Create an S3 bucket
Delete an S3 bucket

Monitor Key

Proxy Server Connection
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Description

A single or multiple files can be uploaded to a bucket.

Move or copy are supported for the upload

Unix filename pattern matching support e.g. wild card support “*” to upload multiple files
A single or multiple files can be Uploaded to a folder using a prefix

It can be decided via an the Upload Write Options:

® to overwrite an existing object (Replace existing Object)
® to cancel the operations in case an object with a similar name exists (Do not overwrite existing Object)
® to add a timestamp to the uploaded Object (Timestamp)

A single or multiple files should be downloaded from a bucket.

Move or copy must be supported for the download

Unix filename pattern matching support e.g. wild card support “*” to download multiple files
Download to a specific folder is supported

It can be decided via an the Download Write Options:

to overwrite an existing file (Replace existing File)

to cancel the operations in case a File with a similar name exists (Do not overwrite existing File)
to add a timestamp to the uploaded file (Timestamp)

to perform the default Windows behaviour for copying files (Default Windows behaviour)

® |f a file with a similar name exists, the file names that are similar will be edited so that the files you copied have a number appended at the end of them. For
example, if you're copying a file named image.png to a folder that already has a file named image.png in it, the copied file will be named image (1).png.

® An object can be copied from one AWS S3 bucket to another.
® Folders are support

® Show all Objects in a bucket
® Show all Objects in a folder
® Unix filename pattern matching support e.g. wild card support “*” to narrow down the objects to display

® Delete one or multiple objects in a bucket
® Delete one or multiple objects in folder in a bucket
® Unix filename pattern matching support e.g. wild card support “*” to narrow down the objects to be deleted
List all bucket in an AWS S3 account
Create a new S3 bucket
Delete an S3 bucket
Monitor if a certain key(s) exists in an S3 bucket.
Unix filename pattern matching support; for example, wild card support “*” to narrow down the keys to be monitored.

A proxy server connection with or without basic authentication can be configured
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Integration into 3rd Party An AWS S3 file transfer can be triggered via the Universal Automation Center RESTfull Webservice API within an application.
Applications

Self-Service through The S3 Task can be fully configured, monitored and updated via the Universal Controller Web-GUI
Web-Client

Import Amazon S3 Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true
. In the Universal Controller Ul, select Administration >Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import Template.

. Select the template ZIP file and Import.

A WN P

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.Download the provided ZIP
file.

Configure Amazon S3 Universal Tasks

For the new Universal Task type, create a new task and enter the task-specific Details that were created in the Universal Template.
Field Descriptions for Amazon S3 Universal Task - Action
The Amazon S3 Task provides multiple different file transfer actions. For each action the specific fields are described.

Create Bucket - Action

The Action Creates a new S3 bucket.

Field Description

Action create-bucket action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY ' AWS Account credentials Secret Access Key
Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname

® Proxy Server Port
® Proxy Server Credentials (optional)

Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
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Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

* Role Arn: Amazon Role, which is applied for the connection; for example, rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.
Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Bucket Name of the AWS Bucket to create

Example for AWS S3 Universal Tasks - Create Bucket

List Buckets - Action

The Action list all buckets of an AWS Account.
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Field Description

Action list-buckets action

AWS_ACCESS _KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY | AWS Account credentials Secret Access Key
Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Example for Amazon S3 Universal Tasks - List Buckets
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Upload File - Action

The Action is used to upload a single or multiple files from a Windows or Linux server to an AWS bucket or a folder in an AWS bucket.

Field Description

Action Upload-file action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY ' AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]

If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.
ACL bucket-owner-full-control | private | public-read | public-read-write | aws-exec-read | authenticated-read | bucket-owner-read | log-delivery-write
AWS canned ACLs; for details, refer to:
AWS canned ACL
The default ACL bucket-owner-full-control grant full access to the bucket owner.
Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage
Sourcefile Source file(s) to be uploaded to a bucket or specific folder in a bucket.
Unix filename pattern are supported to upload a selection of files.
Supported wildcards are:
? matches any single character
[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

L]
L]
L]
L]
Operation [copy | move]
In case of a “move” the source file(s) is/are deleted after the upload to the bucket.
Prefix A folder in a bucket is called prefix in AWS. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.
Upload Write Options Upload Write Options
[Replace existing Object | Do not overwrite existing Object | Timestamp]

® Replace existing Object: Overwrite an existing object
* Do not overwrite existing Object: Cancel the operations in case an object with a similar name exists

® Timestamp: Add a timestamp to the uploaded Object
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Example for Amazon S3 Universal Tasks - Upload File

List Objects - Action

The Action is used to display objects in a bucket or a specific bucket folder (prefix).

Field Description

Action List-objects action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY ' AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system
Bucket Bucket name in AWS
Prefix A folder in a bucket is called prefix in AWS. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.

If a prefix is provided only objects in the folder with the prefix name are listed in the output.
S3key Objects matching the given S3key are listed.

Unix filename pattern are supported to list only a selection of files:
Supported wildcards are:

? matches any single character
[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

L]
L]
L]
L]
Example:
S3key = test* : matches everything starting with test
S3key = test[1-2].txt : matches testl.txt, test2.txt
S3key = test[!1].txt: does not match testl.txt
S3key = test?.txt: matches testl.txt, test2.txt etc.

Show Details Show details like creation timestamp in the output

Example for Amazon S3 Universal Tasks - List Objects

223 |/ uc-71-admin



Universal Controller 7.1.x Administration

Download File - Action

This Action downloads one or multiple files from a bucket to a Linux or Windows folder

Field Description
Action Download-file action

AWS_ACCE @ AWS Account credentials Access Key
SS_KEY_ID

AWS_DEFA | AWS Account credentials Region
ULT_REGION

AWS_SECR | AWS Account credentials Secret Access Key

ET_ACCESS
_KEY
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Useproxy ( [NO | YES]

default is NO
) If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
default is
INFO )

Role Based [NO | YES]
Access
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.
Endpoint URL = Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Target Linux or Windows Target Directory
Directory
For example, C:\tmp\ or /home/ubuntu/download

Unix filename pattern are supported to download a selection of files.
Supported wildcards are:

® ? matches any single character

® [seq] matches any character in seq

® [Iseq] matches any character not in seq
® " matches everything

Operation [copy | move]
In case of a “move” the objects are deleted after they have been download from the bucket.

Download Download Write Options:
Write Options
[Replace existing File | Do not overwrite existing File | Timestamp | Default Windows behaviour]

Replace existing File : overwrite an existing file

Do not overwrite existing File: cancel the operations in case a File with a similar name exists

Timestamp: add a timestamp to the uploaded file

Default Windows behaviour: perform the default Windows behaviour for copying files. If a file with a similar name exists, the file names that are similar will be edited so that the files you
copied have a number appended at the end of them. For example, if you're copying a file named image.png to a folder that already has a file named image.png in it, the copied file will
be named image (1).png.

Example for Amazon S3 Universal Tasks - Download File
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Delete Objects - Action

The Actions is used to delete an object in a bucket or folder.

Field Description

Action Delete-objects action

AWS_ACCESS _KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY ' AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]

If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system
Bucket AWS bucket name
S3key Key to be deleted in AWS

Note: Due to security reasons wild card is only support, if at least one character is provided e.g. t* would delete all files starting with at “t".

Example for Amazon S3 Universal Tasks - Delete Objects
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Copy Object to Bucket - Action

This Action is used copy a single or multiple objects from one bucket to another bucket in AWS

Field Description

Action Copy-object-to-bucket action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY = AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.
ACL bucket-owner-full-control | private | public-read | public-read-write | aws-exec-read | authenticated-read | bucket-owner-read | log-delivery-write

AWS canned ACLs; for details, refer to:

AWS canned ACL

The default ACL bucket-owner-full-control grant full access to the bucket owner.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system
Bucket AWS bucket name

Target Bucket target Bucket, where the object(s) will be copied to

S3key File to be copied from one bucket to another
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TargetS3Key Target file name.
The TargetS3key supports pattern match. For example:
Bucket: stonebranchpm
Target Bucket: stonebranchpm1
S3key: dirl/report* ;
Target s3key: dir2/*
This copies all files from bucket stonebranchpm in the directory dirl starting with the file name report to the directory dir2/ in the bucket stonebranchpm1.
Note
If th!e field TargetS3key is left blank, the entire source key - including the directory - will be copied to the target bucket. For example:
Bucket: stonebranchpm
Target Bucket: stonebranchpm1
S3key: dirl/report* ;
Target s3key:

This copies dirl/report* from bucket stonebranchpm to the bucket stonebranchpm1
ATTENTION

Do Elot use a non-pattern match Target S3key when the S3key uses pattern match. For example:
Bucket: stonebranchpm
Target Bucket: stonebranchpm1
S3key: dirl/report* ;
Target s3key: dir2/reportl.txt
This set-up will copy only one file, even if multiple files will match the S3Key in the source.
Upload Write Options Upload Write Options
[Replace existing Object | Do not overwrite existing Object | Timestamp]
® Replace existing Object: Overwrite an existing object

* Do not overwrite existing Object: Cancel the operations in case an object with a similar name exists
® Timestamp: Add a timestamp to the uploaded Object

Example for Amazon S3 Universal Tasks - Copy Object to Bucket

230 / uc-71-admin



Universal Controller 7.1.x Administration

Delete Bucket - Action

This action is used to delete a bucket

Field Description

Action Delete-bucket action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY = AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.
Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Bucket Name of the bucket to be deleted

Example for Amazon S3 Universal Tasks - Delete Bucket
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Monitor Key - Action

This Action is used to monitor for a key(s) in a bucket

Field Description

Action monitor-key action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account credentials Region

AWS_SECRET_ACCESS_KEY ' AWS Account credentials Secret Access Key
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Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Role Based Access [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:

® Role Arn: Amazon Role, which is applied for the connection e.g. rn:aws:iam::111222333444:role/SB-AWSS3
® Service Name [STS | S3], defaultis STS

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system
Bucket Bucket name in AWS
Prefix A folder in a bucket is called prefix in AWS. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.

If a prefix is provided only objects in the folder with the prefix name are listed in the output.
S3key Objects matching the given S3key are listed.

Unix filename pattern are supported to list only a selection of files:
Supported wildcards are:

? matches any single character
[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

L]
L]
L]
L]
Example:
S3key = test* : matches everything starting with test
S3key = test[1-2].txt : matches testl.txt, test2.txt
S3key = test[!1].txt: does not match testl.txt
S3key = test?.txt: matches testl.txt, test2.txt etc.
Interval [10 | 60 | 180] Monitoring Interval in seconds

Example:

An Interval of 60s means every 60s the bucket is scanned for the key(s) to monitor.

Example for Amazon S3 Universal Tasks - Monitor Key
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Amazon SQS: Create, Monitor, and Send Messages

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements Universal Agents and Controller
® Software Requirements Universal Controller
® Software Requirements for the Application to be Scheduled
Universal Task for AWS SQS Key Features
Import AWS SQS Virtual Machine Downloadable Universal Template
Configure AWS SQS Universal Tasks
Field Descriptions for AWS SQS Universal Task - Actions
® list-queues - Action
® Examples for AWS SQS Universal Tasks - Action: list-queues
® List-Queues - Action
® Send-message - Action
® Examples for AWS SQS Universal Tasks - Action: send-message
® Send-message - Action
® Attribute Script Example
® Script Example: orders.json
® Receive-message - Action
® Examples for AWS SQS Universal Tasks - Action: receive-message
® Receive-message - Action

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Amazon Simple Queue Service (SQS) is a fully managed message queuing service that enables you to decouple and scale microservices, distributed systems, and serverless applications.

Overview

Using SQS, you can send, store, and receive messages between software components.

The Universal Task for SQS allows you to create, send and monitor AWS SQS messages and automatically trigger a Task in Universal Controller once a message has been received.

Software Requirements

Software Requirements Universal Agents and Controller

® Universal Agent for Linux or Windows Version 6.9.0.0 or later are required
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Software Requirements Universal Controller

® Universal Controller 6.9.0.0. or later is required
® A Universal Controller license key with support for SAP connector is required

Software Requirements for the Application to be Scheduled
In order to connect to the SAP System the SAP NetWeaver RFC SDK 7.50 libraries are required from SAP.

Those can be downloaded from the SAP Software Download: SAP NetWeaver RFC SDK 7.50

Universal Task for AWS SQS Key Features

Some details about the Universal Tasks for AWS SQS:

The Universal Tasks for SQS allows you to create, send and monitor for new AWS SQS messages.

The Universal Task for SQS can trigger a Task in Universal Controller upon each arrival of a new message

Credentials for AWS S3 are stored in an encrypted format in the database

IAM Role-Based Access Control (RBAC) is supported

Communication to AWS is done via the HTTPS protocol

A Proxy Server connection to AWS with basic authentication is supported

You can create and send a SQS message out of any modern application by calling the Universal Controller Remote Webservice API

The new SQS task can be integrated into any existing or new automation workflow like any other task.

The Universal template script is using the Python Boto3 Module. This allows to quickly introduce new AWS Service and to update the current SQS Task when new requirements occur.
You can set different log-levels for the Universal task, providing you more information in case of issues

Import AWS SQS Virtual Machine Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwnN P
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure AWS SQS Universal Tasks

For the new Universal Task type AWS SQS, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for AWS SQS Universal Task - Actions

The AWS SQS Task provides three different Actions.
® receive-message
® Jist-queues
® send-message

For each action, the specific fields are described and an example is provided.

list-queues - Action

The Action list the available SQS queues for the given AWS Account and Role ARN ( optional ).

Field Description

Action list-queues action
AWS_ACCESS_KEY_ID AWS Account credentials Access Key
AWS_DEFAULT_REGION AWS Account Region

AWS_SECRET_ACCESS_KEY AWS Account credentials Secret Access Key
Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Queue Name Prefix A string to use for filtering the list results. Only those queues whose name begins with the specified string are returned.
Queue URLs and names are case-sensitive.
e.g. Queue Name Prefix = orders , will list all Queues starting with the name orders

Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
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Role Based Access (STS) [NO | YES]
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:
® Role Arn: Amazon Role, which is applied for the connection
Example RoleArn: arn:aws:iam::119322085622:role/SB-SQS-ReadOnly

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources like SQS
Queues.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Examples for AWS SQS Universal Tasks - Action: list-queues

List-Queues - Action
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Send-message - Action

This Action inserts a message into the given AWS SQS queue. The message Body and Attributes are configurable.

Field Description
Action send-message action

AWS_ACCESS_ | AWS Account credentials Access Key
KEY_ID

AWS_DEFAULT_ = AWS Account Region
REGION
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AWS_SECRET_ | AWS Account credentials Secret Access Key
ACCESS_KEY

Useproxy ( [NO | YES]
default is NO)
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname

® Proxy Server Port
® Proxy Server Credentials (optional)

SQS Queue Name of the SQS Message queue Queue names are case-sensitive.

Name

Message Body SQS Message Body
The message must contain the parameter Message Body. Parameter is of Type string.
Example: {"Category":"Books"}

Attribute Script The Attribute Script is a script in json format, which is saved in the Controller script library.
Each message attribute consists of a Name , Type , and Value .
The message attributes can be provided using JSON format.

Example of Attribute Script with 2 Attributes:

{
"Cust oner Fi rstnane": {
"Dat aType": "String",
"StringVvalue": "Nils"
},
" Cust oner Last nane":
"Dat aType": "String",
"StringVval ue": "Buer"
}
}

Amazon SQS lets you include structured metadata (such as timestamps, geospatial data, signatures, and identifiers) with messages using message attributes. Each message can have
up to 10 attributes. Message attributes are optional and separate from the message body (however, they are sent alongside it).

Delay Seconds The length of time, in seconds, for which to delay a specific message. Valid values: 0 to 900. Maximum: 15 minutes. Messages with a positive DelaySeconds value become available for
processing after the delay period is finished. If you don't specify a value, the default value for the queue applies.

Loglevel ( default | Universal Task logging settings [DEBUG | INFO] WARNING | ERROR | CRITICAL]
is INFO )

Role Based [NO | YES]
Access (STS)
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:
® Role Arn: Amazon Role, which is applied for the connection

Example RoleArn: arn:aws:iam::119322085622:role/SB-SQS-ReadOnly

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources like SQS Queues.
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Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Examples for AWS SQS Universal Tasks - Action: send-message

Send-message - Action

Attribute Script Example
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Script Example: orders.json

243 | uc-71-admin



Universal Controller 7.1.x Administration

{
"Custoner Firstnane": {
"Dat aType": "String",
"StringVal ue": "${CustonerFirstnane}"
H
" Cust oner Last nane": {
"Dat aType": "String",
"StringValue": "${CustonerLastnane}"
3
"Cty": {
"Dat aType": "String",
"StringVvalue": "${City}"
"Street"; {
"Dat aType": "String",
"StringValue": "${Street}" },
"Zi pcode": {
"Dat aType": "String",
"StringVal ue": "${Zi pcode}"
3
"Title": {
"Dat aType": "String",
“StringVvalue": "${Title}"
},
"Aut hor": {
"Dat aType": "String",
"StringVal ue": "${Author}"
3
"1 SBN': {
"Dat aType": "String",
"StringValue": "${ISBN}"
b
"ID: {
"Dat aType": "String",
"StringVvalue": "${I1D}"
}
}

Receive-message - Action

The Action polls in configurable interval the provided SQS queue. If a message is found a Task can be launched ( optional). Optionally it be configured after a message is received the task goes to success and
does not continue to poll for new messages.

Field Description
Action receive-message action

AWS_ACCESS_ = AWS Account credentials Access Key
KEY_ID

AWS_DEFAULT_ = AWS Account Region
REGION

AWS_SECRET_ ' AWS Account credentials Secret Access Key
ACCESS_KEY
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Useproxy ( [NO | YES]
defaultis NO )
If set to YES, the fields to set-up the proxy server connections are displayed:

® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)

Universal Universal Controller URL
Controller URL
URL has no backslash “/” at the end.

Example: http://192.168.88.10:8080/uc

Universal Universal Controller Credentials
Controller
Credentials The Credentials need to have “Web Service Access” Permissions

Attribute Names [All|Policy|Visibility Timeout|MaximumMessageSize|MessageRetentionPeriod|ApproximateNumberOfMessages|ApproximateNumberOfMessagesNotVisible|Created Timestamp|LastModifi
edTimestamp|QueueArn|ApproximateNumberOfMessagesDelayed|DelaySeconds|ReceiveMessageWaitTimeSeconds|RedrivePolicy|FifoQueue|ContentBasedDeduplication|KmsMaster
Keyld|KmsDataKeyReusePeriodSeconds]

For details on the attributes refer to: AWS-SQS-CLI-AttributeNames

MessageAttribute | [ALL | list of attributes in CSV format]

Names
Message Attributes to be returned
‘ALL' returns all attributes of the message

Example: MessageAttributeNames = Author, Title will return only the attribute for Author and Title.

WaitTimeSeconds | The duration (in seconds) for which the call waits for a message to arrive in the queue before returning. If a message is available, the call returns sooner than WaitTimeSeconds . If no
messages are available and the wait time expires, the call returns successfully with an empty list of messages.

Launch Task Taskname of the Task to launch in Universal Controller.
The task will be always launched with two Task Variables:

® {Body}: contains the message body in json format
® {Attributes}: contains the message attributes in json format.

The Variable content can be used in further processing.
e.g. If a Linux task is launched by the AWS SQS Task than an echo {Attributes} command executed by the Linux task will print out all message attributes in json format to STDOUT.

Delete Messages | [ Yes|No]
from queue after

reading If “Yes” the received Messages is deleted from the queue after reading
Interval in Message Polling Interval in seconds
seconds
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Run Mode [Run Once | Run Forever]

® Run once : if a message is found the task goes to success
® Run Forever : each time a new message is found the configured task is launched

Example:
® Run once can be used in Workflows
® Run Forever can be used as Standalone Task, where each message triggers a task launch.
MaxNumberOfMe | The maximum number of messages to return. Amazon SQS never returns more messages than this value (however, fewer messages might be returned). Valid values: 1 to 10. Default: 1.
ssages

Loglevel ( default | Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
is INFO)

Role Based [NO | YES]
Access (STS)
If set to YES, the fields to set-up the IAM Role Based Access Connection are displayed:
® Role Arn: Amazon Role, which is applied for the connection
Example RoleArn: arn:aws:iam::119322085622:role/SB-SQS-ReadOnly

STS: AWS Security Token Service is used to create and provide trusted users with temporary security credentials that can control access to your AWS resources like SQS Queues.

Endpoint URL Only used in case of a MinlO server; connection Endpoint URL for the MinlO storage system

Examples for AWS SQS Universal Tasks - Action: receive-message

Receive-message - Action

246 | uc-71-admin



Universal Controller 7.1.x Administration

247 | uc-71-admin



Universal Controller 7.1.x Administration

Ansible: Execute and Manage Playbooks

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Ansible Integration Key Features
Import Ansible Integration Downloadable Universal Template
Configure Ansible Integration Universal Task
Field Descriptions for Ansible Integration Universal Task
Examples for Ansible Integration Universal Tasks
® |nvoke an Ansible Playbook that Resides in a Remote Ansible Server
® Creating and Executing an Ansible Playbook from Controller
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Ansible is an opensource tool that is used primarily for:

Application deployment

Updates on workstations and servers
Cloud provisioning

Configuration management
Intra-service orchestration.

Ansible does not depend on agent software and has no additional security infrastructure.

Universal Controller can be integrated easily with Ansible through a Linux/Unix Universal Agent, as Ansible software can only be installed in Unix/Linux machines. So Universal Controller can manage all
Ansible task execution through an intuitive user interface controlling Ansible playbook execution/host inventory details / other Ansible utility.

Overview

® Manage Ansible task execution through the intuitive Universal Controller user interface.
® Ansible playbooks can either be centrally stored and maintained in the Universal Controller script library, or Universal Controller can call the relevant playbook that is residing in Ansible host.
® This Universal Task also enables the execution of other Ansible commands.
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Software Requirements

Linux Universal Agent installed in an Ansible host.

Software Requirements for Universal Template and Universal Task

This integration requires an Universal Agent installed in an Ansible server where there is access to use Ansible CLI.

Software Requirements for Universal Agent

® Universal Agent for Linux Version 6.5.0.0 and later.

Software Requirements for Universal Controller

® Universal Controller Version 6.5.0.0 and later.

Software Requirements for the Application to be Scheduled

This Universal Task can work with any of the Ansible Version (tested with 2.8.0).

Technical Considerations

® Accepts input parameters like Ansible utility, Ansible playbook path, Ansible host inventory, Script library (Yaml)
® Universal agent should be installed in the Ansible hosted machine and register to a Universal Controller.
® The Universal Task supports only Universal Agent for Linux.
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Ansible Integration Key Features

Feature Description
Ansible Playbook This feature help to execute a Ansible playbook that resides in the remote ansible host.

Other Ansible Utility commands | This may be used other Ansible CLI commands.

Import Ansible Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

GO wWNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Ansible Integration Universal Task

For this Universal Task type, create a new task and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Ansible Integration Universal Task

Field Description
Ansible utility

1. Ansible-Playbook (select to execute Ansible playbook)
2. Other-Ansible-Utility (Other Ansible commands)

Execution Choice
® Command: provide Ansible command that will be used to execute in Ansible machine where playbook and inventory is stored in Ansible host.
® Script: Select this option if you want to store the Ansible playbook in controller script library.

Ansible Inventory Provide the Ansible Inventory source from the Ansible host.
Ansible Playbook Script Provide a Uiversal Controller script name where you have the Ansible playbook (YAML).

Ansible command options = Any additional commands if needed in playbook execution.

Examples for Ansible Integration Universal Tasks
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Invoke an Ansible Playbook that Resides in a Remote Ansible Server
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Creating and Executing an Ansible Playbook from Controller

Document References

This document references the following documents:

Name Location Description
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Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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AWS EC2: Create Instances

® Disclaimer
® Introduction
® Overview
® AWS EC2 Task High-Level Overview

® Software Requirements

® Software Requirements for Universal Template and Universal Task

® Software Requirements for Universal Agent

® Software Requirements for Universal Controller

® Software Requirements for the Application to be Scheduled
Technical Considerations
AWS Create EC2 Instance (with Universal Agent) Key Features
Import AWS Create EC2 Instance (with Universal Agent) Downloadable Universal Template
Configure AWS Create EC2 Instance (with Universal Agent) Universal Task
Field Descriptions for AWS Create EC2 Instance (with Universal Agent) Universal Task
Examples for AWS Create EC2 Instance (with Universal Agent) Universal Tasks

® New EC2 Instance Creation

® Launch Instance with Launch Template
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows customers to create an EC2 instance with parameters, either in task form, or by simply creating an EC2 instance from the existing AWS launch template. This task also offers the
option to additionally install a Linux/UNIX Universal Agent in the newly provisioned EC2 Instance.

Overview

® The task interacts with the AWS platform via a Python boto3 module.

® All AWS credentials remain encrypted.

® Customers can also install/configure a Linux Universal Agent for each EC2 instance, enabling the Universal Controller to instantly communicate with the newly created instance. (NOTE: only Linux
Universal Agent is supported at the moment.)

® This task also lets customers create multiple EC2 instances with the same configuration. New instances can also be tagged.

® |t allows customers to create a new keypair or use an existing one for the new EC2 instance.

® This task also enables options for additional EBS volume and encryption, as well as detailed monitoring.

AWS EC2 Task High-Level Overview
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Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against AWS EC2 Instance.

Software Requirements for Universal Template and Universal Task

® Requires Python 2.7 or Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
* Boto3

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.6.0.0 and later with python options installed
® Universal Agent for Linux Version 6.6.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.7.0.0 and later

Software Requirements for the Application to be Scheduled

® The Server Running the Universal Agent needs to have Python 2.7.x or 3.6.x installed
®* AWS IAM Credentials -Access Key, Secret Access key and Region with EC2 set of permissions
® This universal task for the AWS EC2-start-stop-terminate has been tested with the agent bundled with python 3.6 and boto3 module
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Technical Considerations

® Consider using this universal task either with universal agent bundled with python(uapy) and also having boto3 module within this environment or a python environment (py) in a host where universal
agent is installed with boto3 module in it.

®* AWS IAM credentials (Access Key, Secret Access key and Region) should be with the Appropriate access for handling AWS EC2 instances.
® With the current version of this Universal Task, Universal Agent can be installed only in Linux EC2 Instance.

AWS Create EC2 Instance (with Universal Agent) Key Features

Feature Description
Create New EC2 Instance = Creates a EC2 Instance based on the parameters that are provided in the form

Launch EC2 from template | Create a EC2 Instance based on a template in AWS

Import AWS Create EC2 Instance (with Universal Agent) Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwiNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure AWS Create EC2 Instance (with Universal Agent) Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for AWS Create EC2 Instance (with Universal Agent) Universal Task

Field Description
AWS-DEFAULT-REGION AWS Region kept as credential

AWS-SECRET-ACCESS-KEY | AWS Secret Key

AWS-ACCESS-KEY-ID AWS Access Key

Launch Instance Option Select either launch from template or create a brand new ec2 instance with the parameter supplied in the form
LaunchTemplateName Mandatory if launch_instance_option=" Launch from template”

AWS_IMAGE_ID Provide the AWS machine ID ,Mandatory if launch_instance_option="new_instance”

Keypair option PEM file creation choice , Select either existing Key pair or New Key pair
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EC2-KEYPAIR-Path & Name
EC2 Instance Type
Minimum Count

Max Count
associate_public_ip
Subnetld

Availability Zone

Security Group ID

Instance Tag name
iam_instance_profile_name
device_name
ebs_volume_size

EBS Vol. Type

EBS Vol. Encyption

EC2 Monitoring

Install Universal Agent
Agent Download URL
Universal Agent Install OS
Agent OMS IP

Use Public IP for SSH

os_user_id
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Provide Keypair file name and the path (Do not give the extension) for new and for existing keypair just the name
provide ec2-instance type like t2. Micro , if Launch from template = “Create New Instance”

Minimum Count of instance that need to be created, if Launch from template = “Create New Instance”

Max count of instance that needs to be created, if Launch from template = “Create New Instance”

If a public IP needs to be created when a instance is created

Provide subnetID where the instance to be associated within AWS

Provide Availability Zone where the instance to be associated within AWS

provide security group ids, if multiple ID's then separate by comma

EC2 Instance Tag Name

If applicable provide the IAM Instance Profile Name

Provide the device name; for example, /dev/sdal

Provide EBS Volume size

Select either standard or iol or gp2 or scl or stl

Check if encryption needs needed

Check this box if detailed monitoring required

Check this box if you would need to install universal agent with this new EC2 instance created

Provide the path to download the agent URL, if install universal agent option is selected

select the OS where universal agent needs to be installed

Provide the OMS server IP for the universal agent to be connected after installation , if install universal agent option is selected
Select if you would need to use the public or provide IP for SSH

Provide the OS user ID that will be used to make SSH connection

Examples for AWS Create EC2 Instance (with Universal Agent) Universal Tasks

New EC2 Instance Creation
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Launch Instance with Launch Template

Document References

This document references the following documents:

Name Location Description
Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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AWS EC2: Start, Stop, and Terminate Instances

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Start, Stop, Terminate, and Manage AWS EC2 Instance Key Features
Import Start, Stop, Terminate, and Manage AWS EC2 Downloadable Universal Template
Configure Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Task
Field Descriptions for Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Task
Examples for Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Tasks
® Start EC2 Instances
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows users to start, stop, terminate, and manage AWS EC?2 instances on demand, simply by providing one or more instance IDs as input.

Overview

This task uses python boto3 to interact with the AWS platform using the credentials supplied within the task.

It supports multiple EC2 instances at once.

In Universal Controller this task goes to the success state until the EC2 instance is completely spun up or terminated.

Scheduling this task using Universal Controller workflow spins up and tears down EC2 instances based on the business needs, complete with correct set up and dependencies.
It dynamically manages EC2 operations, offering the potential to reduce EC2 operations costs in the cloud.
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Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against AWS EC2 Instance.

Software Requirements for Universal Template and Universal Task

® Requires Python 2.7 or Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
* Boto3

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.6.0.0 and later with python options installed
® Universal Agent for Linux Version 6.6.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.7.0.0 and later

Software Requirements for the Application to be Scheduled

® The Server Running the Universal Agent needs to have Python 2.7.x or 3.6.x installed
®* AWS programmatic Credentials -Access Key, Secret Access key and Region
® This Universal Task for the AWS EC2-start-stop-terminate has been tested with the agent bundled with python 3.6 and boto3 module
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Technical Considerations

® Consider using this Universal Task either with universal agent bundled with python(uapy) and also having boto3 module within this environment or a python environment (py) in a host where Universal
Agent is installed with boto3 module in it.
®* AWS IAM credentials (Access Key, Secret Access key and Region) should be with the appropriate access for handling AWS EC2 instances

Start, Stop, Terminate, and Manage AWS EC2 Instance Key Features

Feature Description
Start EC2 Instance Start one or Multiple EC2 instance
Stop EC2 Instance Stops one or Multiple EC2 instance

Terminate EC2 Instance = Terminate one or Multiple EC2 instance

EC2 status Provides one or Multiple EC2 instance status

Import Start, Stop, Terminate, and Manage AWS EC2 Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwiNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Task

Field Description
AWS-DEFAULT-REGION AWS Region kept as credential

AWS-SECRET-ACCESS-KEY | AWS Secret Key

AWS-ACCESS-KEY-ID AWS Access Key
EC2 Instance Function Select either start or stop or terminate or check ec2 instance
Instance ID’s Provide the Instance ID which you would need to start or stop or term
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Examples for Start, Stop, Terminate, and Manage AWS EC2 Instance Universal Tasks

Start EC2 Instances

Document References

This document references the following documents:

Name Location Description
Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Azure Blob: Manage File Transfers

Disclaimer
Introduction
Overview
Software Requirements

® Software Requirements for Universal Agent

® Software Requirements for Universal Controller

® Software Requirements for the Application to be Scheduled
Key Features
Import Azure Blob Storage Universal Template
Configure Azure Blob Storage Universal Tasks
Field Descriptions for Azure Blob Storage Universal Task - Action

® Create Container - Action
Example for Azure Blob Storage Universal Tasks - Create Container
List Container - Action
Example for Azure Blob Storage Universal Tasks - List Containers
Upload File - Action
Example for Azure Blob Storage Universal Tasks - Upload File
List Objects - Action
Example for Azure Blob Storage Universal Tasks - List Objects
Download File - Action
Example for Azure Blob Storage Universal Tasks - Download File
Delete Objects - Action
Example for Azure Blob Storage Universal Task - Delete Objects
Copy Object to Container - Action
Example for Azure Blob Storage Universal Tasks - Copy Object to Container
Delete Container - Action
Example for Azure Blob Storage Universal Tasks - Delete Container
Upload File - Action
Example for Azure Blob Storage Universal Tasks - Upload File
Monitor Blob - Action
Example for Azure Blob Storage Universal Tasks - Monitor Blob

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Storing data in the cloud becomes an integral part of most modern IT landscapes. With Universal Automation Center you can securely automate your AWS, Azure, Google and MinlO File Transfers and
integrate them into your existing scheduling flows.

As security is one of the key concerns, when moving to the cloud, the provided solution supports multi-level of security:
® Credentials for Azure Keys are stored in an encrypted form in the database

® Support for Azure Token based Shared Access Signatures ( SAS )

L]

L]

Communication to Azure is done via the HTTPS protocol
A Proxy Server connection to Azure with basic authentication is supported

264 | uc-71-admin


https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Universal Controller 7.1.x Administration

This Universal Task focuses on file transfer to, from and between an Azure Blob Storage.

A similar solution as for Azure Blob Storage is also available for AWS S3 and Google Cloud Storage.

Overview

The Universal Task for Azure Blob: Managed File Transfers allows to securely transfers files from, to and between Azure Blob Storage container and folders.
The Universal Task for Azure Blob: Managed File Transfers supports the following main features:
® The following file transfer commands are supported:

Upload a file(s) to an Azure Blob Storage container
Download of file(s) from an Azure Blob Storage container
Transfer files between Azure Blob Storage containers
List objects in an Azure Blob Storage container
Delete object(s) in an Azure Blob Storage container
List Azure Blob Storage container names
Create an Azure Blob Storage container
® Monitor a Blob in a Storage container
File Transfer can be triggered by a third-party application using the Universal Automation Center RESTfull Webservice API: REST API
Universal Task for Azure Blob Storage can be integrated into any existing scheduling workflow in the same way as any standard Linux or Windows Task type.
Security is ensured by using the HTTPS protocol with support for an optional Proxy Server.
Support for Azure Token based Shared Access Signatures ( SAS )
No Universal Agent needs to be installed on the Azure Cloud — the communication goes via HTTPS

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later are required
® The Universal Agent needs to be installed with python option (--python yes)

Software Requirements for Universal Controller

® Universal Controller 7.0.0.0. or later is required

Software Requirements for the Application to be Scheduled

The Universal Task has been tested for the python Azure Storage SDK: azure-storage-blob version: 12.7.1

Key Features

The solution supports the following file transfer scenarios:

Feature Description

Upload a file(s) to a
container (Copy or Move) ® One or more files can be uploaded to a container.
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Move or copy are supported for the upload

Unix filename pattern matching support; for example, wild card support “*” to upload multiple files
One or more files can be Uploaded to a folder using a prefix

It can be decided via an the Upload Write Options to:

® Overwrite an existing object (Replace existing Object)
® Cancel the operations in case an object with a similar name exists (Do not overwrite existing Object)
® Add a timestamp to the uploaded Object (Timestamp)

Download of file(s) from a
container (Copy or Move) One or more files should be downloaded from a bucket.

Move or copy must be supported for the download

Unix filename pattern matching support; for example, wild card support “*” to download multiple files
Download to a specific folder is supported

It can be decided via an the Download Write Options to:

® Overwrite an existing file (Replace existing File)

® Cancel the operations in case a File with a similar name exists (Do not overwrite existing File)
® Add a timestamp to the uploaded file (Timestamp)

® Perform the default Windows behaviour for copying files (Default Windows behaviour)

* |f a file with a similar name exists, the file names that are similar will be edited so that the files you copied have a number appended at the end of them. For
example, if you're copying a file named image.png to a folder that already has a file named image.png in it, the copied file will be named image (1).png.

Copy object to a container
® An object can be copied from one container to another.
® Folders are support

Note: wild cards are not supported for this method.

List objects in a container
® Show all Objects in a container
® Show all Objects in a folder
® Unix filename pattern matching support e.g. wild card support “*” to narrow down the objects to display

Delete object(s) in a
container ® Delete one or multiple objects in a container
® Delete one or multiple objects in folder in a container
® Unix filename pattern matching support e.g. wild card support “*” to narrow down the objects to be deleted

List buckets List all container in an Azure account
Create a container Create a new container
Monitor Blob Monitor a Blob in a Storage container

Proxy Server Connection A proxy server connection with or without basic authentication can be configured

Integration into 3rd Party An Azure Blob Storage file transfer can be triggered via the Universal Automation Center RESTfull Webservice API within an application.
Applications

Self-Service through Web- | The Azure Blob Storage Task can be fully configured, monitored and updated via the Universal Controller Web-GUI
Client
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Import Azure Blob Storage Universal Template

The Universal Template is provided as a Zip-file. This Zip-file can be imported from any local folder using the Universal Controller UI.
To load the Universal Template Zip-file perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy the Universal Template Zip-file to a local directory.

. In the Universal Controller Ul, select Administration > Universal Templates > Import Template.

. Select the Universal Template Zip-file to import.

A WN P

When the Universal Template Zip-file has been imported successfully, the Universal Template will appear on the list.

Configure Azure Blob Storage Universal Tasks

For the new Universal Task type, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for Azure Blob Storage Universal Task - Action

The Azure Blob Storage Task provides multiple different file transfer actions. For each action the specific fields are described.

Azure Blob Storage Container is abbreviated to Container in the following.

Create Container - Action

The Action Creates a new Container.

Field Description
Action create-container action
Useproxy ( defaultis NO) | [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) = Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Connection Type [Azure Account Key | SAS Token ]
If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.

Container Name of the Container to create

Example for Azure Blob Storage Universal Tasks - Create Container
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The following Task creates the Container: stonebranchpm?2

List Container - Action

The Action list all container of an Azure Account.

Field Description
Action list-container action
Connection Type [Azure Account Key | SAS Token ]
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If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname

® Proxy Server Port
® Proxy Server Credentials (optional)

Loglevel ( defaultis INFO) = Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example for Azure Blob Storage Universal Tasks - List Containers

The following Task list all container of the selected Azure Account.
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Upload File - Action

The Action is used to upload a single or multiple files from a Windows or Linux server to an container or a folder in a container.

Field Description
Action Upload-file action
Connection Type [Azure Account Key | SAS Token ]
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Useproxy ( default is NO )

Loglevel ( default is INFO )

Sourcefile

Operation

Prefix

Upload Write Options

If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
[NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Source file(s) to be uploaded to a bucket or specific folder in a container.
Unix filename pattern are supported to upload a selection of files.
Supported wildcards are:
® ? matches any single character
® [seq] matches any character in seq
® [Iseq] matches any character not in seq
® " matches everything
[copy | move]
In case of a “move” the source file(s) is/are deleted after the upload to the container.
A folder in a container is called prefix. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.
Upload Write Options
[Do not overwrite existing Object | Timestamp]

* Do not overwrite existing Object: Cancel the operations in case an object with a similar name exists
® Timestamp: Add a timestamp to the uploaded Object

Example for Azure Blob Storage Universal Tasks - Upload File

The following Task uploads from the Linux directory the files: /Thome/stonebranch/demo/azure/out/test[1-4]* to the the container stonebranchpm, folder incoming.
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Azure-Blob Storage v0.1 Task Details: #2 Azure upload file(g) - Linux-New Azure SDK - Account =B
[l Update [S) Launch Task [f5 View Parents [Ty Copy gfi| Delete [[% Refresh $& Close
Azure-Blob Storage v0.1 Task Variables Actions Virtual Resources Mutually Exclusive @ Instances Triggers Notes @ \ersions
— General -z
Task Name : #2 Azure upload file(s) - Linux-Mew Azure SDK - Account ‘Wersion : 21
Task Description ;
Member of Business -
Services - packaged_solutions_v7 hd
Resolve Mame Time Zone
Immediately : Preference |~ SYStem Default — ¥
Hold on Start: [ |
Virtual Resource 10 - Hold Resources on | I
Priority Failure
— Agent Details
Cluster : [0
Agent : |AGT_LINUX_PS4 PN | Agent Variable : [
e i Credentials
Credentials : he Variable : o =
Run with Highest
Privileges O
nteract with
Desktop : O
— Azure-Blob Storage v0.1 Details
Action :  upload-file w Container : stonebranchpm/incoming
Sourcefile © /home/stonebranch/demo/azure/outitest]1-4]* Operation ;| copy v
Upload Write Ny - -
Options - Do not overwrite existing object ~
Useproxy : |No ")
Loglevel : \ DEEUG v
Azure Account : | Azure-Storage-Account-Nils v |[E]
Connection Type : | Azure Account Key Y]
Runtime Directory :
@ @
Environment | Mame Rk
Variables :
Mo items to show. -

List Objects - Action

The Action is used to display objects in a Azure Container or a specific folder in an Azure Container (prefix).

Field Description
Action List-objects action
Connection Type [Azure Account Key | SAS Token ]

If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
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If set to ‘'SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) ' Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Container Container in which the objects should be listed
Prefix A folder in a container is called prefix. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.
If a prefix is provided only objects in the folder with the prefix name are listed in the output.
Blob Objects matching the given Blob are listed.

Unix filename pattern are supported to list only a selection of files:
Supported wildcards are:

? matches any single character
[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

L]
L]
L]
L]
Example:
Blob = test* : matches everything starting with test
Blob = test[1-2].txt : matches testl.txt, test2.txt
Blob = test[!1].txt: does not match test1.txt

Blob = test?.txt: matches testl.txt, test2.txt etc.

Show Details Show details like creation timestamp in the output

Example for Azure Blob Storage Universal Tasks - List Objects

The following Task list all objects matching the criteria test* in the container stonebranchpm in the folder incoming.
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Download File - Action

This Action downloads one or multiple files from an Azure Container to a Linux or Windows folder.

Field Description
Action Download-file action
Connection ' [Azure Account Key | SAS Token ]

Type
If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
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If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.

Useproxy (| [NO | YES]
default is
NO) If set to YES, the fields to set-up the proxy server connections are displayed:

® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)

Loglevel ( Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
default is
INFO )

Target Linux or Windows Target Directory
Directory
For example, C:\tmp\ or /home/ubuntu/download

Unix filename pattern are supported to download a selection of files.
Supported wildcards are:

? matches any single character

[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

Operation [copy | move]
In case of a “move” the objects are deleted after they have been download from the container.

Download Download Write Options:
Write
Options [Replace existing File | Do not overwrite existing File | Timestamp | Default Windows behaviour]

Replace existing File : overwrite an existing file

Do not overwrite existing File: cancel the operations in case a File with a similar name exists

Timestamp: add a timestamp to the uploaded file

Default Windows behaviour: perform the default Windows behaviour for copying files. If a file with a similar name exists, the file names that are similar will be edited so that the files you
copied have a number appended at the end of them. For example, if you are copying a file named image.png to a folder that already has a file named image.png in it, the copied file will be
named image (1).png.

Example for Azure Blob Storage Universal Tasks - Download File

The following Task downloads from the container stonebranchpm all blobs matching the criteria test[1-2]* to the Linux directory: /home/stonebranch/demo/azure/in
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Azure-Blob Storage v0.1 Task Details: #8 Azure download file - Linux-New Azure S5DK - Account

=22

| Update [} Launch Task [&5 View Parents [ Copy ¢ Delete [[5| Refresh 3 Close

Azure-Blob Storage v0.1 Task || © Variables " . Actions " © Virual Resources " 0 Mutually Exclusive " @ Instances " . Triggers "

© Notes || @ Versions |

— General

Task Name : #8 Azure download file - Linux-New Azure SDK - Account

Task Description :

Member of Business

| packaged_solutions_v7

Environment
Variables :

Mo items fo show.

Services :
Resolve Name — Time Zone [ _
Immediately : Preference :| System Default |v|
Hold on Start
Virtual Resource Hold Resources on —
Priority : |10 |v| Failure
— Agent Details
Cluster :
Agent : [AGT_LINUX_PS4 [v|F]  AgentVariable :
iale - i Credentials —
Credentials | |v |_ Variable :
Run with Highest —
Privileges :
Interact with —
Desktop :
— Azure-Blob Storage v0.1 Details
Action : |d0wn|oad-ﬂ|e |v| Container : stonebranchpm
Target Directory : /homefstonebranch/demo/azurefin Blob : test[1-2]*
A Download Write ; -
COperation : |copy | v | Options - Do not overwrite existing file | ") |
Useproxy : |No | h |
Loglevel : DEBUG [~]
Azure Account * |Azu re-Storage-Account-Nils | " | Z
Connection Type : |Azu re Account Key | ") |
Runtime Directory :
@ @
MName Value

Delete Objects - Action

The Actions is used to delete an object in an Azure Container or folder

Field Description

Action Delete-objects action

Connection Type
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If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) | [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) | Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Container Container in which the Blobs should be deleted.
Blob Blobs to be deleted in the given container

Note: Due to security reasons wild card is only support, if at least one character is provided e.g. t* would delete all files starting with at “t”.

Example for Azure Blob Storage Universal Task - Delete Objects

The following Task deletes in the container stonbranchpm, folder incoming all Blobs matching the criteria test[3-4]*.
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Copy Object to Container - Action

This Action is used copy an objects from one Azure Container to another Azure Container.

Field Description
Action Copy-object-to-bucket action
Connection Type [Azure Account Key | SAS Token ]

If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
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If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname

® Proxy Server Port
® Proxy Server Credentials (optional)

Loglevel ( defaultis INFO) = Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Container Source container

Target Container Target container, where the object(s) will be copied to

Blob File ( Blob ) to be copied from the source container to target container.
Upload Write Options Upload Write Options

[Do not overwrite existing Object | Timestamp]

* Do not overwrite existing Object: Cancel the operations in case an object with a similar name exists
® Timestamp: Add a timestamp to the uploaded Object

Example for Azure Blob Storage Universal Tasks - Copy Object to Container

The following Task copies the Blob: testl.txt from the source container: stonebranchpm to the target container: stonebranchpm?2
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Delete Container - Action

This action is used to delete an Azure Container

Field Description
Action Delete-container action
Connection Type [Azure Account Key | SAS Token ]
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If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) = Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Container Name of the Container to be deleted

Note: The container is delete including all objects.

Example for Azure Blob Storage Universal Tasks - Delete Container

The following Task delete the container stonebranchpm?2
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Upload File - Action

The Action is used to upload a single or multiple files from a Windows or Linux server to an container or a folder in a container.

Field Description
Action Upload-file action
Connection Type [Azure Account Key | SAS Token ]

If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
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If set to ‘SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) = Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Sourcefile Source file(s) to be uploaded to a bucket or specific folder in a container.
Unix filename pattern are supported to upload a selection of files.
Supported wildcards are:
® ? matches any single character
® [seq] matches any character in seq
® [Iseq] matches any character not in seq
® " matches everything
Operation [copy | move]
In case of a “move” the source file(s) is/are deleted after the upload to the container.
Prefix A folder in a container is called prefix. In the field Prefix only the name of the folder needs to be provided no “/" after the folder name.
Upload Write Options Upload Write Options

[Do not overwrite existing Object | Timestamp]

® Do not overwrite existing Object: Cancel the operations in case an object with a similar name exists
® Timestamp: Add a timestamp to the uploaded Object

Example for Azure Blob Storage Universal Tasks - Upload File

The following Task uploads from the Linux directory the files: /home/stonebranch/demo/azure/out/test[1-4]* to the the container stonebranchpm, folder incoming.
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Azure-Blob Storage v0.1 Task Details: #2 Azure upload file(g) - Linux-New Azure SDK - Account

Azure-Blob Storage v0.1 Task Variables Actions Virtual Resources Mutually Exclusive @ Instances Triggers

Notes

=2

[l Update [S) Launch Task [f5 View Parents [Ty Copy gfi| Delete [[% Refresh $& Close

@ Wersions

-

— General
Task Name : #2 Azure upload file(s) - Linux-Mew Azure SDK - Account

Task Description ;
Member of Business
Services :

Resolve Name
Immediately : (]
Hold on Start : [C]

Virtual Resource 10 o
Priority

packaged_solutions_v7

Version : 21

Time Zone

Preference - | System Default —

Hold Resources on |
Failure :

— Agent Details
Cluster : [0
Agent : |AGT_LINUX_PS4 | (&

Credentials : v
Run with Highest
Privileges : O

Interact with
Desktop : O

Agent Variable : [

Credentials
Variable : O

— Azure-Blob Storage v0.1 Details

Action : |upload-file ")

Sourcefile © /home/stonebranch/demo/azure/outitest]1-4]*

Upload Write

Options - Do not overwrite existing object ¥

Useproxy : |No ")
Loglevel : \ DEEUG v

Azure Account : | Azure-Storage-Account-Mils -
Connection Type ;| Azure Account Key Y]

Runtime Directory :

Environment | Mame
Variables :

Container : stonebranchpm/incoming

Operation ;| copy

Value

Mo items fo show.

Monitor Blob - Action

The Action is used to monitor a Blob in an Azure Container.

Field Description
Action Monitor-Blob action
Connection Type [Azure Account Key | SAS Token ]

If set to ‘Azure Account Key’, the credential field ‘Azure Account’ will appear for configuration.
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If set to ‘'SAS Token’, the credential field ‘SAS Token’ will appear for configuration.
Useproxy ( defaultis NO) ' [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Loglevel ( defaultis INFO) ' Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Container Container in which the objects should be monitored
Prefix A folder in a container is called prefix. In the field Prefix only the name of the folder needs to be provided no “/” after the folder name.
If a prefix is provided only objects in the folder with the prefix name are listed in the output.
Blob Blob to monitor. The task goes to status success, if the Blob is found.

Unix filename pattern are supported to list only a selection of files:
Supported wildcards are:

? matches any single character
[seq] matches any character in seq

['seq] matches any character not in seq
"*" matches everything

L]
L]
L]
L]
Example:
Blob = test* : matches everything starting with test
Blob = test[1-2].txt : matches testl.txt, test2.txt
Blob = test[!1].txt: does not match test1.txt

Blob = test?.txt: matches testl.txt, test2.txt etc.

Example for Azure Blob Storage Universal Tasks - Monitor Blob

The following Task monitors in the Container: stonebranchpm all Blob's starting with the name report. If a Blob starting with the name report is found the task goes to task status success.
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Azure Data Factory: Schedule, Trigger, & Monitor

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Key Features
Import Azure Data Factory Integration Downloadable Universal Template
Configure Azure Data Factory Integration Universal Task
Field Descriptions for Azure Data Factory Integration Universal Task
Examples for Azure Data Factory Integration Universal Tasks
® Run a Pipeline
Pipeline Execution Logs
Restart a Failed Pipeline Execution
Cancel a Pipeline Run
Other Azure Data Factory Operation from UAC
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Integration allows Stonebranch users to schedule, trigger, and monitor the Azure Data Factory pipeline process directly from Universal Controller.

Overview

® This integration uses Python modules azure-mgmt-resource and azure-mgmt-datafactory to make REST-API calls to Azure Data Factory.
® This integration will use the Azure Tenant id , Subscription id , client id ,client secret, Resource group, and location for authenticating the REST-API calls to Azure Data Factory.
® User can perform the following Azure Data Factory operations:

Run a Pipeline.
Get information on a Pipeline.
List all Pipelines.
Cancel Pipeline run.
® List factory by resource group.
® Also, with respect to Azure Data Factory triggers, users can perform the following operations from UAC:

® Start Trigger.
® Stop Trigger.
® List Trigger by Factory.
® UAC also can restart a failed pipeline either from the failed step or from any activity name in the failed pipeline.
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Software Requirements

This integration requires a Universal Agent and a Python runtime to execute the Universal Task against an Azure Data Factory.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.4 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® azure-mgmt-resource
® azure-mgmt-datafactory
Software Requirements for Universal Agent
Either:
® Universal Agent for Windows x64 Version 6.6 and later with Python options installed.
® Universal Agent for Linux Version 6.6 and later with Python options installed.
Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later.

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the Azure Data Factory Version 2.

Technical Considerations

® This integration uses the Python modules Azure resource Management Module and Azure Data Factory management to make REST-API calls with Azure Data Factory.
® Use Azure App Registration services to create an app, client ID, and client and associate it with Data Factory to provide appropriate roles (for example, Contributor).

Key Features

Feature Description

Run a Pipeline Execute a pipeline defined in Azure Data Factory. Schedule, trigger, and monitor the execution of a pipeline.
Get Information on a Pipeline | Get a information about the pipeline name .

List all Pipelines List all pipelines that belongs to a Data Factory.

Cancel a Pipeline Run Abort a Pipeline execution from UAC by providing the run ID for the Pipeline execution.

List Factory by resource group = List the available factory name that belongs to a resource group.

Start a Trigger Start a trigger that will manage pipeline execution schedule in the Azure Data Factory.
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Stop a Trigger Stop a trigger that is in the Azure Data Factory.

List Trigger by Factory List all the triggers that belongs to the Data Factory.

Import Azure Data Factory Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

O wNE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Azure Data Factory Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Azure Data Factory Integration Universal Task

Field Description
Azure Location Provide the Azure location.
Tenant ID Provide the Azure Tenant ID or Directory ID.

Azure Client ID and Client Secret | Provide the Azure client ID and client secret (Client ID as user name and client secret as the password) - This comes from your Azure App registration services.

Subscription Azure Subscription ID.

Azure Resource Group Azure Resource group responsible for the Data Factory.

Data factory Operation Select the required Azure Data Factory function for the task.

Data Factory Name Provide the Azure Data Factory Name.

Pipeline Name Pipeline name that needs to be executed in Azure Data factory.

Pipeline Parameters Provide the pipeline run time parameters that needs to be passed for the pipeline execution.
Run ID Run id for the Azure Data Factory Pipeline execution - Required in case of a restart.

Restart Pipeline Check if the pipeline execution needs to be restarted for a failure.

Start From Failure Pipeline needs to be restarted from a Failure step.

Start Activity Name If Start from Failure is not checked, specify if a failed pipeline needs to be restarted from a specific activity.
Run ID for Restart Provide the Pipeline run ID for the restart.

Trigger Name Trigger Name in the Azure Data Factory.
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Polling

True for ARMPolling, False for no polling, or a polling object for personal polling strategy.

Examples for Azure Data Factory Integration Universal Tasks

Run a Pipeline

— Azure DataFactory Details

Azure Location : eastus2

Azure Tenant ID :

Azure Client ID & - - == Azure__
Client Secret : |32U® client credentials Y= Subsecription ID : °
Azure Resource UAC_data_factory Dalafac_tor).f Run a Pipeline v
Group : = - Operation :
DataFr::::eryf datafactory-uacdemo Pipeline Name : demo_az_process
Pipeline == maling -
Parameters ¥ |2  RestartPipeline : []
Runtime Directory
o @
. Name Value
Environment
Variables :
No items to show.
Pipeline Execution Logs
Retrieve Output - Run-Azure-datafactory-Pipeline -Demo_AZ Process (=]
B
3 Output 5
Type Attempt Output
2821-82-89 14:48:32,349 - INFO - Executing version 8.1 with the following paramaters
2021-82-09 14:48:32,350 - INFO - Namespace(azur‘e_client_id:‘m azure_client_
2821-82-89 14:48:32,358 - INFO - Initiating to create a pipeline run
2021-82-89 14:48:32,350 - INFO - Parameters is set to None
I:‘ STDERR 1 20821-82-89 14:48:33,200 - INFO - Run ID: 21616448-6ae5-11eb-b78e-Bab2efs79c62
2821-82-89 14:48:33,314 - INFO - Pipeline run triggered with Run ID : e1616448-6ae5-11eb-b78e-8ab2ef979ca2
20821-82-89 14:48:33,314 - INFO - Pipeline Execution status: In-progress
2821-82-89 14:49:13,894 - INFO - Pipeline : demo_az_process execution completed with status Success
2021-82-89 14:49:13,895 - WARNING - Datetime with no tzinfo will be considered UTC.
2821-82-89 14:48:13,895 - WARNING - Datetime with no tzinfo will be considered UTC.
I:I STDOUT 1 {'additional_properties’: {"id': '/SUBSCRIPTIONS/2137@3F7-2CCE-44FF-8E4C-4835EC2E11ED/RESOURCEGROUPS/UAC_DATA_FAC
{'additional_properties’: {"id': "/SUBSCRIPTIONS/213783F7-2CCE-44FF-BE4C-4835EC2E11ED/RESOURCEGROUPS/UAC_DATA_FAC

Restart a Failed Pipeline Execution
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— Azure DataFactory Details

Azure Location : eastus?
; "
Client Secret : | 32Ure client credentials

Azure Resource
Group :

DataFactory
Name :

Pipeline
Parameters :
Start From Failure : ([_])

Run ID for
Restart :

UAC_data_factory

datafactory-uacdemo

€1616448-6ae5-11eb-b70e-0ab2ef379c62

Runtime Directory :

Azure Client ID & =

Azure Tenant IDM

A e TRty
Subscription 1D :

Datafactory

Operation - Run a Pipeline

Pipeline Name : demo_az process

Restart Pipeline :

Start Activity Name :

Cancel a Pipeline Run

— Azure DataFactory Details

Azure Location : eastus2

Azure_ Client ID & azure client credentials v |
Client Secret :

Azure Resou r;:el UAC_data_factory

DataFr:ctor;T datafactory-uacdemo
ame :

Run ID : ee(6456e-281e-11eb-a5hd-Oab2efa79c62

Runtime Directory :

Azure Tenant ID : 2 e —.

Azure

Subscription ID : il

Datafactory

Operation Cancel Pipeline Run

Other Azure Data Factory Operation from UAC

— Azure DataFactory Details

Azure Location : eastus2

Azur? ClientID & azure client credentials v |
Client Secret :

Azure Resource UAC_data_factory
Group : - =

DataFactory

Name - datafactory-uacdemo

Runtime Directory

Name
Environment

Vanables

Azure Tenant ID : m

Azure
Subscription ID :

Datafactory

Operation - Get a Pipeline info

Run a Pipeline

Get a Pipeline info

List all Pipelines

|Cancel Pipeline Run

List Factory by Resource Group
Start Trigger

|Stop Trigger

List Trigger by Factory

Pipeline Name :

Value

Mo items to show.

Document References
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This document references the following documents:

Name Location Description

Universal Templates ' https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC69/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Azure Logic Apps: Schedule, Trigger, & Monitor Workflows

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Azure Logic apps
® Key Features
Import Azure Logic apps Downloadable Universal Template
Configure Azure Logic apps Universal Task
Field Descriptions for Azure Logic apps Universal Task
Examples for Azure Logic apps Universal Tasks
® Trigger a Azure Logic apps Workflow
® Oauth2.0 Webservices Task - Refresh Access Token
® Webservices Task Actions to Assign New Access Token to Global Variable
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task can trigger and monitor the execution of Azure Logic workflows and retrieve the execution of Azure Logic workflow output. The Universal Controller integrates with Logic Apps through Rest-
APIs securely through the Azure Oauth2.0 authentication mechanism.

Overview

® This task passes dynamic input parameters (JSON format) to each Azure Logic app workflow.

® The task triggers a workflow, monitors it until the process is completed, and then delivers the results to Universal Controller.

® Customers can manage and control Logic App workflow execution from Universal Controller, with the capability to employ other dependencies like time triggers or event-based jobs/workflows.
® This task offers ITSM integration capability, enabling the auto-creation of incidents in case of Logic Apps workflow execution failure.

Software Requirements

Software Requirements for Universal Template and Universal Task

Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.

® Python modules required
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® requests
® UAC Global Variables should be set in order to run the UT properly.

® Global variable: Azure_access_token to be set with Azure access token and this will be used to make the REST-API calls authenticated from universal controller to Azure logic apps
® Azure_Access_token can be populated with new access token by setting up a web services task that can run periodically; for example, every hour.

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.5 and later with python options installed
® Universal Agent for Linux Version 6.5 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.4.7.0 and later

Software Requirements for the Application to be Scheduled

This Universal Task can schedule and execute Azure Logic Apps workflows with API Version 2016-06-01.

Azure Logic apps

This Universal Task can trigger and monitor the execution of Azure Logic workflows and retrieve the execution of Azure Logic workflow output. The Universal Controller integrates with Logic Apps through Rest-
APIs securely through the Azure Oauth2.0 authentication mechanism.

Key Features

Feature Description

Workflow Trigger Run | Trigger a logic apps workflow in Azure, monitor the execution, and pull the output results to Universal Controller.

Import Azure Logic apps Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure Azure Logic apps Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.
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Field Descriptions for Azure Logic apps Universal Task

Field Description

Function Select the function for logic apps.
subscription Id Azure Subscription ID.

Api-version Provide the api version for Azure API.
Trigger Name Should be set to “Manual”.

Workflow Name = Name of the Azure Logic Apps workflow.

Input Parameter = Run time input parameters(JSON) for the logic apps workflow.

Examples for Azure Logic apps Universal Tasks

Trigger a Azure Logic apps Workflow

— Azure Logic Apps Details
Function : |Workflow Triggers - Run v Azure Credential
Logging Level : |Info v Request Format : |application/json

. - Azure
Response format : |application/json Y| subscription idw

Resource group

name : Test_Resource_Group Workflow name : Logic_Apps_Demo
Trigger name : manual APl version : 2016-06-01
Input Parameter - . Ean
(JSON) - logicapps_inputparam v |[:
Runtime Directory
Name Value
Environment
Variables :

No items to show.

©

Oauth2.0 Webservices Task - Refresh Access Token
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Webservices Task Actions to Assign New Access Token to Global Variable
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Document References

This document references the following documents:

Name Location Description
Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Azure Virtual Machines: Start, Stop, & Terminate Instances

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
® Generate Access Token Using Sample webservice Task
® Generated Access Token can be Stored in a Global Variable by Using the UAC Function for the Above webservices Task in Actions Set Variable
Azure Virtual Machines Key Features
Import AWS Virtual Machine Start-Stop-Terminate Instances Downloadable Universal Template
Configure Azure Virtual Machine Start-Stop-Terminate Instances Universal Task
Field Descriptions for Azure Virtual Machine Start-Stop-Terminate Instances Universal Task
Examples for Azure Virtual Machine Start-Stop-Terminate Instances Universal Tasks
® Starting an Azure Virtual Machine from Universal Controller
® List All Virtual Machines for an Azure Subscription
Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task enables users to utilize Azure Virtual Machine (VM) name, resource group, subscription ID, and access token as inputs for the start, stop, terminate, list, and check status of Azure VMs.

Overview

298 /

This task uses python requests module to interact with the Azure cloud platform.

It expands user ability to start/stop/terminate/check/list Azure VMs that belong to a subscription and resource group.

In Universal Controller (UC), this task reaches and stays in the success state until the Azure instance is completely started, stopped, or terminated.

Scheduling this task in Universal Controller with the right dependencies set up would start and stop EC2 instances based on business needs using a UC workflow.
This task helps to dynamically manage VM operations. It could potentially reduce the Azure VM running cost in the cloud.
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Software Requirements

This integration requires a Universal Agent and a Python runtime to execute the Universal Task against a Azure Virtual Machine.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher . Tested with the Universal Agent bundled Python distribution.
® Python modules required

® requests
® UAC Global Variables with azure oauth2.0 access should be set in order to run the UT properly.

® Create a global variable and set the value of that with the Azure access token and this will be used in job definition to make the REST-API calls authenticated from universal controller to Azure
logic apps
® Access token can be populated with a new access token by setting up a web services task that can run periodically; for example, every hour.

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.5 and later with python options installed
® Universal Agent for Linux Version 6.5 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.4.7.0 and later

Software Requirements for the Application to be Scheduled
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This Universal Task can schedule and execute Azure VM Operations with API Version 2019-12-01.

Technical Considerations

This task uses Azure Oauth2.0 access token for Azure API authentication. Users may need to use Universal Controller web services task to refresh the access token periodically.

Generate Access Token Using Sample webservice Task

Generated Access Token can be Stored in a Global Variable by Using the UAC Function for the Above webservices Task in
Actions Set Variable
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Azure Virtual Machines Key Features

Feature Description
Start VM Starts an Azure Virtual Machine
Stop VM Stop an Azure Virtual Machine

Terminate VM = Terminate an Azure Virtual Machine
VM status Check the status of an Azure Virtual Machine

List All VM List the Azure VM’s belongs to a subscription & Resource group

Import AWS Virtual Machine Start-Stop-Terminate Instances Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.
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Configure Azure Virtual Machine Start-Stop-Terminate Instances Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Azure Virtual Machine Start-Stop-Terminate Instances Universal Task

Field Description
VM Function Select the function to perform with the Azure VM , Either start or stop or terminate or check status or List VM's

Resource Group Name = Resource group name from the Azure Subscription

subscription Id Azure Subscription ID
VM Name Name of the Virtual Machine in Azure
Api-version Api version in Azure

Access Token Variable = Bearer access that is store Universal controller global Variabe

Examples for Azure Virtual Machine Start-Stop-Terminate Instances Universal Tasks

Starting an Azure Virtual Machine from Universal Controller

List All Virtual Machines for an Azure Subscription
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Document References

This document references the following documents:

Name Location Description
Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Databricks: Automate Jobs and Clusters

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Technical Considerations
® Key Features
Import Databricks Integration Downloadable Universal Template
Configure Databricks Integration Universal Task
Field Descriptions for Databricks Universal Task
Examples for Databricks Integration Universal Tasks
® Run now Job
® Run Submit Job
® List Cluster
® Upload Local File to DBFS
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows Stonebranch users to perform end-to-end Orchestration and Automation of Jobs & Clusters in Databricks environment, either in AWS or Azure.

Overview

® This task will use the Databricks URL and the user bearer token to connect with the Databricks environment.
® Users can perform the following with respect to the Databricks jobs.

Create and list jobs
Get job details
Run now jobs
Run submit jobs
® Cancel run jobs
® Also with respect to Databricks clusters, this Universal Task can perform the following operations:

® Create, start and restart a cluster
® Terminate a cluster
® Get a cluster info
® List clusters
® With respect to Databricks DBFS , this Universal Task also provides a feature to upload larger files.
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Software Requirements

This integration requires a Universal Agent and a Python runtime to execute the Universal Task against a Databricks environment.

Software Requirements for Universal Template and Universal Task
Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.

® Python modules required

* requests

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.6 and later with Python options installed
® Universal Agent for Linux Version 6.6 and later with Python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the Azure Databricks environment -API version 2.0.

Technical Considerations

® This task uses Python modules requests to make REST-API calls to the Databricks environment.
® Databricks URL and user bearer token would be required as basic input for this Universal Task.
® Please refer to the Databricks API related to jobs and clusters in URL: https://docs.Databricks.com/dev-tools/api/latest/

Key Features

Feature Description
Create Job Create a job in a Databricks environment from Universal Controller. Here, a JSON input for job creation in Databricks environment will be used.
List jobs List the jobs available within the Databricks environment.

Get Job details = Provides an existing job definition in Databricks by providing the job ID as input.

Run now Jobs | This feature helps to run an existing job in Databricks environment using the run time input parameters supplied in JSON from the universal task and the Universal Controller will be
monitoring the execution of the job until it gets completed.

Run Submit This feature helps to run a job in Databricks environment that can be dynamically defined in JSON as an input parameter in the Universal Task and the Universal Controller will be
jobs monitoring the execution of the job until it gets completed.
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Cancel Run
job

Create Cluster
List clusters
Start cluster
Restart cluster

Terminate
cluster

Get a Cluster
info

Upload file to
DBFS

Cancel a execution of job that is in running state within the Databricks environment.

Create a cluster in Databricks environment. Input to be provided in the JSON in a script in this Universal Task.
List the clusters available in the Databricks environment.

Start a cluster that is in stopped state in Databricks.

Restart a cluster in the Databricks environment.

Terminate cluster in Databricks environment by providing cluster ID as input.

Provides the definition of an existing cluster in Databricks environment in JSON.

Upload a file from local server to a Databricks file system DBFS.

Import Databricks Integration Downloadable Universal Template

To use this downlo
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adable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Databricks Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Databricks Universal Task

Field

Databricks URL

Bearer Token

Databricks Functi

Description
Specify the Databricks URL.
Provide the Databricks Personal token or the Azure AD token.

on Select a Function that would like to perform with Databricks.

Create Request Script = Feed the script for the new job creation or cluster in Databricks.

Job ID
Job Run Request

Run ID
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Specify the parameters for Jar or notebook or python or spark-submit or the Job submit run request.

Specify the Databricks Run ID.
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Cluster ID Provide the cluster ID.

Local file name Local file name with path.

DBFS file name Provide the Databricks file path and name.

overwrite Specify if the uploaded files need to overwritten in DBFS.

Examples for Databricks Integration Universal Tasks

Run now Job

— DataBrncks Details

Databricks URL : R

Bearer Token : |Databricks_new

DataBricks

" |Run Now Job ~ | Job Run Request : scr_run_now-Databricks
Function :

Runtime Directory

Name Value
Environment

Vanables
No items to show.

©

Run Submit Job
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List Cluster

— DataBnicks Details

Databricks URL : htips://adb-8826434306640216.16 azuredatabricks net

DataBricks
Function :

Bearer Token : Databricks_new

List Cluster v

Runtime Directory

) Name Value
Environment

Vanables :
No items to show

— Result Processing Details

Exit Code

" | Success Output Contains i
Processing

Output Type : | Standard Error
Scan Qutput For: UAC-Demo ==>RUNNING
Automatic Output

Retrieval Standard Qutput/Error v
Wait For Qutput :
Start Line : 1 Number of Lines : 100
Scan Text :
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Upload Local File to DBFS

— DataBricks Details

Databricks URL : https://adb-8826434306640216.16.azuredatabricks.net Bearer Token : |Databricks_new v ':
DataBr\ckg Upload local file to dbfs v
Function :

Local file name : /home/ravi/sap_extract.tx DBFS file name : /FileStore/shared_uploads/ravi.murugesan@stonebranch.com/..

overwrite :

Runtime Directory :

Name Value
Environment

Vanables :
No items to show

Document References

This document references the following documents:

Name Location Description

Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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E-Mail: SMTP and IMAP Integration

® Disclaimer
® Overview
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Key Features
Import the E-Mail Universal Template
Configure E-Mail Universal Tasks
E-Mail Operation Send Email (SMTP)
® Field Descriptions for the E-Mail Task
® Example for the E-Mail Operation Send Email
® E-Mail Operation Get Email (IMAP)
® Field Descriptions for the E-Mail Task
® Example for the E-Mail Operation Get Email (IMAP)
® Example of the Downloaded E-Mail:

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

The Universal Task for E-Mails allows sending and retrieve E-Mails and E-Mail attachments. It also provides the functionality to download mail attachments to a mail folder.
This Universal Task is especially useful for Stonebranch SaaS customers, whichaccess Universal Controller in the Stonebranch AWS Cloud and have their Universal Agents deployed in their own data center.

Since the Universal Task is triggered from the Universal Agent, no additional firewall ports need to be opened.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
® Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

® Universal Controller 7.0.0.0 or later is required.

Software Requirements for the Application to be Scheduled

310 / wuc-71-admin


https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Universal Controller 7.1.x Administration

The E-Mail connection settings for Incoming connections to the IMAP server and outgoing connections to an SMTP server are required.

Key Features

Send an E-Mail with or without attachments.

Use Universal Controller Variables.

Retrieve an E-Mail based on filter criteria like From, To, sender, subject, body content ...
Move an E-Mail to a Mail folder after downloading it to a configured folder.

Delete an E-Mail after downloading it to a configured folder.

Import the E-Mail Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration > Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import template.

. Select the template ZIP file and import..
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When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure E-Mail Universal Tasks

For Universal Task E-Mail, create a new task and select one of the E-Mail Operations, Send Email or Get EMail. Then enter the task-specific Details that were created in the Universal Template.

E-Mail Operation Send Email (SMTP)

Field Descriptions for the E-Mail Task

Fill out the Universal Task for E-Mail for the E-Mail Operation Send Email (SMTP).

Field Description
Agent Linux or Windows Universal Agent to trigger the E-Mail Task.
Agent Cluster Optional Agent Cluster for load balancing.

E-Mail operations The following operations can be selected:
[Send Email (SMTP) | Get Email (IMAP)]
Server SMTP server for outgoing connections.
For example, smtp.web.de
E-Mail credentials = Credentials for the SMTP server for outgoing connections.

Port SMTP server Port.
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For example, SMTP Port = 587

Enable STARTTLS Chose if your SMTP server is using STARTTLS.

To To E-Mail Address.

Cc Carbon Copy E-Mail Address.

Bc Blind Copy E-Mail Address.

Subject E-Mail Subject.

Body E-Mail Body.

Attachment(s) Path to one or multiple E-Mail attachments.

Multiple attachments are separated via a comma.
For example, C:\demo\out\sap-job.log, C:\demo\out\sap-job2.log
Loglevel Universal Task logging settings:

[DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example for the E-Mail Operation Send Email

The following example sends the E-Mail attachmentsap- j ob. | og from the local directory c: \ denp\ out \ to john.doe@web.de.
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E-Mail Operation Get Email (IMAP)

Field Descriptions for the E-Mail Task
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Fill out the Universal Task for E-Mail for the E-Mail Operation Get Email (IMAP).

Field
Agent
Agent Cluster

E-Mail operations

Server

E-Mail credentials

Description

Linux or Windows Universal Agent to trigger the E-Mail Task
Optional Agent Cluster for load balancing

The following operations can be selected:

[Send Email (SMTP) | Get Email (IMAP)]

IMAP server for incoming connections

For example, imap.web.de

Credentials for the IMAP server for incoming connections

Port IMAP server Port
For example, IMAP Port = 993
Email Folder E-Mail Folder to retrieve the E-Mails
For example, inbox
To Filter: To E-Mail Address
Only E-Mails from the specified E-Mail Address are downloaded
Cc Filter: Carbon Copy E-Mail Address
Only E-Mails from the specified E-Mail Address in Cc are downloaded
Bc Filter: Blind Copy E-Mail Address
Only E-Mails from the specified E-Mail Address in Bc are downloaded
Subject Filter: E-Mail Subject
Only E-Mails that contain the content mentioned in the Subject field are downloaded.
For example, Subject = “Finance-Reports” mean that only E-Mails, which contain in the Subject the word “Finance-Report” are downloaded.
Body Filter: E-Mail Body

Only E-Mails that contain the content mentioned in the Body field are downloaded.
Message Directory E-Mail download directory
For example,
c:\denp\i nbox\ means that E-Mails are downloaded to the local directory, c: \ denp\ i nbox\ .

The E-Mail download format is:

Fronm( <From E- Mai | Addr ess>_Dat e( <YYYY- MM DDTHH: MM SS>_Subj ect ( <Subj ect >) _I D( <random | D>) . eml
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For example,
From(nils.buer@stonebranch.com)_Date(2021-09-17T162217)_Subject(Finance-Reports)_ID(TsliUXZH).eml
Download File Types Specify the file type to download. Multiple file types can be listed using a comma as separator.
© For example, pdf , t xt, docx
Post Action [Move, None, Delete]
Post action after the E-Mail was downloaded to the folder configured in the field: Message Directory.
* Move
Move the E-Mail to the folder configured in the field: Move t o Fol der
® None
No further action
® Delete
Delete the E-Mail form the Message Directory configured in the field Message Directory.
Move to Folder Folder, where the E-Mail is move to after a downloading the E-Mail.
This Field is only available when Post Action:
“Move” has been selected.

For example, Move to Folder r ead, means that the E-Mail is move to the Mail Folder r ead after the E-Mail was downloaded to the folder configured in the field: Message
Directory.

Loglevel Universal Task logging settings

[DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example for the E-Mail Operation Get Email (IMAP)

The following example downloads all E-Mail from john.doe@web.de containing in the Subject the word “Finance-Reports” and in the Body the word “Report-2021” to the local directory c: \ deno\ i nbox\ .

All E-Mail attachments are downloaded to the directoryc: \ denp\ i nbox\ at t achment s. After successful download, the E-Mail is moved to the Mail folder r ead.
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Example of the Downloaded E-Mail:
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From(nils.buer@stonebranch.com)_Date(2021-09-17T162217)_Subject(Finance-Reports)_ID(TsliUXZH).eml
l E . = || ink

Home Share View

v A l demno inbox

l demo l attachements

. cloudZcloud 0" From(nils.bue nebranch.com)_Date(2021-09-17T162217)_Subject(Finance-Reports) |D{TsliUXZH).eml

B cx
. im3
. inazure
. in

. attachements
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GitHub: Automated Import/Export

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Agent and Universal Controller
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Universal Task for GitHub Details
Import GitHub Downloadable Universal Template
Configure GitHub Universal Task
Field Descriptions for the GitHub Integration Universal Task
Naming Conventions
Examples for GitHub Universal Tasks
® Export Universal Objects from UAC to GitHub
® |mport Universal Objects from GitHub to UAC
® Export Universal Objects from UAC to Script
® Import Universal Objects from Script to UAC
® JSON Script that Defines Universal Template SQL

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows you to perform server operations, such as importing/exporting Universal Automation Center objects and integrating with GitHub; for example, you could import a new Universal
Template from GitHub into your Universal Controller.

It also allows you to import/export Universal Automation Center objects using the Universal Controller script library.

Software Requirements

Software Requirements for Universal Agent and Universal Controller

® Universal Agent for Linux or Windows Version 6.9.0.0 or later are required.
® For Universal Agent 6.9.0.0, the PyGitHub python module must be installed.

Software Requirements for Universal Controller

® Universal Controller 6.9.0.0 or later.
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Software Requirements for the Application to be Scheduled
® A GitHub Account with a GitHub token is required,

A GitHub token can be created under GitHub / Settings / Developer settings / Personal access tokens

Universal Task for GitHub Details

Import ' Import any Universal Controller objects such as tasks, calendar, scripts, and trigger from GitHub into Universal Controller; for example, import a new Universal Template in the Marketplace from
GitHub to Universal Controller.

Import ' Import any Universal Controller object such as Universal Template, tasks, calendar, scripts, and triggers from a script file into Universal Controller; for example, no Internet connection from Universal
Controller to GitHub is supported.

Export = Export any Universal Controller object such as tasks, calendar, scripts, and triggers to GitHub from Universal Controller; for example, export a Universal Template to a GitHub repository.

Export = Export any Universal Controller object such as tasks, calendar, scripts, and triggers to a script object, so that the content of the script later can be used to import it on a Controller without needing the
UAC import functionality.

Supp = Support Stonebranch SaaS Universal Controller and on-premise Universal Controller customers.
ort

Import GitHub Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure GitHub Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for the GitHub Integration Universal Task

Field Description
Universal Universal Controller URL; for example,
Controller URL

Local Universal Controller:

http://192.168.88.10:8080/uc/
Stonebranch SaaS Cloud Universal Controller:
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https://superstore.stonebranchdev.cloud/

Universal Credentials of the Universal Controller Webservice API

Controller

Credentials

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
UAC Base URL The REST API URL for UAC.

for example, http://192.168.88.40:8080/uc

UAC REST The REST API credentials for UAC.
Credentials
Operation Type Operation Type can be one of the following:

® From UAC to GitHub
This operation gets the universal object information from UAC and sends it into GitHub repository. See Export Universal Objects from UAC to GitHub.

® From GitHub to UAC
This operation gets the universal object information from GitHub repository and sends it into UAC. It either creates these or updates the already existing ones. See Import
Universal Objects from GitHub to UAC.

® UAC_to_Script
This operation gets the universal object information from UAC and exports it into a UAC script object, so that later the content of the script can be used to import it on a Controller
without needing to the UAC import functionality. See Export Universal Objects from UAC to Script.

® Script_to_UAC
This operation gets the universal object information from UAC script and sends it into UAC. It either creates these or updates the already existing ones. See Import Universal
Objects from Script to UAC.

Object Type Object Types in UAC:

[ agent | agentcluster | businessservice | calendar | customday | credential | databaseconnection | emailconnection | peoplesoftconnection | sapconnection | task | trigger | script | virtual
| variable | universaltemplate ]

Object Sub Type The type of the selected object.
Refer to Task Types in the Product Documentation; for example, For Object Type tasks: Workflow, Timer, Windows, Linux/Unix, z/OS, ...
Business Services Comma Separated List of Business Services

GitHub Base URL Should be filled in order to use local/own/private GitHub server. For GitHub please leave empty.

GitHub Token Connection token for GitHub. Can be generated under GitHub / Settings / Developer settings / Personal access tokens
Repository Path GitHub repository ; for example, stonebranch-marketplace/ut-sql-tasks
used to:

® Export Universal Package to GitHub

® Import Universal Package from GitHub
Branch Branch name ; for example, main, development
Task Folder Name Folder name of the task to be put under the Branch; for example, export
Change Message Commit definition.

${ops_execution_user}_${ops_agent_name}_app.version_%s_${ops_launch_time}_change_ is added in front of the message; for example,
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if Change Message field left empty:
nbuer_AGT_LINUX_PS4_app.version_1.3_2021-01-20 10:25:48 +0000_change_

if Change Message field = “dev”

nbuer_AGT_LINUX_PS4_app.version_1.3 2021-01-20 10:25:48 +0000_change_dev

Naming Conventions

The naming of the objects that are exported to a GitHub are as follows:
<Object Name>.<Object Type>.<Object Sub Type>.json

;for example, AWS Task.task.SAP.json

If there is no Object Sub Type, then:

;for example, AWS Task.universaltemplate.json

Examples for GitHub Universal Tasks

Export Universal Objects from UAC to GitHub

The following task exports the Universal Template SQL from Universal Controller to the main branch of the GitHub repository: stonebranch-marketplace/ut-sql-tasks; folder: export
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Import Universal Objects from GitHub to UAC

The following Task imports the universal template SQL from the main branch of the GitHub repository: stonebranch-marketplace/ut-sql-tasks; folder export
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Export Universal Objects from UAC to Script

This task gets the object for the Universal Template “Informatica Cloud” from UAC and exports it into a UAC script object with the same name, so that later the content of the script can be used to import it on a
Controller without needing the UAC import functionality.
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Import Universal Objects from Script to UAC

The following task imports the Universal Template as defined in the JSON script named SQL.
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JSON Script that Defines Universal Template SQL
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Google BigQuery: Schedule, Trigger, Monitor, and Orchestrate Operations

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Key Features
Import Google BigQuery Integration Downloadable Universal Template
Configure Google BigQuery Integration Universal Task
Field Descriptions for Google BigQuery Integration Universal Task
Examples for Google BigQuery Integration Universal Tasks
® BigQuery SQL
List dataset
List Tables in dataset
View Job Information
Create a dataset
Load Local File to a Table
Load Cloud Storage Data to a Table
Export Table Data
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows Stonebranch users to schedule, trigger, monitor, and orchestrate the Google BigQuery process directly from Universal Controller.

Overview

® This task uses Python modules google-cloud-bigquery and google-auth to make REST-API calls to Google BigQuery

® This task will use the GCP Project ID, BigQuery SQL or Schema, Dataset ID, Job ID, Location, Table ID, Cloud Storage URI, and Source File Format as parameters of BigQuery function, and GCP
KeyFile (API KEY) of Service account for authenticating the REST-API calls to Google BigQuery.

® User can perform the following Google BigQuery operations:

BigQuery SQL

List dataset

List tables in dataset

View job information

Create a dataset

Load local file to a table

Load cloud storage data to a table
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® Export table data

Software Requirements

This Universal Task requires a Universal Agent and a Python runtime to execute the Universal Task against a Google BigQuery data warehouse.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.4 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® google-cloud-bigquery
® google-auth

Software Requirements for Universal Agent
Either:

® Universal Agent for Windows x64 Version 6.6 and later with Python options installed.
® Universal Agent for Linux Version 6.6 and later with Python options installed.

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later.

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the Google BigQuery data warehouse.

Technical Considerations

® This Universal Task uses the Python modules Google auth and Google BigQuery management to make REST-API calls with Google BigQuery
® Create a service account in your GCP identity management

Key Features

Feature Description

BigQuery SQL Runs a BigQuery SQL query and returns query results.
List dataset Lists all existing datasets in a particular project.

List tables in dataset List tables in a particular dataset.

View job information Retrieve the information of a job for a given job ID.
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Create a dataset Create a dataset within a project.

Load local file to a table Load a local file to a BigQuery table.

Load cloud storage data to a table = Load a file form cloud storage to BigQuery table.

Export table data Export table to cloud storage bucket.

Import Google BigQuery Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:
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. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Google BigQuery Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Google BigQuery Integration Universal Task

Field

GCP Project ID

GCP KeyFile (API KEY) Service account
Select a BigQuery Function
BigQuery SQL or Schema
Dataset ID

Job ID

Location

Table ID

Cloud Storage URI

Source File Format

Local File Path

Header Row to Skip

Schema Auto Detect
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Description

Provide Google Cloud Platform (GCP) project ID.

Provide Google Cloud Platform Service account authentication key in JSON format.
Select a function for execution in GCP.

Provide BigQuery SQL or schema as applicable for function to load data either from cloud or local storage.
Provide GCP Dataset ID (name of the dataset) - Must be alphanumeric.

Provide BigQuery Job ID.

Provide GCP BigQuery location.

Provide table ID(Name of the table where the file needs to be loaded).

Provide URI for the cloud storage.

Provide source file format for the data load in to table.

Provide local file path for the data load in to a table.

Provide an integer indicating the number of header rows in the source data.

Option to enable schema auto detection when loading data applicable only for JSON and CSV format.
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Examples for Google BigQuery Integration Universal Tasks

BigQuery SQL

List dataset

List Tables in dataset

View Job Information
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— GCP-BigQuery Details

GCP Project ID : qestessssstasssiifiiis

GCP KeyFile (API KEY) -

) L e ——
Service Account :
Select a BigQuery View Job Information

Function

v Job ID : e28c4a4b-3634-40d9-848b-9e601a420c17
Location : asia-south1
Runtime Directory :

Name
Environment Variables -

Value

No items to show.

©

Create a dataset

Load Local File to a Table

Load Cloud Storage Data to a Table
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Export Table Data

Document References

This document references the following documents:

Name Location Description

Universal Templates ' https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Informatica Cloud: Schedule, Control, and Manage

® Disclaimer
® Overview
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Import Informatica Cloud Downloadable Universal Template
Configure Informatica Cloud Universal Task
Field Descriptions for Informatica Cloud Universal Task
Example
® [nformatica Cloud Universal Task
® Log Files
® Activity Log
® Session Log
® Error Log

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

This Universal Task allows users to schedule any Data Integration Task, Linear Taskflow, or Taskflow in the Informatica Cloud.
All communication is Web-Service based using the latest Informatica REST API version 2 & 3 with support for folders.

Log-files including activity-, session- and error-log are available from the Universal Controller Web Ul in the same way as from the Informatica Monitoring Console.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 6.9.0.0 or later is required.
Software Requirements for Universal Controller

® Universal Controller 6.9.0.0 or later.

® Universal Controller license key with support for SAP Connector is required.

Software Requirements for the Application to be Scheduled
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In order to connect to the SAP System, the SAP NetWeaver RFC SDK 7.50 libraries are required from SAP.

Those can be downloaded from the SAP Software Download: SAP NetWeaver RFC SDK 7.50.

Technical Considerations

Start a data integration task in Informatica Cloud.
Support for folder by using latest REST API version 3.
Automatic Retrieval of Activity, Session and Error-log *.
Supported task types for Data Integration:

Masking Task
Replication Task
Synchronization Task
Mapping Task
PowerCenter Task
Linear Taskflow
Taskflow

® [ntegrate the Informatica Task in any scheduling workflow.

*

The Error-log is retrieved only for Tasks. For workflows, the error message is provided.

Import Informatica Cloud Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:
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. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Informatica Cloud Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Informatica Cloud Universal Task

Field

Informatica URL

Description
Endpoint URL of the Informatica Cloud Rest API; for example, endpoint URL of the Informatica SaaS API:

https://dm-us.informaticacloud.com/saas

Informatica Credentials Informatica credentials for basic authentication with username and password.

334 /| uc-71-admin


https://launchpad.support.sap.com/#/softwarecenter/template/products/%20_APP=00200682500000001943&_EVENT=DISPHIER&HEADER=Y&FUNCTIONBAR=N&EVENT=TREE&NE=NAVIGATE&ENR=01200314690100002214&V=MAINT&TA=ACTUAL&PAGE=SEARCH/SAP%20NW%20RFC%20SDK
https://docs.stonebranch.com/confluence/display/UC69/Credentials#Credentials-ResolvableCredentials
https://docs.stonebranch.com/confluence/display/UC69/Universal+Controller+Properties#UniversalControllerProperties-ResolvableCredentialsPermitted
https://docs.stonebranch.com/confluence/display/UC69/Creating+a+Universal+Template#CreatingaUniversalTemplate-CreatingaUniversalTemplate
https://dm-us.informaticacloud.com/saas

Universal Controller 7.1.x Administration

Task Type The following Task Types are available for selection:
[ Masking Task | Replication Task | Synchronization Task | Mapping Task | PowerCenter Task | Linear Taskflow | Taskflow ]
Path <path>/<taskname> ( path is optional )
Path and name of the task to start in Informatica Cloud; for example, stonebranch/dataload?2 starts the task dataload?2 in the folder stonebranch
Print Activity Log Prints the Activity Log to the Output of the Task Instance. For an example refer to Activity Log screenshot.
Note: The Error Log always will be printed to the Output of the Task Instance.
Print Session Log Prints the Session Log to the Output of the Task Instance.
Note: The Error Log always will be printed to the Output of the Task Instance.
Useproxy ( default is NO ) [NO | YES]
If set to YES, the fields to set-up the proxy server connections are displayed:
® Proxy Server IP or hostname
® Proxy Server Port
® Proxy Server Credentials (optional)
Universal Controller URL Universal Controller URL.
URL has no backslash “/” at the end.

Example: http://192.168.88.10:8080/uc

Universal Controller Credentials = Universal Controller Credential.s

The Credentials must have “Web Service Access” Permissions.

Poll Interval (s) Task Polling Interval in seconds; for example, a Poll Interval of 60 means that every 60 seconds, the Informatica Cloud will we queried if the started task has been finished.
Loglevel ( default is INFO ) Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
Example

The following screen shows an example of an Informatica Cloud Universal Task, which will start the Synchronization task dataload?2 in the folder stonebranch.

The Task will print the Session Log and Activity Log into the Output of the task instance.

Informatica Cloud Universal Task
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Log Files

The Activity Log and Session Log will be provided if the corresponding Flags (Print Session Log, Print Activity Log) are set in the Universal Task.

The Error Log always will be printed to the Output of the Task Instance.

Activity Log
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Session Log
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Error Log
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Informatica PowerCenter: Schedule, Control, and Manage

® Disclaimer
® Overview
® Software Requirements

® Software Requirements for Universal Agent

® Software Requirements for Universal Controller

® Software Requirements for the Application to be Scheduled
Technical Considerations
Import Informatica PowerCenter Downloadable Universal Template
Configure Informatica PowerCenter Universal Task
Field Descriptions for Informatica PowerCenter Universal Task
Examples

® Action Type: startTask

® Action Type: startWorkflow

® Action Type: startWorkflowFromTask
® Verify Workflow execution in Informatica PowerCenter Workflow Monitor

® How to Look Up a Workflow Instance in PC

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

This Universal Task allows users to schedule Informatica PowerCenter Workflows and Tasks, including retrieval of the workflow and session log.
It also is possible to start a Workflow from a certain task onwards.

The Universal Task schedules Informatica PowerCenter via the Informatica PowerCenter Web Services Hub; therefore, no installation on any Informatica Informatica system is required.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 6.9.0.0 or later is required.

Software Requirements for Universal Controller

® Universal Controller 6.9.0.0 or later.

Software Requirements for the Application to be Scheduled

® The Universal Task has been tested for PowerCenter 10.1.0.
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® The Informatica PowerCenter Web Services Hub needs to be started in Informatica PowerCenter Administrator.

Technical Considerations

This task It is based on the standard Informatica PowerCenter Web Services Hub using SOAP protocol.

The Informatica PowerCenter Web Services Hub Interface is called from a Universal Agent running on a Linux Server or Windows Server.
Start a Task in an Informatica PowerCenter Workflow.

Start an Informatica PowerCenter Workflow.

Start an Informatica PowerCenter Workflow from a given Task onwards.

Different log-levels can be selected for example, Info and debug.

The Workflow log is always provided.

Http and Https connections are support (Note: the host certificate is not verified).

Import Informatica PowerCenter Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure Informatica PowerCenter Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Informatica PowerCenter Universal Task

Field Description
Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL].
Agent The Universal Agent, which runs the Python request module to call the PC “startWorkflow” SOAP Webservice.

Both Linux and Windows Universal Agents are supported.
Repositoryname Name of the Repository to log in to.
usernamespace The security domain of the user account used to log in to the repository.

Required if there is more than one security domain in the Informatica PowerCenter domain.

Domainname Domain name for the Integration Service.
Foldername Name of the folder containing the workflow.
requestmode Indicates the recovery strategy for the session task:
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Informatica Credentials
IS Servicename
workflowname

Action

TaskinstancePath

Get Session Log
Get Session Log for Task

Timeout

Hostname
Port

SSL

Examples
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* NORMAL : Restarts a session without recovery.
®* RECOVERY : Recovers a session.
Credentials for Informatica PowerCenter.
Name of the Integration Service that runs the workflow.
Name of the workflow to run.
The following Actions can be selected:
startWorkflow | startTask | startWorkflowFromTask
® startWorkflow: Start a Task in an Informatica PowerCenter Workflow
® startTask: Start an Informatica PowerCenter Workflow
® startWorkflowFromTask: Start an Informatica PowerCenter Workflow from a given Task onwards
Refer to Examples for an example screenshot of each action.
Name and Path of the Task to start in the Workflow.
If enabled, the Session Log of the Taskname provided in the Field Get Session Log for Task is written to the taskinstance Output.
Note: In case of a Workflow with multiple task, only the session log of the task provided under the field taskinstancePath is written to the taskinstance Output.
The field is only visible if the choice field Get Session Log is enabled.
Name and Path of the Task for which the session log should be retrieved.
Maximum amount of time the Web Services Hub can take to process a request and generate a SOAP response before the request times out.
If the Web Services Hub is unable to generate a response within the timeout period, it sends a fault message to the web service client and drops the connection.
Default is 180 seconds. Minimum value is 60 seconds.
If the operation does not complete within the timeout period, the operation fails.
Web Services Hub host name.
Web Services Hub port number.
Choose if you want to connect via http or https to your webservice hub.
In the Power Center Administration GUI, you can look up the configuration by clicking on the webservice hub.
For example,

® http: http://walldorf:7333/wsh
® https: https://walldorf:10333/wsh


http://walldorf:7333/wsh
https://walldorf:10333/wsh
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Action Type: startTask

Action Type: startWorkflow
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Action Type: startWorkflowFromTask

The following Task starts an Informatica PowerCenter Workflow from a specific Task onwards
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Verify Workflow execution in Informatica PowerCenter Workflow Monitor

The following provides to non-Informatica PowerCenter Consultants with an Introduction on how to verify that a Workflow, which was started via the Universal Task for Informatica PowerCenter, has been
successfully executed in PC.

How to Look Up a Workflow Instance in PC

1. Log-in to the Informatica PowerCenter Workflow Monitor.
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(M] Informatica PowerCenter Workflow Maonitor

Repository  Edit View Tools Task Filters Help
PR IQH
Repositories Wordlow Run Start Time

=]
@

0! Connect to Repository
a Repository: | REPO_SVC
('3'} Username:
-
Password:
- |
Connect

Security Domain: | Native

2. Select your Workflow.

Browse to your Workflowname. In the following example, the Workflow is named: wf_newcustomer. On the right side of the screen, you can see all executed instances including their status; for
example, Succeeded.

Repository Edit View Tools Task Filters Help
‘aaaas E=Es®|vs- | ELE]Y
Repositories Worldlow Run Start Time Completion Time Status L)
& -
=14, wi_newcustomer E
B swc : wf_newcustomer 09.02.2021 09:52:09 09.02.2021 09:52:14 Succesded
L stonebranch wf_newcustomer 08.02.2021 14:55:27 08.02.2021 14:55:35 Succeeded
F L 08.02.2021 145427 08.02.2021 14:54:32 Succesded
> 3 Open Latest 20 Runs 08.02.2021 14:53:28 08.022021 14:53:34 Succssded
= @ 08.02.2021 11:51:47 08.02.2021 11:51:52 Succeeded
o3 08.022021 11:47:20 08.022021 11:4725 Succesded
o Restart 08.022021 11:46:53 08.022021 11:46:57 Succesded
U Stor 08.02.2021 11:46:35 08.02.2021 11:46:39 Succeeded
@ B 08.02.2021 11:45:17 08.02.2021 11:45:28 Succeeded
< i Abort 08.02.2021 11:36:44 08.02.2021 11:36:50 Succseded -
R e _
L I
Cold Start
x| [Connected to the reposit Schedul -
it _sve 09.02 2021 10 chedule ht_sve
Integration Service int_s: UnSchedule
int_svc 09.02.2021 10:
Go to Gantt Chart
Get Workflow Log
Show History Names...
[l nnm Output ow History Names.
Get Run Properti
Ready

3. Verify the Workflow Log
Right-clicking on the workflow will allow you to Get the Workflow Log.
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[saveps...| [ copy | [ Find... | [ Refresh

Severity Timestamp  # MNode Thread Message Co... Message -~
09.02.2021 09:52:09 nodel1 LM_36435 Starting execution of workdlow [wf_newcustomer] in

folder [stonebranch] last saved by user

[Administrator].

INFO 09.02.2021 09:52:09 nodel1 4584 LM_44206 Worldlow wf_newcustomer started with run id [107],
run instance name [, run type [Concurent Run
Dizabled].

INFO 09.02.2021 09:52:09 node1 4584 LM_44155 Worldlow [wf_newcustomer] service level
[SLPriority:5,5L DispatchWait Time: 1800].

INFO 09.02.2021 09:52:09 node( 4584 LM_44253 Worldlow started. Clients will be notified

INFO 09.02.2021 09:52:09 node1 4584 LM_36330 Start task instance [Start_wf_newcustomer]:
Execution started.

INFO 09.02.2021 09:52:09 node01 4584 LM_36318 Start task instance [Start_wf_newcustomer]:
Execution succeeded.

INFO 09.02.2021 09:52:09 node1 4584 LM_36505 Link: [Start_wf_newcustomer —=
load_customer_data]: empty expression string, -

Severity: INFO

Timestamp: 09.02,2021 09:52:09

Node: node01

Thread: 4584

Process ID: 2108
Message Code: LM_36435
Message: Starting execution of workflow [wf_newcustomer] in folder [stonebranch] last saved by user [Administrator].

Note: The same Workflow log information is also available in the Universal Task Output.

4. Verify the Workflow Log in Universal Automation Center
All Log Information shown in the Informatica PowerCenter Workflow Monitor also is available in the Universal Controller Web-GUI in the Task Instance screen and Output.

The following screenshot shows the Task Instance Screen:
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The following screen shows the Log file in the Task Instance Output Screen:
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Inter-Cloud Data Transfer

® Disclaimer
® Overview
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Key Features
® Import Inter-Cloud Data Transfer Downloadable Universal Template
® Configure Inter-Cloud Data Transfer Universal Tasks
® Configure the Connection File
® Creation of the Connection File
® Considerations
® Create a New Inter-Cloud Data Transfer Task
® Inter-Cloud Data Transfer Actions
® Action: list directory
* Example
® Action: copy
® Example
® Action: list objects
* Example
® Action: move
® Example
® Action: remove-object
* Example
® Action: remove-object-store
® Example
® Action: create-object-store
* Example
® Action: copy-url
® Example
® Action: monitor-object
* Example

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

The Inter-Cloud Data Transfer integration allows you to transfer data to, from, and between any of the major private and public cloud providers like AWS, Google Cloud, and Microsoft Azure.
It also supports the transfer of data to and from a Hadoop Distributed File System (HDFS) and to major cloud applications like OneDrive and SharePoint.

An advantage of using the Inter-Cloud Data Transfer integration over other approaches is that data is streamed from one object store to another without the need for intermediate storage.
Integrations with this solution package include:

* AWS S3
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Google Cloud

Sharepoint

Dropbox

OneDrive

Hadoop Distributed File Storage (HDFS)

Software Requirements

Software Requirements for Universal Agent

Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

Universal Controller 7.0.0.0 or later.

Software Requirements for the Application to be Scheduled

Rclone: v1.55.1 or higher needs to be installed on server where the Universal Agent is installed.
Rclone can be installed on Windows and Linux
To install Rclone on Linux systems, run:

curl https://rclone.org/install.sh | sudo bash

Note: If the URL is not reachable from your server, the Linux installation can also be done from pre-compiled binary.
To install Rclone on Linux system from a pre-compiled binary

Fetch and unpack

curl -O <https://downl oads. rclone.org/rclone-current-Iinux-and64. zi p>
unzi p rclone-current-Ilinux-and64. zi p
cd rclone-*-1inux-and64

Copy binary file

sudo cp rclone /usr/bin/
sudo chown root:root /usr/bin/rclone
sudo chnod 755 /usr/bin/rclone

Install manpage

sudo nkdir -p /usr/local/share/ man/ manl
sudo cp rclone.1 /usr/local/share/ man/ manl/
sudo nmandb
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® To install Rclone on Windows systems:

® Rclone is a Go program and comes as a single binary file.
® Download the relevant binary here.
® Extract the rclone or rclone.exe binary from the archive into a folder, which is in the windows path

Key Features

Some details about the Inter-Cloud Data Transfer Task:

Transfer data to, from, and between any cloud provider

Transfer between any major storage applications like SharePoint or Dropbox
Transfer data to and from a Hadoop File System (HDFS)

Data is streamed from one object store to another (no intermediate storage)
Very Fast, if the object stores are in the same region

Preserves always timestamps and verifies checksums

Supports encryption, caching, compression, chunking

Perform Dry-runs

Regular Expression based include/exclude filter rules

Supported actions are:

List objects, List directory,
Copy/ Move

Remove object / object store
Perform Dry-runs

Monitor object

Copy URL
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Linux
Google
AWS
Azure
HDFS
OneDrive
SharePoint

I __________l_t______

Google
AWS

Cloud A

Azure
HDFS
OneDrive
SharePoint

Import Inter-Cloud Data Transfer Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

GO WNPE

When the files have been imported successfully, the Universal Template will appear on the list.
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Configure Inter-Cloud Data Transfer Universal Tasks

To configure a new Inter-Cloud Data Transfer there are two steps required:

1. Configure the connection file
2. Create a new Inter-Cloud Data Transfer Task

Configure the Connection File

In the connection file, configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System; for example, if you want to transfer a file from AWS S3 to Azure Blob
Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.

The connection file must be saved in the Universal Controller script library; for example, cloud2cloud.conf

Creation of the Connection File
The connection can be created manually by taking the sample connection file cloud2cloud.conf as template or interactively using the rclone config tool: rclone config.

If you do not want to show, in clear text, secret keys and password in the connection file, a Universal Controller credential could be used in the script. For example, if you want to encrypt the amazon s3
secret_access_key, you could set up a Universal Controller credential: AWS_SECRET_ACCESS_KEY_<D050320> and reference this credential in the script:

secret _access_key = ${_credenti al Pwd(' AWS_SECRET_ACCESS_KEY_D050320' )}

Considerations

Rclone supports connections to almost any storage system on the market:

Overview of Cloud Storage Systems

However, the current Universal Task has only been tested for the following storage types:

LINUX

AWS S3

Azure Blob Storage

Google GCS

Microsoft One Drive incl. Share Point
HDFS

HTTPS URL

Note

1
If you want to connect to a different system, (for example, Dropbox), you should test this before taking it to production.

Create a New Inter-Cloud Data Transfer Task

For Universal Task Inter-Cloud Data Transfer, create a new task and enter the task-specific Details that were created in the Universal Template.

The following Actions are supported:
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Action Description
list directory List directories; for example,

® List object stores like S3 buckets, Azure container.
® List OS directories from Linux, Windows, HDFS.

copy Copy objects from source to target.

list objects List objects in an OS directory or cloud object store.
move Move objects from source to target.

remove-object Remove objects in an OS directory or cloud object store.

remove-object-store | Remove an OS directory or cloud object store.
create-object-store | Create an OS directory or cloud object store.
copy-url Download a URL's content and copy it to the destination without saving it in temporary storage.

monitor-object Monitor a file or object in an OS directory or cloud object store.

In the following for each task action, the fields will be described and an example is provided.

Inter-Cloud Data Transfer Actions

Action: list directory

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

list directories; for example,
® List object stores like S3 buckets, Azure container.
® List OS directories from Linux, Windows, HDFS.
Storage Type Enter a storage Type name as defined in the Connection File; for example,
amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.

For details on how to configure the Connection File, refer to section Configure the Connection File.

355 / uc-71-admin


https://rclone.org/overview/

Universal Controller 7.1.x Administration

UAC Rest Credentials = Universal Controller Rest API Credentials

UAC Base URL

Loglevel

Example

Universal Controller URL; for example, https://192.168.88.40/uc

Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

The following example list all aws s3 buckets in the AWS account configured in the cloud2cloud.conf file.

Action: copy
Field
Agent
Agent Cluster
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Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]
Copy objects from source to target.
Source Enter a source storage Type name as defined in the Connection File; for example,
amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Target Enter a target storage Type name as defined in the Connection File; for example,
amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Filter Type [include, exclude, none ]
Define the type of filter to apply.
Filter Provide the Patterns for matching file matching; for example, in a copy action:
Filter Type: include
Filter report[1-3].txt
This means all reports with names matching report1.txt andreport 2. t xt will be copied.
For more examples on the filter matching pattern, refer to Rclone Filtering.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.
Eample:
To Skip files that are newer on the destination during a move or copy action, you could add the flag - - updat e.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
UAC Rest Credentials | Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL
For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example
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The following example copies all file starting with report4 from the amazon s3 bucket stonebranchpmtest to the azure container stonebranchpm.

Action: list objects

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

List objects in an OS directory or cloud object store.
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Storage Type

Connection File

Filter Type

Filter

Other Parameters

Directory

List Format

UAC Rest Credentials

UAC Base URL

Loglevel

Example

Enter a Storage Type name as defined in the Connection File; for example, amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.

In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.

[ include, exclude, none ]

Define the type of filter to apply.

Provide the Patterns for matching file matching; for example, in a copy action:

Filter Type: include

Filter report[1-3].txt means all reports with names matching report1.txt and report 2.t xt will be copied.

For more examples on the filter matching pattern, refer to Rclone Filtering.

This field can be used to apply additional flag parameters to the selected action.

For a list of all possible flags, refer to Global Flags.

Example:

To Skip files that are newer on the destination during a move or copy action, you could add the flag - - updat e.

Name of the directory you want to list the files in.

For example, Directory: stonebranchpm/out would mean to list all objects in the bucket stonebranchpm folder out.

[ list size and path, list modification time, size and path, list objects and directories, list objects and directories (Json) ]

The Choice box specifies how the output should be formatted.

Universal Controller Rest API Credentials

Universal Controller URL

For example, https://192.168.88.40/uc

Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

The following example lists all objects starting with report in the s3 bucket stonebranchpm.
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Action: move

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

Move objects from source to target.

Source Enter a source storage Type name as defined in the Connection File; for example,
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amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Target Enter a target storage Type name as defined in the Connection File; for example,
amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Filter Type [ include, exclude, none ]
Define the type of filter to apply.
Filter Provide the Patterns for matching file matching; for example, in a copy action:
Filter Type: include
Filter report[1-3].txt means all reports with names matching report1.txt and report 2.t xt will be copied.
For more examples on the filter matching pattern, refer to Rclone Filtering.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags
Example:
To Skip files that are newer on the destination during a move or copy action, you could add the flag - - updat e.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
UAC Rest Credentials | Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL
For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO] WARNING | ERROR | CRITICAL]

Example

The following example moves the object reportl.txt from the source s3 bucketstonebranchpmtest to the target s3 bucket stonebranchpmtest2.
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Action: remove-object

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.
Agent Cluster Optional Agent Cluster for load balancing.

Action

[ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]
Remove objects in an OS directory or cloud object store.

Storage Type Enter a storage Type name as defined in the Connection File; for example,

362 / uc-71-admin



Universal Controller 7.1.x Administration

amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
File Path Path to the directory in which you want to remove the objects.
For example:
File Path: stonebranchpmtest
Filter: report[1-3].txt
This removes all s3 objects matching the filter: report[1-3].txt( reportl.txt, report2.txt and report3.txt ) from the s3 bucket stonebranchpmtest.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
UAC Rest Credentials = Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL
For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example
The following example removes all s3 objects matching the filter: report[1-3].txt

( reportl.txt, report2.txt and report3.txt ) from the s3 bucket stonebranchpmtest.

363 / uc-71-admin


https://rclone.org/overview/
https://rclone.org/flags/
https://192.168.88.40/uc

Universal Controller 7.1.x Administration

Action: remove-object-store

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

Remove an OS directory or cloud object store.
Storage Type Enter a storage Type name as defined in the Connection File; for example,

amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
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For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Directory Name of the directory you want to list the files in.
For example, Directory: stonebranchpm/out would mean to list all objects in the bucket stonebranchpm folder out.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
UAC Rest Credentials | Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL
For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example

The following example removes the s3 object store stonebranchpmtest.
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Action: create-object-store

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

Create an OS directory or cloud object store.
Storage Type Enter a storage Type name as defined in the Connection File; for example,

amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
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For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Directory Name of the directory you want to create.
The directory can be an object store or a file system OS directory.
For example, Directory: stonebranchpmtest would create the bucket stonebranchpmtest.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
UAC Rest Credentials | Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL
For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO] WARNING | ERROR | CRITICAL]

Example

The following example creates the s3 bucket stonebranchpmtest.
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Action: copy-url

Field Description

Agent Linux or Windows Universal Agent to execute the Rclone command line.

Agent Cluster Optional Agent Cluster for load balancing.

Action [ list directory, copy, list objects, move, remove-object, remove-object-store, create-object-store, copy-url, monitor-object ]

Download a URL's content and copy it to the destination without saving it in temporary storage.
Source Enter a source storage Type name as defined in the Connection File; for example,

amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
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For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Target Enter a target storage Type name as defined in the Connection File; for example,
amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.

Useful parameters for the copy-url command:

-a, --auto-filenane Get the file name fromthe URL and use it for destination file path
-h, --help hel p for copyurl
- -no-cl obber Prevent overwiting file with sane nanme
-p, --print-filename  Print the resulting nane from--auto-fil enane
- - st dout Wite the output to stdout rather than a file
Dry-run [ checked , unchecked ]

Do a trial run with no permanent changes.
UAC Rest Credentials | Universal Controller Rest API Credentials
UAC Base URL Universal Controller URL

For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO] WARNING | ERROR | CRITICAL]

Example

The following example downloads a PDF file:

From the webaddress: https://www.bundesbank.de/resource/../blz-loeschungen-aktuell-data.pdf
Tto the linux folder: /home/stonebranch/demo/in

The linux folder is located on the server where the Agent${AGT_LINUX} runs.
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Action: monitor-object

Field
Agent
Agent Cluster

Action

Storage Type

370 / uc-71-admin

Description

Linux or Windows Universal Agent to execute the Rclone command line.

Optional Agent Cluster for load balancing.
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Monitor a file or object in an OS directory or cloud object store.

Enter a storage Type name as defined in the Connection File; for example,

amazon_s3, microsoft_azure_blob_storage, hdfs, onedrive, linux ..
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For a list of all possible storage types, refer to Overview of Cloud Storage Systems.
Directory Name of the directory to scan for the files to monitor.

The directory can be an object store or a file system OS directory.

For example:

Directory: stonebranchpm/out
Filter: reportl.txt

This would monitor in the s3 bucket folder stonebranchpm/out for the object report1.txt.
Connection File In the connection file you configure all required Parameters and Credentials to connect to the Source and Target Cloud Storage System.
For example, if you want to transfer a file from AWS S3 to Azure Blob Storage, you must configure the connection Parameters for AWS S3 and Azure Blob Storage.
For details on how to configure the Connection File, refer to section Configure the Connection File.
Filter Type [include, exclude, none ]
Define the type of filter to apply.
Filter Provide the Patterns for matching file matching; for example, in a copy action:
Filter Type: include
Filter report[1-3].txt
This means all reports with names matching report 1. txt andreport 2.t xt will be copied.
For more examples on the filter matching pattern, refer to Rclone Filtering.
Other Parameters This field can be used to apply additional flag parameters to the selected action.
For a list of all possible flags, refer to Global Flags.
Example:
To Skip files that are newer on the destination during a move or copy action, you could add the flag - - updat e.
Dry-run [ checked , unchecked ]
Do a trial run with no permanent changes.
Trigger on Existence [ checked , unchecked]
If checked, the monitor goes to success even if the file already exists when it was started.
Interval [ 10s, 60s, 180s ]
Monitor interval to check of the file(s) in the configured directory.
For example, Interval: 60s, would be mean that every 60s, the task checks if the file exits in the scan directory.
UAC Rest Credentials | Universal Controller Rest API Credentials

UAC Base URL Universal Controller URL
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For example, https://192.168.88.40/uc

Loglevel Universal Task logging settings [DEBUG | INFO] WARNING | ERROR | CRITICAL]

Example
The following example monitors s3 bucket folder stonebranchpm/out for the object report1.txt.

If the object is found, the monitor goes to success.
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Jenkins: Start and Trigger Workflows

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Jenkins Integration Key Features
Import Jenkins Integration Downloadable Universal Template
Configure Jenkins Integration Universal Task
Field Descriptions for Jenkins Integration Universal Task
Examples for Jenkins Integration Universal Tasks
® Start a Jenkins Build
Create a Jenkins Job
New Jenkins Job XML Configuration
Get Plugins List
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Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This integration improves the functionality of Jenkins when orchestrated from Universal Controller. It encourages collaboration by enabling the well-controlled and automated deployment of applications over to
the operations side.

Overview

® UAC communicates with Jenkins through the Python Jenkins module.

Jenkins can make REST-API calls to the Universal Controller to trigger any task or workflow.

This task can trigger or start an existing build job in Jenkins. Universal controller will monitor the build execution in Jenkins until completion, then send the build results to the Controller. With this task,
users can create a build job in Jenkins from the Controller. Any Jenkins build job definitions in XML will be stored centrally in the Controller.

This task offers the functionality to fetch the Jenkins job build information and list running build info in Jenkins from Universal Controller.

Enable/disable Jenkins jobs and nodes and delete/copy/rename Jenkins jobs from Universal Controller.

When users list the Installed plugin in Jenkins, a plugin install can be triggered from the Universal Controller.

Set the next build info for Jenkins build jobs.

Software Requirements
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This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a Jenkins instance.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
® Jenkins

Software Requirements for Universal Agent

Either:

® Universal Agent for Windows x64 Version 6.6 and later with python options installed
® Universal Agent for Linux Version 6.6 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later

Software Requirements for the Application to be Scheduled
This Universal Task has been tested with the following Jenkins versions:

* 21
* 22

Technical Considerations

This Universal Task uses the Python Jenkins Module functions (https://python-jenkins.readthedocs.io/en/latest/) to make REST API calls to Jenkins server.

Jenkins Integration Key Features

Feature Description

Get Jenkins Jobs build information Get a Jenkins job build information details

Create a Jenkins Build Job Allows you to create a Jenkins build job by passing the XML configuration script from Universal Controller
Get Last build number Get the latest build number for a job

Set Next build number Allows to set the next build number for the Jenkins job

Trigger or start an existing build job Trigger an existing Jenkins build job in Jenkins and Universal Controller will monitor the build execution in Jenkins until completion, then send the build results to the

Controller
List running build info Allows to list the build job that are running
Enable/Disable Jenkins Job function to enable or disable a Jenkins build job
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Delete/Copy/Rename Jenkins Job function to copy or delete or rename a Jenkins Job
Get Console output for a build Get the output of a Jenkins Build job
Enable / disable Nodes in Jenkins Enable or Disable a Jenkins node

Get all installed plugins info List all the plugins that are installed in a Jenkins server

Install a plugin for Jenkins Allows to install a specific Jenkins plugin

environment

Import Jenkins Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

abhwNE

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Jenkins Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Jenkins Integration Universal Task

Field

Jenkins Function
Jenkins URL
Jenkins Credentials
Jenkins Function
Jenkins Job Name
Jenkins Job Parameters
Job Token

Config XML
Rename Job

From jobname

To Job Name
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Description

Select the desired function you would need to perform in Jenkins

URL of the Jenkins server, to make api calls

Jenkins User credentials or auth token to authenticate API calls

Select the desired function you would need to perform in Jenkins

Name of the Jenkins Job Name

The parameters that would need to passed along for starting a Jenkins Build

If the Jenkins can be triggered remotely by using a job token then pass on the Job token parameter
Provide the XML script for the creation of new job in Jenkins

specify the job name that needs to be renamed

give the existing from where its needs to be copied eg: demo_job or folder/demo_job

copy/rename to a new Job Name eg: demo_job or folder/demo_job
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Enable Node

Disable Node

Delete Job

Next Build Number(+ Last Build Number)
Enable Job

Disable Job

Jenkins Build Number

Jenkins Connection Timeout(in secs)

Jenkins Plugin Name

specify the node name that needs to be enabled

specify the node name that needs to be disabled

Specify the job that needs to be deleted in Jenkins

should be greater than the last builder otherwise jenkins will ignore the request
Specify the job name that needs to be enabled

specify the job that needs to be disabled

Jenkins build number for the job(int)

Specify the connection time out interval in seconds

Provide the Jenkin Plugin short name to be installed

Examples for Jenkins Integration Universal Tasks

Start a Jenkins Build

— Jenkins Details
Jenkins URL : http://172.31.9.188:8080

Jenkins-Function : |Start a Jenkins Build Job

JonrnKInS NewBuildlob

Jenkins Job
Parameters

Authentication
Token -Jenkin Job

Runtime Directory :

) Name
Environment

Variables :

Jenkins

Credentials : enkins_cred

. | [ Jenkins Connection
Timeout(in secs)

Value

No items to show.

©

Create a Jenkins Job
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— Jenkins Details
Jenkins URL : htp:/1172.31.9.188:8080 Craduenkin® | jenkins_API_token =]
Jenkins-Function : |Create Jenkins Job n
Jenkins
JobName - NewBuildJob
Config XML : |scr_Jenkins XML _script =]
Jenkins Connection
Timeout(in secs) :
Runtime Directory :
@ @
) Name Value
Environment
Variables :
No items to show.

New Jenkins Job XML Configuration

Script Details: ser_Jenkins_XML_script HI=)ES

’:',:j Update Eﬁ Upload Script |_—_D Copy L'j;‘l Delete | &| Refresh % Close

Script @ Tasks Notes Versions
— Details
E
Script Name : scr_Jenkins_XML_script Version 1
Description :
Script Type : Data Resolve UAC Variables
<project:

<actions/>
<description>to test the jenkins installation</description»
<keepDependencies>fa1se</aeepDependencies>
<properties/>
<scm _class="hudson.plugins.git.Git5cM" plugin="git@4.2.2">
<configversion»2</configversion>
<userRemoteConfigs>
<hudson.plugins.git.UserrRemoteConfig:>
<url=https://qgithub.com/ravimurugesan/demo_jenkins.git</url=
<credentialsId=3fceld22-d714-44f5-93e9-a52c4bl6eb0c</credentialsId=
</hudson.plugins.git.UserRemoteConfig=>

Content : </userRemoteConfigs>
<branches>
<hudson.plugins.git.BranchSpec>
<name>*/master</name>
</hudson.plugins.git.BranchSpec>
</branches>
<doGenerateSubmodu1eConfiguration5>fa1se</doGenerateSubmodu1eConfigurations>
<submoduleCfg class="Tist" />
<extensions/>
</scm=
<canRoam=true</canRoam>
<disabled>false</disabled>
<blockBuildwhenDownstreamBuilding>false</blockBuildwhenDownstreamsuilding> -

m

IMlember of Business Services | LA

@ Update ;Ej Upload Script ED Copy L'jgl Delete %| Refresh N Close
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Get Plugins List

— Jenkins Details
i Jenkins |._ . —
Jenkins URL : http:/172.31.9.188:8080 Credentials - /enkins_cred » |
] . Jenkins Connection
Jenkins-Function : | Get-All-Plugins-Info Timeout{in secs) : 10
Runtime Directory
Q0 @
Name Value
Environment
Variables
No items to show.
Job Build Information
— Jenkins Details
; . . . Jenkins M=
Jenkins URL : http://172.31.9.188:8080 Credentials - JENkins_cred
Jenkins-Function : |Get Job's Build Information v
Jenkins d ienk
JobName : @€Mo_JEnkins
Jenkins Build 19 Jenkins Connection
Number : Timeout{in secs) :
Runtime Directory :
@ @
Environment flane vells
Variables :
No items to show
This document references the following documents:
Name Location Description

Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks
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User documentation for creating Universal Templates in the Universal Controller user interface.

User documentation for creating Universal Tasks in the Universal Controller user interface.
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JScape: Managed File Transfer
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Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This integration provides UAC customers the ability to manage and integrate their JSCAPE Managed File Transfer Server processes within their UAC automation processes and workflows.

Overview

This integration delivers a the JSCAPE MFT Universal Template that allows UAC customers to build Tasks to perform the following JSCAPE Managed File Transfer Server functions:

PGP Encrypt

PGP Decrypt

Run a UDM Gateway Trigger
SFTP File Upload

SFTP File Download

Trading Partner File Upload
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® Trading Partner File Download
® Trading Partner File Upload using a Regex or Generic Filename Pattern
® Trading Partner File Download using a Regex or Generic Filename Pattern

Software Requirements

This integration requires a Universal Agent and a Python runtime to execute the Universal Task.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.7.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests version 2.22.0

Software Requirements for Universal Agent
Either:
® Universal Agent for Windows x64 Version 7.0.0.0 and later with python options installed
® Universal Agent for Linux Version 7.0.0.0 and later with python options installed
Software Requirements for Universal Controller

® Universal Controller Version 7.0.0.0 and later

Software Requirements for the Application to be Scheduled

® JSCAPE Managed File Transfer Server version 12 and higher.

Integration Description

Integration Flow
The JSCAPE MFT Universal Task performs the following:

. Login to JSCAPE MFT Server

. Check JSCAPE MFT Server Version

. Create Temporary JSCAPE MFT Server Trigger with a generated unique name to perform the desired action. Except Run Trigger which runs the requested Trigger definition directly.
. Run JSCAPE MFT Server Trigger.

. Get JSCAPE MFT Server Trigger Status

. If Successful, delete the Temporary Trigger definition (Except Run Trigger)

. Retrieve Trigger Log

~NOoO O WNE

Output Only Fields

The JSCAPE MFT Universal Task Instances will provide the following display information:
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Fieldname Description
Trigger Name Returns the generated temporary trigger name, except for Run Trigger when the Trigger name is displayed.
Trigger Status Returns the current status of the Trigger.
Trigger ID Returns the JSCAPE MFT Server Trigger Process ID.

MFT Server Version = Returns the version of the JSCAPE MFT Server.

Dynamic Commands

The following Universal Task Instance specific commands are available:

Command Allowed Description
Name Task
Instance
Status’
Cancel (Kill) RUNNING Issues the JISCAPE MFT Server Kill command against the running Trigger.
Trigger
Cleanup FAILED Deletes the temporary Trigger. Use this option if you do not want to rerun a failed temporary Trigger, failed triggers are not automatically deleted to facilitate a rerun of
(Delete) the Trigger. It is recommended to Force Finish the failed Universal Task instance after deleting the temporary trigger. This command is not effective for Run Trigger.
Temporary
Trigger

Task Instance Rerun Behavior
Performing a rerun against a JSCAPE MFT Universal Task instance behaves as follows.

® When the task is rerun and no JSCAPE MFT Server Trigger Process ID is available a new Trigger will be created and run.
® When the task is rerun and a JSCAPE MFT Server Trigger Process ID is available a JISCAPE MFT Server Rerun command will be issued against the existing Trigger. Note that for the Run Trigger
Function the behavior of the JSCAPE MFT Server Rerun command can be impacted by the “On Rerun Restart All Actions” option in the Task instance definition.

Import Universal Template

To use the Universal Template, you first must perform the following steps:

1. This Universal Task requires the Resolvable Credentials feature, check that the Resolvable Credentials Permitted system property has been set to true. For more information about Resolvable
Credentials click here.

. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration >Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import Template.

. Select the template ZIP file and Import.

abhwiN

When the template has been imported successfully, the Universal Template will appear on the list, refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure Universal Task
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Create JSCAPE MFT Tasks as required.

Field Descriptions for JSCAPE MFT Universal Task

Function = PGPEncrypt

Field

MFT Server URL

MFT Server Credential

Domain

Function

Encrypted File Name

Plain Text File Name

PGP Key

Delete Source File

Compress

Description

MFT Server URL i.e. https://localhost:11443

UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.
Select the required JISCAPE MFT Server Domain name.

Select the PGPEncrypt Function.

The name of the target encrypted file.

The name of the source plaintext file.

Select the PGP Key to use for encryption.

Specify if the source plaintext file is to be deleted.

Specify if the target encrypted file is to be compressed.

Function = PGPDecrypt

Field

MFT Server URL

MFT Server Credential

Domain

Function

Encrypted File Name

Plain Text File Name

PGP Key

Delete Source File

Description

MFT Server URL i.e. https://localhost:11443

UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.
Select the required JSCAPE MFT Server Domain name.

Select the PGPDecrypt Function.

The name of the source encrypted file.

The name of the target plaintext file

Select the PGP Key to use for encryption.

Specify if the source encrypted file is to be deleted.

Function = RunTrigger

Field
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MFT Server URL MFT Server URL i.e. https://localhost:11443

MFT Server Credential UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.
Domain Select the required JSCAPE MFT Server Domain name.

Function Select the RunTrigger Function.

Trigger Name Select the required JSCAPE MFT Server Trigger.

On Rerun Restart All Actions | Check this option to restart Trigger form the beginning when performing a rerun of the task instance, leave unchecked to start from the failed or cancelled Trigger action.

Function = SFTPUpload

Field Description
MFT Server URL MFT Server URL i.e. https://localhost:11443

MFT Server Credential | UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.

Domain Select the required JSCAPE MFT Server Domain name.

Function Select the SFTPUpload Function.

SFTP Host Specify the remote SFTP server Host Name or IP address.

SFTP Port Specify the remote SFTP server port.

SFTP Credential Select the Credential definition to access the remote SFTP server.
Local File Name Specify the location of the Local File.

Remote Directory Specify the remote SFTP Server Directory.

Transfer Mode Specify the Transfer Mode.

Overwrite if File Exists = Check to overwrite destination file(s) if it exists.
Retry Limit Specify the Maximum Retry Attempts.

Retry Interval Specify the Interval in Seconds Between Retries.

Function = SFTPDownload

Field Description
MFT Server URL MFT Server URL i.e. https://localhost:11443

MFT Server Credential | UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.

Domain Select the required JISCAPE MFT Server Domain name.
Function Select the SFTPDownload Function.
SFTP Host Specify the remote SFTP server Host Name or IP address.
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SFTP Port Specify the remote SFTP server port.

SFTP Credential Select the Credential definition to access the remote SFTP server.
Local File Name Specify the location of the Local File.

Remote File Name Specify the remote SFTP File.

Transfer Mode Specify the Transfer Mode.

Overwrite if File Exists = Check to overwrite destination file(s) if it exists.
Retry Limit Specify the Maximum Retry Attempts.

Retry Interval Specify the Interval in Seconds Between Retries.

Function = TradingPartnerUpload

Field Description
MFT Server URL MFT Server URL i.e. https://localhost:11443

MFT Server Credential | UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.

Domain Select the required JISCAPE MFT Server Domain name.
Function Select the TradingPartnerUpload Function.

Trading Partner Select the JSCAPE MFT Server Trading Partner definition.
Local File Name Specify the location of the Local File.

Remote Directory Specify the remote Trading Partner Directory.

Transfer Mode Specify the Transfer Mode.

Passive Mode Check to use passive mode.

Retry Limit Specify the Maximum Retry Attempts.

Retry Interval Specify the Interval in Seconds Between Retries.

Function = TradingPartnerDownload

Field Description
MFT Server URL MFT Server URL i.e. https://localhost:11443

MFT Server Credential | UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.

Domain Select the required JISCAPE MFT Server Domain hame.
Function Select the TradingPartnerDownload Function.
Trading Partner Select the JSCAPE MFT Server Trading Partner definition.
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Specify the location of the Local File.
Specify the remote Trading Partner File.
Specify the Transfer Mode.

Check to use passive mode.

Specify the Maximum Retry Attempts.

Specify the Interval in Seconds Between Retries.

Function = TradingPartnerRegExUpload

Field

MFT Server URL

MFT Server Credential
Domain

Function

Trading Partner
Regular Expression / Wildcard
Expression Type

Local Directory
Remote Directory
Transfer Mode
Passive Mode

Fail if No Files Found
Delete on Success
Retry Limit

Retry Interval

Description

MFT Server URL i.e. https://localhost:11443

UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.
Select the required JSCAPE MFT Server Domain name.

Select the TradingPartnerRegExUpload Function.

Select the JSCAPE MFT Server Trading Partner definition.

Specify the Regular Expression or Wildcard.

Select either "Regular Expression” or "Widlcard".

Specify the location of the Local File.

Specify the remote Trading Partner Directory.

Specify the Transfer Mode.

Check to use passive mode.

Check to fail if no files match the specified expression (Regular Expression or Wildcard).
Check to delete source files after successful transfer.

Specify the Maximum Retry Attempts.

Specify the Interval in Seconds Between Retries.

Function = TradingPartnerRegExDownload

Field

MFT Server URL

MFT Server Credential

Domain

uc-71-admin

Description
MFT Server URL i.e. https://localhost:11443
UC credential definition containing a valid JSCAPE MFT Server Administrator username and password.

Select the required JSCAPE MFT Server Domain name.
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Function Select the TradingPartnerRegExDownload Function.
Trading Partner Select the JSCAPE MFT Server Trading Partner definition.

Regular Expression / Wildcard | Specify the Regular Expression or Wildcard.

Expression Type Select either "Regular Expression” or "Widlcard".

Local Directory Specify the location of the Local File.

Remote Directory Specify the remote Trading Partner Directory.

Transfer Mode Specify the Transfer Mode.

Passive Mode Check to use passive mode.

Fail if No Files Found Check to fail if no files match the specified expression (Regular Expression or Wildcard).
Delete on Success Check to delete source files after successful transfer.

Retry Limit Specify the Maximum Retry Attempts.

Retry Interval Specify the Interval in Seconds Between Retries.

Examples for JISCAPE MFT Universal Tasks
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Document References

This document references the following documents:
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Name Location Description
Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Microsoft PowerBIl: Refresh Business Intelligence

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Key Features
® Current Limitations
® Import the Power Bl Universal Template
® Configure Power Bl Universal Tasks
® Field Descriptions for Power Bl Universal Task - Actions
* refresh dataset - Action
® Example for Power Bl Universal Task - Action: refresh dataset
® refresh dataset - Action
® Select the Group that Contains the dataset to Refresh
® Select dataset to Refresh
® refresh dataflow - Action
® Example for Power Bl Universal Task - Action: refresh dataflow
® refresh dataflow - Action
® Select the Group that Contains the dataflow to Refresh
® Select dataflow to Refresh

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Power Bl is a business analytics service by Microsoft.

This Universal Task allows you to refresh datasets and dataflows in Microsoft Power Bl Service.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
® Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

® Universal Controller Version 7.0.0.0 or later is required.
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Software Requirements for the Application to be Scheduled

A Microsoft PowerBI Service User and Password are required

To use the Power BI REST API, a client application ID must be obtained by registering an application with Azure Active Directory. This registration can be completed via the four-step process at the following
portal: Onboarding Embed Tool

Key Features

Some details about Universal Tasks for PowerBI:

Refresh a dataset in a group-workspace or in my workspace.

Refresh a dataflow in a group-workspace.

Lookup datasets in a selected Group.

Lookup dataflows in a selected Group.

Connection to PowerBI Service REST API is done via the python MSAL library.

Supports Windows and Linux Universal Agents in order to connect to the PowerBl REST API.

Current Limitations

When a Power Bl dataflow refresh fails, no detailed error description is provided by the current Power Bl REST API.
Canceling of dataflow is not provided by the current Power Bl REST API.

The task will be updated as soon as this feature is available by Microsoft.

Canceling of a dataset refresh will be provided in the next Version.

Import the Power Bl Universal Template

To use the Power Bl Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature, check that the Resolvable Credentials Permitted system property has been set to true.
. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration >Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import Template.

. Select the template ZIP file and Import.

abhwNE

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure Power Bl Universal Tasks

For Universal Task Power BlI, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for Power Bl Universal Task - Actions

The PowerBI Task provides two different Actions.

* refresh dataset
* refresh dataflow

For each action the specific fields are described and an example is provided.
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refresh dataset - Action

The Action refreshes a dataset in a group-workspace or in the my workspace.

Field

Power BI
Credentials

client_id

Domain

Action

Group

Dataset

Monitor Interval [s]

Number of
Monitor Retries

uc-71-admin

Description

Power BI Service User and Password.

Power BI Client ID.

To use the Power Bl REST API, a client application ID must be obtained by registering an application with Azure Active Directory.
This registration can be completed via the four-step process at the following portal: Onboarding Embed Tool

Domain name.

Go to Microsoft Azure> Azure Active Directory lookup: Primary domain (for example, psemeaaz.onmicrosoft.com)

[refresh dataset, refresh dataflow]

refresh dataset:
Refreshes a dataset in a Group or my workspace.

refresh dataflow:
Refreshes a dataflow in a Group.

In this field, the Group is selected, which contains the dataset to refresh. A Group is a workspace within Power BI.

When pressing the magnifier you can dynamically choose the available Groups in your Power Bl account (see Select the Group that Contains the dataset to Refresh).
To select the My workspace, choose None; None as Group.

Power Bl dataset name.

Power Bl datasets represent a source of data ready for reporting and visualization

When pressing the magnifier, you can dynamically choose from the datasets in the Group you pre-selected in the Group field (see Select dataset to Refresh).

Default is 60s.

The Monitor Interval is the frequency that the Universal Task checks the current refresh status of the dataset.

The Maximum number of checks is defined by the field value Number of Monitor Retries.

For example, Monitor Interval 60s and Number of Monitor Retries = 120 means that every 60s, the current refresh status is retrieved from Power BI, but only 120 times (120 x 60s = 2h ).

If after 2h, the refresh could not be completed, the Universal Task will go into status failed.

Default is 120 Monitor Retries.

The Number of Monitor Retries value is the the Maximum number of refresh status checks. As long as the refresh status is unknown, a retry will be performed with the frequency defined

in the Monitor Interval [s] field.
If the maximum number is reached the task will go into status failed.
(See the Monitor Interval [s] field Description for an example.)

Universal Task logging settings: [Inherited | Trace | Debug | Info | Warn | Error | Severe]
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Log level (default
is Inherited)

Example for Power Bl Universal Task - Action: refresh dataset

The following example refreshes a dataset in group.

refresh dataset - Action
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Select the Group that Contains the dataset to Refresh

Select dataset to Refresh

refresh dataflow - Action

This Action refreshes a dataflow in group.

Field Description

Power BI Power BI Service User and Password.
Credentials

client_id Power BI Client ID.

To use the Power Bl REST API, a client application ID must be obtained by registering an application with Azure Active Directory.
This registration can be completed via the four-step process at the following portal: Onboarding Embed Tool

Domain Domain name.
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Action

Group

Dataflow

Monitor Interval [s]

Number of
Monitor Retries

Log level (default
is Inherited)

Go to Microsoft Azure> Azure Active Directory lookup: Primary domain (for example, psemeaaz.onmicrosoft.com)
[refresh dataflow, refresh dataflow]

refresh dataflow:
Refreshes a dataflow in a Group or my workspace.

refresh dataflow:
Refreshes a dataflow in a Group.

In this field, the Group is selected, which contains the dataflow to refresh. A Group is a workspace within Power BI.

When pressing the magnifier you can dynamically choose the available Groups in your Power Bl account (see Select the Group that Contains the dataflow to Refresh).

To select the My workspace, choose None; None as Group.

Power Bl dataflow name.

Power Bl dataflows are Power Query processes running in the cloud, with the same set of data preparation functionalities, data source connectors, gateways, and transformations.
When pressing the magnifier, you can dynamically choose from the dataflows in the Group you pre-selected in the Group field (see Select dataflow to Refresh).

Default is 60s.

The Monitor Interval is the frequency that the Universal Task checks the current refresh status of the dataflow.

The Maximum number of checks is defined by the field value Number of Monitor Retries.

For example, Monitor Interval 60s and Number of Monitor Retries = 120 means that every 60s, the current refresh status is retrieved from Power BI, but only 120 times (120 x 60s = 2h ).
If after 2h, the refresh could not be completed, the Universal Task will go into status failed.

Default is 120 Monitor Retries.

The Number of Monitor Retries value is the the Maximum number of refresh status checks. As long as the refresh status is unknown, a retry will be performed with the frequency defined
in the Monitor Interval [s] field.

If the maximum number is reached the task will go into status failed.
(See the Monitor Interval [s] field Description for an example.)

Universal Task logging settings: [Inherited | Trace | Debug | Info | Warn | Error | Severe]

Example for Power Bl Universal Task - Action: refresh dataflow

This example shows how a dataflow in a Group is refreshed,

refresh dataflow - Action
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Select the Group that Contains the dataflow to Refresh
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Select dataflow to Refresh
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Microsoft Teams: Send and Receive Notifications

® Disclaimer
® Introduction
® Overview
® Key Features
® Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Technical Considerations
® Adding an Incoming webhook to a Microsoft Teams Channel
® Additional Information on How to Use Approval Notification Feature
® Microsoft Teams Integration
® Key Features
Import Microsoft Teams Integration Downloadable Universal Template
Configure Microsoft Teams Integration Universal Task
Field Descriptions for Microsoft Teams Integration Universal Task
Examples for Microsoft Teams Integration Universal Tasks
® Send Message
® Approval Notification
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows you to send messages to an existing channel of Microsoft Teams. As a result, you can integrate this solution in UAC to notify users for UAC result or send approval notifications on
Microsoft teams.

Overview

Key Features

® Quick reaction time on job failures.
® Manual task interruptions in workflows can be handled by concerned applications/business team, while workflows in Universal Controller can be resumed simply by responding to the approval
notifications on Microsoft Teams.

398 / uc-71-admin


https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Universal Controller 7.1.x Administration

Software Requirements

Software Requirements for Universal Template and Universal Task

This integration requires an Universal Agent and a Python runtime to execute the Universal Task.

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.6.0.0 and later with python options installed
® Universal Agent for Linux Version 6.6.0.0 and later with python options installed
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Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later

Software Requirements for the Application to be Scheduled

The Universal Task requires an Incoming Team channel and a Serverless Infrastructure like AWS Lambda or Google Cloud Functions or Microsoft Azure Functions.

Technical Considerations

Adding an Incoming webhook to a Microsoft Teams Channel
Note

1
If your MS Team's Settings => Member permissions => Allow members to create, update, and remove connectors is selected, any team member can add, modify, or delete a connector.

. Navigate to the channel where you want to add the webhook and select (+s+) More Options from the top navigation bar.

. Choose Connectors from the drop-down menu and search for Incoming webhook.

. Select the Configure button, provide a name, and, optionally, upload an image avatar for your webhook.

. The dialog window will present a unique URL that will map to the channel. Make sure that you copy and save the URL you will need to provide it to the outside service.
. Select the Done button. The webhook will be available in the team channel.

abhwiNPE

Additional Information on How to Use Approval Notification Feature

Manual tasks are typically used when there is a need for manual intervention of user in a workflow process. Traditionally the Manual Task is completed successfully in the Universal controller by clicking “Set
Completed” command.

With this Universal Task for Microsoft Teams, we can provide you with a notification in the Microsoft team incoming webhook channel, when the workflow reaches the manual task with status “Action Required”.

Upon receiving the notification on the teams channel, users can click on on the “Approve” Button in the interactive message for the workflow to proceed further. This interactive message is sent from the
Universal Controller.

When the “Approve” or “Reject” button is clicked in the interactive message, an API call is made to a function where it can handle the event from the Microsoft Teams. For example we use python function in
AWS lambda + API gateway or Azure functions or any custom URL where the Teams messaging platform can make an APl POST call to handle the user action in the message as a payload and, based on the
posted payload data from the Teams, Universal Controller API call will be made to set the manual task either to set complete status or No action in the function. Please refer to the handler.py file in the
serverless function folder for a sample serverless function implementation using AWS lambda.

For Approval Notification feature of the Universal Task, the “API Endpoint” provided in the task details could be an end point either in AWS lambda or Azure Function or GCP function or your custom APl end
point to handle the interactive message from Microsoft Teams.

Below is the sample python code that could be invoked for the Microsoft Teams Approval Naotification. In the code below, update the following variables accordingly under def_handler()

® teams_incoming_webhook = 'XXXX' # The incoming web hook of Microsoft Teams channel
uname = 'XXXX' # Universal Controller user name
passwd = "XXXX' # Universal Controller user password
uc_url ="http:// + uname + "' + passwd + '@XXXXXX/resources/taskinstance/setcompleted' # URL of the Universal Controller

inport json
i mport bot o3
i nport | ogging
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fromurllib.parse inport parse_gs
inport requests

| ogger = | oggi ng. get Logger ()
| ogger . set Level (1 oggi ng. | NFO

def [ anbda_handl er (event, context):
print(str(event))
I ogger . i nfo(json. dunps(event))
payl oad = event[' body']
print ( payl oad)
jobname_split = payload.split(':")
jobname = jobnane_split[1]
team button = jobnane_split[0]
print(teambutton)
print (j obnane)
HHRHHH R TR TR H#E Teans Channel Dat a #######H##HH#ARHHH
t eans_i ncom ng_webhook = ' XXXX'
HHHHH RS End of Teans Channel Dat a ########HEHHHHHHH
#it##HH#HH#HH##E Credential s for universal controller #######H#HHHHHIIHT
unanme = ' XXXX'
passwd = " XXXX'
uc_url = "http://' + unanme + ':' + passwd + \
' resour ces/ t aski nst ance/ set conpl et ed'
#i#HHHHH#H AR End of Universal Controller Credential s #########H#HHHHH#
# Posting request to Universal Controller
uc_post _request (team button, jobname, uc_url, teans_incom ng_webhook)
#itH#HHHHHHH AR Teans data parsed -conpl et ed #####HHHHHHHHHHHBHIHHHHHHHH
body = {
"message": "Teans Data parsed successfully and Universal controller ""confirmed the job !I'",
"input": event

response = {
"statusCode": 200,
"body": json.dunps(body)

return response

def uc_post_request(teambutton, jobname, uc_url, teans_incom ng_webhook):
header = {'content-type': "application/json"}
if team button=="Approved":
print("Intiating Request to Universal Controller")
approval _nessage = {
"nane": jobnarne,
"criteria": "Newest |nstance"

print(uc_url)
post _uc = requests. post(uc_url, data=json.dunps(approval _nessage),
header s=header)
# print(post_uc.text)
if post_uc. status_code==200:
format _response = post_uc.json()
| ogger. i nfo(format_response)
if format_response[' success'] is Fal se:
print("Something went w ong")
error_nessage = {
"@ype": "MessageCard",
"@ontext": "https://schema. org/ extensions",
"summary": "This is the sumary property",
"t hemeCol or": "#FFFF00",
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"sections": [

"activityTitle": "**Couldn't not reach**",
"activitySubtitle": "Something went w ong,

action not conpleted"

]

print("Sending error report to M5 Teans Channel ")
uc_response = requests. post (teans_i ncom ng_webhook,
dat a=j son. dunps(error_mnessage),
header s={' CARD- UPDATE- | N- BODY' : ' True',
' Content-Type': 'application/json'})
elif format_response[' success'] is True:
print("Your request is approved")
approval _response = {
"@ype": "MessageCard",
"@ontext": "https://schema. org/ extensions",
"summary": "This is the sumary property",
"t hemeCol or": "#008000",
"sections": [

{
"activityTitle": "**Approved**",
"activitySubtitle": "Request was approved after ""review'
}
]
header = {
"content-type': 'application/json'

print("Sending Notification to M5 Teans Channel ")
uc_response = requests. post (teans_i ncom ng_webhook,
dat a=j son. dunps(approval _response), header s=header)
format_response = json.|oads(uc_response.text)
print(format_response)
elif team button=="Rejected":
print (" Regeust Denied")
rej ect _response = {
"@ype": "MessageCard",
"@ontext": "https://schema. or g/ extensions",
"summary": "This is the summary property",
"t hemeCol or": "#FF0000",
"sections": [
{
"activityTitle": "**Rejected**",
"activitySubtitle": "Request was rejected after review
H
|

}
print("Sending Notification to M5 Teans Channel ")
uc_response = requests. post(teans_i ncom ng_webhook,
dat a=j son. dunps(rej ect _response),
header s={' CARD- UPDATE- | N- BODY' : ' True',
' Content-Type': 'application/json'})
print("Teans Response: ", uc_response. status_code)

Microsoft Teams Integration
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Key Features

Feature Description

Send Message With Send Message function we can send a notification message to the Microsoft Teams channel with the current task instance details such as job failure, late start/run, and other
important events.

Approval With Approval notifications, an interactive message is sent to the Microsoft Teams incoming channel. The user can chose to Approve or Reject the continuation of workflow execution.
Notification

Import Microsoft Teams Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

O wWNE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Microsoft Teams IntegrationUniversal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Microsoft Teams Integration Universal Task

Field Description

Send Message

Teams Function Send Message or Approval Notification.
Job Name Name of the job, by default it takes the current job name ${ops_task_name}.
Job Status Status of the job, by default it takes the current job name ${ops_status}.

MS Teams Webhook = The incoming web hook of Microsoft Teams channel.

Execution User Details of the execution user, by default takes the current user name ${ops_execution_user}.
Job type Task type of task instance, by default takes the current task instance type ${ops_task_type}.
Message Title The title of the message sent to Microsoft Teams channel.
Message Text The text of the message sent to Microsoft Teams channel.

Approval Notification
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API Endpoint URL of the Serverless infrastructure endpoint.

Examples for Microsoft Teams Integration Universal Tasks

Send Message

- Microsoft Teams Integration Details

Teams Function : |Approval Notification 4 Job Name : ${job_name}
. MS Teams
Job Status : ${task_status} Webhook : [xxxxxxl
Execution User : $/exec_user} Job Type : S${job_type}
Message Title : Task Nofification Message Text : You can refer to the following details for updates on the current .
APl Endpoint @ xxxxxx
Approval Notification
- Microsoft Teams Integration Details
Teams Function : | Approval Nofification 2 Job Name : ${job_name}
. MS Teams
Job Status : ${task_status} Webhook - [xxxxxx|
Execution User : ${exec_user} Job Type : ${job_type}
Message Title : Task Notification Message Text: You can refer to the following details for updates on the current ...

API Endpeint : 00000
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Document References

This document references the following documents:

Name Location Description

Universal Templates https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates User documentation for creating Universal Templates in the Universal
Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller
user interface.

Microsoft Teams https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add- = User documentation for creating incoming webhooks in Microsoft Teams

Wenhooks incoming-webhook Channel.

Requests https://pypi.org/project/requests/#description Documentation for python requests module.
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PagerDuty: Manage Alerts

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Technical Considerations
® Key Features
Import PagerDuty Integration Downloadable Universal Template
Configure PagerDuty Integration Universal Task
Field Descriptions for PagerDuty Integration Universal Task
Examples for PageDuty Integration Universal Tasks
® Create Incident in PagerDuty
List Incidents in PagerDuty
PagerDuty Update Incident Note
Create Event in Pager Duty
Create User in PagerDuty
Delete User in PagerDuty
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows Stonebranch users to notify PagerDuty (Incident management platform) in the event of job Failure or long run of a job or Early finish of a job or any other event in
Universal Controller. Furthermore, PagerDuty can help to aggregate alerts and group them, and provide reliable notifications, automatic escalations and on-call scheduling that could help fix support issues
quickly.

Overview

Users can orchestrate the following functionalities in PagerDuty using this Universal Task:
® PagerDuty Incident
® Create Incident
® List Incidents
® Update Incident Notes
® PagerDuty Event

® Create PagerDuty Event
® PagerDuty User Management

® Create a user in PagerDuty

407 /| uc-71-admin


https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Universal Controller 7.1.x Administration

® Delete a user in PagerDuty

Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against PagerDuty.

Software Requirements for Universal Template and Universal Task
Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.

® Python modules required

® requests

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.6 and later with Python options installed
® Universal Agent for Linux Version 6.6 and later with Python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with PagerDuty REST API V2 for incidents functionalities ,User creation & deletion and Events API V2 for event creation in PagerDuty.

Technical Considerations

® This task uses Python modules requests to make REST-API calls to the PagerDuty environment.
® PagerDuty API URL ,API token and PagerDuty user email would be required as basic input for this Universal Task.
® Refer to PagerDuty API URL: https://developer.pagerduty.com/api-reference/

Key Features

Feature Description
Create Incident This feature helps to create an incident in PagerDuty for an event in Universal Controller; for example: Job Failure or Job running longer.
List Incidents List Incidents that are in PagerDuty with status triggered or resolved or acknowledged for a PagerDuty service ID.

Update Incident notes | Update a work note for an existing incident in PagerDuty.

Create Event Create an event in PagerDuty; Specifying the details of the event in Universal Controller; severity, Job Name, Job Type, Description, Event Action.
Create User Creates an user account in PagerDuty.
Delete User Deletes an user account in PagerDuty.

408 / uc-71-admin


https://docs.stonebranch.com/confluence/display/UC69/Universal+Templates
https://docs.stonebranch.com/confluence/display/UC69/Universal+Tasks
https://developer.pagerduty.com/api-reference/

Universal Controller 7.1.x Administration

Import PagerDuty Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

O wWNPE

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure PagerDuty Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for PagerDuty Integration Universal Task

Field
PagerDuty Function

PagerDuty APl URL

PD API Token /Routing Key

PD User Email
Summary
Incident/Dedup Key
PagerDuty Service ID
Incident Details
Urgency

Conference Number
Conference URL
Incident ID

Incident Note

Select Incident Status
Event Action

Severity
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Description

Select the functions that needs to be performed in PagerDuty.

For Event creation select : https://events.pagerduty.com/v2/enqueue and other functionality select : https://api.pagerduty.com/.
Provide the API token for incident and routing key for Event creation.

Provide the valid Pager Duty user Email address.

specify the incident title or an event summary.

Provide an Incident key for PagerDuty incident E.g: Universal Controller job name.

Service ID in PagerDuty where the incident needs to be created.

Provide the incidents that needs to be in pager duty.

Select the urgency of the event in Universal Controller.

Conference Bridge Details for the meeting (Incase if the support needs to gets in to conference call ).
URL for the conference meeting.

Provide the PagerDuty incident ID (Incase where the PagerDuty Incident note needs an update).
Include the note that needs to be updated for the incident.

Select the status for which the incident details needs to be retrieved from PagerDuty.

Select the appropriate event Action trigger or acknowledge or resolve.

Select either one of the status that would be appropriate (Critical, Error, Warning, and Info).
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Event Source System
Job Type

Job Status

User ID

Name

User Email Address
Job Title

User Role

Time Zone

Summary

The unique location of the affected system, preferably a hostname or FQDN.
provide the job type which will fit in the component field of the pager duty event.
Job status that will fit in to the class field for the pager duty event creation.
PagerDuty User ID.

Name of the PagerDuty user.

User's Email Address.

Provide the Job title of the user.

The role of the user; for example, administration.

Specify the user time zone.

Summary about the user creation request.

Examples for PageDuty Integration Universal Tasks

Create Incident in PagerDuty

— PagerDuty Details

IRouting Key :

D :

Conference URL

Runtime Directory

Nai
Environment
Variables

Summary : demo-inicident-UAC
PagerDuty Service PSSNBAT

Urgency : |low

PagerDuty - PagerDuty API s ;
Function Create Incident v URL https //api pagerduty com/
PD API Token pagerduty-Apitoken ¥ : PD User Email : ravi murugesan@stonebranch com

IncidenUDedup demo-job-3
Key :
Incident Details : job failure logs

Conference
Number

Value

No items to show:.

[

List Incidents in PagerDuty
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— PagerDuty Details

PagerDuty [, - PagerDuty API T
Function - List Incidents v URL - https://api.pagerduty.com/
PD API Token

v |[=] PagerDuty sen’lige, PSBNBAT

/Routing Key : pagerduty-Apitoken

Select Incident
Status - acknowledged ¥

Runtime Directory :

Name Value
Environment

Vanables
No items to show:.

PagerDuty Update Incident Note

— PagerDuty Details

PagerDuty PagerDuty API P
Function - Update Incident Notes b URL : https://api pagerduty. com/
PD API Token . —_— . -
IRouting Key : pagerduty-Apitoken v || PDUserEmail: ravimurugesan@stonebranch.com
IncidentID: 8

Incident Note : Job failure fixed and incident can be set to resolved status

Runtime Directory :

Name Value
Environment

Variables
No items to show.

Create Event in Pager Duty
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— PagerDuty Details

PagerDuty
Function :

PD APl Token
[Routing Key :
Incident/Dedup

Key :

Severity
Job Type :

Runtime Directory :

Create Event
pagerduty_|ntegrationKey
${ops_trigger_task_name}
critical

${ops_task_type}

PagerDuty API

URL - https://events pagerduty.com/v2/enqueue

Summary : ${ops_trigger_task_name}

Event Action : |trigger

Event Source
System :

Job Status : ${ops_status}

${ops_agent_name}

w/
; Name Value
Environment
Variables :
No items to show.
Create User in PagerDuty
— PagerDuty Details
PagerDuty PagerDuty API i
Function - Create User URL - https-//api_pagerduty com/
PD API Token . - -
/Routing Key : pagerduty-Apitoken PD User Email : ravi murugesan@stonebranch.com
UserID: deoel
. User Email
Name : John doe Address : john.doe@stonebranch.com
Job Title : IT Operations User Role : admin
Time Zone Summary : User Created by Universal controller
Runtime Directory :
®)

Environment
Wanables

Name

Value

No items to show

Delete User in PagerDuty
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— PagerDuty Details

PagerDuty PagerDuty API iami ,
Function Delete User v URL - https://api.pagerduty.com/ v
PD API Token . —_—
IRouting Key : pagerduty-Apitoken ES
User Email

Address - IJohn.doe@stonebranch.com ]

Runtime Directory

Name Value
Environment

Vanables
No items to show.

Document References

This document references the following documents:

Name Location Description

Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Pentaho Integration

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Technical Considerations
® Key Features
Import Pentaho Integration Universal Template
Configure Pentaho Integration Universal Task
Field Descriptions for Pentaho Integration Universal Task
Examples for Pentaho Integration Universal Tasks
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Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Pentaho Data Integration provides powerful ETL (Extract, Transform and Load) capabilities. Universal Controller is integrated to orchestrate the jobs and transformations within Pentaho Data Integration
platform via Carte webservice calls.

As an alternative approach, if there is no Carte webserver set-up, it is possible to use the Kitchen & Pan command line utility to execute the jobs & Transformations within the Pentaho Data Integration platform
via Windows or Linux Task type in Universal Controller.

Overview

The current integration with Pentaho is developed using the Universal Extension functionality in Universal Controller.
The following is the overview of this integration.

® UAC communicates with Pentaho Data Integration through the REST-API methods available for the Carte Server.
® Universal Controller offers the following functionalities that can be orchestrated within the Pentaho Data Integration Platform:

® Run a Pentaho Data Integration Job where the repository details are already supplied in Carte configuration files.

® Run a Pentaho Data Integration Job from any of the available repository Via Carte web service calls.
® Run a Pentaho Data Integration Job from a *.KJB file.
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Define & Run a Pentaho Integration Job from Universal Controller Script library.

Execute a Pentaho Data Integration Transformation where the repository details are already supplied in Carte configuration files.
Run a Pentaho Data Integration Transformation from a *.KTB file.

Define & Run a Pentaho Integration Transformation from Universal Controller Script library.

Software Requirements

This integration requires an Universal Agent 7.0 and a Python runtime to execute the Universal Task against a Pentaho Data Integration.

Software Requirements for Universal Template and Universal Task
® Universal Agent from V7.0 supporting Universal Extension

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
® base64
® ElementTree

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
® Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

® Universal Controller Version 7.0.0.0 and later.

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the following Pentaho Data Integration versions:

® 91
® Versions from 8.0 can also be supported as it have the same Carte REST-API

Technical Considerations

Universal Agent and Universal Controller from Version 7.0 and later.

Installation of a Universal Agent V7.0 in Pentaho Server.

Pentaho tool must be configured with the Carte Server configuration.

Necessary Python modules installed in the Universal Agent Python library as described in the section above.

Key Features
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Feature

Run a Job from Carte configured repository
Run a Job from a Repository

Run Job from file

Run a Job from UAC Script Library

Execute a Transformation from a Repository
Execute a Transformation from a file

Run a Transformation from UAC Library

Description

Trigger a Pentaho Data Integration Job execution ,Where the repository details are already supplied in Carte configuration files.

Trigger a Pentaho Data Integration Job execution , Where the Pentaho Repository details can be supplied as a Input in Universal Controller Job definition.
Run a Pentaho Data Integration Job from a *.KJB file located in the remote host.

Define & Run a Pentaho Integration Job from Universal Controller Script library.

Trigger a Pentaho Data Integration Transformation execution ,Where the repository details are already supplied in Carte configuration files.

Run a Pentaho Data Integration Job from a *.KTB file located in the remote host.

Define & Run a Pentaho Integration Job from Universal Controller Script library.

Import Pentaho Integration Universal Template

To use thePentaho Universal Extension, you first must perform the following steps:

. Download the provided ZIP file.

. Click Import Template.
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. Select the template ZIP file and Import.

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure Pentaho Integration Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Pentaho Integration Universal Task

Field

Select a Pentaho Function

Carte server URL

Carte Credentials

SSL Verify(Carte API Call)

Path to SSL Certificate

Is Agent Installed in Carte Server

Select Pentaho Job or Transformation Script
Repository Name

Pentaho Repository Credentials
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Description

Select the desired function you would need to perform in Pentaho

Provide the Carte webserver URL configured in the Pentaho Platform

Provide the Carte webserver Credentials for Jobs/Transformation webservice calls

Check if carte web server URL needs to be SSL Verified

Provide the path and file name of the SSL Certificate (Needs to be in the utility agent file system)

If you need run a transformation or Job from UAC library then Universal agent needs to be installed in the Pentaho Carte server
Select a XML script for Pentaho Job or Transformation from UAC script library

Provide the Pentaho Repository for the Job to be executed

Provide the Pentaho Repository credentials for the Job Execution REST-API call
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Pentaho Job Name

Job File(Path & Name)
Transformation Name
Transformation File Path & Name
Input Parameters(if amy)

Log Level

Execution ID

Status

Print Job Log

Provide the exact Pentaho job name with path incase of repository and just the job name incase of a file

Provide the Pentaho job file name with path and this file should reside in the carte server

Provide the Pentaho transformation name (*Ensure a unique transformation name when Execute a Transformation from a file)

Provide the Pentaho Transformation file name and path

Add if any input parameters to be used for job execution starting with '&' and every parameters to be separated with ampersand symbol(&)
Select either INFO or DEBUG OR WARN OR ERROR

Output only field : Displays the Carte execution ID of transformation triggered from Universal Controller

Output only field : Status of the Job/Transformation executing in Carte Web Server

Check Box if the Job/Transformation execution logs to be printed in Universal Controller STDERR

Examples for Pentaho Integration Universal Tasks

Trigger a Pentaho Data Integration (Carte Server Configured with Repository)

— Pentaho Details

Select a Pentaho
Function :

Carte Credentials :  pentaho_carte_server_credentials

Pentaho Job Name :  /home/admin/UAC_DEMO_JOB_2

Input Parameters(if
amy) :

Log Level : Debug

Runtime Directory :

Environment Name

Variables :

Run a Job from Carte configured repository v Carte server URL : | http//18.118.35.204:8082/ v

=== S5L Veniy(Carte API
¥ == ’ Call) : a

Value

No items to show.

Trigger a Pentaho Data Integration with Repository Details as Input
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— Pentaho Details
Select T:Erfgtliﬂc Run a Job from a Repository v | Carte server URL - | hitp://18.118 35 204-8082/
p— Serifvi A
Carte Credentials : pentaho_carte_server_credentials v [ S5LVe T}'-Ca”gahl!jl O
" 3 " Pentaho Repository .
Repository Name :  UAC_Integration Credentials : Pentaho_Repo_Credentials
Pentaho Job Name :  /home/admin/UAC_DEMO_JOB_2
Input Parameters(if
amy) :
Log Level -  Debug v
Print Job Log : [C]
Runtime Directory :
Enviranment | Name palue
Variables :
No items to show.
. * L .
Launch a Pentaho Job using *.kjb files
— Pentaho Details
Selecta Fentand | un Job from fle v | Carte server URL:  http:/18.118.35.204:8082/
— Serifv( A
Carte Credentials :  pentaho_carte_server_credentials v (5 SSL Ve anartgahlP! |:|
Pentaho Job Name :  sample_job Job F‘IELF;?I:: & C:\Users\Administrator\Desktop\sample_job.kjb
Input Parameters(if
amy) :
Log Level :  Debug v
Print Job Leg © [C]
Runtime Directory :
Enviranment | Name alue
Variables :
No items to show.

Define and Trigger Pentaho Job from Universal Controller Script Library
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— Pentaho Details

Select a Pentaho

Function - Run a Job from UAC Library

Carte Credentials : pentaho_carte_server_credentials

Is Agent Installed in
Carte Server:

Pentaho Job Name : | Z{job_name}

Input Parameters(if
amy) :

Log Level : Debug
Print Job Log :

Runtime Directory :

Environment plams
Variables

v

v

Carte server URL - | http://18.118.35.204:8082/

SSL Verify(Carte API
call): ]

Select Pentaho Job

or Transformation = Pentaho_Job_script
Script :

Value

No items to show.

@

Pentaho Job Definition Script
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— Pentaho Details

Select a Pentaho
Function :

Carte Credentials :

|s Agent Installed in
Carte Server :

Pentaho Job Name : | {job_name}

Lo Plaramendarn i

Script Details: Pentaho_Job_script

Run a Job from UAC Library v

pentaho_carte_server_credentials

Carte server URL : | hitp:/18.118.35.204:8082/ v

== S5L Verify(Carte APl
| cally: ]
Select Pentaho Job
or Transformation
Script :

Pentaho_Job_script v

[E] update [ copy [ Upload Script ¢{f] Delete | % Refresh 3§ Close

Content :

Member of Business Services :

Script @ Tasks MNotes @ Versions
— Details
Script Name :  Pentaho_Job_script Version : 4
Description -
Script Type - | Data Resolve UAC Variables :

<?xm] version="1.0" encoding="UTF-8"7x»
<job=

<name=sample_job</namex>
<description/=
cextended_description/=
<job_version/=
=job_status=0«</job_status=
cdirectorys=/</directory=
<created_user=-</created_user=
<created_date=2021/07,/09 14:02:31.253=</created_datex=
<modified_user>-</modified_user>
«modified_date=2021,/07/09 14:02:31.253</modif1ed_datex
<parameters:x

< /parameters>
<slaveserverss

</slaveservers>
<job-log-tahlex

<connection/>

«<schema,/>

<table/=

<size_Tlimit_Tlines/ =

<interval/ >

<timeout_days /=

«Field=

<1d=ID_JOB</id=> -
canahladu Ve lanshlad.

’_,E_‘ Update

[y copy

ts Upload Script ;_]:j Delete %| Refresh x Close

Trigger Pentaho Transformation with Input Parameters
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— Pentaho Details

Select a Pentaho
Function :

Carte Credentials :

Transformation
Name :

Input Parameters(if
amy) :

Log Level :

Runtime Directory :

Environment
Variables :

Execute a Transformation from a Repository Carte server URL - | http:/18.118.35.204:8082/
pentaho_carte_server_credentials
fhome/admin/demo_{ransformation

&file_name=C:\Users\Administrator\Desktoploutput

Debug

Name

T SS5L Venfy(Carte API
Call) : O

Value

No items to show.

Document References

This document references the following documents:

Name

Universal Templates

Universal Tasks

Universal Extension

Pentaho Rest-API
Reference
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Location Description
https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates User documentation for creating Universal Templates in the Universal Controller user
interface.
https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user
interface.

https://docs.stonebranch.com/confluence/display/UC70 User documentation for creating Universal Extension Tasks in the Universal Controller
/Universal+Extension+for+Universal+Controller user interface.

https://help.hitachivantara.com/Documentation/Pentaho/9.1/Developer_center Pentaho Developer REST-API Reference
/REST_API_Reference
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Salesforce: Create Contact and Lead Object

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Universal Task Description
® Key Features
Import Salesforce Downloadable Universal Template
Configure Salesforce Universal Task
Field Descriptions for Salesforce Universal Task
Examples for Salesforce Universal Tasks
® Create Contact
® Execute SOQL
Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows users to create contact and lead objects in Salesforce, as well as execute Salesforce Object Query Language (SOQL) queries.

Overview

Allows advanced automation by enabling creation of Salesforce objects, such as Contact and Leads, from the Universal Controller in combination with event-based triggers.
Uses the Salesforce Object Query Language (SOQL) to search your organization’s Salesforce data for specific information.

SOQL is similar to the SELECT statement in the widely used Structured Query Language (SQL), but is designed specifically for Salesforce data.

With SOQL, users can construct simple but powerful query strings and execute them from within the Universal Controller.

Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a remote ServiceNow instance.

Software Requirements for Universal Template and Universal Task

422 |

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® simple-salesforce
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Software Requirements for Universal Agent
Either:
® Universal Agent for Windows x64 Version 6.9.0.0 and later with python options installed
® Universal Agent for Linux Version 6.9.0.0 and later with python options installed
Software Requirements for Universal Controller

® Universal Controller Version 6.9.0.0 and later

Software Requirements for the Application to be Scheduled
The simple-salesforce Python module uses the Lightning Platform REST API. Salesforce supports each API version for a minimum of three years from the date of first release.

The module is also updated regularly to add features and support new API versions.

Universal Task Description

Key Features

Feature Description
Create Contact, Lead = Create Contact and Lead objects in Salesforce. Combine with event-based triggers or use within workflows to create these objects as a result of events or predecessors.

Execute SOQL query = Query the Salesforce Database using the flexible querying language SOQL. Uses the Universal Controller script library to store and maintain SOQL scripts.

Please note: More functions can easily be added to this Universal Task, based on the available functionality of the simple-salesforce Python module. More fields to hold more information on; for example,
Leads or Contacts can also be added to the Universal Template.

Import Salesforce Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwiNeE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Salesforce Universal Task
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For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Salesforce Universal Task

Field Description
Credential Username, Password and Security Token for your Salesforce user. Please use the "Passphrase” field for the Security Token.
Function Select between the available functions of this Universal Task.

First Name First name of the contact to be created.
Last Name Last name of the contact to be created.
Email Email address of the contact to be created.

SOQL Query = Script field. Stores the SOQL Query to be executed as a script in the internal script library.

Examples for Salesforce Universal Tasks

Create Contact

Execute SOQL
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Document References

This document references the following documents:

Name Location Description
Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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SAP: Batch Input Map

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Key Features
Import SAP Task for Batch Input
Configure SAP Task for Batch Input
Field Descriptions for SAP Task for Batch Input
® Task Variable
® Example for SAP Batch Input Task
® SAP Batch Input: Session Overview
® SAP Batch Input Task
® Task Variable
® Script

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Batch input sessions enter data non-interactively into an SAP system. Batch input is typically used to transfer data from non-SAP systems to SAP systems or to transfer data between SAP systems.

This SAP Task for SAP batch input allows you schedule and execute batch input sessions in SAP.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 6.x or later is required, including SAP Connector license (USAP).

Software Requirements for Universal Controller

® Universal Controller 6.x or later is required.

Software Requirements for the Application to be Scheduled
This task allows you to run Batch Input session on the following SAP Systems:

® SAP ERP (SAP ECC 6.0)
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® SAP S/4 HANA On Premise ( not tested )

Key Features

Some details about the Universal Tasks for SAP Batch Input:

The SAP Task for SAP batch input allows you to schedule and execute batch input sessions in SAP

The following functionalities can be performed in UAC with respect to SAP Batch Input:

Run a batch input session.
You only need to provide the batch input session name in the task variable.

It is possible to use wild cards “*” to run multiple Batch Input Sessions.

There is no need to created manually a variant for the batch input session in SAP.

The SAP Task uses the feature inline variants of USAP to create a temporary Variant for the ABAP RSBDCSUB with the batch input session name.

Import SAP Task for Batch Input

To use the SAP Task for Batch Input, you first must perform the following:

In the Universal Controller Ul, select Automation Center > Tasks > All Tasks and load via the list Import functionality the Task XML files into the Controller (see Task List Import).

When the Task has been imported successfully, the Task will appear on the list of SAP Tasks in the Automation Center Menu under: Automation Center > Tasks > SAP Task

Configure SAP Task for Batch Input

1. Copy the imported “template” Task RUN SAP BATCH INPUT Session.
2. Provide a name according to your naming standards.
3. Adjust the field values to your requirements.

Field Descriptions for SAP Task for Batch Input

The SAP Task for Batch Input contains the following fields.

Field
Utility Agent

SAP Connection

SAP Credentials
Command Group
start

Wait
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Value
SAP Utility Agent

SAP Connection

SAP Credentials
Submit
checked

checked

Description
Universal Agent with SAP Connector (USAP)
SAP Connection to the SAP System in scope

SAP Connections provide all the SAP server information necessary for Universal Controller to execute an SAP Task on an SAP system (see SAP Connection
for details).

Login credentials that the Controller will use to access the SAP system.
Submit the SAP Job to SAP.
Starts the Submitted Job in SAP.

Waits until the started Job in SAP finished or fails.


https://docs.stonebranch.com/confluence/display/UC70/Record+Lists#RecordLists-ImportingRecordsfromaFile
https://docs.stonebranch.com/confluence/display/UC70/SAP+Connections

Universal Controller 7.1.x Administration

Definition or Model: USAP Definition USAP Definition File.
File
Script or File System Script Script.
Script new_variant Script to run the Batch Input ABAP RSDBDCSUB with the temporary Variant containing the batch input session name.
SAP Command -rawspool no Output Parameter, to show the result of the ABAP RSDBDCSUB in the Task Output.
Options
Task Variable

In the task Variable, you define the Batch Input Session to schedule. It is possible to use wild cards “*” to run multiple Batch Input Sessions.

Task Variable Name = Description
session_name Name of the Batch Input Session(s) to schedule.

Wild cards “*” are supported to run multiple Batch Input Sessions.

Example for SAP Batch Input Task

The following example runs a Batch Input Session.

SAP Batch Input: Session Overview
The following image shows the currently configured Batch Input Sessions in SAP.

In the following example, the Batch Input Session: Z_NBU_COM3 will be executed via the SAP Batch Input Task.
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Batch Input: Session Overview
V) v K QOO = o T 0%

Batch Input: Session Overview

= B B[O

B3 Analysis (@ Process = Statistics log ®(Recordng T @ £ |™

Selection criteria

Sess.: = From: To: Created by: | *

_ Mew | Incorrect | Processed | InProcess | InBackground | Being Created | Locked |

Y

Session Mame St... Created By Date Time Creation Pro... Lock Date  Authorizat. # Trans.

Z_NBU CoM3 [Y [DEVELOPER 20.05.2021 15:52:03 SAPMSBDT DEVELOPER 1 0

Z_NBU COMé [Y DEVELOPER 12.05.2021 13:37:46 SAPMSBDT DEVELOPER 1 0

Z_NBU COoM5 [Y [DEVELOPER 12.05.2021 13:37:35 SAPMSBDT DEVELOPER 1 0

Z_NBU COoM4 [Y [DEVELOPER 12.05.2021 13:36:25 SAPMSBDT DEVELOPER 1 0 A
b

< > < >
Sessions Found: 4 -EL e

SAP Batch Input Task
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Task Variable

In the task Variable, you define the Batch Input Session to schedule. It is possible to use wild cards “*” to run multiple Batch Input Sessions.
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Script

The USAP script dynamically creates a temporary Variant for the Batch Input session name.
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:

Member of Business Services :

ABAP_STEP = "***5TEpP 1**#"
/* STEP_NUMBER = "1" */
ABAP_PROGRAM_NAME = "RSBDCSUB"

/* Target host =/

SELNAME
KIND
SIGN
OPTION
LOW
HIGH

"BATCHSYS"
"pn

wn
wn
wn

wn

° o
— Details

Script Name ;| Inline_variant_for_Batch_inp Wersian : 2

Description -

Script Type - | SAP Definition v Resolve UAC Variables : m
/f‘.';’:f‘:f‘:f‘:i:f‘:f::f:f‘:f::f:{:f‘:*f:i:f:f:i.'1‘:*#‘:#ﬁf‘:i.'f‘:f‘:#‘.':’:f‘:f‘:f‘::’:*##ﬂ*##ﬁ*#ﬁ*ﬁ#ﬁ*ﬁﬁ*##ﬁ*ﬁi.'f‘:#‘.'i.'f‘:f‘:A
=% Description
#* 5cript to run a batch input session by name
#* Author: Nils Buer
#* Version: 1.0, 17.03.2021
/* Job Header statement */ ]

JOBNAME = "SAMPLE - Inline Variants"
JOB_CLASS = "C"
Content : ;f* ABAP_STEP Step statement =/

Srime |58 Com ] 7 opssson
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SAP: Calendar Import

® Disclaimer
® Overview
® Software Requirements

® Software Requirements Universal Agents and Controller

® Software Requirements Universal Controller

® Software Requirements for the Application to be scheduled
Universal Task for SAP Calendar Import Key Features
Import SAP Calendar Import Downloadable Universal Template
Configure SAP Calendar Definitions Task
Field Descriptions for the SAP Calendar Import Definitions Task
Example: SAP Import SAP Calendar - Application Server Connection
SAP Calendar Import Name

® Example

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

This Universal Task allows you to import the SAP Factory Calendar and the related Holiday Calendar into the Universal Controller.

You can either import a user-defined list of SAP calendar using a csv file or all valid SAP calendar. The Calendar Import can be scheduled to be always in sync with SAP; for example, import all Calendar every
day. It is also possible to import Calendars from different SAP System.

Software Requirements

Software Requirements Universal Agents and Controller

® Universal Agent for Linux or Windows Version 6.9.0.0 or later are required

Software Requirements Universal Controller

® Universal Controller 6.9.0.0. or later is required
® A Universal Controller license key with support for SAP connector is required

Software Requirements for the Application to be scheduled
In order to connect to the SAP System the SAP NetWeaver RFC SDK 7.50 libraries are required from SAP.

Those can be downloaded from the SAP Software Download: SAP NetWeaver RFC SDK 7.50
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Universal Task for SAP Calendar Import Key Features

Some details about the Universal Tasks for SAP Calendar Import:

The Universal Task imports either a user defined csv-list or all SAP Factory- and related Holiday Calendar, which match the configured selection criteria into the Universal Controller.
The Calendar Import can be scheduled to be always in sync with SAP e.g. import all Calendar every day

The csv list is saved incl. Versioning into the Universal Controller script library

The Universal Task runs on Linux as well as Windows Universal Agents

The calendar export is done using the SAP certified XBP-RFC interface

SAP is always considered as the Master; Calendars are always export from SAP, never import to SAP.

All Calendar functionalities are support incl. Factory, Holiday and “Special Rules”

Calendar can be imported from different SAP System - automatically the SID and Client of the SAP, where the import was done is added as a Postfix to the imported Calendar

You can set different log-levels for the Universal task, providing you more information in case of issues

Support for Application Server Connection and Destination Connection (nwrfc.ini) e.g. Load Balancer connections, SAP SNC, etc.

Import SAP Calendar Import Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:
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. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

When the files have been imported successfully, the Universal Template will appear on the list.

Configure SAP Calendar Definitions Task

For the new Universal Task type, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for the SAP Calendar Import Definitions Task

Field

Description

Universal Controller URL Universal Controller URL; for example,

Local Universal Controller:
http://192.168.88.10:8080/uc/
Stonebranch SaaS Cloud Universal Controller:

https://superstore.stonebranchdev.cloud/

Universal Controller Credentials = Credentials of the Universal Controller Webservice API

Import All Calendar Yes | No

If “Yes” is selected all SAP Calendar based on the selection criteria entered in the fields: Start Year and Years are imported.

If “No” is selected the Calendar provided in the Calendar Input File will be imported to Universal Controller
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Start Year From this year onwards the Calendar will be imported from SAP.
Example: Start Year = 2020, Years = 2
will import all calendar starting from 2020 until 2022
Years Number of years to import starting from the year provide in the field Start Year.
First Day of Week [ Monday, Tuesday, Wednesday, Thursday, Friday, Sunday ]
Set the first day of the week for the calendar
Calendar Input File This field is only used when the choice field import all calendar is set to No.
The Calendar Input File file has the following structure:
NOTE: If a factory calendar has no holiday calendar, then leave the filed empty; for example, 02, means extract factory calendar 02 without a holiday calendar.
The format is:
<Factory Calendar ID>,<Holiday Calendar ID>
Example: calendar_import.csv

factory_calid, holiday_calid

01, 08
02,
AJ, 04
Language SAP Language e.g. EN for English
SAP Connection Type [ Application Server Connection | NRFW.ini Connection) ]

Select the SAP Connection Type:
Application Server Connection or Destination Connection using the nwrfc.ini file.
Default location for the nwrfc.ini file is:
® Linux: /opt/universal/uagsrv
® Windows: C:\Program Files\Universa\UAGSrv
SAP Credentials Credentials of the SAP System
SAP ASHOST SAP Application to connect to.
This field is only visible in case of SAP Connection Type = “Application Server Connection”
SID SAP System Identifier ( 3 digits ); for example, NPL
The Imported calendar will have the SID as prefix
Imported Calendar Name:
<SID>_<SAP CLIENT>_<SAP CALENDAR ID>

SAP CLIENT SAP Client ( 3 digits ); for examaple, 100
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The Imported calendar will have the SID as prefix

Imported Calendar Name:

<SID>_<SAP CLIENT>_<SAP CALENDAR ID>
SAP SysNr SAP System Number ( 2 digits ) e.g. 00
SAP Destination SAP Destination in the nwrfc.ini.

This field is only visible in case of SAP Connection Type = “NRFW.ini Connection”
Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
USAP loglevel Loglevel of the Universal Connector for SAP

trace | audit | info | warn | error
Calendar Input File This field is only used when the choice field import all calendar is set to No.

The Calendar Input File file has the following structure:

NOTE: If a factory calendar has no holiday calendar, then leave the filed empty; for example, 02, means extract factory calendar 02 without a holiday calendar.

The format is:

<Factory Calendar ID>,<Holiday Calendar ID>

Example: calendar_import.csv

factory_calid, holiday_calid

01, 08

02,
AJ, 04

Example: SAP Import SAP Calendar - Application Server Connection
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— General
Task Name : SAP Import Calendar - ASHOST ersion : 17
Task Description
Member of Business
Services :
Resolve Name Time Zone
Immediately : O Preference - |— System Default
Hold on Start: [
Virtual Resource Hold Resources on
Priority 10 s Failure : o
— Agent Details
Cluster : [0
Agent: FAGT_WIN_LOCAL} Agent Variable :
e - prm— Credentials
Credentials : M= Variable : 0
Run with Highest |
Privileges :
Interact with
Deskiop : O
— SAF Import Calendars Details
SAP Connection —_— .
Type : Application Server Connection v
ASHOST : 192.168.88.17 SID: NPL
Client : 001 SAP Credentials : | SAP_CRED_WIESLOCH
SAFP SysNr: 00 Import all Calendar : |No
Calendar Input File - | SAP-CAL-IMPORT M= Language : en
Years: 1 Start Year : 2020
Universal Controller . == Universal Controller . .
Credentials - | CRED-REST AFI - Bill Ml 2= URL - NMp:A/127.0.0.1:8080/uc
USAP Loglevel : |info w Loglevel : DEBUG
First day of the
week Manday s

SAP Calendar Import Name

The Imported calendar will have the following naming in Universal Controller:

<SID>_<SAP CLIENT>_<SAP CALENDAR ID>

Example
NPL_100_01

SID = NPL, CLIENT = 100, SAP Factory Calendar ID = 01
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SAP: Business Object Data Services

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Key Features
Current limitations
Import SAP Data Services
Configure SAP Data Services Tasks
Field Descriptions for SAP Data Services Tasks
Example for SAP Data Services Task
SAP Data Services Processing Steps
1. Job Configuration in Data Service Designer
2. Export job execution command in SAP Data Service Management Console
3. Configure the SAP Data Services Task to run the exported job in Universal Controller
4. Launch the Universal Task
5. Verify job execution in SAP Data Service Management Console

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Using analytics tools to collect massive amounts of Big Data from your organization is one thing. Extracting meaning from that data and using it to drive real growth is another. Business Objects analytics from
SAP can help you unleash the power of collective insight by delivering enterprise business intelligence, agile visualizations, and advanced predictive analytics to all users.

Leverage the capabilities of SAP® Business Objects and schedule any SAP Business Object Data Services ETL job in Stonebranch's Universal Automation Center by using the “AL_RWJobLauncher.exe”
utility, which comes with the SAP Data Services installation.

This Universal Task allows you to execute an SAP Data Services “ETL” Job using the “AL_RWJobLauncher.exe”.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 6.9.0.0 or later is required.
® Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

® Universal Controller 6.9.x or later is required.
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Software Requirements for the Application to be Scheduled

® This Universal Task was tested against SAP Data Services 4.2 SP7.
®* The Data Service Server needs to have a Universal Agent installed to call the AL_RWJobLauncher.exe utility.

Key Features

It is based on the “AL_RWJobLauncher.exe”. which is part of the Data Services Install.

The Task runs on Data Services for Windows and Linux.

The Universal Task provides the same error and trace information as the SAP Data Services Mgt. Console.
You can select different log-levels ; for example, Info and Debug.

You can configure all connection Parameters via the Universal Task.

For all Parameters an exception handling has been implemented.

Current limitations

® Currently,only “Enterprise Security” is supported.

Import SAP Data Services

To use the SAP Data Services Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration >Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import Template.

. Select the template ZIP file and Import.
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When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.
Note

1
If you have Universal Controller 6.9., you must import the Universal Template via an XML list import. In Universal Controller, go to “All Tasks” and load the Universal Template XML file, via the Import function,
into the Controller.

Configure SAP Data Services Tasks

For Universal Task SAP Data Services, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for SAP Data Services Tasks

The following fields must be configured for the SAP Data Services Task.

Field Description
Agent Universal Agent installed on the SAP Data Services Server.

This Agent runs the AL_RWJobLauncher.exe CLI.
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Jobserver Hostname Name of the Jobserver, which runs the Data Services Job. The Jobserver can be looked up in the SAP Data Service Management Console under: Administrator -> Batch

Job server port Port of the Jobserver, which runs the Data Services Job. The Jobserver Port can be looked up in the SAP Data Service Management Console under: Administrator ->
Batch

Path to AL_RWJobLauncher. Location, where the AL_RWJobLauncher.exe is installed on the SAP Data Services Server.

exe

Jobdir Directory, where the Job execution files are exported to. The directory must contain the following files:

<Jobname>.txt and <jobname>.bat
Note: Those files are available only if the job Export job execution command has been performed in advance in the SAP Data Service Management Console.
In the example above, the files have the names:

® |oadinv.txt
® |oadinv.bat

To find the Location, open the data services Manager Tab: Run-time. The jobdir is the directory without pCache.

5] SAP Data Services Server Manager el el

Job Server ] AcCcess Server ] 551 Fun-time INCS ] SLD ] Miscellaneous ]
Specify a directory with enough disk space for pageable cache:
| C:\ProgramData'SAP BusinessObijects\Data ServicesYog'pCache Browse

Peer-to-peer options
Start port: | 1025 End port: | 32767

Use S5L protocal: v

Apply

Close and Restart ‘ Close ‘

tracedir Directory where the trace and log files are located.
The directory should contain trace/error files, which look as follows:
trace_MM_DD_YYYY_HH_MM_SS_...
error_MM_DD_YYYY_HH_MM_SS_...

Server_log_path Path to the server log.

It should contain the file:
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server_eventlog_YYYY-MM-DD.txt

loglevel Logging settings DEBUG, INFO, WARNING, ERROR, CRITICAL

Poll interval Interval, in seconds, for how often the Data Services Server is polled to get the current Job status.

Jobname Name of the Data Services Job. It can be looked up in the SAP Data Service Management Console under: Administrator -> Batch
Log level (default is Inherited) Universal Task logging settings: [Inherited | Trace | Debug | Info | Warn | Error | Severe]

Example forSAP Data Services Task

The following Task start the Data Service Job: loadinv on the server Walldorf
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SAP Data Services Processing Steps

The following describes how to run a Data Services Task.

The Data Services Data Flow (Step 1) is only shown for completeness so that that Scheduling Operations team members with limited SAP Data Services Knowledge understand the concept.

1. Job Configuration in Data Service Designer

Configure the SAP Data Services ETL job in the Data Service Designer.
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2. Export job execution command in SAP Data Service Management Console
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3. Configure the SAP Data Services Task to run the exported job in Universal Controller

Universal Task configuration:
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4. Launch the Universal Task

Universal Task Instance after the launch of the task:
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5. Verify job execution in SAP Data Service Management Console
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Note
1
The Log and trace file in the SAP Data Service Management Console are the same as in the output of the Universal Task.

The following shows the Universal Task Output:
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SAP: Event History Monitor

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Key Features
Import the SAP Event History Monitor Universal Template
Configure SAP Task for Batch Input
Field Descriptions for SAP Task for Batch Input
Example for SAP Event History Monitor Task
® Event Configuration in SAP
® Event History Table
® Task Monitor Trigger mode

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task queries the SAP Event history table for a selected SAP Event & Parameter. If the Event is found, it gets confirmed; so that it is not triggered again. Optionally, a task can be launched based
on the occurrence of an Event & Parameter.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
® Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

® Universal Controller 7.0.0.0 or later is required.

Software Requirements for the Application to be Scheduled

SAP Credentials (Username and Password) to connect via the XBP-RFC Interface to SAP ERP System is required.

Key Features
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Some details about Universal Tasks to monitor the SAP Event History:

Query the SAP Event history table for a selected SAP Event & Parameter.

For the Parameters, wildcards “*” are supported.

Confirm Events in the SAP History Table ( SM62). When the Event and Parameter have been identified, the Event is confirmed in SAP so that the monitor will not trigger a second time (optional
setting).

Launch a task in Universal Controller based on the occurrence of an Event & Parameter.

The Universal Task is supported on Linux and Windows Agents.

An automatic re-start of the task can be achieved by adding an action to the Universal Task, which restarts the task in the case of status success.

This Universal Task supports SAP Application Server and SAPNWRFC.INI Destination connections.

You can set different log-levels for the Universal task, which provides you more information in case of issues.

Import the SAP Event History Monitor Universal Template

To use theSAP Event History Monitor Template, you first must perform the following steps:

1.
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This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true. For more information about Resolvable
Credentials click here.

. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration >Configuration > Universal Templates to display the current list of Universal Templates.
. Click Import Template.

. Select the template ZIP file and Import.

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure SAP Task for Batch Input

For Universal Task SAP Event History Monitor, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for SAP Task for Batch Input

Fill Out the Universal Task for each SAP Event and Parameter to monitor.

Field Description
Agent Linux or Windows Universal Agent to run the USAP commands.
Agent Cluster Optional Agent Cluster for load balancing.

SAP Connection | [ Application Server Connection, SAPNWRFC.INI Connection ]

Type

The Universal Task support SAP Application Server and SAPNWRFC.INI Destination connections.
Application Server Connection:

® Client: SAP Client to connect to; for example, 100

® SAP SysNr: SAP System Number; for example, 00

® ASHOST: SAP Application Server hostname or IP; for example, walldorf
SAPNWRFC.INI Connection:

® Client: SAP Client to connect to; for example, 100
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® Destination: name of the destination entry in the file sapnwrfc.ini; for example, walldorf

Note
The!file sapnwrfc.ini needs to be in the home directory of the user executing the task.
If no user credentials are provided, this is:
® Linux: /opt/universal/uagsrv
® Windows: C:\Program Files\Universa\UAGSrv
SAP Application to connect to.
This field is visible only if SAP Connection Type = “Application Server Connection”
SAP Client ( 3 digits ); for example, 100
The Imported calendar will have the SID as prefix
Imported Calendar Name:
<SID>_<SAP CLIENT>_<SAP CALENDAR ID>
SAP System Number ( 2 digits ) e.g. 00
This field is visible only if SAP Connection Type = “Application Server Connection”
SAP Destination in the nwrfc.ini.
This field is visible only if SAP Connection Type = “NRFW.ini Connection”
Directory where the USAP binary is stored
Linux: /opt/universal/usap/bin
Windows: C:\Program Files\Universal\USap\bin
Name of the Event to Scan for in the SAP Event History Table.
Name of the parameter to scan for.
Note: wildcard “*” is supported ; for example, ua* searches for all event parameters beginning with ua.
If no Event Parameters is provided, any Event Parameter will match.
[ New, Confirmed, Any Status ]
® NEW: scan only for new Events (default).
® Confirmed: scan only for confirmed Events.
® Any Status: scan for any status of Events.
Universal Controller URL.
For example, https://192.168.88.40/uc

Name of the task to start in case a new event has been identified.
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If no task is specified, the UT runs in Monitoring mode and goes to success in case an Event has been identified; for example, you can add the Event Monitor to a Workflow (Note: in that
case remove the action, which automatically re-starts the UT in case of status “success”)

Confirm Events [ Confirm , New ]
Default is “Confirm”.
Confirm: This ensures that the same event only triggers the event monitor once.
New: Leaves the event in status “New”, mainly for testing purpose.
USAP loglevel Log level of the Universal Connector for SAP
trace | audit | info | warn | error
rfc_logon_retry_i | interval in seconds between an new logon attempt to SAP.
nterval in s
Per default, 10 retries will be performed; for example, 120s means every 120s a new logon attempt to SAP is performed. If after 10 retries no logon to SAP was possible the Task fails.

Loglevel Universal Task logging settings

[DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example for SAP Event History Monitor Task

The following example monitors the SAP Event: UAC_TEST with Parameter: UAC in the SAP Event History.
If the Event occurs in the SAP Event history table with status “NEW”, the Task “Collect_Orders” is launched and the Event is confirmed in SAP.

In the following example, the Parameter “Multilaunch” is enabled. This means that if several events are found with the status “New”, the task “Collect_Orders” will be launched for each confirmed event.
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Event Configuration in SAP

The SAP History Event Task Monitor scans for Events in the SAP Event history.

An Event only shows up in the Event history if an appropriate event criteria profile has been set-up in SAP by using transaction SM62.

Note

1
Optionally, a criteria profile can also be set-up via an SAP Task of command group “Set CM Profile” in Universal Controller.

The following screen shows an example of the set-up in SAP using SM62.
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Event History: Profiles and Criteria

o KE QOO v 0%

Event History: Profiles and Criteria

Event Histary mm Reorganization | BckProcEvnts |

Y

| @El | ||E|E“E”:| | AND || OR ||| Criterion || I:ll

Criteria Hierarchy of the Profile UAC_TEST
¥ AND
Criteria Profiles " [B UAC_TEST
Type * *Profile ID Description Status Owner Changed By
Event History 1 UAC_TEST . DEVELOPER DEVELOPER

ERERRENRIEE
{ Text “Fid * Option Lower Limit Upper
UAC_TEST EVENTID = UAC_TEST
EVENTPARM = UAC

Event History Table
The following provides and example of the Event history table in SAP (SM62).

Only Events showing up here can trigger the SAP Event History Monitor UT.
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V.

Event History: Overview

v K

Event History: Overview

Q

>

Y
Bvent Histary Criteria Reorganization BokProcEvnts o~
E ERIEEREN IRE N E A AN ERE:
Event History: 21 Entries
Current Date Time * Event Event p... Mumb... Status Status Background Server
27052021 0858918 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_MNPL_01 »~
27052021 090210 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_NPL_01 w
270520217 090434 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_MNPL_
27052021 090653 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_NPL_
27052021 091321 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_MNPL_O
27052021 091559 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_MNPL_O
27052021 114142 UAC TEST UAC 0 Confirmed OK ip-30-0-1-83_NPL_ ~
27052021 114246 UAC TEST UAC 0 MNew Ok ip-30-0-1-83_MNPL_ v
£ > L
¥ MPL(1) 001 * | ip-30-0-1-83 | INS u"‘ A

Task Monitor Trigger mode

You can create a Task Monitor trigger from this task by adding an action to the Universal Task, which restarts the task in the case of status success.
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SAP: Extract Job Definition

® Disclaimer
® Overview
® Software Requirements

® Software Requirements Universal Agents and Controller

® Software Requirements Universal Controller

® Software Requirements for the Application to be Scheduled
SAP Extract Job Definitions Key Features
Import SAP Extract Job Definitions Downloadable Universal Template
Configure SAP Extract Job Definitions Task
Field Descriptions for the SAP Extract Job Definitions Task
Example: SAP Extract Job Definition - Application Server Connection
Example: SAP Extract Job Definition - Destination Connection (nwrfc.ini)
Execute SAP Extract Job Definitions Task

® Extracted Job Definitions

® |og-file Example

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

This Universal Task allows you to export SAP Job definitions from SAP into one flat file for each Job selected for extraction. The Jobs definitions to extract from SAP are provided in a CSV input file saved in the
Universal Controller script library. For each Job to extract the SAP Jobname and SAP Job count ID needs to be provided in the input file.

The extracted SAP Job definition files can then by read by the Stonebranch Xpress Conversion Tool (XCT), which transitions each read Job definition file into an SAP Task. If the SAP Job was in status
Released, meaning Start conditions had been defined in SAP for that Job, than automatically a time trigger with the scheduling criteria will be created by the transition tool. As result the transitioned SAP Task
are ready to be scheduled in the same way as in SAP.

This document focuses on the Universal Task, which extracts the Job definitions from SAP. The Stonebranch Xpress Conversion Tool (XCT) to read the extracted Job definitions files and create SAP Tasks
and related trigger from it is described in the XCT documentation.

Software Requirements

Software Requirements Universal Agents and Controller

® Universal Agent for Linux or Windows Version 6.9.0.0 or later are required
Software Requirements Universal Controller

® Universal Controller 6.9.0.0. or later is required
® A Universal Controller license key with support for SAP connector is required
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Software Requirements for the Application to be Scheduled
In order to connect to the SAP System the SAP NetWeaver RFC SDK 7.50 libraries are required from SAP.

Those can be downloaded from the SAP Software Download: SAP NetWeaver RFC SDK 7.50

SAP Extract Job Definitions Key Features

EDxport SAP Job definitions from SAP into one flat file for each SAP Job

Also any defined start criteria will be exported for SAP each Job

Jobs to be extracted can be in any Status (for example, SCHEDULED, RELEASED, CANCELED, FINISHED)

The Jobs to be extracted are provide via list saved in the Universal Controller script library

A detailed log file will be provided after each extraction process to identify Jobs which could not be found in SAP; for example, a Jobname has been provided in the input file, which does not exists in
the SAP System

The extracted SAP Job definition files can than by read by the Stonebranch Conversion Tool (CTK), which transitions each read Job definition file into an SAP Task, including defined Start criteria
Support for Application Server Connection and Destination Connection (nwrfc.ini); for example, Load Balancer connections, SAP SNC)

Import SAP Extract Job Definitions Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure SAP Extract Job Definitions Task

For the new Universal Task type, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for the SAP Extract Job Definitions Task

Field Description

UAC REST URL Universal Controller URL; for example:
Local Universal Controller:
http://192.168.88.10:8080/uc/

Stonebranch SaaS Cloud Universal Controller:
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https://superstore.stonebranchdev.cloud/

UAC REST Credentials of the Universal Controller Webservice API

Credentials

Working Directory Any Linux or Windows directory, which will be used to store the extracted Job definitions in. The directory must exist on the server where the Universal SAP Connector Agent is
installed.
Examples:

® Windows: C:\work\CTK\sap
® Linux: /home/stone/work/CTK/sap
Input File Separator This field contains the Input File Separator used in the Input File; for example, “,” or ;"
Input File Input file containing the SAP Jobs to extract.
The format is:
<SAP Jobname >,<SAP Jobcount ID>

Example: sap_jobs.csv
SAP- CTK- 01_EVERYDAY_1000, 15444900
SAP- CTK- 02_FDOM 1000, 16483700
SAP- CTK- 03- WORDAY- 1000, 09063600
SAP- CTK- 04- EVERYDAY, 11290200
SAP- CTK- 04_MULTI STEP_EVERYHOUR, 17402500
SAP Connection Type | [ Application Server Connection | NRFW.ini Connection) ]
Select the SAP Connection Type:
Application Server Connection or Destination Connection using the nwrfc.ini file.
Default location for the nwrfc.ini file is:
® Linux: /opt/universal/uagsrv
® Windows: C:\Program Files\Universa\UAGSrv
SAP Credentials
SAP ASHOST SAP Application to connect to.

This field is only visible in case of SAP Connection Type = “Application Server Connection”

SAP CLIENT SAP Client e.g. 100
SAP Sysnr SAP System Number; for example, 00
SAP Dest SAP Destination in the nwrfc.ini.

This field is only visible in case of SAP Connection Type = “NRFW.ini Connection”

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]
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Example: SAP Extract Job Definition - Application Server Connection

Example: SAP Extract Job Definition - Destination Connection (nwrfc.ini)
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Execute SAP Extract Job Definitions Task

When you launch the SAP Extract Job Definitions Task it will connect to the provide SAP System an extract the Job definition to one flat file per SAP Job. In addition the a log-file will be generated, showing you

if all SAP Jobs could be extracted or if some jobs could not be found.

The Log-files and Job definition flat files will be written to the following directories:

® <Working Directory>jobdef<DDMMYYY_HHMMSS_convout>

® <Working Directory>log
<Working Directory>: is the directory set in the Task Field: Working Directory e.g. C:\work\CTK\sap\

Example Output:
Working Directory = C:\work\CTK\sap\

Extracted Job Definitions
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Log-file Example
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ServiceNow: Create Tickets and Change Requests

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
ServiceNow Key Features
Import ServiceNow Downloadable Universal Template
Configure ServiceNow Universal Task
Field Descriptions for ServiceNow Universal Task
Examples for ServiceNow Universal Tasks
® Create ServiceNow Incident Ticket - Attach Output from Sibling Task
® Create ServiceNow Incident Ticket - Attach Output from Task Instance
® Create Problem Ticket
® Create Change Request
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows customers to create incident tickets, problem tickets, and change requests in ServiceNow straight from the Universal Controller. It can then be combined with the event- or time-
based automation capabilities of the Controller to, for example., automatically create an incident ticket in case a task execution fails.

Creating or modifying other objects in ServiceNow can easily be achieved by adding respective fields to the Universal Template and extending the script.

Overview

® This task enables customers to create an incident ticket in ServiceNow and optionally attach the output of predecessor tasks to the ticket.

® |t can create problem tickets in ServiceNow.

® |t can create change requests in ServiceNow.

® This task combines with the event- or time-based automation capabilities of the Controller to automate the IT service management process.

Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a remote ServiceNow instance.

Software Requirements for Universal Template and Universal Task
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® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

* requests

Software Requirements for Universal Agent

® Universal Agent for Windows x64 Version 6.9.0.0 and later with python options installed, or
® Universal Agent for Linux Version 6.9.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.9.0.0 and later

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the following ServiceNow versions:

Paris
Orlando
New York
Madrid

ServiceNow Key Features

Feature

Create
an
incident
ticket

Create
problem

Create
change
request

Description
Create an incident ticket in your ServiceNow instance and assign it to certain users or groups in order to raise awareness of, for example, failed tasks in UAC.

Optionally, attach the STDOUT and STDERR of a sibling task (task in the same workflow) or any task in UAC directly to the incident so that the assigned users can immediately start investigations
on the error and act accordingly.

Create a problem in ServiceNow to report on problems that could have arisen in your IT environment.

Create a change request in ServiceNow to start the change management procedure depending on the configuration item.

Note: Changes of UAC environments (for example, promotion of a new workflow from DEV to PROD) can be enforced to follow your ServiceNow Change management procedure by automating
the promotion of bundles (see Bundles & Promotion) from ServiceNow (for example, when the Change Request on the UAC configuration item moves to the “implement” phase) to UAC via the /wi
ki/spaces/SUP/pages/1179615361. This requires some configuration in ServiceNow via Flows or Workflows.

Import ServiceNow Downloadable Universal Template

To use this downloable Universal Template, you first must perform the following steps:

abhwnNPE

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure ServiceNow Universal Task

For the new Universal Task type, create a new task and enter the task-specific details that were created in the Universal Template.

Field Descriptions for ServiceNow Universal Task

Field

Function

ServiceNow Credential
Logging Level

Caller

Category

Subcategory

Impact

Urgency

Assigned to

Short Description

Description

Request Format

Response Format

Instance URL

Attach output from Sibling Task
Sibling Task Name

Attach output from any task instance
Task Instance ID

UC URL

UC Credential

Description

Select ServiceNow function to be used (Create Incident, Create Problem, Create Change).
Credential object, save Username/Password for accessing ServiceNow via API.
Select level of logging for the task execution.

Person who reported or is affected by this incident (sys_id).

Select pre-defined categories for incident creation.

Select pre-defined subcategories for incident creation.

Select impact of incident (high, medium, low).

Select urgency of incident (high, medium, low).

Person primarily responsible for working this task in ServiceNow (sys_id).

Short description of the incident, Universal Controller Variables can be used.
Description of the Incident Ticket, Universal Controller Variables can be used.
Select request format of API call (json, xml, text).

Select response format of API call (json, xml, text).

URL of the ServiceNow instance; for example, https://dev53724.service-now.com.

Check if output from a sibling task (task within the same workflow) should be attached to the incident ticket.

Name of the sibling task to which the output will be attached.

Check if output from any task instance available from any Controller should be attached to the incident ticket. Uses the REST API.

UUID of the task instance of which the output shall be attached (can be a variable).

URL of the target Universal Controller; for example, https:/frankfurt.stonebranchdev.cloud:8443/uc or http://localhost:8080/uc.

Credential for accessing the Controller. Must have API access on the target system.

Examples for ServiceNow Universal Tasks
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Create ServiceNow Incident Ticket - Attach Output from Sibling Task

— ServiceNow Details
Function : | Create Incident v ?ﬁ;ﬂ:ﬁﬁ:ﬁ ServiceMow MRO
Logging Level ; |Info v Caller : 1f00b1447823300checdebf@310c743
Category ;| Software » Subcategory : | Operating System
mpact : |1 - High w Urgency : |1 - High
Assigned to: Short description : Task failed!
Description : Task Name: S{ops_snow_siblingname}, Task ID: 3{_siplingid("s{. . Reguest Format : |applicationfzml
Responze format ; | applicationfml » Instance URL : hitps://devB3726 service-now.com/
At'.acg Ef;pgu.rg:;“ Sib""&ﬂ?:"; IMy_Demo_Task_in_Error
At'.af:h cqtpu‘. frcm m
any task instance :

Create ServiceNow Incident Ticket - Attach Output from Task Instance

— SemviceNow Details

Function : | Create Incident ?:ergdi:ﬁﬁ:ﬂ SenviceMow MROQ
Logging Level : |Info El Caller : 1f00b11441823300checdebi@310c743
Category : | Software v Subcategory : | Operating System
mpact : |1 - High » Urgency : |1 - High
Assigned to: Short description : Task failed!
Description : Reguest Format ; | applicationfml
Response format : |applicationfzml w Instance URL : hitps://dev63726.service-now.com/
Attach output frcm |
Sibling Task :
;;SCQCEL::]';‘S;';“ Task Instance ID : 1506578401736416762TV6VCE2PPOSZE
UC URL : hitps:/frankfurt. stonebranchdev.cloud:8443/opswise UC Credential : Moritz_UC

Create Problem Ticket
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— ServiceNow Details
N ServiceNow - —
Function : | Create Problam v Credential - ServiceMow MRO v
Logging Level : |Info w Category : ~
mpact : |2 - Medium v
Urgency : |2 - Medium v Aszigned to :
Short description : Problemill Description © This is a problem...
Request Format : |applicationfzml w Response format : |applicationfxml v
Instance URL : hitps://devE3726 service-now.com/
Create Change Request
— ServiceNow Details
A ServiceNow - —
Function : | Create Change » Credential - ServiceMow MR v
Logging Level : | Info » Category : »
mpact : |2 - Medium W
Assigned o : Short description : Changes to UC Prod - SNUG Bundle
Description : Bundle_|D:5bd54861d470452%8e2%e85bdbf7416b Request Format : | applicationfxml w»
Response format : | applicationizml w Instance URL : hitps://devB3726.service-now.com/
This document references the following documents:
Name Location Description

Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Slack: Send and Receive Notifications and Approvals

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
® Technical Considerations
® Steps to Activate Incoming Webbooks:
Slack Notification Key Features
Import Slack Notification Downloadable Universal Template
Configure Slack Notification Universal Task
Field Descriptions for Slack Notification Universal Task
Examples for Slack Notification Universal Tasks
® Send a Job Status Notification to slack
® Calling a slack Job Status Notification through Action -->System Operations and Launch Task
® Send a Approval Notification to slack
® Approval Message in Slack
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task sends job status notifications to a Slack channel. It also enables users to send interactive messages in Slack for Universal Controller manual task approvals.

Overview
® Notifies users of job failure, late start/run, and other important events via a Slack channel.
® Approval in Slack for Manual task type — users simply click on an approval button in Slack message to run manual tasks to success in Universal Controller, triggering continuation of workflow execution.
® Quick reaction time on job failures.
L]

Manual task interruptions in workflows can be handled by concerned applications/business team, while workflows in Universal Controller can be resumed simply by responding to the approval
message in Slack.
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Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a Slack account with Incoming webbook enabled for a job notification. Also, in order to cater the
approval functionality from slack for an manual task type in Universal Controller, you will need to have an Interactivity enabled in slack with the request URL which will be used to send the http POST request for
interactive messages by slack.

Software Requirements for Universal Template and Universal Task
This integration requires an Universal Agent and a Python runtime to execute the Universal Task against .

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests

Software Requirements for Universal Agent
Either:

® Universal Agent for Windows x64 Version 6.8.0.0 and later with python options installed
® Universal Agent for Linux Version 6.8.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.8.0.0 and later
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Software Requirements for the Application to be Scheduled

The task can be used against any of your slack account or workspace that is of either free or standard or plus or enterprise grid

Technical Considerations

The request URL provided in Slack could be an end point either in AWS lambda or Azure Function, GCP function, or your custom API end point to handle the interactive message from slack and advise
universal controller on approval or rejection of the manual task.

Below is the sample python code that could be invoked for the slack interactive message handling

Steps to Activate Incoming Webbooks:

® Go to your Browser and provide the URL: https://api.slack.com/apps/.
® Select or create an application that would be appropriate for sending Universal Controller notifications.
® Click on Incoming webhooks on the left menu and activate Incoming webhooks as below.

The URL generated here will be used in the Universal Task for posting message to slack platform

Slack Notification Key Features

Feature Description
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Job This feature can be used to send any job notification to a slack channel; for example, a job failure, Job long running, or Job held.
Notification

Approval | Typically, Manual task types in universal controller are used, when there is a user manual intervention needed in a workflow task type and the Manual Task is completed successfully in universal
Notification controller by clicking on to the manual task command “Set Completed” traditionally .

Now this task for slack can notify slack channel when the manual task reaches status: “Action Required” and User in slack can simply click on the approve/Reject Button in the slack interactive
message that was sent by universal controller and then the manual task in the workflow can either go to success if approved or wait in the same status if rejected

Import Slack Notification Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

O wWNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Slack Notification Universal Task

For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Slack Notification Universal Task

Field Description

Slack Function Approval Notification (ideal to associate with manual tasks)
Job Name Name of the job :${ops_task_name}

Job Status Status of the job:${ops_status}

Slack Incoming Webhook ' Incoming webhook URL for your slack account
Execution User Execution User of the Manual Task:${ops_execution_user}

Job type Task type of task instance: ${ops_task_type}

Examples for Slack Notification Universal Tasks
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Send a Job Status Notification to slack

Calling a slack Job Status Notification through Action -->System Operations and Launch Task

(Also this could be made generic for a group of jobs or all jobs by calling the slack notification job from Task monitor job.)
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Send a Approval Notification to slack

Approval Message in Slack

Document References

This document references the following documents:

Name Location Description
Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates | User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Snowflake: Schedule, Trigger, Monitor, and Orchestrate Operations

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Key Features
Import Snowflake Integration Downloadable Universal Template
Configure Snowflake Integration Universal Task
Field Descriptions for Snowflake Integration Universal Task
Examples for Snowflake Integration Universal Tasks
® |oad Data from Azure Storage to Snowflake Table
® Load Data from AWS S3 to Snowflake Table
Load Data from Google Cloud Storage to Snowflake Table
Copy Local File to Snowflake Staging
Load Snowflake Staging File to Table
Unload Snowflake Table to AWS S3 Storage
Unload Snowflake Table to Azure Storage
Download Snowflake Stage File to Local Linux Server
Copy Multiple Files (Linux Server) to Snowflake Staging Area
Executing a Snowflake Command
Snowflake Universal Task Functions
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows Stonebranch users to orchestrate, schedule, trigger, and monitor the Snowflake load and unload process from different data sources (cloud storage or local VM’s) directly from
Universal Controller. It uses Python libraries to perform all functions listed in the following sections. Alternatively, you also can perform all these operations using the snowflake JDBC driver which you can add
to the Universal Controller libraries, and use SQL Task to perform any operations with Snowflake (https://docs.snowflake.com/en/user-guide/jdbc-download.html)

Overview

Users can orchestrate the Snowflake functionalities using the following features available in the Universal Task
® UAC functionalities (Snowflake -Loading)
® Load data from AWS S3 to Snowflake.

® |oad data from Azure Storage to Snowflake.
® Load data from Google storage to Snowflake.
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® Load Internal stage file to Snowflake Table.
® Copy from local server to Internal staging.
® UAC functionalities (Snowflake - Unloading)

Unload Snowflake data to AWS S3.
Unload Snowflake data to Azure Storage.
Unload Snowflake data to Google Storage.
Unload Snowflake data to Internal stage.

® Unload from internal stage to local server.
® UAC functionalities (Snowflake — Execute Commands)

® Execute a Snowflake command.

Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against Snowflake.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® https://raw.githubusercontent.com/snowflakedb/snowflake-connector-python/v2.3.9/tested_requirements/requirements_36.reqs
® snowflake-connector-python
* snowflake-ingest
® Please refer to Snowflake URL : https://docs.snowflake.com/en/user-guide/python-connector-install.html for the latest Python connector details.
Software Requirements for Universal Agent
Either:
® Universal Agent for Windows x64 Version 6.6 and later with Python options installed.
® Universal Agent for Linux Version 6.6 and later with Python options installed.

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later.

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the snowflake-connector-python=2.3.9 and snowflake-ingest=1.0.3.

Technical Considerations

® This task uses Python modules snowflake-connector-python and snowflake-ingest to make REST-API calls to Snowflake, Additionally, as a prerequisite, users might need to install other packages
listed in https://raw.githubusercontent.com/snowflakedb/snowflake-connector-python/v2.3.9/tested_requirements/requirements_36.reqgs.

® Snowflake login credential, Snowflake Account name, and URL would be needed in UAC for this Universal Task.

¢ In the case of data ingest from internal staging to Snowflake table through a pipeline, you would need to supply a private key file from local server and public key for the same to be loaded against the
Snowflake user used in Universal Task.

® Use the Snowflake instructions is in URL : https://docs.snowflake.com/en/user-guide/key-pair-auth.html for Key pair authentication and rotation process.
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Key Features

Feature Description
Load data from AWS S3 to Load the S3 bucket file(s) into a Snowflake table, You may specify the file format options and copy options appropriately.
Snowflake

Load data from Azure Storage = Load the Azure container blobs into a Snowflake table, You may specify the file format options and copy options appropriately.

to Snowflake

Load data from Google Load the google storage bucket files into a Snowflake table, You may specify the file format options and copy options appropriately. Please note that you will need to define
storage to Snowflake the storage integration in Snowflake and provide this in the Universal Task.

Load Internal stage file to Files that are available in Snowflake internal storage to be loaded into a Snowflake table using the pipe nhame and authentication using private public key files. The data can
Snowflake Table be loaded in Snowflake using patterns.

Copy from local server to Copies files from local Windows or Linux server to Snowflake internal staging area.

Internal staging

Unload Snowflake data to This feature helps to unload the data from a Snowflake table to a AWS S3 bucket, file format options and copy options can be provided appropriately.
AWS S3
Unload Snowflake data to This feature helps to unload the data from a Snowflake table to an Azure container; file format options and copy options can be provided appropriately.

Azure Storage

Unload Snowflake data to This feature helps to unload the data from a Snowflake table to a Google cloud Storage; file format options and copy options can be provided appropriately. Also, this would
Google Storage need an storage integration name from Snowflake.
Unload Snowflake data to Unloads the Snowflake table into an internal staging area in Snowflake.

Internal stage

Unload from internal stage to This feature helps to copy the files in staging area to a local windows or a Linux server.
local server

Execute a Snowflake Users can use this feature to execute snowflake commands; for example: Copy, Remove, Select, Delete, etc.
command

Import Snowflake Integration Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwnNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure Snowflake Integration Universal Task
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For the new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Snowflake Integration Universal Task

Field

Snowflake Account
Snowflake Host URL
Snowflake Login Name
Log Level

Select a Snowflake function
Snowflake Command
Local file Name & Path
Stage Name

Encrypted Private Key
Stage File Name(s)
Pipe Name

Private Key File Path
Private Key Password
Snowflake Table Name

Use AWS Credentials

AWS Key ID & Secret Access Key

AWS Storage Integration
Load using Pattern

S3 Bucket URL

Azure container File
Azure Storage Integration
GCP storage URL

Azure Sas Token

Existing File Format Name
Storage Integration

Pattern
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Description

Provide the Snowflake user account; for example, sr14548.eu-central-1.

Specify your host information in the form of a URL; for example, sr14548.eu-central-1.snowflakecomputing.com.

Specify your Snowflake login name..

Select a log level.

Select the required Snowflake function (if the required function not available, check the SQL task to invoke snowflake DB).

Provide a Snowflake command either in SQL or put / get commands etc.

Provide the local file name that need to be copied to stage.

Provide the stage(internal) name in Snowflake.

Select only if you have a encrypted private key.

Provide the stage file names; if there are multiple files, separate by comma.

Specify the fully-qualified name of the pipe to use to load the data.

Provide the private key file path to establish connection to Snowflake for data ingest.
Provide the password for private if it is encrypted.

Provide the full path and the Snowflake table name where the table to be loaded.
Check this if you need to supply AWS access key credentials.

Provide the AWS secret Access Key (runtime user AWS Key id and secret key in the password section).
Provide the name of the AWS storage integration created in Snowflake.

If you need load the data using pattern, check this option.

Provide your S3 bucket URL s3://<your_s3_bucket>/data/.

Provide the Azure container file URL starting with azure://

Provide the Azure storage integration created in Snowflake.

Provide the bucket name and the file name; for example, gcs://mybucket/data/files.
Provide the Azure Sas Token.

Specify an existing named file format to use for loading data into the table.

Provide the Snowflake storage integration details.

Regular expression pattern string - specifying the file names and/or paths to match.


http://sr14548.eu-central-1.snowflakecomputing.com
gcs://mybucket/data/files
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File Format Name Specifies an existing named file format to use for loading data into the table.

Format Type Specify the format type: CSV | JSON | AVRO | ORC | PARQUET | XML.

File Format Type Options Specify the file format type options; for example, FIELD_DELIMITER ="'|' if CSV type -- Refer to https://docs.snowflake.com/en/sql-reference/sql/copy-into-table.html
Copy Options Include other copy options; for example, ON_ERROR = CONTINUE or FORCE=TRUE- Refer to https://docs.snowflake.com/en/sql-reference/sql/copy-into-table.html
Polling Interval (Secs) Provide the Polling Interval time in Seconds, in the case of data ingestion from internal staging to Snowflake Table.

Number of times to Poll Specify the number of times to poll; otherwise, default is set to 50, in the case of data ingestion from internal staging to Snowflake Table.

Examples for Snowflake Integration Universal Tasks

Load Data from Azure Storage to Snowflake Table

— Snowflake_Load_Unload_Data Details

Snowflake sr14548 eu-central-1 Snowflake Host sr14548 eu-central-1 snowflakecomputing. com
Account : URL:
Snowflake Login T o - M= Log Level - [INFO X
Name :
Selecta Snowflake || o4 Gata from Azure Storage to Snowflake Snowflake Table ., db public mytable
function Name : =
Azure com:'i'r:"- azure://sbsolutionengineering.blob.core windows_net/sapcsvdat Azure Sas Token : azure_sas_foken “ :
Existing File Format
ot 0 Format Type : |CSV s
File Formal_Type field_delimiter =" skip_header = 1
Options = =
Copy Options : FORCE=TRUE
Runtime Directory
) @
) Name Value
Environment
Variables
No items to show.

Load Data from AWS S3 to Snowflake Table
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— Snowflake_Load_Unload_Data Details

Snowﬂakel ko98700.eu-central-1 Snowflake HOSF ko98700.eu-central-1.snowflakecomputing.com
Account : L:
Snowflake Login snowflake v | Log Level - [INFO
Name : —
Selecta Slmv."flakg [Load data from AWS 53 to Snowflake ] v Snowflake Ta"'? demo_db.public. mytable
function : Name :
P . WS Key ID &
AWS Access Key : Secret Access Key AWS_snowflake_access v
$3 Bucket URL : s3://stonebranchse/demo_datal.csv Existing File E:rmngt 0
Format Type - CSV v
File Forgai Type field_delimiter ="' skip_header = 1
ptions :
Copy Options : FORCE=TRUE
Runtime Directory :
+
) Name Value
Environment
Variables :
No items to show
Load Data from Google Cloud Storage to Snowflake Table
— Snowflake_Load_Unload_Data Details
Snuw‘flakg sr14548 eu-central-1 Snowflake HOSF sr14548 eu-central-1.snowflakecomputing.com
Account : L:
SnoMIakeNLogll"n snowflake v IZ Log Level : [INFO
ame :
Select a Snowflake Load data from Google storage to Snowflake Snowflake Table. demo_db public mytable
function Name :
GCP storage . Existing File Format
URL - gcs:/fload_so_data-1/demo_data.csv Name |
Storage . .
Integration - gcs_int Format Type : |CSV
File Format_Type field_delimiter = '" skip_header = 1
Options
Copy Options : FORCE=TRUE
Runtime Directory
+
Name Value

Environment
Variables
No items to show.

Copy Local File to Snowflake Staging

482 | uc-71-admin




Universal Controller 7.1.x Administration

— Snowflake_Load_Unload_Data Details
Snowflake
Account :

Snowflake Logirll snowflake .

sr14548 eu-central-1

Select a Snowflake

function - Copy from local server to Internal staging

Stage Name : @DEMO_DB public.snowpipe_stage

Runtime Directory :

) Name
Environment

Variables :

SHOMIakEJg:;_SF [sr1 4548 eu-central-1.snowflakecomputing.com

Log Level : [INFO

Local file Namehsf [home/ravi/snowflake/demo_data.csv

Value

No items to show.

Load Snowflake Staging File to Table

— Snowflake_Load_Unload_Data Details
Snowflake

Account :

Snowflake Login
Name :

Select a Snowflake
function :

Stage File

Name(s) :

sr14548 eu-central-1

snowflake v
Load Internal stage file to Snowflake Table
demo_data.csv.gz

Pipe Name : demo_db.public.mypipe
Private Key
Password :

Load using
Pattern : o

MNumber of times to
Pall :

Runtime Directory :

private_key_password v

) Name
Environment

Variables :

Snow‘flakeul-}lqol_s!‘: Isr1 4548 eu-central-1.snowflakecomputing.com|

Log Level : [INFO

Encrypted Private
Key

Private Key File
Path :

= Snowflak'eqTablg demo_db.public. mytable
Yo ame :

Polling Interval 10
(Secs) :

[home/ravi/snowflake/rsa_key.p8

Value

Mo items to show.

Unload Snowflake Table to AWS S3 Storage
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— Snowflake_Load_Unload Data Details

SncMIakg ko98700 eu-central-1 Snowflake HosF k098700 eu-central-1.snowflakecomputing.com
Account : URL:
Snowflake Login [0 q-1c v | Log Level : |INFO
Name : =

Select a Snowflake [1;1524 Snowflake data to AWS 53 Snowflake Table. gemo_db public.mytable

function Na

AWS Access Key : [ AWS Storage s3_integration

Integration :
S§3 Bucket URL : s3://stonebranchse/snowflake/unload_datal.csv Existing File E:m??
File Forma# demo_db.public.uacformat
Name :
Copy Options
Runtime Directory
@
Name Value
Environment
Variables
No items to show.
Unload Snowflake Table to Azure Storage
— Snowflake_Load_lUnload_Data Details
Snowflake. koS98700.eu-central-1 Snowflake HOSF ko98700.eu-central-1.snowflakecomputing.com
Account : URL:
Snowflake Logir'! snowflake v ': Log Level : INFO hd
Selecta SnoM\akg Unload Snowflake data to Azure Storage ]v Snowflake Tab\e. demo_db.public.mytable
function Name :
Azure container .. re://sbsolutionengineering. blob.core windows.net/sapcavdat.. Az‘ure Storage
ntegration :
Azure Sas Token : |azure_sas_token M= Existing File Forma? ]
= Name :
Format Type : | CSV v
File Format Type
Options :
Copy Options :
Runtime Directory :
@
ame Value

Environment

Vanables
No items to show:.

Download Snowflake Stage File to Local Linux Server
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— Snowflake_Load_Unload_Data Details

Tcocfﬁ::e' ko98700 eu-central-1 Snowflakeul-}lisf k098700 eu-central-1.snowflakecomputing.com
Snowflake Login [0 ke = Log Level - [INFO =
Nam
Selecta Sf'::;‘gllirfe_ Unload from internal stage to local server Local file Namehaf [home/ravilsnowdlake/
Stage File . .
Name(s) - @DEMO_DB public.snowpipe_stage/data_0_0_0.csv.gz
Runtime Directory :
@ @
) Name Value
Environment
Variables :
Ne items to show.
Copy Multiple Files (Linux Server) to Snowflake Staging Area
— Snowflake_Load_Unload_Data Details
?:cfﬂ‘:e, sr14548 eu-central-1 Snowflake HOLSF sr14548 eu-central-1.snowflakecomputing.com
Snowflake Login [( 0 g o = Log Level : [INFO ]V
Selecta Sf‘:m\';filgse_ Copy from local server to Internal staging Local file Nameh&.x /home/ravifsnowflake/demo_dat* csv
Stage Name : @DEMO_DB public.snowpipe_stage
Runtime Directory :
Q @

Name
Environment

Vanables

Value

Mo items to show.

Executing a Snowflake Command
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Snowflake Universal Task Functions

Snowflake
Account :

Snowflake Login
Name :

Select a Snowflake
function :

GCP storage
URL:

Storage
Integration :

Copy Options :

Runtime Directory :

Environment
Variables :

— Snowflake_Load_Unload_Data Details

ko98700.eu-central-1

snowflake

Unload Snowflake data to Google Storage
Copy from local server to Internal staging
Load Internal stage file to Snowflake Table
Load data from AWS S3 to Snowflake

Load data from Azure Storage to Snowflake
Load data from Google storage to Snowflake
Unload Snowflake data to AWS 53

Unload Snowflake data to Azure Storage
Unload Snowflake data to Google Storage
Unload Snowflake data to Internal stage
Unload from internal stage to local server
Execute a Snowflake command

SHDMIEkEUlDLSF ko98700.eu-central-1.snowflakecomputing.com

Log Level : [INFO

Snowflake Table. dema_db public mytable
Name :

Existing File Format
Name

File Format Name : demo_db.public. uacformat

Value

No items to show.

Document References

This document references the following documents:
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Name Location Description

Universal Templates ' https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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SQL: Execute Scripts and Functions

® Disclaimer
® Introduction
® Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements Universal Controller
® Software Requirements for the Application to be Scheduled
® In Universal Controller
Key Features
Import SQL Universal Task Downloadable Universal Template
Configure SQL Universal Tasks
Field Descriptions for SQL Universal Task
® Database Type: MySQL
® Example: Run a SQL script on MySQL
® Database Type: Oracle - SQL
® Example: Run a SQL Script on Oracle - SQL
® Database Type: Oracle - PLSQL Block
® Example: Run an Oracle - PLSQL Block
® Database Type: PostgreSQL
® Example: Run a SQL Script on PostgreSQL
® Database Type: Microsoft SQL Server
® Example: Run a SQL Script on Microsoft SQL Server
® Database Type: SAP HANA
® Example: Run a SQL Script on SAP HANA
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows users to execute SQL scripts and functions against a MySQL, PostgreSQL, Microsoft SQL Server, Oracle and SAP HANA database.

It uses an agentless connection via ODBC towards SQLSERVER, MySQL and PostgreSQL and the oracle basic instant client to connect to an Oracle database.

Software Requirements

Software Requirements for Universal Template and Universal Task

Universal Agent for Linux or Windows Version 6.9.0.0 or later is required.

Universal Agent needs to be installed with python option (--python yes).

The python ODBC module pyodbc v4.0.30 needs to be installed for MySQL, PostgreSQL and Microsoft SQL Server connections.
The python SAP HANA module hdbcli v2.6.58 needs to be installed for SAP HANA connections.

The python Oracle module cx_oracle 8.0.1needs to be installed for Oracle Database connections.
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Software Requirements Universal Controller

® Universal Controller 6.9.0.0. or later is required

Software Requirements for the Application to be Scheduled

The Universal Task has been tested for the following databases, Versions and Connector. Please make sure that the connector is installed for your database.

Name Version = Database Connector

MySQL 8 MySQL ODBC 8.0 Unicode Driver
PostgreSQL 13 PostgreSQL Unicode

Microsoft SQL Server = 15 either one of them:

® SQL Server Native Client 11.0,
® ODBC Driver 17 for SQL Server

Oracle 18XE Oracle Instant Client v19.6.0.0.0
SAP HANA not required - part of the SAP Python hdbcli module
Note

1
If you have a different Database Connector than mentioned in the table above. you can add a new connector to the Universal Task by adding it to the Universal Template of the Universal Task with name SQL.

In Universal Controller

Administration Universal Templates SQL Fields odbc_drivername New - button
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Field Details: odbc_drivername ==l p.
Field @ Choices
4 Choices New o
Value Label
|| saL Server Native Client 11.0 SQL Server Native Client 11.0
[~=] ODBC Driver 17 for SQL Server ODBC Driver 17 for SQL Server
=] MySQL ODBC 8.0 Unicode Driver MySQL ODBC 8.0 Unicode Driver
D PostgreSQL Unicode PostgreSQL Unicode

Key Features

The solution supports the following file transfer scenarios:

The Universal Task supports execution of SQL scripts for Oracle, MySQL, PostgreSQL, Microsoft SQL Server and SAP HANA.
For Oracle the execution of SQL scripts and oracle PLSQL blocks are supported.

All connections are agentless via ODBC for SQLSERVER, MySQL and PostgreSQL.

Oracle connections are performed agentless using the oracle basic instant client.

SAP Hana Database connections are performed agentless using the SAP HANA client for Python.

The Universal Task supports both Universal Agent for Linux/Unix and Windows.

You can select different log-levels e.g. Info and debug.

You can decide whether or not the SQL-output is provided in the standard out.

All Passwords are encrypted using Controller Credentials.

For SQLSERVER Windows Authentication and SQLSERVER Authentication is supported.

Import SQL Universal Task Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

O wWNE
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When the files have been imported successfully, the Universal Template will appear on the list.

Configure SQL Universal Tasks

For the new Universal Task type, create a new task and enter the task-specific Details that were created in the Universal Template.

Field Descriptions for SQL Universal Task

The following will provide a configuration Example for each of the supported Databases:

Database Type: MySQL

Database Type: Oracle - SQL
Database Type: Oracle - PLSQL Block
Database Type: PostgreSQL
Database Type: Microsoft SQL Server
Database Type: SAP HANA

Database Type: MySQL

Field Description
Database Type Type of database to connect:

MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database Name Database name or oracle service name
Database Server Database Servername e.g. localhost
Database Port Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432
Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials

ODBC Drivername = Name of the ODBC driver - the field is only relevant for MySQL, PostgreSQL and Microsoft SQL Server.
The following driver are available for selection:
®* MySQL: MySQL ODBC 8.0 Unicode Driver

® MS SQL Server: SQL Server Native Client 11.0,
® MS SQL Server: ODBC Driver 17 for SQL Server
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® PostgreSQL: PostgreSQL Unicode
Additional driver can be added in the SQL Task Universal Template under:

Administration Universal Templates SQL Fields odbc_drivername New

Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable
(${ENV}) in the name.

Get Output prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the doms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run a SQL script on MySQL
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Database Type: Oracle - SQL

Field Description
Database Type Type of database to connect:

MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database Name Database name or oracle service name
Database Server Database Servername e.g. localhost
Database Port Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432
Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials
Mode Connection Authorization Mode:

[sysdba | sysasm | sysoper | sysbkp | sysdgd | syskmt | None]
The field is only relevant oracle connections
Script Type The field is only relevant for oracle connections
[SQL Script | PL/SQL Block ]
® SQL Script - select to execute an SQL Script
® PL/SQL Block - select to run an PL/SQL Block
Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable
(${ENV}) in the name.
Get Output Prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the dbms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run a SQL Script on Oracle - SQL
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Database Type: Oracle - PLSQL Block

Field

Database Type

Database Name

Database Server
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Type of database to connect:

MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database name or oracle service name

Database Servername e.g. localhost
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Database Port Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432
Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials
Mode Connection Authorization Mode:

[sysdba | sysasm | sysoper | sysbkp | sysdgd | syskmt | None]
The field is only relevant oracle connections
Script Type The field is only relevant for oracle connections
[SQL Script | PL/SQL Block ]
® SQL Script - select to execute an SQL Script
® PL/SQL Block - select to run an PL/SQL Block
Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable
(${ENV}) in the name.
Get Output prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the dbms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run an Oracle - PLSQL Block
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Database Type: PostgreSQL

Field

Database Type

Database Name

Database Server
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MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database name or oracle service name

Database Servername e.g. localhost
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Database Port Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432
Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials

ODBC Drivername = Name of the ODBC driver - the field is only relevant for MySQL, PostgreSQL and Microsoft SQL Server.
The following driver are available for selection:
* MySQL: MySQL ODBC 8.0 Unicode Driver
® MS SQL Server: SQL Server Native Client 11.0,
® MS SQL Server: ODBC Driver 17 for SQL Server
® PostgreSQL: PostgreSQL Unicode
Additional driver can be added in the SQL Task Universal Template under:

Administration Universal Templates SQL Fields odbc_drivername New

Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable
(${ENV}) in the name.

Get Output prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the dbms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run a SQL Script on PostgreSQL
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Database Type: Microsoft SQL Server

Field Description
Database Type @ Type of database to connect:

MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database Database name or oracle service name
Name

Database Servername e.g. localhost
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Database
Server

Database Port | Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432

Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials

Authentication Supported Methods:

® Microsoft SQL Server - Windows Authentication
® Microsoft SQL Server - SQL Server Authentication

Note: If “Microsoft SQL Server - Windows Authentication” is chosen you should select under the Agent “Credentials” the Windows user, who should execute the script. The database
credentials are not used for SQLSERVER -Windows Authentication.

OoDBC Name of the ODBC driver - the field is only relevant for MySQL, PostgreSQL and Microsoft SQL Server.
Drivername
The following driver are available for selection:
® MySQL: MySQL ODBC 8.0 Unicode Driver
® MS SQL Server: SQL Server Native Client 11.0,
® MS SQL Server: ODBC Driver 17 for SQL Server
® PostgreSQL: PostgreSQL Unicode
Additional driver can be added in the SQL Task Universal Template under:
Administration Universal Templates SQL Fields odbc_drivername New

Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable
(${ENV}) in the name.

Get Output prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the dboms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run a SQL Script on Microsoft SQL Server
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Database Type: SAP HANA

Field

Database Type

Database Name

Database Server
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Type of database to connect:

MySQL

Oracle

PostgreSQL
Microsoft SQL Server
SAP HANA

Database name or oracle service name

Database Servername e.g. localhost
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Database Port Port of the Database e.g.

MySQL: 3306

Oracle: 1541

PostgreSQL: 5432
Microsoft SQL Server: 1433
SAP HANA: 39013

Database Database Connection Credentials
Credentials
Script The database script to execute Note: The name should not contain a Universal Controller Variable e.g. script name: sb-${ENV}-proc01 will not work, because it contains a variable

(${ENV}) in the name.
Column Separator = The field is only relevant for SAP HANA connections
Output separator
[ Semicolon | Comma | Hash | Whitespace ]
Get Output prints the SQL output to STDOUT
In case of an Oracle Stored procedure print the dbms_output to STDOUT.

Loglevel Universal Task logging settings [DEBUG | INFO| WARNING | ERROR | CRITICAL]

Example: Run a SQL Script on SAP HANA
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Document References

This document references the following documents:

Name Location Description
Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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Tableau: Refresh Data Source

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Key Features
Import Tableau Universal Template
Configure Tableau Universal Task
Field Descriptions for Tableau Universal Task
Examples for Tableau Universal Tasks
® Tableau Universal Tasks Functions
® Refresh Tableau Workbook
® Refresh Tableau Data Source
® Refresh Extract Refresh Task
® Task Instance Command to Cancel Tableau Job
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

Tableau is a powerful data visualization tool for the Business intelligence Platforms. This Universal Task allows users to perform instant refresh to the Tableau Data sources worksheet and schedule refresh
tasks in sync with the source systems to provide real time analytics.

Overview

® The task interacts with the AWS platform via a Python boto3 module.

® All AWS credentials remain encrypted.

® Customers can also install/configure a Linux Universal Agent for each EC2 instance, enabling the Universal Controller to instantly communicate with the newly created instance. (NOTE: only Linux
Universal Agent is supported at the moment.)

® This task also lets customers create multiple EC2 instances with the same configuration. New instances can also be tagged.

® |t allows customers to create a new keypair or use an existing one for the new EC2 instance.

® This task also enables options for additional EBS volume and encryption, as well as detailed monitoring.

Software Requirements

Software Requirements for Universal Agent

® Universal Agent for Linux or Windows Version 7.0.0.0 or later is required.
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Universal Agent needs to be installed with python option (--python yes).

Software Requirements for Universal Controller

Universal Controller 7.0.0.0 or later is required.

Software Requirements for the Application to be Scheduled

A Tableau installation platform, either on-premise or SaaS, and its user credentials either with Password or Personal access Token, is required.

Key Features

Run Extract Refresh Task.

Get Refresh Task.

List Data sources.

Refresh data source.

Refresh Workbook.

Tableau Projects , Data sources and Workbook can be selected dynamically using the Universal Template.

Tableau Job execution cancellation can be performed using the Dynamic command available on running Task Instance.
Connection to Tableau is through the REST API is done via the Python requests module.

Supports Windows and Linux Universal Agents in order to connect to the Tableau REST API.

Import Tableau Universal Template

To use the Tableau Universal Template, you first must perform the following steps:

abhwNE

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Download the provided ZIP file.

. In the Universal Controller Ul, select Administration > Configuration > Universal Templates to display the current list of Universal Templates.

. Click Import Template.

. Select the template ZIP file and Import.

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure Tableau Universal Task

For Universal Task Tableau, create a new task and enter the task-specific details that were created in the Universal Template.

Field Descriptions for Tableau Universal Task

Tableau Universal Task provides the following functions.
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Run Extract Refresh Task

Get Refresh Task

List Data sources

Refresh data source

Refresh Workbook

Cancel a Tableau Job (Dynamic task Instance command)
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For the selected function, fields that are required/optional display in the UI.

Field Description
Tableau Server URL Tableau server URL; for example, https://myserver.online.tableau.com
Tableau Credentials Tableau user credentials or Personal access tokens.

® Run-time user name would be the Tableau User name.
® Run-time password would be the PAT (Personal access Token) or the user password.

Use Tableau PAT for Check if the run-time password in the Tableau Credentials field is personal Access Token (PAT).
Authentication

SSL Verify Check if this Universal Task requires certificate verification for Tableau REST-API calls
Certificate Path and file name Path of the certificate for SSL Verification if the SSL Verify field is enabled.
API Version Latest API version number from tableau (for example, 3.11).
Content URL(Site) Tableau content URL.
Select a Tableau function Tableau function to execute from Universal Controller
® Run Extract Refresh Task
® Get Extract Refresh Task
® List Data Sources
® Refresh Data source - Update now
® Refresh Workbook

Task ID Tableau Extract Refresh Task ID; used when the Run Extract Refresh Task function is selected.

Project Name Tableau Project Name; dynamic choice field that provides a list of projects from tableau when search is used.

Data source Name Tableau data source name from a dynamic choice list; Data Sources that are associated with the Project are displayed.

Data Source ID Output only text field visible only in task instances that provides the associated data source id used for the refresh

Job ID Output only text field visible only in task instances; provides the Job ID when the Extract Refresh Task, Refresh Data Source, or Refresh Workbook Functions are
selected.

Fetch All data source Check to list all data sources irrespective of the selected project name.

Workbook Name Tableau workbook name; a dynamic choice field that provides a list of workbooks for a project selected.

Examples for Tableau Universal Tasks

Tableau Universal Tasks Functions
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— Tableau Details

Tableau sﬁ;’fr hitps:{idubl1.online tablesu com
Use Tableau PAT for I
Auth -
Certificate Path and
file name :

Content URL(Site) : | uactableauintegration

Tableau
Credentials :

Tableau_credentizls v

SSL Verify : [#]

APl Version :

Select 3 Tabolesu
function :

an

Refresh Data source - Update now W
Run Extract Refresh Task

Project M | Usc_d w Dstasource Mame :
roject Hame ac_demo atasource Name : | @ o refrech Tack
Runtime Directory : List Datasources
Refresh Dats source - Update now
Refresh Workbook
Refresh Tableau Workbook
— Tableau Details
Tableau S-eruer hitps:/'10ax_online tableau.com Tab_leal.! Tablesu_credentials v |
L Credentials :
2 Tableau PAT for e 1
‘Auth - [ SSL Verify : [
Certificate Path and N
file name - APl Version @ 3.1
Content URL({S#e) :  uactablesuintegrationdevB2T944 Select afL-I'—'?cDE:L Refresh Workbook v
Project Mame :  Serdce_Order_Analytics - Workbook Mame : | Service Order Analytics fd300154-52c4-4402-0101-Telo0fEE] v _,-.
Runtime Directory :
9 @
Walue
Mo items to show.
Refresh Tableau Data Source
— Tableau Details
Tableau Server - Tableauw n Cani
URL - hitps:'dubl1_online tableau.com Credentials - Tableau_credentials v
Us= Tableau PAT for o e !
Auth - [ S2L Verify : [
Certificate Path and L
file name : APl Version @ 211
Content URL({Sie) : | uactableauintegration Select afLchD:g:L Refresh Diata source - Update now v
Project Mame :  Uac_demo - _,-. Datasource Mame © | service_order A _,-.
Runtime Directory :
9 @
Environmient Mame Value
Warables :

Mo items to show.
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Refresh Extract Refresh Task

— Tableau Details

Tableau SUEHILEI" hitps:idub(1.anline tableau.cam

Us= Tableau PAT for
Auth o

Certificate Path and

file name :

Content URL(Site) : | uactableauintegration
Task ID : | f3c28bdf-Bc5c-4bTa-0321-53ckEf0b3cal

Runtime Directory :

Environment MName

Wariables :

Tableau

Credentials - Tableau_credentials

SEL Verify : [&

APl Version : | 3.

1

Select 3 Tablesu

. Run Extract Refresh Task
function :

Value

Mo items to show.

Task Instance Command to Cancel Tableau Job
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Document References

This document references the following documents:

Name Location Description
Tableau REST APl | Reference-Tableau Server REST API - Tableau | Tableau REST API Reference Document

Universal Extension = Universal Extension for Universal Controller User documentation for creating Universal Extension Tasks in the Universal Controller user interface.
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UAC Solution Pack: Dynamic Container File Monitoring and File Transfer

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Solution-pack Description
Import Universal Template
Configure Universal Task
Field Descriptions for Container File Monitoring Universal Task
Example for Container File Monitoring Universal Tasks
Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task and associated Task Templates provides a dynamic File Monitoring and File Transfer solution for containerized applications running in any container management solution (for example:
OpensShift, Kubernetes).

Overview

For containers running a Universal Agent, or for application pods with a sidecar container running a Universal Agent, the container file system can be dynamically monitored and files automatically transferred
from the container file system.

* Dynamically creates and enables an Agent File Monitor Trigger each time specific containers are started.
® Transfer files from the containers.
® Cleanup Agent File Monitor Triggers each time specific containers are stopped.

Software Requirements

This solution-pack requires a Universal Agent and a Python runtime to execute the Universal Task.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:
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® requests version 2.22.0

Software Requirements for Universal Agent
Either:

® Universal Agent for Windows x64 Version 7.0.0 and later with python options installed
® Universal Agent for Linux Version 7.0.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 7.0.0.0 and later

Software Requirements for the Application to be Scheduled

The requests Python module is used to make API call to a Universal Controller instance.

Solution-pack Description

Dynamic container File Monitoring and File Transfers can be achieved with this Universal Task and its associated Task Templates by simply configuring the containerized Universal Agents as Transient and
ensuring that they register with a specific Agent Cluster.

Each time the Container File Monitor Universal Task runs, it lists the members of the specified Agent Cluster, and for each member Agent performs the functions detailed in the following flowchart.
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LEL ::tnétlz-f;?&:f Agents Found . Exit
'y
Y
Loop
For Each

3

Member Agent

Membership .Y Delete DKM

decommissioned »{ Task Monitor, # Delete Agent ——»
Trigger
Y
_ _ Iz Trigger ™. Y
Trigger Exists > Enabled —

N N l
Create UDM
Tagk, Monitor, | Enable Trigger

Trigger

Customers must make sure that the Universal Task is executed on a schedule that suits their requirements for how often they need to check whether new containerized Agents have been started or stopped.
This can be done by either:

® Simple Time Trigger based on the desired interval.
® Using a Recurring Task (requires Universal Controller 6.9.x or higher) to provide a loop function.

Import Universal Template

To use the Universal Template, you first must perform the following steps:

1. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
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Download the provided ZIP file.

In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.
Click Import Template.

Select the template ZIP file and Import.

akrwn

When the template has been imported successfully, the Universal Template will appear on the list. Refresh your Navigation Tree to see these tasks in the Automation Center Menu.

Configure Universal Task

Create a Container File Monitor Universal Task for each Agent Cluster.

Field Descriptions for Container File Monitoring Universal Task

Field Description
Controller URL Universal Controller URL; that is: https://localhost:8443/uc
Controller Credential Universal Controller Credential, specified user will need the following access rights:

® Read Access to the specified Agent Cluster

® Ability the delete the container Agents

® Ability to Create, Enable, Disable and Delete Agent File Monitors, File Transfer Tasks, and Agent File Monitor Triggers that are members of the Business Service specified in
the Monitor Task Business Service field.

Monitor Task Business Business Service required for the generated UDM File Transfer Task, Agent File Monitor Task, and Agent File Monitor Trigger definitions.

Service
Agent Cluster Name Agent Cluster to Monitor.
Container Path Path on the Container to Monitor; thatis / t np/ *. t xt or/ t mp. This value is passed to the template Agent File Monitor Task

Destination Agent Name | Destination Agent for the UD File Transfer. This value is used in the generated UDM File Transfer Task.
Destination Credential Destination Credential for File Transfer. This value is used in the generated UDM File Transfer Task.

Destination Path Destination Path for File Transfer. This value is used in the generated UDM File Transfer Task.

Example for Container File Monitoring Universal Tasks
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Document References

This document references the following documents:

Name Location Description
Universal Templates = https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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UiPath: Schedule, Trigger, and Monitor Processes

Disclaimer
Introduction
Overview
Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
UiPath Key Features
Import UiPath Downloadable Universal Template
Configure UiPath Universal Task
Field Descriptions for UiPath Universal Task
Examples for UiPath Universal Tasks
® UiPath Sample Universal Task
® Sample webservices Task for Access Token Generation
® Generated Access Token can be Stored in a Global Variable by Using the UAC function for the Above webservices Task in Action Set Variable
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Introduction

This Universal Task allows Stonebranch users to schedule, trigger, and monitor the UiPath (RPA) process directly from the Universal Controller.

Overview

This task uses a Python request module to make REST-API calls to the UiPath orchestrator.

It can trigger the RPA process in UiPath using just UiPath process name, orchestrator base URL, UiPath account name and service instance.
The task triggers the UiPath process for execution, monitors until process completion, and populates the results in Universal Controller.

It also features a tight integration with ITSM tools, meaning that it can auto-create incidents in case of UiPath RPA process execution failure.

Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a UiPath orchestrator instance.
Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:
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® requests

Software Requirements for Universal Agent
Either:

® Universal Agent for Windows x64 Version 6.7.0.0 and later with python options installed
® Universal Agent for Linux Version 6.7.0.0 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller Version 6.6.0.0 and later

Software Requirements for the Application to be Scheduled
This Universal Task can work with the following UiPath Orchestrator versions:

2020.10.1

2020.4.1

2019.10.14
2018.4.1

Technical Considerations

Please note that the UiPath access token is consumed by this Universal Task from the Global Variable named: Uipath_access_token. You can update the access token periodically through a web services task.

UiPath Key Features

Feature Description

Trigger a UiPath Job | Trigger a UiPath job/process and monitor the UiPath (RPA) process directly from the Universal Controller.

Import UiPath Downloadable Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

abhwNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure UiPath Universal Task
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For the new Universal Task type, create a new task and enter the task-specific details that were created in the Universal Template.

Field Descriptions for UiPath Universal Task

Field Description
UiPath Process Name Actual RPA workflow name that needs to be executed by UiPath Bot
UiPath service Instance | Service instance name can retrieve using the Api get:

https://platform.uipath.com/cloudrpa/api/account/[account_logical_name]/getAllServicelnstances

UiPath Orchestrator URL | URL for the UiPath Orchestrator where its installed. Normally the cloud orchestrator/Community URL is
https://platform.uipath.com:
UiPath Account Name This is the UiPath Orchestrator Tenant Name:

https://platform.uipath.com/cloudrpa/api/getAccountsForUser

Examples for UiPath Universal Tasks

UiPath Sample Universal Task

— RPA-UIPATH Details

UiPath Process 'gap GREATE CUSTOMER UiPath Service oo iumarDemosi196273
Name : Instance :
. UiPath
UiPath Accouenf raviktegvpgw ORCHESTRATOR https://platform.uipath.com
’ Base URL :

Runtime Directory

. Name Value
Environment
Variables
No items to show.

Sample webservices Task for Access Token Generation
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Generated Access Token can be Stored in a Global Variable by Using the UAC function for the Above webservices Task in Action
Set Variable
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Document References

This document references the following documents:

Name Location Description
Universal Templates | https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates | User documentation for creating Universal Templates in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks User documentation for creating Universal Tasks in the Universal Controller user interface.
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VMware vSphere Integration

® Disclaimer
® Overview
® Software Requirements
® Software Requirements for Universal Template and Universal Task
® Software Requirements for Universal Agent
® Software Requirements for Universal Controller
® Software Requirements for the Application to be Scheduled
Technical Considerations
Key Features
Import the E-Mail Universal Template
Configure VMware vSphere Integration Universal Tasks
Field Descriptions for VMware vSphere Integration Universal Task
Examples for VMware vSphere Integration Universal Tasks
® ListVM
® Start VM
Stop VM
Suspend VM
Resume VM
Create VM
® Sample Configuration Script for Virtual Machine Creation
Clone VM
Delete VM
List Datacenter
Create Datacenter
Delete Datacenter
List Host
Create Host
Delete Host
® Document References

Disclaimer

Your use of this download is governed by Stonebranch’s Terms of Use, which are available at https://www.stonebranch.com/integration-hub/Terms-and-Privacy/Terms-of-Use/

Overview

This integration helps the users to orchestrate VMware vCenter Server operations from the Universal Controller. It encourages collaboration by enabling automated deployment and management of Virtual
machines on the EXSi hosts connected to the vCenter Server.

VMware vSphere is the virtualization platform which helps with transforming datacenters into aggregated computing infrastructure. The main components of vSphere includes ESXi and vCenter server. With this
integration, the users can perform operations like list, create, delete, start, stop, suspend, resume Virtual machines and also list, create, delete Hosts and Datacenters.

UAC communicates with VMware vCenter through the vSphere Python SDK libraries.
Helps with automated deployment and management of virtual machine lifecycle.
Helps with automated management of Datacenters in the vCenter server.

Helps with automated management of Hosts in the vCenter server.
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Software Requirements

This integration requires an Universal Agent and a Python runtime to execute the Universal Task against a instance.

Software Requirements for Universal Template and Universal Task

® Requires Python 3.6 or higher. Tested with the Universal Agent bundled Python distribution.
® Python modules required:

® requests
® vSphere Automation python client library

Software Requirements for Universal Agent
Either:

® Universal Agent for Windows x64 Version 6.7 and later with python options installed
® Universal Agent for Linux Version 6.7 and later with python options installed

Software Requirements for Universal Controller

® Universal Controller 6.7.0.0 or later is required.

Software Requirements for the Application to be Scheduled

This Universal Task has been tested with the following versions:

® vCenter Server Appliance v7.0 U2

Technical Considerations

This Universal Task uses the Python Module functions (vmware/vsphere-automation-sdk-python: Python samples, language bindings, and API reference documentation for vSphere, VMC, and NSX-T using the
VMware REST API (github.com)) to makeREST API calls.

Key Features

Feature Description

List VM Returns the list of virtual machines in vCenter.

Start VM Start the specified virtual machine in vCenter .

Stop VM Stop the specified virtual machine in vCenter.
Suspend VM Suspend the specified virtual machine in vCenter.
Resume VM Resume the specified virtual machine form in vCenter.
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Create VM Creates a new virtual machine in vCenter according to the specification provided in the config file.
Clone VM Create a new virtual machine form an already existing virtual machine.

Delete VM Deletes the specified virtual machine in vCenter.

List Datacenter Returns the list of Datacenters in vCenter.

Create Datacenter = Create a new datacenter in the vCenter inventory.

Delete Datacenter = Deletes the specified datacenter in the vCenter inventory.

List Host Returns the list of hosts in vCenter.
Create Host Add a single host to the vCenter inventory under the specified Datacenter.
Delete Host Remove the standalone host form the vCenter inventory.

Import the E-Mail Universal Template

To use this downloadable Universal Template, you first must perform the following steps:

. This Universal Task requires the Resolvable Credentials feature. Check that the Resolvable Credentials Permitted system property has been set to true.
. Copy or Transfer the Universal Template file to a directory that can be accessed by the Universal Controller Tomcat user.

. In the Universal Controller Ul, select Configuration > Universal Templates to display the current list of Universal Templates.

. Right-click any column header on the list to display an Action menu.

. Select Import from the menu, enter the directory containing the Universal Template file(s) that you want to import, and click OK.

O wWNPE

When the files have been imported successfully, the Universal Template will appear on the list.

Configure VMware vSphere Integration Universal Tasks

For this new Universal Task type, create a new task, and enter the task-specific details that were created in the Universal Template.

Field Descriptions for VMware vSphere Integration Universal Task

Field Description
VMware Function Select the desired function you would need to perform in vCenter

vCenter Hostname/IP address | vCenter server domain name or ip address

vCenter Credentials User credentials of vCenter server to authenticate API call

VM Name Name of the virtual machine to execute the desired function

New VM Name New name for creating a new virtual machine from scratch or for cloning a virtual machine

VM Configuration Configuration Script with specification information for creating a new virtual machine form scratch
New Datacenter Name Name of the new datacenter to add to the vCenter inventory
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Folder Name Identifier of the folder to add the new datacenter in the vCenter inventory
Datacenter Name Name of the datacenter to execute the desired function (Delete Datacenter)
Force Deletion Enable to delete the datacenter forcefully (To delete non empty datacenter)

ESXi Hostname / IP address Hostname or IP address of the ESXi Host to add to the vCenter inventory
EXSi Host Credentials User credentials of the ESXi host

Host name Hostname or IP address to execute the desired function ( Delete Host)

Examples for VMware vSphere Integration Universal Tasks

List VM
— VMware Details
vCenter
VMware Function : | List VM v Hostname/IP  10.17.43.41
address :
vCenter " —
Credentials : | VTmware veenter v
Start VM
VMware Details
vCenter
VMware Function : | Start VM v Hostname/IP | 10.17.43.41|
address :
vCenter . e .
Credentials ; 'MWare veenter v VM Name : Cent0S7
Stop VM
VMware Details
vCenter
VMuware Function :  Stop VM v HostnamefIP 10.17.43.41
address :
vCenter . — i
Credentials - MWare veenter v VM Name : | Cent0OS 7]
Suspend VM
VMware Details
vCenter
ViMware Function . Suspend VM v Hostname/IP 10.17.43.41
address :
vCenter . i .
Credentials - YMWare veenter v VM Mame : CentQS7
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Resume VM
VMware Details
vCenter
VMware Function : Resume VM v Hostname/IP 10.17.43.41
address :
vCenter i, ) .
Credentials ; Ymware veenter v VM Name : CentOS7
Create VM
VMware Details
vCenter
VMware Function : | Create VM v Hostname/IP  10.17.43.41
address :
vCenter vmware vcenter w | VM Configuration : vm config

Credentials :

Sample Configuration Script for Virtual Machine Creation

{

"guest _OS": "xxXxxx",

"name": "xxxxx",

"placenent": {
"datastore": "xxxxx",
"folder": "xxxxx",
"host": "xxxxx",
"resource_pool ": "XXXXX"

H

"boot _devices": [],

"cdrons": [

1.

"boot": {
"del ay": O,
"retry_delay": 10,
"enter_setup_node": false,
"type": "BICS",
"retry": false

},

"cpu": {
"cores_per_socket": 1,
"count": 1,
"hot _add_enabl ed": true,
"hot _renove_enabl ed": true

H

"menory": {
"hot _add_enabl ed": fal se,
"size_M B": 2048
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b

"hardwar e_version": "VMX_17"

Clone VM

VMware Details
vCenter
VMware Function : | Clone WM v Hostname/IP | 10.17.43.41|
address :
vCenter — 3
Credentials - ‘MWare vcenter v VM Name : CentQS 7
New VM Name : Clone VM 2201
Delete VM
VMware Details
vCenter
VMware Function : | Delete VM - Hostname/IP 10.17.43.41
address :
vCenter — .
Credentials ; “MWare veenter v VM Name : CentOS7
List Datacenter
VMware Details
vCenter
VMware Function : | List Datacenter v Hostname/IP 10.17.43.41
address :
vCenter vmware vcenter v [
Credentials :
Create Datacenter
VIMware Details
vCenter
VMware Function : | Create Datacenter v Hostname/IP 10.17.43.41
address :
vCenter o New Datacenter
Credentials - YMWare veenter v name - Datacenter 3
Folder Mame : group-d1

Delete Datacenter
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VMware Details
VMware Function :  Delete Datacenter

vCenter
Credentials :

Force deletion :

vimware vcenter

vCenter
Hostname/IP | 10.17.43.41
address :

Datacenter name : Datacenter2

List Host
VMware Details
vCenter
VMware Function : | List Host Hostname/IP 10.17.43.41
address :
vCenter vmware vcenter
Credentials :
Create Host
Viware Details
vCenter
VMware Function :  Create Host Hostname!IP | 10.17.43.41
address :
vCenter .
Credentials - "MVare veenter Folder Mame : | group-h1014
ESXi Hostname / EXSiHost . o
IP address : 10.17.43.31 Credentials : VM_ESXi v
Delete Host
VMware Details
vCenter
VMware Function : Delete Host Hostname/IP | 10.17.43.41]
address :
vCenter .
Credentials : "MVare vecenter Host name : | 10.17.43.31

Document References

This document references the following documents:

Name Location Description

Universal Templates https://docs.stonebranch.com/confluence/display/UC70/Universal+Templates = User documentation for creating Universal Templates in the Universal Controller user interface.
User documentation for creating Universal Tasks in the Universal Controller user interface.

Universal Tasks https://docs.stonebranch.com/confluence/display/UC70/Universal+Tasks

vSphere Automation SDK = https://vmware.github.io/vsphere-automation-sdk-python/vsphere/7.0.2.0/ User documentation for vSphere automation SDK.
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vSphere Automation APl | https://developer.vmware.com/docs/vsphere-automation/latest/ User documentation for vSphere automation API.

Python requests module | https://pypi.org/project/requests/#description User documentation for python requests module.
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