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Remote Interfaces

C o oy

“® Command Line Interface (CLI) “= RESTful Web Services API
T EEEEEE————

Overview Overview

Command Parameters Agent Web Services

Return Codes Agent Cluster Web Services
Using the Command Line Interface in z/OS Bundle Web Services
Categories of CLI Commands Business Service Web Services
Agent Functions Calendar Web Services
Bundle Functions Cluster Node Web Services
Import and Export Functions Connections Web Services
OMS Server Functions Credential Web Services
Password Functions Custom Day Web Services
Resource Functions Group Web Services

Task Functions OMS Server Web Services
Tasks in Workflow Functions Password Web Services
Trigger Functions Properties Web Services
Variable Functions Report Web Services

Script Web Services

Server Operations Web Services
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System Web Services

Task Instance Web Services
Task Web Services

Trigger Web Services

Universal Template Web Services
User Web Services

Variable Web Services

Virtual Resource Web Services

Workflow Task Instance Web Services

=
ﬁ The information on these pages also is located in the [UACDOCG67:All Universal Automation Center PDFs”Universal Controller 6.7.x Remote Interfaces.pdf].
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Command Line Interface (CLI)

Introduction
CLI Functions
Command Line Syntax
Special Characters Restrictions
® Restrictions for t ask- vari abl es= Parameter
Pre-6.2.0.0 CLI Functions
Return Codes
Supported Platforms
CLI Login
® User Restriction
® Password Expiration
® Global Parameters
® Specifying Global Parameters
® Function-Specific Parameters
® Modifying Variables
® Using the CLI for z/OS
® z/OS-Specific Syntax Requirements
® Methods for Issuing CLI Functions in z/OS

Introduction

The Universal Controller Command Line Interface (CLI) is implemented as a set of functions that perform specific actions in a Universal Controller. The results of the actions are written to the CLI
standard output.

The CLI command, uagcmd, executes a function according to information specified in its required and optional Global parameters and function-specific parameters.

CLI Functions

CLI functions perform specific actions in a Universal Controller.
The CLI command, uagcmd, can execute functions on any system that has TCP/IP connectivity to the Universal Message Service (OMS).

The command line syntax for each execution of uagcmd must specify a single CLI function, required / optional Global parameters, and required / optional function-specific parameters. You must
use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

(See Pre-6.2.0.0 CLI Functions for a backward-compatible version of this syntax that can be used for pre-6.2.0.0 CLI functions.)
The following information is provided for each CLI Function:

® Description

® Command line syntax

® Function-specific parameters
L]

Example

Functions are listed alphabetically, by category, on the following pages:

6 / uc-67x-ri
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/

Agent Functions

Bundle Functions

Import and Export Functions

OMS Server Functions

Password Functions

Resource Functions

uc-67x-ri

Delete Agent

List Agents Status

Resume Agent

Resume Agent Cluster

Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent

Suspend Agent Cluster

Suspend Agent Cluster Membership

Schedule Bundle Promotion

Export Bulk
Export Trigger
Import Bulk
Import Trigger

List OMS Servers

Change User Password
Change Credentials Password

List Virtual Resources
Update Resource Limit
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Task Functions

Tasks in Workflow Functions

Trigger Functions

Variable Functions

Command Line Syntax

Cancel Task

Clear All Dependencies

Clear Virtual Resource Dependencies
Clear Exclusive Dependencies

Clear Time Dependency

Display All Tasks

Display Task Instance Status

Force Finish a Task

Launch a Task

Put Task on Hold

Release a Task from Hold

Rerun a Task

Set Manual Task to Started

Set Manual Task to Success

Set or Modify Wait Time for a Task Instance
Set Task Priority

Skip a Task

Clear Predecessor Dependencies
Insert a Task into a Workflow Instance with Dependencies
List Predecessors / Successors of a Task Instance in a Workflow

Disable a Trigger

Enable a Trigger

Launch Trigger Tasks Now
List Triggers Status

Modify Time of a Time Trigger

List Variables
Set Variables

The following command line syntax is used for issuing the CLI command, uagcmd:

/

uagcnd function d obal

paraneters function-specific paranmeter(s)

Command Line Entry

uc-67x-ri

Description
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For example:

In this example, the required Global Parameters are contained in the conf i g. cf g configuration file.

uagcmd

function

Global parameters

CLI command that executes all CLI functions.

CLI function that performs a specific action in a Universal Controller.

CLI parameters (required and optional) available for all functions.

function-specific parameter(s) = CLI parameters (required and optional) specific to one or more functions.

uagcnd ops-task-launch -c config.cfg -x encryptedfile.txt task-type=unix task-nane=task01l

Special Characters Restrictions

The following restrictions apply to the use of special characters in CLI function parameters.

/

Special Characters

uc-67x-ri

Restrictions

Can be used only if enclosed in double quotation marks.

Cannot be used, even if enclosed in double quotation marks.

Cannot be used, even if enclosed in double quotation marks; prevents a CLI
function from running.

For backward-compatibility, you can exclude uagcnd from the command line for all pre-6.2.0.0 CLI functions.

Examples

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name=A|B

'B' is not recognized as an internal or external command,

operable program or batch file.

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name="A|B"

Task Type parameter not specified, defaulting to ALL.

Successfully launched the Manual task "A|B" with task instance sys_id
14503847946836221302J1Y7WPIV75YF.

opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name="A~B"

Parameter CMDVERB contains malformed name/value pair(s).
opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name="A=B"

uagcmd ops-task-launch usage:

uagcmd ops-task-launch [options] [command_parameters]
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+ Can be used with or without double quotation marks.

Restrictions for t ask- vari abl es= Parameter

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name="A+B"

Task Type parameter not specified, defaulting to ALL.

Successfully launched the Manual task "A+B" with task instance sys_id
145038479468364413010SOWDEQOH7Y1.

opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg
task-name=A+B

Task Type parameter not specified, defaulting to ALL.

Successfully launched the Manual task "A+B" with task instance sys_id
14503847946836541302LCVCMLXWPSOO0.

opscmd-complete

None of these special characters identified in Special Characters Restrictions - =, |, +, and ~ - can be use in a t ask- var i abl es= parameter.

Examples

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V=1" variable2=V2}

Valid format for variables: {variable=value}.
opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V|1" variable2=V2}

Valid format for variables: {variable=value}.
opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V+1" variable2=V2}

Valid format for variables: {variable=value}.
opscmd-complete

C:\Program Files\Universal\OpsCli\bin>uagcmd.exe ops-task-launch -c c.cfg task-name=AB task-variables={variable1="V~1" variable2=V2}

Parameter CMDVERB contains malformed name/value pair(s).
opscmd-complete

Pre-6.2.0.0 CLI Functions

For backward-compatibility, you can exclude uagcmd from the command line for all pre-6.2.0.0 CLI functions:

[ uc-67x-ri
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Agent Functions

Import and Export Functions

Password Functions

Resource Functions

Task Functions

Trigger Functions

Variable Functions

11 / uc-67x-ri

List Agents Status

Resume Agent

Resume Agent Cluster

Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent

Suspend Agent Cluster

Suspend Agent Cluster Membership

Export Bulk
Export Trigger
Import Bulk
Import Trigger

Change User Password
Change Credentials Password

Update Resource Limit

Cancel Task

Display All Tasks

Display Task Instance Status
Force Finish a Task

Launch a Task

Put Task on Hold

Release a Task from Hold
Rerun a Task

Set Manual Task to Started
Set Manual Task to Success
Set Task Priority

Skip a Task

Disable a Trigger

Enable a Trigger

Launch Trigger Tasks Now
List Triggers Status

List Variables
Set Variables
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Return Codes

The following table identifies all return codes that can be returned in response to a function:

Return Code @ Description

0 Completed successfully.
1 Configuration error (incorrect command line or configuration file entries).
2 Error processing the request.

Supported Platforms

For all supported platforms, the CLI is included in the Universal Agent 6.7.x package.

UNIX The CLI functions are installed in the following directory:
® /CLI_HOWE bin

Replace CLI _HOVE with the directory in which the Agent components are installed.

Windows The CLI functions are installed in the following directory:
* DRI VE:\ CLI _HOME\ bi n
Replace:
® DRI VE with the drive they are installed on. Add the appropriate directory for your O/S to your PATH environment variable in order to execute the functions without specifying

their full path name.
® CLI _HOVE with the directory in which the Agent components are installed.

1. Note
Do not use fully qualified file names (that is, with the .exe extension) in CLI for Windows parameters; an error will occur.

z/0S The CLI is implemented with a single program, UAGCVDZ. UAGCVDZ with alias OPSCVDZ is installed in the SUNVLOAD library as part of the Universal Agent for z/OS Installation
package.

See Using the CLI for z/OS for detailed information on using the CLI in a z/OS environment.

CLI Login

User Restriction

12 / uc-67x-ri
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You can be restricted from logging in to the CLI either of two ways:
1. The system level default for CLI access, specified by the System Default Command Line Access Universal Controller system property, has been set to No, and the Command Line Access
field in the User Details for your user account is set to -- System Default --."
2. The Command Line Access field in the User Details for your user account is set to No, which overrides the System Default Command Line Access value.

If either restriction is in place, the following error message will display when you issue a CLI command:

User <your user nanme> not permitted to use the command line interface. Please check with your adm nistrator.

To remove the restriction, the system administrator must either:

® Set the System Default Command Line Access property to Yes and set the Command Line access field on the User Definition screen for your user account to -- System Default --.
® Setthe Command Line access field on the User Definition screen for your user account to Yes.

Password Expiration

While a password is expired, CLI access will be prohibited until the password has been changed.

1. Note
Password expiration is not applicable to LDAP authenticated users.

Global Parameters
The CLI provides the following Global parameters for use with any CLI function:

Parameter Required Optional

CA Certificate List .a

Configuration File

(<]

CRL File

(<]

Encrypted File

(&)

Encrypted File Key

o

Help @
OMS NFT a
OMS Servers @

13 / uc-67x-ri
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Password (V)
Queue Name .a
SSL a
Timeout (V]
User ID (V)
Version ()

The following information is provided below for each Global parameter:

Description

Syntax for specifying the parameter.
Requirement to use the parameter.
Default value (if any).

Example

Specifying Global Parameters

Three methods are available for specifying Global parameters:
1. Command line switches

2. Configuration file entries
3. Environment variables

', Note
Each method is available only for some Global parameters; only a command line switch is available for each Global parameter.

CA Certificate List

Description Trusted CA certificate list in PEM format. DDNAME for z/OS and file path for other platforms.
Configuration File Entry = ssl.certstore

Command Line Switch  -a

Environment Variable n/a

Required No

Default (none)

14 | uc-67x-ri
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Example
® UNIX:/opt/cert/ca. pem
® Windows: c:\cert\ca. pem
® 7/0OS: dd: CACERTS

Configuration File

Description Configuration file containing one or more Global parameters. It can include the required User ID, Password, and OMS Servers Global parameters.

You also can specify individual Global parameters (required and optional) on the command line.

r,  Note
A sample CLI configuration file, cmdtools.props, is created during the installation of the CLI (an optionally installed component of Universal Agent).
However, you can create a configuration file with any name; it must exist in the directory from where you are issuing the uagcmd command.

Configuration File Entry  n/a
Command Line Switch  -c

Environment Variable n/a

Required No
Default (none)
Example
security.userid=ops. adnmin
security. password=abc123
net wor k. onsserver s=7878@lal | as01. acne. com 7878@lal | as02. acne. com
net wor k. omsnft =yes
config.timeout=60
CRL File
Description CRL file in PEM format. DDNAME for z/OS and file path for other platforms.

Configuration File Entry | ssl.crlfile
Command Line Switch | -e

Environment Variable n/a

15 / uc-67x-ri
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Required No
Default (none)
Example

® UNIX:/opt/cert/crl.pem
® Windows: c:\cert\crl.pem
® z/OS: dd: CRLFI LE

Encrypted File

Description Complete path to a file encrypted with the Universal Encrypt utility that contains encrypted user credentials.

This file can be used to store encrypted Controller credentials that would otherwise be specified using the User ID or Password parameters. One or both of these
parameters can be encrypted and stored in this file. Any other parameters stored in the encrypted file are ignored.

Any values specified by User ID or Password on the command line and/or in the Configuration File will override values stored in this file.

r.  Note
Universal Encrypt is included in every Agent installation package.

Configuration File Entry = n/a
Command Line Switch | -x

Environment Variable n/a

Required No
Default (none)
Example

Encrypted File Key

Description Optional key that was passed to the Universal Encrypt utility when the encrypted file specified by -x was created.
Configuration File Entry | n/a

Command Line Switch -k

Environment Variable n/a

Required No

Default (none)

16 / uc-67x-ri
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Example

Help

Description Provides help information for any function.
Configuration File Entry n/a
Command Line Switch  -h|-?

Environment Variable n/a

Required No
Default (none)
Example -h

', Note

This parameter is exclusive; do not use it with any other parameter. If you do, only the Help information will be returned.

OMS NFT

Description Specification (yes or no) for whether or not to use NFT (network fault tolerance) for OMS.
If NFT is not used:
®* A uagcmd command execution will attempt to connect to each specified [#OMS Servers]. If no connection can be made, uagcmd will fail with a non-zero exit
i E‘O:?]étzv%/.ork error occurs after a connection to an OMS server is made, the uagcmd will fail with a non-zero exit code (2).
Configuration File Entry = network.omsnft
Command Line Switch | -f

Environment Variable OMSNFT

Required No
Default yes
Example

OMS Servers

17 | uc-67x-ri
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Description

Configuration File Entry
Command Line Switch
Environment Variable
Required

Default

Example

Password

Description
Configuration File Entry
Command Line Switch
Environment Variable
Required

Default

Example

Queue Name

Description
Configuration File Entry
Command Line Switch
Environment Variable
Required

Default

Example

[ uc-67x-ri

Specifies one or more OMS server addresses used for network communication.
The syntax of the value is PORT@HOST[,PORT@HOST...], where:

® PORT is the TCP port on which the OMS server is listening. The OMS default port is 7878.
® HOST is the host name or IP address of the OMS server.

If multiple OMS servers are specified, they must be comma-separated.
network.omsservers

-m

OMSSERVERS

Yes

network.omsservers=7878@dallas01.acme.com,7878@dallas02.acme.com

Password that the CLI will use to log into the Controller. Must be a valid password for this user.
security.password

P

n/a

Yes

(none)

Controller queue name. Must be default for normal set-up.
network.core

-n

HUBNAME

No

ops.controller.queue

queue02
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SSL

Description Specification (by its inclusion on the command line) for whether or not to enable SSL.
Configuration File Entry | n/a
Command Line Switch | -s

Environment Variable n/a

Required No

Default (none)

Example -S

Timeout

Description Time (in seconds) that the CLI will wait before it reports an error.

Configuration File Entry | config.timeout
Command Line Switch -0

Environment Variable n/a

Required No

Default 60

Example 10

User ID

Description User ID that the CLI will use to log into the Controller. Must be a valid user with the appropriate permissions defined in the Controller database using the Controller

Security module.
Configuration File Entry = security.userid
Command Line Switch | -u

Environment Variable n/a

Required Yes
Default (none)
Example ops.admin
Version
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Description Displays version information for the CLI.
Configuration File Entry n/a
Command Line Switch | -v

Environment Variable n/a

Required No
Default (none)
Example -V

1. Note

If this parameter is specified, all other parameters (except Help) are ignored.

Function-Specific Parameters

Most functions contain one or more required and/or optional parameters that are specific to one or more functions.

Modifying Variables

Some function-specific parameters let you modify variables.
Currently, the CLI only supports the modification of User-Defined Variables: global variables, trigger variables, and task/workflow variables.

Modifying a task variable does not impact any existing task instances of that task. When the next task instance is created from the updated task, the new task instance will use the updated variable.

To modify a variable in a task or workflow, you can create a Set Variable action.

Using the CLI for z/OS

All CLI functions are supported in the z/OS environment. They are managed and executed by the program UAGCMDZ with alias OPSCMDZ, which may execute as either a command processor or
a standard z/OS batch job. OPSCMDZ is installed with the z/OS agent in library SUNVLOAD.

z/OS-Specific Syntax Requirements

The functions and syntax requirements for the z/OS environment are very similar to the other supported platforms with a few exceptions described below.

Command Line Options
When OPSCMDZ is executed as a batch program, command line parameters are specified with the step PARM keyword.

For example:

20 / uc-67x-ri


https://www.stonebranch.com/confluence/display/UC67/User-Defined+Variables
https://www.stonebranch.com/confluence/display/UC67/Creating+a+Set+Variable+Action+within+a+Task+or+Workflow

Universal Controller 6.7.x Remote Interfaces

/| STEPO1 EXEC PGVEOPSCVDZ,
/'l PARME' ops-agent-status -c dd: CMDOPTS agent -t ype=wi ndows'

Configuration File Syntax
If you use the -c command line switch for specifying a configuration file on the command line, you must use one of the following formats for the configuration file name:

Syntax Description

Format
ddnane references a DD statement that exists in your batch JCL.

ddname -c dd: ddnane

Data Set Name -c "//'dsnanme'" dsnane is a fully-qualified data set name which may be a partitioned data set with a member name.

Line Numbers in Configuration File

Do not place line numbers in columns 73-80. The entire 80-byte record is read and processed as input.

Methods for Issuing CLI Functions in z/OS

Three methods are available for running OPSCMDZ and executing CLI functions:

1. Using a batch job.

2. Under a TSO session.
3. Using a batch TSO Terminal Monitor Program (TMP).

In each example where data sets are specified, we use:
UNV.SUNVLOAD  Library containing the CLI programs UAGCMDZ and OPSCMDZ alias.

USER.PARM Data set containing command options.

USER.REXX Data set containing user REXX EXECs.

Running OCLI Functions in a Batch Job
The CLI program OPSCMDZ executes a single function as a JCL batch job step. If multiple functions are to be executed, run each one as an individual job step.

The following example illustrates running OPSCMDZ as a batch job to request the status of all Windows Agents.
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//jobname JOB (acctg-info),'your name', MSGCLASS=X, MSGLEVEL=(1, 1),
/1 CLASS=A, NOTI FY=&SYSU D

/1*

/| STEPO1 EXEC PGVEOPSCVDZ,

/| PARME' ops- agent-status -c dd: CMDOPTS agent -t ype=wi ndows'

/1 STEPLI B DD DI SP=SHR, DSN=UNV. SUNVLOAD

/1 SYSPRI NT DD SYSOUT=*

//SYSOUT DD SYSOUT=*

// CVMDOPTS DD DSN=USER. PARM CVDOPTS) , DI SP=SHR

/| CEEDUVP DD SYSOUT=*

In this example:

The step PARM value specifies the CLI function and its options.

The job step can include only one function.

The STEPLIB points to the z/OS Agent load library.

The output will be in SYSPRINT.

CMDOPTS is a DDNAME that references the location of the function parameters.

Issuing CLI Functions under TSO

You can also issue CLI functions under a TSO session.

The sample command string below shows a CLI function issued from an ISPF Command Shell prompt:

Enter TSO or Workstation functions bel ow
===> opscndz ops-agent-status -c "//' USER PARM CMDOPTS)' " agent -type=w ndows

This function will return data similar to the sample below:

Agent nane Agent Type St at us
agent - sys00101 W ndows Active
agent - sys00201 W ndows Ofline

opscnd- conpl et e

Issuing CLI Functions as a Batch TSO

The following two examples show how to issue a CLI function in a batch TSO.

Example One
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// CVMDZBAT JOB (acctg-info),"'your name', MSGCLASS=X, MSGLEVEL=(1, 1),
/1 CLASS=A, NOTI FY=&SYSUI D, TI ME=5

/1*

/| STEPO1 EXEC PGVEI KIEFTO01, DYNAMNBR=200, REG ON=40M

// STEPLI B DD DI SP=SHR, DSN=UNV. SUNVLOAD

/1 SYSPRI NT DD SYSOQUT=*

//SYSOUT DD SYSOUT=*

/| SYSTSPRT DD SYSOUT=*

// CVMDOPTS DD DSN=USER. PARM CVDOPTS) , DI SP=SHR

/1 SYSTSIN DD *

opscndz ops-agent-status -c dd: CVMDOPTS agent -t ype=wi ndows
/ *

Output will be in SYSTSPRT.

Example Two

/| REXXAGNT JOB (acctg-info),"'your name', MSGCLASS=X, MSGLEVEL=(1, 1),
11 CLASS=A, NOTI FY=&SYSUI D, TI ME=5
/1*
/| STEPO1 EXEC PGVEI KIEFTO1, DYNAMNBR=200, REG ON=40M
/1 STEPLI B DD DI SP=SHR, DSN=UNV. SUNVLOAD
/1 SYSEXEC DD DSN=USER. REXX, DI SP=SHR
// SYSPRI NT DD SYSOUT=*
/| SYSTSPRT DD SYSOUT=*
/1 CMDOPTS DD DSN=USER. PARM CMDOPTS) , DI SP=SHR
/1 SYSTSIN DD *
YOUTTRAPL
/ *

The following REXX EXEC must be located in USER.REXX(OUTTRAPL):
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/

[RIFIEKK AKX I AKK KKK I AKX KKK KA I I AT PEYN FHXF AR I AR K IR KK AR I A XK KX KK A XK A Xh kX K [

/* Using OUTTRAP to */
/* (1) Obtain z/CS agent status */
[ * (2) Test status fromthe response */

/* (3) Launch a task if the agent status is Active */

/*******************************************************************/
X = QUTTRAP(' OPS. ")
opscndz "ops-agent-status -c dd: CVMDOPTS agent -t ype=z/ OS"
SAY '"RCis:' RC
SAY OPS.0 'records were read."'
launch = ' NO
DOi =1 to OPS.0 WHI LE | aunch = 'NO
| F SUBSTR(OPS. i, 61,6) = 'Active' THEN
DO
I aunch = ' YES'
opscndz "ops-task-1aunch -c dd: CVDOPTS t ask- name=DUMPT"
END

END

DOi =1to OPS. 0
SAY OPS. i

END

y = QUTTRAP(' OFF')
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Agent Functions

Overview

Delete Agent

List Agents Status

Resume Agent

Resume Agent Cluster

Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent

Suspend Agent Cluster

Suspend Agent Cluster Membership

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Agents, which are listed alphabetically on this page.

Delete Agent

List Agents Status

Resume Agent

Resume Agent Cluster

Resume Agent Cluster Membership
Set Agent Cluster Task Execution Limit
Set Agent Task Execution Limit
Suspend Agent

Suspend Agent Cluster

Suspend Agent Cluster Membership

Syntax, parameters, and examples for each function are provided.

Delete Agent

Description | Deletes an Agent record.
Syntax uagcnd ops-del et e-agent gl obal paraneters {agent-nane=nane | agent-id=I D}

Parameters
® agent - nane=
Required if agent - i d= is not specified; Agent name of the Agent to be deleted (agent - nane= and agent - i d= are mutually exclusive).
® agent-id=
Required if agent - nane= is not specified; Agent ID of the Agent to be deleted (agent - i d= and agent - nane= are mutually exclusive).
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Example

uagcnd ops-del ete-agent -c config.cfg agent-name=agent A

List Agents Status

Description | Lists the status of one or more Agents.

Syntax uagcrmd ops-agent-status gl obal paranmeters [agent-nanme=nanme] agent-type=type [options=v]

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® agent - nane=
Optional; Name or partial name of one or more Agents. Wildcards are supported.
® agent-type=
Optional; One of the following (not case sensitive): windows, unix, linux, linux/unix, zos, z/os. (If not specified, status of all Agents are listed.)
® options=
Optional; v (Return verbose results.)

Example

uagcnd ops-agent-status -c config.cfg agent-type=wi ndows

Resume Agent

Description | Resumes the ability of the identified Agent to run tasks.

Syntax uagcnd ops-resune-agent gl obal paraneters {agent-nane=nane | agent-id=id}

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameters
® agent - name=
Required if agent - i d=is not specified; Agent name of the Agent whose ability to run tasks is to be resumed (agent - nane= and agent - i d= are mutually exclusive).
® agent-id=
Required if agent - nane= is not specified; Agent ID of the Agent whose ability to run tasks is to be resumed (agent - i d= and agent - name= are mutually exclusive).
Example

uagcnd ops-resune-agent -c config.cfg agent-nane=agent A

Resume Agent Cluster

Description | Resumes the ability of the identified Agent Cluster to run tasks.

Syntax uagcnd ops-resune-agent -cluster gl obal paraneters agent-cl uster-nane=nane

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameter
® agent - cl uster-nane=
Required; Agent cluster name of the Agent Cluster whose ability to run tasks is to be resumed.

Example

uagcnd ops-resune-agent-cluster -c config.cfg agent-cluster-nanme=cluster A

Resume Agent Cluster Membership

Description | Resumes the membership of the identified Agent in the identified Agent Cluster.

Syntax uagcnd ops-resune-agent - cl ust er-nenbership gl obal paraneters {agent-name=nane | agent-id=ID} agent-cluster-nanme=nanme

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameters
® agent - nane=
Required if agent - i d= is not specified; Agent name of the Agent whose membership in the Agent Cluster is to be resumed (agent - name= and agent - i d= are mutually
exclusive).
® agent-id=
Required if agent - nane= is not specified; Agent ID of the Agent whose membership in the Agent Cluster is to be resumed (agent - i d= and agent - name= are mutually
exclusive).
® agent-cl uster-nane=
Required; Agent cluster name of the Agent Cluster in whose membership the identified Agent is to be resumed.
Example

uagcnd ops-resune-agent - cl uster-nenbership -c config.cfg agent-nane=agent A agent-cl uster-nane=cluster A

Set Agent Cluster Task Execution Limit

Description | Specifies whether or not an Agent Cluster has a task execution limit and, if so, sets the task execution limit.

Syntax uagcnd ops-set-agent-cluster-task-execution-linmt global paraneters agent-cluster-name=nanme |limt-type=type |int-anmunt=nunber

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® agent-cl uster-nane=
Required; Name of the Agent Cluster.
® limt-type=
Required; Specification for whether or not there is a limit to the number of tasks that can be run at the same time by the Agent Cluster. Allowable values (not case
sensitive) are: limited, unlimited.
® limt-anmount=
Required if | i mi t - t ype=Ilimited; Maximum number of tasks that can be run at the same time by the Agent Cluster.
Example

uagcnd ops-set-agent-cluster-task-execution-limt -c config.cfg agent-cluster-nane=cluster Alimt-type=limt
|'i mt-anount =500

Set Agent Task Execution Limit

Description | Specifies whether or not an Agent has a task execution limit and, if so, sets the task execution limit.
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Syntax uagcnd ops-set-agent-task-execution-linmt global paraneters {agent-name=name | agent-id=ID} linmt-type=type |imt-anmount=nunber

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters

® agent - nane=
Required if agent - i d= is not specified; Name of the Agent (agent - name= and agent - i d= are mutually exclusive).

® agent-id=
Required if agent - nane= is not specified; ID of the Agent (agent - i d= and agent - name= are mutually exclusive).

® limt-type=
Required; Specification for whether or not there is a limit to the number of tasks that can be run concurrently by the Agent. Allowable values (not case sensitive) are limited
, unlimited.

® |imt-anount=
Required if limit-type=limited; Maximum number of tasks that can be run at the same time by the Agent.

Example

uagcnd ops-set-agent-task-execution-limt -c config.cfg agent-name=agent A limt-type=limt |imt-anmount=500

Suspend Agent

Description | Suspends the ability of the identified Agent to run tasks.

Syntax uagcnd ops-suspend- agent gl obal paraneters {agent-nane=nane | agent-id=ID}

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® agent - name=
Required if agent - i d=is not specified; Agent name of the Agent whose ability to run tasks is to be suspended (agent - name= and agent - i d= are mutually exclusive).
® agent-id=
Required if agent - nane= is not specified; Agent ID of the Agent whose ability to run tasks is to be suspended (agent - i d= and agent - nanme= are mutually exclusive).
Example

uagcnd ops- suspend-agent -c config.cfg agent-nanme=agent A
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Suspend Agent Cluster

Description | Suspends the ability of the identified Agent Cluster to run tasks.

Syntax uagcnd ops- suspend-agent -cl uster gl obal paraneters agent-cl uster-nane=nane

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameter
® agent - cl uster-nane=
Required; Agent cluster name of the Agent Cluster whose ability to run tasks is to be suspended.

Example

uagcnd ops-suspend-agent-cluster -c config.cfg agent-cluster-nanme=cluster A

Suspend Agent Cluster Membership

Description | Suspends the membership of the identified Agent in the identified Agent Cluster.

Syntax uagcnd ops- suspend- agent - cl ust er - nenber shi p gl obal paraneters {agent-nanme=nanme | agent-id=lID} agent-cl uster-name=nane

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® agent - nane=
Required if agent - i d= is not specified; Agent name of the Agent whose membership in the Agent Cluster is to be suspended (agent - name= and agent - i d= are
mutually exclusive).
® agent-id=
Required if agent - nane= is not specified; Agent ID of the Agent whose membership in the Agent Cluster is to be suspended (agent - i d= and agent - nane= are
mutually exclusive).
® agent - cl uster-nane=
Required; Agent cluster name of the Agent Cluster in whose membership the identified Agent is to be suspended.
Example

uagcnd ops- suspend- agent - cl ust er-nenbershi p -c config.cfg agent-nane=agent A agent-cl uster-nane=cluster A
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Bundle Functions

® Overview
® Schedule Bundle Promotion

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Bundles, which are listed alphabetically on this page.
® Schedule Bundle Promotion

Syntax, parameters, and examples for each function are provided.

Schedule Bundle Promotion

Description | Schedules the promotion of a Bundle.

Syntax uagcnd ops- pronot e- bundl e gl obal paraneters {bundle-id=ID | bundl e-name=nanme} [pronotion-target-id=ID | pronotion-target-nanme=nane]
{[override-user=user] override-password=password} schedul e=option {date=date [time=time]} [create-snapshot=option]
[notification-option=notification] [allow unv-tnplt-changes=opti on]
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Parameters

Example

/

uc-67x-ri

bundl e-i d=

Required if bundl e_nane= is not specified; sys_id of the bundle to be promoted.

bundl e- name=

Required if bundl e_i d=is not specified; Name of the bundle to be promoted.

promotion-target-id=

sys_id of the promotion target; Optional if specified on the bundle and if pr onpt i on-t ar get - name= is not specified.

pronotion-target - nane=

Name of the promotion target; Optional if specified on the bundle and if pr onpt i on-t ar get - i d=is not specified.

overri de-user=

Optional; User ID to override the user ID provided from the Promotion Target record.

overri de- passwor d=

Required if over ri de- user = is specified; Password of the User ID being used to override the user ID provided from the Promotion Target record.
schedul e=

Required; Specification (not case sensitive) for whether to schedule the promotion (Yes/Y/true) or promote the Bundle immediately (No/N/false).

dat e=

Required if schedul e=Yes/Y/true; Promotion schedule date in format yyyy-MM-dd.

time=

Optional if schedul e=Yes/Y/true; Promotion schedule time in format HH-mm (default is 00:00).

creat e- snapshot =

Optional if schedul e=Yes/Y/true; Specification (Yes/Y/true or No/N/false; not case sensitive) for whether a Bundle snapshot should be taken and stored with the
scheduled promotion. Default is No/N/false.

notification-option=

Optional; Operation (if any) that will cause a System Notification to be sent when the promotion is done (not case sensitive): operation_failure (default),
operation_success/failure, or operation_success.

al | ow unv-t npl t - changes=

Optional; Specification (not case sensitive) for whether to allow (Yes/Y/true) or not allow (No/N/false) the Bundle to contain new or changed Universal Templates.

uagcnd ops- pronpt e-bundl e -c config.cfg bundl e-nane=Bundl e A schedul e=Yes dat e=2015- 06- 12 cr eat e- snapshot =Yes
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Import and Export Functions

Overview
Export Bulk
Export Trigger
Import Bulk
Import Trigger

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Imports and Exports, which are listed alphabetically on this page.

Export Bulk
Export Trigger
Import Bulk
Import Trigger

Syntax, parameters, and examples for each function are provided.

Important!

It is strongly recommended that you do NOT use the Import and Export functions for modification of Universal Controller records. API functions are available if you need to
programmatically update, copy, insert, or otherwise manipulate Universal Controller records.

Export Bulk
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Description | Performs a bulk export of all records in your Controller database.
The location of the export is specified by the Export Path (opswi se. export . pat h) Universal Controller system property.
The default directory, where $CATALI NA_HOVE is the base Tomcat installation directory, is either:

® $CATALI NA_HOVE/ opswi se_export
® $CATALI NA_HOVE\ opswi se_export

Each export creates a sub-directory under the specified path in the following format:
WAW MVM DD _HH MM SS_TZ_YYYY- BULK_EXPORT

WA 3-Letter Weekday
MW 3-Letter Month
DD: Day

HH: Hour

MM Minute

SS: Second

TZ: Time Zone

YYYY: 4-Digit Year

*,  Note
Export Bulk performs a similar function as the Bulk Export Server Operation, but not Bulk Export with Versions.

Syntax uagcnd ops-export-bul k gl obal paraneters

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Example

uagcnd ops-export-bul k -c config.cfg

Export Trigger
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Description | Performs an export of the specified trigger(s) and all the associated record(s). For example, if you export one trigger, the CLI also exports the calendar used in the trigger and all
tasks launched by the trigger. The CLI creates a separate XML file for each record type and generates the output directory and file names using a date and timestamp, plus an
internal record identifier generated by the Controller.

All exported XML definition files will be saved to a timestamped directory under the path defined by the Export Path Universal Controller system property. The following illustrates a
sample output directory and exported data:

i
= |1 Apsche Software Foundation L
= ) Tomcat &0
. bin
* 1) conf
— kb
i bogs
= 1) opswiss_sxport
¥ Tue_Mar_16_18_0%_04_MDT_2010
I THSmE
= ops_calendar_77 1714340580 1c%016d50205d1 7ddes. xml
2 ops_task_sesp_4100696bo0a801 020 1 FeSdbf FSeechdS, xml
*' ops_trigger_time_696e 1640c08802640 1beFSS14 147307, xml
Syntax uagcnd ops-export-trigger global paraneters trigger-name=nanme [trigger-type=type]

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® trigger-nanme=
Required; Name of one or more triggers. Wildcards are supported.
® trigger-type=
Optional; If you used a wildcard in trigger-name, you can use trigger-type to narrow down the selection to a specific type of trigger. Allowable values are (not case
sensitive): cron, time, file_trigger, temporary, task_monitor, manual, application_monitor.
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Example This example exports all triggers whose name begins with SF:

uagcnd ops-export-trigger -c config.cfg trigger-name=SF*

Import Bulk

Description | Performs a bulk import of records into your Controller database.

The location from where records are imported is specified by the System Default CLI Bulk Import Path (opswi se. bul k_i mport . pat h. def aul t) Universal Controller system
property.
The default directory, where $CATALI NA_HOVE is the base Tomcat installation directory, is either:

® $CATALI NA HOVE/ opswi se_i nport
® $CATALI NA HOVE\ opswi se_i nport

1. Note
The data being imported must have been exported using the Export Bulk command.

Syntax uagcnd ops-inport-bul k gl obal paraneters

. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Example

uagcnd ops-inport-bulk -c config.cfg

Import Trigger

Description | Imports into your Universal Controller database the trigger records in the path specified in the i nport - fi | e= parameter.
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Syntax uagcnd ops-inport-trigger global paraneters inport-file=file

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameter
® inport-file=
Required; Path containing one or more XML files that were exported via ops-export-trigger or via the Universal Controller user interface using the Export -> XML feature.
‘1, Note
This is the path on the Controller server where the XML files are stored, not a local path to where the command is run.
Example

uagcnd ops-inport-trigger --c config.cfg inport-file=ops\inport
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OMS Server Functions

® Overview
® List OMS Servers

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for OMS Servers, which are listed alphabetically on this page.
® List OMS Servers

Syntax, parameters, and examples for each function are provided.

List OMS Servers

Description | Lists OMS Servers and their status.

Syntax uagcnd ops-ons-status gl obal paraneters server-address=address:[port] [options=v]
Parameter
® server-address=

Required; Server address or partial server address of one or more OMS servers. Wildcards are supported
® options=

Optional; Supports the v (verbose) option, which will toggle the Syslid column in the response output.

Example

uagcnd ops-ons-status -c config.cfg server-address=|l x12-x64: 7878

1. Note
The CLI command response will contain the following information for each matching OMS Server:

Name - OMS Server name
Status - OMS Server status
Session Status - OMS Server sessions status
Sysid - OMS Server sys _id
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Password Functions

® Overview
® Change User Password
® Change Credentials Password

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Passwords, which are listed alphabetically on this page.

® Change User Password
® Change Credentials Password

Syntax, parameters, and examples for each function are provided.

Change User Password

Description | Changes the password for the specified Universal Controller User account.

*.  Note
The authenticated user must have the ops_admin user role.

Syntax uagcnd ops- change- user - password gl obal paraneters user-id=userid new password=password

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® user-id=
Required; Universal Controller User ID whose password is to be changed.
® new passwor d=
Required; The new password that is to be assigned to the specified user.
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Example

uagcnd ops-change-user-password -c config.cfg user-id=user A new password=password A

Change Credentials Password

Description | Changes the runtime password for the specified Universal Controller credentials resource.

1. Note
The authenticated user must have the Update Credential permission.

Syntax uagcnmd ops- change-credenti al s- password gl obal paraneters credential s-nane=nanme new runti me- passwor d=passwor d

. Note
For backward-compatibility, you can exclude uagcmnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® credential s-nanme=
Required; Name of the Universal Controller credentials resource that is to have its password changed.
® new runti nme- password=
Required; The new runtime password that is to be assigned to the specified credentials resource.
Example

uagcnd ops-change-credenti al s-password -c config.cfg credential s-nane=Credential A
new-runti me- passwor d=password A
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Resource Functions

® Overview
® List Virtual Resources
® Update Resource Limit

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Resources, which are listed alphabetically on this page.
® List Virtual Resources
® Update Resource Limit

Syntax, parameters, and examples for each function are provided.

List Virtual Resources

Description | Lists all specified virtual resources.

Syntax uagcnd ops-resource-list global paraneters [resource-name=nanme] [resource-type=type] [options=v]

Parameters
® resource- nane=

Opitonal; Name of virtual resource(s) to be listed. Wildcards are supported.
® resource-type=

Optional; One of the following (not case sensitive): renewable, boundary, depletable. (If not specified, all types of virtual resources are listed.)
® options=

Optional; Supports the v (verbose) option, which will toggle the Sysid and Used By columns in the response output.

Example

uagcnd ops-resource-|ist

-c config.cfg resource-nane=Resource A
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', Note
The CLI command response will contain the following information for each matching virtual resource:

Name - Virtual Resource name

Type - Virtual Resource type

Limit - Virtual Resource limit

Used - Amount of the virtual resource currently used; applicable only to renewable virtual resources
Sysld - Virtual Resource sys_id

Used By - Task instances currently using the Virtual Resource in the format {

(task-i nstance- nane: resour ce- amount ), (task-i nstance- nane: resour ce-anount), ...}

Update Resource Limit

Description | Updates the resource limit for a resource.

Syntax uagcnd ops-updat e-resource-linit global paraneters resource-name=name resource-limt=limt

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® resource-nane=
Required; Name of resource to update the limit on.
® resource-limt=
Required; Resource limit (any integer >= 0).
Example

uagcnd ops-update-resource-limt -c config.cfgg resource-name=Resource A resource-limt=5
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Task Functions

Overview

Cancel Task

Clear All Dependencies

Clear Virtual Resource Dependencies
Clear Exclusive Dependencies

Clear Time Dependency

Display All Tasks

Display Task Instance Status

Force Finish a Task

Launch a Task

Put Task on Hold

Release a Task from Hold

Rerun a Task

Set Manual Task to Started

Set Manual Task to Success

Set or Modify Wait Time for a Task Instance
Set Task Priority

Skip a Task

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Tasks, which are listed alphabetically on this page.

Cancel Task

Clear All Dependencies

Clear Virtual Resource Dependencies
Clear Exclusive Dependencies

Clear Time Dependency

Display All Tasks

Display Task Instance Status

Force Finish a Task

Launch a Task

Put Task on Hold

Release a Task from Hold

Rerun a Task

Set Manual Task to Started

Set Manual Task to Success

Set or Modify Wait Time for a Task Instance
Set Task Priority

Skip a Task

Syntax, parameters, and examples for each function are provided.
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Cancel Task

Description | Cancels the specified task instance.
See Cancelling a Task Instance for a description of behavior and restrictions.

Syntax uagcnd ops-task-cancel global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criterial
[ wor kf | ow i nst ance- name=nane]

*.  Note
For backward-compatibility, you can exclude uagcmnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
task-instance-id=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d= is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance,
newest_instance
® wor kfl ow i nst ance- name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-cancel -c config.cfg task-instance-nane=Task A

Clear All Dependencies

Description | Clears all dependencies of a task instance.

Syntax uagcnd ops-task-cl ear-dependenci es gl obal paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criterial
[ wor kf | ow i nst ance- name=nane]
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Parameters
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-name=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance.
® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-cl ear-dependencies -c config.cfg task-instance-nane=Task A

Clear Virtual Resource Dependencies

Description | Clears all virtual resource dependencies of a task instance.

Syntax uagcnd ops-task-clear-resources global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criterial
[ wor kf | owi nst ance- name=nane] resour ce- name=nane
Parameters
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-name=
Required if t ask- i nst ance- i d= is not specified; Name of the task instance to run the command on. (If i nst ance-cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, newest_instance.
® wor kfl ow i nst ance- nanme=
For a task instance in a workflow, optional; Name of the workflow instance.
® resource-nane=
Required; One of the following:
® Name of the virtual resource dependency to clear.
® An asterisk ( *) to clear all virtual resource dependencies.
Example

uagcnd ops-task-cl ear-resources -c config.cfg task-instance-name=Task A resource-nanme=Resource A

Clear Exclusive Dependencies
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48

Description | Clears all exclusive dependencies of a task instance.

Syntax uagcnd ops-task-cl ear-exclusive global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criteria]
[ wor kf | ow i nst ance- nane=nane]
Parameters
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d= is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nanme= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance.
® wor kfl owi nstance- name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-cl ear-exclusive -c config.cfg task-instance-name=Task A

Clear Time Dependency

Description | Clears the time dependency of a task instance.

Syntax uagcnd ops-task-clear-tinmewait global parameters {task-instance-id=ID | task-instance-nane=nane} [instance-criteria=criterial
[ wor kf | ow i nst ance- nane=nane]
Parameters
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d= is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nanme= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance.
® wor kfl owi nstance- name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-clear-tinewait -c config.cfg task-instance-name=Task A

Display All Tasks
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Description | Displays all specified tasks.

Syntax uagcnd ops-task-list global paraneters task-nane=nane [task-type=type]

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® task-nane=
Optional; Name or partial name of one or more tasks. Wildcards are supported.
® task-type=
Optional; One of the following (not case sensitive): application_control, email, email_monitor, file_monitor, ftp, ftp_file_monitor, indesca / universal_command /
ucmd, manual, sap, peoplesoft, sql, stored_procedure, system_monitor, task_monitor, timer, unix, variable_monitor, web_service, windows, workflow, zos.
Example

uagcnd ops-task-list -c config.cfg task-name=Task A task-type=timer

Display Task Instance Status

Description = Displays the status of all task instance(s) associated with the specified task.

Syntax uagcmd ops-task-status gl obal paraneters task-instance-nanme=name [agent-name=nane] [task-type=type] [task-status=status]
[{workflowinstance-id=id] | [workflowinstance-nane=nane}] [workflowinstance-criteria=criteria] [options=v]

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameters
® task-name=
Required; Name or partial name of one or more tasks. Wildcards are supported.
i Deprecated
Replaced by t ask- i nst ance- nanme= parameter; the command first will check for t ask- nane=; if it is not specified, the command will check for
t ask-i nst ance- name=.
® task-instance-name=
Optional; Name of the task instance(s) to be listed. Wildcards are supported.
® agent - nane=
Optional; Name of the agent the task instance(s) are running on.
® task-type=
Optional; One of the following (not case sensitive): application_control, email, email_monitor, file_monitor, ftp, ftp_file_monitor, indesca / universal_command /
ucmd, manual, sap, peoplesoft, sqgl, stored_procedure, system_monitor, task_monitor, timer, unix, variable_monitor, web_service, windows, workflow, zos.
® task-status=
Optional; List of comma-separated task status codes and/or names (not case sensitive): status code or name,status code or name,...,status code or name. An exclamation
mark (!) preceding a task status code or name excludes task instances with that status.
® wor kfl ow i nstance-id=
For a task instance in a workflow, optional if wor kf | ow i nst ance- nane= is not specified; sys_.id of the workflow instance.
® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional if wor kf | ow- i nst ance- i d= is not specified; Name of the workflow instance. (If wor kf | ow i nst ance-cri teri a=is not
specified, the oldest active Workflow instance with the matching name will apply.)
® wor kfl owinstance-criteria=
Optional, if wor kf | ow- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance,
newest_active_instance, newest_instance.
® options=
Optional; v (Return verbose results.)
Example

uagcnd ops-task-status -c config.cfg task-instance-name=mantask agent-name=managent task-type=manual

Task Instance Status Types

The following table describes all possible task instance statuses for all task types.

. Note
The format of multi-word task status names specified in the Task Instance Status CLI function differs from the format of task status names used in the Controller user interface. In
Task Instance Status, the words are separated by an underscore character; in the user interface, they are separated by a space.

Status Name Status Code Task Type Description
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Action_Required 60
Cancel_Pending 99
Cancelled 130

Confirmation_Required = 125

Defined 0

Exclusive_Requested 22

Exclusive_Wait 23
Execution_Wait 33
Failed 140
Finished 190
Held 20
In_Doubt 110
Queued 40

Resource_Requested 25

Resource_Wait 30
Running 80
Running/Problems 81
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Manual

Agent-based

All

z/OS

All

All

All

Agent-based
All*

All

All

Agent-based

Agent-based

All

All

All

Workflow

When a manual task launches, it goes into Action Required status, meaning a user must perform some manual activity. For details, see
Manual task.

A process running on the Agent needs to be terminated. When the Cancel command is issued, the task instance will go into a Cancel
Pending status until the Agent reports back that the process has been cancelled. At that point, the task instance will transition into the
Cancelled status.

The task was cancelled by a user.

If you make JCL changes and restart a z/OS task, Universal Controller will put the task into Confirmation Required status and prompt
you for a confirmation. For detailed processing steps, see Rerunning a z/OS Task.

The new task instance has been created (the task has been launched).

All tasks with a mutually exclusive task defined go immediately to a status of Exclusive Requested. If the task is available to run
exclusively, the task then moves to the next appropriate processing status.

The task is mutually exclusive with one or more other tasks, and it is waiting for those tasks to finish before it will run.

The task must wait to be completed; either the Agent/Agent Cluster running the task has reached its Task Execution Limit, or the ability
of the Agent/Agent Cluster to run tasks has been suspended.

The task ran to a failure status.

The task was forced by the user to finish. The user may do this in cases where the task had a Cancelled or Failed status, and the user
needed to release other task instances depending on the successful completion of this task instance in a workflow. For more
information, see Force Finishing a Task.

The task has been put on hold by a user.

The Agent is "in doubt" about the current status of the task instance. This may occur if an Agent or Agent connection goes down. In this
case, the Agent restarts and reviews its data about tasks in progress. If the Agent finds a task still running, it resumes normal
monitoring. If the Agent cannot find the task, this usually indicates that the task completed, but the Agent considers the task status to be
"in doubt."

The task has been queued on a resource.

All tasks with a virtual resource defined go immediately to a status of Resource Requested. If the resource is available, the task then
moves to the next appropriate processing status.

All tasks with a virtual resource defined go immediately to a status of Resource Requested. If the resource is not available, the task goes
to a status of Resource Wait. When the resource becomes available, the task moves to the next appropriate processing status

The task is running. For Agent-based tasks, the Agent has started running the program.
One or more tasks within the workflow has one of the following statuses:

® Cancelled

® Confirmation Required

® Failure

® |n Doubt

® Running/Problems (for sub-workflows)
® Start Failure

® Undeliverable
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Skipped 180 All The task was skipped by a user.
Start Failure 120 All The task was unable to start.
Started 70 Agent-based ' The task has started. For Agent-based tasks, this means the Agent has received the task.
, Manual
Submitted 43 z/0S The task has been submitted to the z/OS Job Entry subsystem and scheduled by the z/OS Job Scheduler.
Success 200 All The task has completed successfully. Workflows will transition to Success status when all of its tasks have transitioned to Success,

Finished, or Skipped status.

Time_Wait 15 All (except The task is waiting to start based on a Wait To Start and/or Delay On Start specification.
Timer)

Undeliverable 35 Agent-based = The Agent is unavailable.

Waiting 10 All The task has been loaded by a workflow and is waiting on a predecessor.

* Workflows cannot go to Failed status.

Force Finish a Task

Description = Force finishes the specified task instance.
See Force Finishing a Task Instance for a description of behavior and restrictions.

Syntax uagcnd ops-task-forcefinish global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criteria]l
[ wor kf | ow i nst ance- nane=nane]

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
t ask-i nstance-i d=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance
® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-forcefinish -c config.cfg task-instance-i d=90079020d861e5e40128cbb3cdbelcf3

Launch a Task

Description | Launches the specified task(s).

Syntax uagcnd ops-task-launch gl obal paraneters [task-type=type] task-name=name {time-zone=Australial/Sydney] [hold=option] [task-variables=
variables] [virtual -resource-priority=priority] [virtual-resources=resources]

*.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameters
® task-type=
Optional; One of the following (not case sensitive): timer, windows, unix, zos, file_monitor, manual, email, email_monitor, ftp, sql, ftp_file_monitor, task_monitor,
stored_procedure, workflow, sap, peoplesoft, system_monitor, indesca / universal_command / ucmd, web_service, application_control.
® task-name=
Required; Valid task name. Wildcards are supported.
® time-zone=
Optional; Time zone in which the task is launched.
® hol d=
Optional; Specification for whether to place the task in Held status when it is launched. Valid values are (not case sensitive): yes/y/true.
® task-variabl es=
Optional; Any variables specified in the task that need a value to run properly.
® virtual -resource-priority=
Optional; Virtual resource priority of the task instance. Valid values are any integer between 1 and 20. Defaults to the virtual resource priority defined in the task Details.
® virtual -resources=
Optional; Comma-separated list of <resource-name>:<amount> pairs. For example, VR1:10,VR2:20,...,VRN:N. An amount of 0 indicates the virtual resource should be
dropped. Defaults to virtual resources defined in the task Details.
The virtual resource dependencies specified in vi r t ual - r esour ces= are merged with the default virtual resource dependencies.
® |f a default virtual resource dependency already exists for a specified virtual resource amount, the virtual resource dependency is updated.
® Any virtual resource specified with an amount of 0 is dropped from the default virtual resource dependencies; if the virtual resource did not exist as a default
dependency, the command will fail.
® |f a default virtual resource dependency does not already exist for a specified virtual resource amount, the virtual resource dependency is added.
Example (All variable=value pairs must be specified within one set of braces.)

uagcnd ops-task-launch -c config.cfg task-name=W ndows Task A task-variabl es={variabl el=first val ue vari abl e2=second
val ue}

Put Task on Hold

Description | Puts the specified task instance on hold.
See Putting a Task Instance on Hold for a description of behavior and restrictions.

Syntax uagcnmd ops-task-hold gl obal paraneters {task-instance-id=ID | task-instance-nane=nanme} [instance-criteria=criteria]l
[ wor kf | ow i nst ance- nane=nane]

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
t ask-i nstance-i d=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance
® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-hold -c config.cfg task-instance=90079020d861e5e40128cbb3cdbelcf 3

Release a Task from Hold

Description | Releases the specified task instance from hold.
See Releasing a Task Instance from Hold for a description of behavior and restrictions.

Syntax uagcnd ops-task-rel ease gl obal paraneters {task-instance-id=ID | task-instance-id=nanme} [instance-criteria=criteria]
[ wor kf | owi nst ance-nane] [recursive=option]

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameter

® task-instance=

Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
task-i nstance-id=.

® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.

® task-instance-name=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)

® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance

® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.

® recursive=
Optional; Specification (yes or no), if the task instance specified in t ask- i nst ance-i d=or t ask- i nst ance- nanme= is a workflow, for whether or not to release the held
workflow recursively. (Default is no.) If the task instance is not a workflow, r ecur si ve= is ignored.

Example

uagcnd ops-task-rel ease -c config.cfg task-instance-id=90079020d861e5e40128cbb3cdbelcf 3

Rerun a Task

Description | Reruns the specified Task instance.
See Re-running a Task Instance for a description of behavior and restrictions.

Syntax uagcnd ops-task-rerun global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criteria]
[wor kf | owi nst ance- name=nane] {[task-status=status [recursive=option]]}

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameter

Example

® task-instance=

Required; An internal Universal Controller identifier

P

Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
t ask-i nstance-i d=.

task-instance-id=

Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.

t ask-i nstance- nane=

Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)

i nstance-criteria=

Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance

wor kf | ow i nst ance- nane=

Optional; Name of the workflow instance.

task-status=

Optional; list of comma-separated status codes or case-insensitive status names (see below). Format:
&lt:status-code-or-name>,<status-code-or-name>,...,<status-code-or-name>. Applicable only if matched task instance is workflow type; command will fail otherwise.

All tasks within the matching workflow with a matching status will be queued for re-run. Sub-workflows do not support re-run directly; the r ecur si ve= parameter controls
whether or not tasks within sub-workflows matching the status will be queued for re-run.

® Start_Failure (120)

® Cancelled (130)

® Failed (140)

® Finished (190)

® Success (200)
recursive=
Optional if t ask- st at us= is specified; One of the following (not case-sensitive): Yes|Y|true or No|N|false (default). Indicates whether or not tasks within sub-workflows will
qualify for re-run.

uagcnd ops-task-rerun -c config.cfg task-instance=8fda93dcd861e5e4005bf 48e2cad6206 t ask-status=140

Set Manual Task to Started

Description

/

uc-67x-ri

For a Manual task, changes its status from Action Required to Started. This allows you to acknowledge the Manual task and indicate that the manual procedures have been started.
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Syntax uagcnd ops-nanual -setstarted gl obal paraneters {task-instance-id=ID | task-instance-nanme=nane} [instance-criteria=criterial
[ wor kf | owi nst ance- nane]

*,  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
task-i nstance-i d=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d= is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nanme= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance
® wor kfl owi nst ance- name=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-nanual -setstarted -c config.cfg task-instance=8f da93dcd861e5e4005bf 48e2cad6206

Set Manual Task to Success

Description | For a Manual task, sets its status to Success.

Syntax uagcnd ops- nmanual - set conpl et ed gl obal parameters {task-instance-id=ID | task-instance-nane=nane} [instance-criteria=criterial
[ wor kf | ow i nst ance- nane]

r.  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.
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Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
t ask-i nstance-i d=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (Ifi nst ance-criteria= is not specified, the ol dest
active task instance with the matching nanme will apply.)
® instance-criteria=
Optional, if task-instance-nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default),
ol dest _i nstance, newest_active_i nstance, newest _instance
® wor kfl owi nst ance- nane=
For a task instance in a workflow, optional; Nanme of the workfl ow i nstance.
Example

uagcnd ops- nanual - set conpl eted -c config.cfg task-instance=8fda93dcd861e5e4005bf 48e2cad6206

Set or Modify Wait Time for a Task Instance

Description | Sets or modifies the Wait time for a task instance that specifies how long it will wait to run after it has become eligible to run.
Syntax uagcnd ops-task-set-tinewait global paraneters {task-instance-id=ID | task-instance-name=nanme} [instance-criteria=criteria]

[ wor kf | owi nst ance- name=nane] {wait-type=type [wait-day-constraint=constraint] {wait-tine=wait time | wait-duration=duration |
wai t - seconds=duration in seconds} | delay-type=type {del ay-duration=duration | del ay-seconds=duration in seconds}}
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Parameters

Example

task-instance-id=

Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance.

t ask-i nstance- nane=

Required if t ask- i nst ance- i d=is not specified; Name of the time task instance. (If i nst ance-cri t eri a=is not specified, the oldest active task instance with the
matching name will apply.)

i nstance-criteria=

Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance.

wor kf | ow i nst ance- nane=

For a task instance in a workflow, optional; Name of the workflow instance. (The most recently created workflow instance with the matching name will apply.)
wait-type=

Required if del ay- t ype= is not specified; one of the following (not case sensitive): none, time, relative_time, duration, seconds.

wai t-tinme=

Required if wai t - t ype=time or relative_time; Wait time in format HH:MM. Variables are supported.

wai t - day-constraint =

Optional if wai t - t ype=time or relative_time; One of the following (not case sensitive): none, same day/same_day, next day/next_day, next business
day/next_business_day, sunday, monday, tuesday, wednesday, thursday, friday, saturday.

wai t - duration=

Required if wai t - t ype=duration; Wait duration in format DD:HH:MM:SS.

wai t - seconds=

Required if wai t - t ype=seconds; Wait duration in format SS. Variables are supported.

del ay-type=

Required if wai t - t ype= is not specified; One of the following (not case sensitive): none, duration, seconds.

del ay-duration=

Required if del ay_t ype=duration; Specific delay duration in format DD:HH:MM:SS.

del ay- seconds=

Required if del ay_t ype=seconds; Specific delay duration in format SS. Variables are supported.

uagcnd ops-task-set-tinewait -c config.cfg task-instance-name=Task 5A wor kfl ow i nst ance- name=Wor kfl ow A wait-type=ti me
wait-tinme=18: 00

Set Task Priority

Description

Syntax

/

uc-67x-ri

For Agent-based tasks (Linux/Unix, Universal, Windows, and z/OS), changes the priority on the specified task instance.
See Changing the Priority of a Task Instance for a description of behavior and restrictions.

uagcnd ops-task-setpriority global paraneters {task-instance-id=ID | task-instance-nanme=nane} [instance-criteria=criteria)
[wor kf | owi nstance-nane] priority=priority
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Parameters

® task-instance=

Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
task-i nstance-id=.

® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.

® task-instance-nane=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)

® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance

® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.

® priority=
Required; One of the following (not case sensitive): high, medium, low.

Example
uagcnd ops-task-setpriority -c config.cfg task-instance=90079026d861e5e400bba81913a4f dd0 pri ority=hi gh
Skip a Task

Description = Skips the specified task instance.
See Skipping a Task Instance for a description of behavior and restrictions.

Syntax uagcnd ops-task-skip global paraneters {task-instance-id=ID | task-instance-name=nane} [instance-criteria=criteria]
[ wor kf | owi nst ance- nane]
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Parameter
® task-instance=
Required; An internal Universal Controller identifier
i Deprecated
Replaced by t ask- i nst ance- i d= parameter; the command first will check for t ask- i nst ance=; if it is not specified, the command will check for
t ask-i nstance-i d=.
® task-instance-id=
Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.
® task-instance-nane=
Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)
® instance-criteria=
Optional, if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance
, hewest_instance
® wor kf | ow i nst ance- nane=
For a task instance in a workflow, optional; Name of the workflow instance.
Example

uagcnd ops-task-skip -c config.cfg task-instance=90079026d861e5e400bba81913a4f dd0

62 / uc-67x-ri


https://www.stonebranch.com/confluence/display/UC67/Task+instance%28s%29

Universal Controller 6.7.x Remote Interfaces

Tasks in Workflow Functions

Overview

Clear Predecessor Dependencies

Insert a Task into a Workflow Instance with Dependencies

List Predecessors / Successors of a Task Instance in a Workflow

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Tasks in Workflows, which are listed alphabetically on this page.

® Clear Predecessor Dependencies
® Insert a Task into a Workflow Instance with Dependencies
® List Predecessors / Successors of a Task Instance in a Workflow

Syntax, parameters, and examples for each function are provided.

Clear Predecessor Dependencies

Description

Syntax

Parameters

Example

63 / uc-67x-ri

Clears all predecessor dependencies of a task instance in a Workflow.

uagcnd ops-task-cl ear-predecessors gl obal paraneters {task-instance-id=ID | task-instance-nanme=nane} [instance-criteria=criteria]
[ wor kf | ow i nst ance- name=nane] predecessor - nanme=nane

task-instance-id=

Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance to run the command on.

task-i nst ance- nane=

Required if t ask- i nst ance- i d=is not specified; Name of the task instance to run the command on. (If i nst ance- cri t eri a= is not specified, the oldest active task
instance with the matching name will apply.)

i nstance-criteria=

Optional if t ask- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance,
newest_instance.

wor kf | ow i nst ance- nane=

Optional; Name of the workflow instance.

predecessor - nane=

Required; One of the following: Name of the predecessor dependency to clear or an asterisk ( *) to clear all predecessor dependencies.

uagcnd ops-task-cl ear-predecessors -c config.cfg task-instance-nane=Task A predecessor-nanme=Resource B
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Insert a Task into a Workflow Instance with Dependencies

Description | Inserts a task into a Workflow instance with dependencies.

Syntax uagcnd ops-task-insert global paraneters {workflowinstance-id=ID | workflowinstance-nanme=nane} [workflowinstance-criteria=
criteria] {task-id=ID | task-nanme=nane} [vertex-x=x-coordinate] [vertex-y=y-coordinate] [alias=task alias] [inherit-trigger-tinme=
option] {predecessors=predecessors |ist | successors=successors |ist}

Parameters
® wor kfl owi nstance-id=
Required if wor kf | ow- i nst ance- nane is not specified; sys_id of the Workflow instance.
® wor kfl owi nstance- name=
Required if wor kf | ow- i nst ance- i d is not specified; Name of the workflow instance. (If wor kf | ow- i nst ance-cri t eri a=is not specified, the oldest active Workflow
with the matching name will apply.)
® workflowinstance-criteria=
Optional, if wor kf | ow- i nst ance- nane= is specified; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance,
newest_active_instance, newest_instance.
® task-id=
Required if t ask- nane is not specified; sys_id of the task to be inserted.
® task-nane=
Required if t ask- i d is not specified; Name of the task to be inserted.
® vertex-X
Optional; x-coordinate of the task within the workflow.
® vertex-y
Optional; y-coordinate of the task within the workflow.
® alias=
Optional; Alias used for the task within the Workflow; specifically, the value of ops_exec_workflow_vertex.name.
® inherit-trigger-time=
Optional; Specification for whether or not the inserted task will in inherit the Trigger Time of the Workflow task instance. One of the following (not case-sensitive):
Yes|Y|true (default) or No|N|false.
® predecessors=
Optional; Comma-separated list of predecessor task instances within the workflow.
® successors=
Optional; Comma-separated list of successor task instances within the workflow.
1 Note
Valid values for pr edecessor s and successors:
® |f both predecessors and successor s lists are empty, task will be inserted without dependencies.
® |f there is a task name in one of the lists that does not exist, the operation will fail with error Cannot find vertex with the name ...
® |f a list contains the task name with multiple occurrences in the workflow, the operation will fail with error Multiple vertices found for the
name... (For example, the workflow contains two tasks (Sleep 30, Sleep 30) and you are trying to insert Task ABC with predecessors = Sleep
30.
Example

uagcnd ops-task-insert -c config.cfg workfl owinstance-name=Wr kfl ow A task-name=Task 5A successors=Task 5B, Task 5C
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List Predecessors / Successors of a Task Instance in a Workflow

Description

Syntax

Parameters

Example

/

uc-67x-ri

Lists predecessors and/or successors of a task instance within a workflow.

uagcnd ops-task-dependency-1ist global paraneters workflowinstance-nanme=nane [instance-criteria=criteria] {task-instance-id=ID |
task-i nst ance- name=nane} [ dependency-type=type]

task-instance-id=

Required if t ask- i nst ance- nane= is not specified; sys_id of the task instance whose predecessors and/or successors you want to list.

task-i nst ance- name=

Required if t ask- i nst ance- i d= is not specified; Name of the task instance whose predecessors and/or successors you want to list.

dependency-type=

Optional; One of the following (not case sensitive): predecessors or successors. If dependency- t ype= is not specified, all predecessors and successors of the
specified task instance are listed.

wor kf | ow i nst ance- name=

Required; Name of the workflow instance. (If i nst ance-cri t eri a=is not specified, the oldest active Workflow instance with the matching name will apply.)
i nstance-criteria=

Optional; One of the following (not case-sensitive): oldest_active_instance (default), oldest_instance, newest_active_instance, newest_instance.
options=

Optional; v (Return verbose results.)

uagcnd ops-task-dependency-list -c config.cfg task-instance-id=14714650784870352570T70R91KT5QSM
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Trigger Functions

Overview

Disable a Trigger

Enable a Trigger

Launch Trigger Tasks Now
List Triggers Status

Modify Time of a Time Trigger

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Triggers, which are listed alphabetically on this page.

Disable a Trigger

Enable a Trigger

Launch Trigger Tasks Now
List Triggers Status

Modify Time of a Time Trigger

Syntax, parameters, and examples for each function are provided.

See Import and Export Functions for these trigger-related functions:

® Export a Trigger
® Import a Trigger

Disable a Trigger

Description | Disables the specified trigger(s).

Syntax uagcnd ops-trigger-disable gl obal paraneters trigger-name=name [trigger-type=type]

. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

66 / uc-67x-ri



Universal Controller 6.7.x Remote Interfaces

Parameters
® trigger-nanme=
Name or partial name of one or more triggers. Wildcards are supported.
® trigger-type=
Optional; If you used a wildcard in t ri gger - name=, you can use t ri gger - t ype= to narrow down the selection to a specific type of trigger. One of the following (not
case-sensitive): cron, time, manual, temporary, file_trigger, task_monitor, variable_monitor, email_monitor, composite, application_monitor.
Example

uagcnd ops-trigger-disable -c config.cfg trigger-name=Trigger A

Enable a Trigger

Description | Enables the specified trigger(s).

Syntax uagcnd ops-trigger-enabl e global paraneters trigger-name=nanme [trigger-type=type]

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® trigger-nanme=
Name or partial name of one or more triggers. Wildcards are supported.
® trigger-type=
Optional; If you used a wildcard in t ri gger - nane=, you can use t ri gger - t ype= to narrow down the selection to a specific type of trigger. One of the following (not
case-sensitive): cron, time, manual, temporary, file_trigger, task_monitor, variable_monitor, email_monitor, composite, application_monitor.
Example

uagcnd ops-trigger-enable -c config.cfg trigger-nanme=Trigger A

Launch Trigger Tasks Now

Description | Marks all conditions as satisfied in the specified trigger(s) and launches its associated tasks.
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Syntax uagcnd ops-trigger-now gl obal paraneters trigger-name=nanme [time-zone=US/ Pacific] [trigger-type=type] [hold=option]
[virtual -resource-priority=integer] [virtual-resources=list] [trigger-variabl es=variabl es]

1 Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® trigger-nanme=
Required; Name or partial name of one or more triggers. Wildcards are supported.
® time-zone=
Time zone in which the trigger is run.
® trigger-type=
Optional; If you used a wildcard in t ri gger - name=, you can use t ri gger - t ype= to narrow down the selection to a specific type of trigger. One of the following (not
case-sensitive): cron, time, manual, temporary, file_trigger, task_monitor, variable_monitor, email_monitor, composite, application_monitor.
® hol d=
Optional; Specification for whether to place the task(s) in Held status when it is triggered. Valid values are (not case sensitive): yes/y/true.
® virtual -resource-priority=
Optional; Virtual resource priority of all task instances specified for the trigger. Valid values are any integer between 1 and 20. Defaults to the virtual resource priority
defined in the task Details.
® virtual -resources=
Optional; Comma-separated list of <resource-name>:<amount> pairs. For example, VR1:10,VR2:20,...,VRN:N. An amount of 0 indicates the virtual resource should be
dropped. Defaults to virtual resources defined in the task Details.
The virtual resource dependencies specified in vi r t ual - r esour ces= are merged with the default virtual resource dependencies.
® |f a default virtual resource dependency already exists for a specified virtual resource amount, the virtual resource dependency is updated.
® Any virtual resource specified with an amount of 0 is dropped from the default virtual resource dependencies; if the virtual resource did not exist as a default
dependency, the command will fail.
® |f a default virtual resource dependency does not already exist for a specified virtual resource amount, the virtual resource dependency is added.
® trigger-variabl es=
Optional; Any variables specified in the task(s) being triggered that need a value to run properly.
Example All variable=value pairs must be specified within one set of braces:

uagcnd ops-trigger-now -c config.cfg trigger-nanme=Trigger A trigger-variables={variablel=first value variabl e2=second
val ue}

List Triggers Status

Description = Lists the status of the specified trigger(s). Possible statuses are Enabled or Disabled.

Syntax uagcnd ops-trigger-status global paraneters trigger-name=nanme [trigger-type=type] [trigger-status=status] [options=v]
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Parameters
® trigger-nanme=
Name or partial name of one or more triggers. Wildcards are supported.
® trigger-type=
Optional; One of the following (not case-sensitive): cron, time, manual, temporary, file_trigger, task_monitor, variable_monitor, email_monitor, composite,
application_monitor. (If not specified, statuses for all Trigger types are listed.)
® trigger-status=
Optional; One of the following (not case sensitive): enabled, disabled.
® options=
Optional; v (Return verbose results.)
Example

uagcnd ops-trigger-status -c config.cfg trigger-nanme=Trigger A status=disabl ed

Modify Time of a Time Trigger

Description = Modifies the Time field of a Time Trigger with the Time Style field set to time.

Syntax uagcnd ops-trigger-set-tine global paraneters {trigger-id=ID | trigger-nane=nane} tinme=tinme

1. Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® trigger-id=
Required if t ri gger - name= is not specified; sys_id of the time trigger.
® trigger-nanme=
Required if t ri gger - i d=is not specified; Name of the time trigger.
® time=
Required; New trigger time in format HH:MM.
Example

uagcnd ops-trigger-set-tine -c config.cfg trigger-name=Trigger A tinme=15:00
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Variable Functions

® Overview
® List Variables
® Set Variables

Overview

The command line syntax for each execution of the CLI command, uagcmd, must specify a single CLI function, required / optional Global parameters, and required / optional function-specific
parameters. You must use the required Global parameters to connect to OMS Servers and to log on to a Controller (User ID and Password).

Universal Controller supports the following CLI functions for Variables, which are listed alphabetically on this page.

® List Variables
® Set Variables

Syntax, parameters, and examples for each function are provided.

List Variables

Description | Lists the specified variable(s).

Syntax uagcnd ops-vari abl e-1ist global paraneters variabl e-name=name vari abl e-scope=scope [task-nanme=nanme] [trigger-nanme=nane] [options=v]

*.  Note
For backward-compatibility, you can exclude uagcmnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® vari abl e- nanme=
Optional; Name or partial name of one or more variables. Wildcards are supported.
® vari abl e- scope=
Optional; One of the following (not case sensitive): global (default), task, trigger, local (task or trigger). Defines the type of variable being listed. A global variable is

created independently by selecting Variables from the Universal Controller user interface navigator. A trigger variable is attached to a trigger; a task variable is attached to
a task. A local variable can be either a task or trigger variable.
® task-nane=
Required if var i abl e- scope=task; A single task name.
® trigger-nanme=
Required if var i abl e- scope=trigger; A single trigger name.
® options=
Optional; v (Return verbose results.)
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Example

uagcnd ops-variable-list -c config.cfg variabl e-name=abc vari abl e- scope=t ask task-name=Task A

Set Variables

Description | Sets the specified variable.

Syntax uagcnd ops-vari abl e-set gl obal paraneters vari abl e-name=name vari abl e- scope=scope vari abl e-val ue=string [variabl e-description=
description] [task-name=nane] [trigger-name=nane] create=option

*,  Note
For backward-compatibility, you can exclude uagcnd from the command line for this function and all pre-6.2.0.0 CLI functions.

Parameters
® vari abl e- nanme=
Required; Name of a specific variable. The name must begin with an alphabetic character and can consist of: alphabetic characters (a-z, A-Z), numbers (0-9), _
(underscore). White spaces are not permitted; names are not case-sensitive.
® vari abl e- scope=
Optional; One of the following (not case sensitive}: global (default), task, trigger. In cases where there may be more than one occurrence of the specified variable,
vari abl e- scope= defines which one should be set. A global variable is created independently by selecting Variables from the Universal Controller user interface
navigation pane. A trigger variable is attached to a trigger; a task variable is attached to a task.
® variabl e-val ue=
Required; String that will become the value of the specified variable. UTF-8 character set is supported.
® variabl e-description=
Optional; Description of the variable.
® task-name=
Required if var i abl e- scope=task; A single task name.
® trigger-nanme=
Required if var i abl e- scope=trigger; A single trigger name.
® create=
Required; Specification (yes or no) for whether or not a new variable may be created for this request.
Example

uagcnd ops-vari abl e-set -c config.cfg variabl e-name=nyvarl vari abl e-val ue=nydat al create=yes

Warning
CLI supports modifying only certain types of variables - see Modifying Variables.
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RESTful Web Services API

Overview

Methods of API Operations
Access

Returned Messages

User Restriction

Password Expiration

Overview

Universal Controller supports a RESTful-based web services API that allows you to perform multiple operations, which are listed alphabetically on the following pages.

Formatting specifications for each web service, including details about field requirements, are provided.

Agents

Delete an Agent

List Agents

Modify an Agent

Read an Agent

Resume an Agent

Set Agent Task Execution Limit
Suspend an Agent

Agent Clusters

Create an Agent Cluster

Delete an Agent Cluster

List Agent Clusters

Modify an Agent Cluster

Read an Agent Cluster

Resume an Agent Cluster

Resume an Agent Cluster Membership
Return an Agent from an Agent Cluster
Set an Agent Cluster Task Execution Limit
Suspend an Agent Cluster

Suspend an Agent Cluster Membership

Bundles
® Cancel a Scheduled Bundle Promotion
® Delete a Scheduled Bundle Promotion
® Schedule Bundle Promotion
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Business Services

Calendars

Cluster Nodes

Connections

Credentials

Custom Days
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Create a Business Service
Delete a Business Service
List Business Services
Modify a Business Service
Read a Business Service

Add an Existing Custom Day to a Calendar
Create a Calendar

Delete a Calendar

List Calendars

Modify a Calendar

Read a Calendar

Read All Custom Days of a Calendar
Remove a Custom Day from a Calendar

List Cluster Nodes
Read Current Cluster Node

Database Connections
Email Connections
Email Templates
PeopleSoft Connections
SAP Connections
SNMP Managers

Create a Credential
Delete a Credential
List Credentials
Modify a Credential
Read a Credential

Create a Custom Day

Delete a Custom Day

List Custom Day Qualifying Dates

List Custom Day Qualifying Periods

List Custom Days

List Local Custom Day Qualifying Dates
List Local Custom Day Qualifying Periods
Modify a Custom Day

Read a Custom Day



Universal Controller 6.7.x Remote Interfaces

Groups

Create a Group
Delete a Group
List Group
Modify a Group
Read a Group

OMS Servers

Create an OMS Server
Delete an OMS Server
List OMS Servers
Modify an OMS Server
Read an OMS Server

Passwords
® Change a Universal Controller User Password
® Change Runtime Password on Credentials
Properties
® List Properties
® Modify a Property
® Read a Property
Reports
® Run Report
Scripts

Create a Script
Delete a Script
List Scripts
Modify a Script
Read a Script

Server Operations
® Export and Import
* LDAP

System
® Retrieve System Details
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Task Instances

Tasks

Triggers

Universal Templates

/
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Cancel a Task Instance

Clear All Dependencies

Clear Exclusive Dependencies

Clear Predecessor Dependencies

Clear Time Dependency

Clear Virtual Resource Dependencies

Delete a Task Instance

Force Finish a Task Instance

Force Finish/Cancel a Task Instance

Hold a Task Instance

Issue Set Completed Command for a Manual Task Instance
Issue Set Started Command for a Manual Task Instance
List Task Instances

List Task Instance Variables (Show Variables)
Release a Task from Hold

Rerun a Task Instance

Retrieve Task Instance Output

Set or Modify Wait Time/Duration for Task Instance
Set Priority for a Task Instance

Skip a Task Instance

Skip a Task Instance Path

Unskip a Task Instance

Create a Task
Delete a Task
Launch a Task
List Tasks
Modify a Task
Read a Task

Assign an Execution User to a Trigger
Create a Trigger

Delete a Trigger

Enable/Disable a Trigger

List Trigger Qualifying Times

List Triggers

Modify a Trigger

Modify Time of Time Trigger

Read a Trigger

Trigger a Task

Unassign an Execution User from a Trigger

Create a Universal Template
Delete a Universal Template
List Universal Templates
Modify a Universal Template
Read a Universal Template
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Users

Variables

Virtual Resources

Workflow Task Instances

Workflow Tasks

Create a User
Delete a User
List Users
Modify a User
Read a User

Create a Global Variable
Delete a Global Variable
List Variables

Modify a Global Variable
Read a Global Variable
Set Variables

Create a Virtual Resource
Delete a Virtual Resource

List Virtual Resources

Modify a Virtual Resource
Read a Virtual Resource

Set Limit on a Virtual Resource

Insert a Task into a Workflow with Dependencies
List Predecessors / Successors of a Task Instance in a Workflow

Create a Workflow

Modify a Workflow

Read a Workflow

Workflow Tasks and Dependencies

Methods of API Operations

Every API operation is performed using one of the following methods.

Method  Description

GET Retrieves records from the Controller database.

POST Creates, or performs an action on, a record in the Controller database.
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PUT Modifies a record in the Controller database.

Note
PUT, by itself, actually replaces an existing record with whatever information you include in the PUT operation. If you include only partial record information in a PUT,

the record in the database will then contain only that information.

In order to modify information in a record and retain all of its unmodified information, you must first GET the record from the database, modify (add/delete/change)
information in the record, and then PUT the record back in the database.

DELETE | Deletes a record in the Controller database.

Access

Access to the Controller requires basic HTTP authentication over HTTPS.
The following methods are used:

® HTTP GET is used for data look up (no data is modified).
® HTTP PUT and POST are used for data modification such as create and update.

Returned Messages

The following table identifies the status codes (part of the HTTP/1.1 standard) that can be returned.

Status Code Description

200 Success

400 Bad request data.

401 User does not have authorization (password identification failure).
403 User does not have permission to access Web Services.

Access options are set via:
® System Default Web Service Access Universal Controller system property.
® User Details (Web Service Access field)
404 Resource not found.
500 All other errors.

For List Variables, 500 is returned if the Web Service fails due to invalid parameters. (A status description also is returned.)
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Any other failure status codes may be returned by the underlying RESTful services. Most resources (Controller records) are returned as XML.

You can check status codes in the Audits and the opswise.log file to determine the cause if their Web Service client is not displaying the error message that comes back with the response.

User Restriction

You can be restricted from logging in to the RESTful Web Services API either of two ways:
1. The system level default for RESTful Web Services API access, specified by the System Default Web Service Access Universal Controller system property, has been set to No, and the
Web Service Access field in the User Details for your user account is set to -- System Default --."
2. The Web Service Access field is set to No, which overrides the System Default Web Service Access value.

If either restriction is in place, the following error message will be written to the Audits table and the opswise.log file when you attempt to access the RESTful Web Services API:

User <your user nane> not permitted to use Wb Services. Please check with your adm nistrator.

To remove the restriction, the system administrator must either:

® Set the System Default Web Service Access property to Yes and set the Web Service access field on the User Definition screen for your user account to -- System Default --.
® Setthe Web Service access field on the User Definition screen for your user account to Yes.

Password Expiration

While a password is expired, RESTful Web Services API access will be prohibited until the password has been changed.

', Note
Password expiration is not applicable to LDAP authenticated users.
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Agent Web Services

Overview

Delete an Agent

List Agents

Modify an Agent

Read an Agent

Resume an Agent

Set an Agent Task Execution Limit
Suspend an Agent

Overview
Universal Controller supports the following RESTful-based web services for Agent operations, which are listed alphabetically on this page.

® Delete an Agent

® List Agents

® Modify an Agent

® Read an Agent

® Resume an Agent

® Set an Agent Task Execution Limit
® Suspend an Agent

Formatting specifications for each web service, including details about property requirements, are provided.

Delete an Agent

Description
URI http://host_name/opswise/resources/agent
HTTP Method DELETE
Description Deletes an Agent.
URI Parameters See Delete an Agent: URI Parameters, below.
Example URI
® http://localhost:8080/opswise/resources/agent?agentname=test-pc-SS0001
® http://localhost:8080/opswise/resources/agent?agentid=SS0001
Authentication HTTP Basic
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Example Response
® Success: Status 200 /OK
Agent deleted successfully
® Failure: Status 400 /Bad Request
Mutual exclusion violation. Cannot specify agentname and agentid at the same time.

Delete an Agent: URI Parameters

Name Description Specifications Required Mutually Exclusive With

agentid Unique ID for this Agent, created during installation. Y agent nane
(unless agent nane
is specified)

agent name = Name used within the Controller to identify this agent. = Maximum 40 alphanumerics. 'Y agentid
(unless agenti d
is specified)

List Agents

Description

URI http://host_name/opswise/resources/agent/list

HTTP Method GET

Description Retrieves information on all agents.

Example URI http://localhost:8080/opswise/resources/agent/list

Authentication HTTP Basic

Produces Content-Type = application/xml, application/json
Example See List Agents: XML and JSON Examples.

Properties See List Agents: Properties.

List Agents: XML and JSON Examples

The following XML and JSON examples are for the List Agents web service.

XML JSON
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XML

<agent s>
<agent >
<host Nane>t est - pc<
/ host Name>
<i pAddr ess>10. 253. 1. 111<
/i pAddr ess>
<nane>t est - pc- SS0001<
/ name>
<out put Pr ohi bi t ed>f al se<
/ out put Pr ohi bi t ed>
<queueName>SS0001<
/ queueNane>
<st at us>Acti ve</ st at us>
<suspended>f al se<
/ suspended>
<sysID
>2f 5885727ec947df 9c03ed7d9cab6464d<
/ sysl D>
<t ype>W ndows</ t ype>
<versi on>6. 4. 3. 0</ ver si on

>
</ agent >
<agent >
<host Nane>t est 2- pc<
/ host Nane>

<i pAddr ess>10. 253. 1. 112<
/i pAddr ess>
<nane>t est - pc- SS0002<
/ nane>
<out put Pr ohi bi t ed>f al se<
/ out put Pr ohi bi t ed>
<queueNane>SS0002<
/ queueNane>
<st at us>Acti ve</ st at us>
<suspended>f al se<
/ suspended>
<sys|ID
>2f 5885727ec947df 9c03ed7d9cab465e<
/ sysl| D>
<t ype>W ndows</ t ype>
<versi on>6. 4. 3. 0</ ver si on
>
</ agent >
</ agent s>

~ JSON

[
"host Nane": "test-pc",
"i pAddress": "10.253.1.111",
"nane": "test-pc-SS0001",
"out put Prohi bi ted": fal se,
"queueNane": "SS0001",
"status": "Active",
"suspended": fal se
"syslD":

" 2f 5885727ec947df 9c03ed7d9ca6464d",
"type": W ndows",
"version": "6.4.3.0"
b
{
"host Name": "test2-pc",
"i pAddress": "10.253.1.112",
"nanme": "test-pc-SS0002",

List Agents: Properties

Property

/

Ul Field Name

uc-67x-ri

Description

"out put Prohi bited": fal se,
"queueNane": "SS0002",
“status": "Active",
"suspended": fal se
"syslD":
" 2f 5885727ec947df 9c03ed7d9cab464e",
"type": Wndows",
"version": "6.4.3.0"
}

]
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host Name Host Name IP address or domain/name of the host machine where the Agent resides.
i pAddr ess IP Address TCP/IP address of the machine where the Agent is running.
nane Agent Name Name used within the Controller to identify this Agent.

out put Prohi bi t ed Retrieve Output Prohibited = Specification (true or false) for whether or not Retrieve Output requests are disallowed from being performed for this Agent.

queueNane Agent Id Unique ID for this Agent.

stat us Status Status of the Agent.

suspended Suspended Indication (true or false) of whether or not the Agent currently is suspended.
sysl D n/a System ID field in the database for this Agent record.

type Operating System Operating system on which the Agent is running.

ver si on Version Version number of the Agent program.

Modify an Agent

Description
URI http://host_name/opswise/resources/agent
HTTP Method PUT
Description Modifies the Agent specified by the sysl d.

To modify Agent properties without modifying related records, see the excludeRelated property.

Example URI http://localhost:8080/opswise/resources/agent
Consumes Content-Type application/xml, application/json

Produces Content-Type n/a

Example Request See Agent: XML and JSON Examples.

Agent Properties See Agent: Properties.

Email Notification Properties = See Agent: Email Notification Properties.
SNMP Notification Properties = See Agent: SNMP Notification Properties.

Example Response
® Status 200 /OK
Successfully updated the Agent with sysld <sysld> to version <version>.
® Status 400 /Bad
Update Agent failed. A duplicate value has been detected. Agent name must be unique.
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Read an Agent

URI

HTTP Method
Description

URI Parameters
Consumes Content-Type
Produces Content-Type
Example URI

Example Response
Agent Properties

Email Notification Properties

Description
http://host_name/opswise/resources/agent
GET

Retrieves information on a specific Agent.
See Read an Agent: URI Parameters.

n/a

application/xml, application/json

http://localhost:8080/opswise/resources/agent?agentid=SS0001

See Agent: XML and JSON Examples.
See Agent: Properties.

See Agent: Email Notification Properties.

SNMP Notification Properties = See Agent: SNMP Notification roperties.

Read an Agent: URI Parameters

Parameter  Description

agentid

agent name Name used within the Controller to identify this Agent.

ID used within the Controller to identify this Agent.

Specifications

Agent: XML and JSON Examples

XML

¥ XML

JSON

¥ JSON

String; URI parameter.

String; URI parameter.

Required

Y (unless agent i d is specified)

<wi ndowsAgent >

/ bui | dDat e>

[ uc-67x-ri

<aut hVer si on>2</ aut hVer si on>
<bui | d>120</ bui | d>
<bui | dDat e>20160906121725<

<cpu>AMD64 (8 CPU(s))</cpu>
<cpuLoad>10</ cpuLoad>
<credenti al s>cred</credenti al s>

"type":

"aut hVersi on": 2,

"buil d":

“bui | dDat e":

"cpu":

"cpuLoad": 5,
"credential s":

"w ndowsAgent ",

"100",
"20170824174216",
AMD64 (8 CPU(s))",

nul |,

Mutually Exclusive With

Y (unless agent nane is specified) agent name

agentid
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/

<cur r ent Count >0</ cur r ent Count >
<hbDat €>2016- 11- 19 08: 55: 45 - 0700<
/ hbDat e>
<hbl nt vl >120</ hbl nt vl >
<host Nanme>t est - pc</ host Nanme>
<i pAddr ess>10. 253. 1. 77</ i pAddr ess>
<j obs>1</j obs>
<limtAnmount>10</1i m t Anount >
<limtType>Limted</linmtType>
<l ogLevel >Errors</| ogLevel >
<name>t est - pc- SS0001</ nanme>
<notifications>
<emai | Noti fication>
<status>Offline, Acti ve</ st at us>
<sysld
>2b7286b87a7048399f bd95¢01a380002<
/ sysl d>
<bcc />
<body />
<cc />
<enmi | Connecti on>Cpswi se - Gmi |
Account </ emai | Connecti on>
<emmi | Tenpl at e>Cpswi se -
Tenpl at e</ emai | Tenpl at e>
<replyTo />
<subject />
<to />
</emai | Notification>
<snnpNoti fi cati on>
<status>Of fli ne</status>
<sysld
>21d992c72be44b159aac91lc4ee9f 40c6<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNMP Manager <
/ snnpManager >
</ snnpNot i fi cati on>
</notifications>
<onsSer ver >l ocal host: 7878<
/ omsSer ver >
<opswi seG oups>

</ opswi seG oups>
<os>M crosoft W ndows</ os>
<osRel ease>Hone Edition (Build
9200) </ osRel ease>
<out put Pr ohi bi t ed>f al se<
/ out put Pr ohi bi t ed>
<pi d>13356</ pi d>
<queueNanme>SS0001</ queueNane>
<start Dat e>2016- 11- 15 06: 09: 42
-0700</ st art Dat e>
<status>Cf fl i ne</ st atus>
<suspended>f al se</ suspended>
<sysld
>2f 5885727ec947df 9c03ed7d9cab464d<
/ sysl d>
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<opswi seG oup>gr oupl</ opsw seG oup>

“current Count": O,
"hbDate": null,
“hbl ntvl": 120,
"host Nanme": "Mark-4",
"i pAddress": "192.168.1.21",
"jobs": 1,
“limtAmount": 5,
"limtType": "Limted",
"l ogLevel ": "Informational ",
“name": "Mark-4 - AGNT001",
"“notifications": {
“emai | Notifications": [ {
"bce": null,
"body":
"${ops_system.identifier}",
"“cc": null,
"emai | Connection":
"ecu-of fi ce-365",
"emai | Tenpl ate":
"agent -built-variabl es",
“replyTo": null,

"status": "Ofline, \nActive",
"subject": null,
"sysld":

"e120f 05abd104e2e952c6b9e693891ab",
"to": "support @tonebranch. cont

P
“snmpNotifications": [ {
"severity": "M nor",
"snnpManager": "test_manager",
"status": "Ofline",
"sysld":
"f c4f 4e8b0deadb51a77a3c20f 7e62b2a"
Pl
H
"omsServer": "l ocal host: 7878",
"opswi seG oups”: [ "Accounting" ],
"os": "Mcrosoft Wndows",
"osRel ease": "Hone Edition (Build
9200) ",
"out put Prohi bited": fal se,
"pid': null,
"queueNanme": "AGNT001",
“startDate": null,

"status": "Ofline",
"suspended": fal se,
"sysld":

" 6a363c84d9bd4730bf décf 43129b4984" ,
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<versi on>6. 4. 3. 0</ ver si on>

</ wi ndowsAgent >

Agent: Properties

Property

aut hVer si on

bui l d
bui | dDat e
cpu

cpulLoad

credential s

cur rent Count

excl udeRel at ed

hbDat e

hbl nt vl

host Nane
i pAddr ess
j obs

l'i m t Anount

[ uc-67x-ri

Ul Field Name

Authentication
Version

Build Id
Build Date
CPU

CPU Load

Credentials

Current Task

Count

n/a

Last Heartbeat

Heartbeat
Interval

Host Name
IP Address
Jobs Run

Limit Amount

“version": "6.4.3.0"

}

Description

Type of encryption in use for this Agent.

Build ID of the Agent.

Date that the Agent program was last built.

Information about the CPU on the Agent machine.

Current CPU load on the Agent machine.

Credentials under which this Agent runs tasks. These credentials are overridden by any
credentials provided in the task definition for any tasks being run by this Agent.

If1'i m t Type is Limited; Current number of tasks currently being run by this Agent.

For the Modify Agent web service; specification for whether or not to exclude related records
from the update, even if they are provided in the request.

. Note
In XML, excl udeRel at ed is specified as an attribute in the <agent>
element.

Date and time that the most recent heartbeat was received from the Agent.

Heartbeat interval (in seconds). The heartbeat is a status message sent from the Agent to the
Controller.

Read only; IP address or domain/name of the host machine where the resource resides.
Read only; TCP/IP address of the machine where the Agent is running.
Read only; Total number of jobs that have been run through the Controller to this Agent.

If1'i m t Type is Limited; Number of tasks that can be running at the same time by the Agent.

Specifications

Read only.

Read only.
Read only.

Read only.

Read only; Integer. Expressed as a percentage. For
example, 1 means 1% currently utilized.

Read only.

Valid values: trueffalse (default is false).

Read only.

Read only; Integer.

Read only.

Read only.

Read only; Integer.

Integer.
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limtType Task Execution = Specification for whether a Limited or Unlimited number of task instances can be run Valid values:
Limit concurrently on the Agent.
® As String = Unlimited, As Value =1

® As String = Limited, As Value =2

Default is Unlimited (1).

out put Prohi bi ted Retrieve Output = Specification for whether or not Retrieve Output requests are disallowed from being performed Read only; Boolean. Valid values: true/false.

Prohibited for this Agent.
| ogLevel Log Level Level of logging that the Agent can perform. Valid values:
® Sever Error
® Errors
® Warnings
® |nformational
® Debug
® Trace
Default is Informational.
nane Name Name used within the Controller to identify this Agent.
onmsServer OMS Server Host name of the OMS Server. Read only.
opswi seG oups Member of One or more Business Services that this Agent belongs to. Read only.
Business
Services
os Operating Operating system on which the Agent is running. Read only.
System
osRel ease Operating Release information for the operating system on which the Agent is running. Read only.
System Release
pid PID Process ID of the Agent. Read only.
gueueNamne Agent ID Unique ID for this Agent, created during installation. Read only.
startDate Started Date Date/timestamp when the Agent was last started. Read only.
status Status Status of the Agent. Read only. Valid values:
® Offline
® Active
® Passive
suspended Suspended Indication that the Agent's ability to run tasks has been suspended. Read only; Boolean. Valid values: true/false.
sysid n/a System ID field in the database for this Agent. Read only.
ver si on Version Version number of the Agent program. Read only.
87 | uc-67x-ri
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Agent: Email Notification Properties

Property

bcc

body

ccC

emai | Connecti on

emai | Tenpl at e

replyTo

st at us

subj ect

sysld

to

Ul Field
Name

Bcc
Body
Cc
Email

Connection

Email
Template

Reply-To

Status
Options

Subject

n/a

To

Description

Email address of the party being sent a blind (hidden) copy of
the email, if any.

Text of the email message.

Email address of the party being sent a copy of the email, if
any.

Name of an Email Connection.

Name of an Email Template.

Email address of the sender of the email.

Comma-separated list of statuses

Subject line of the email.

sys_id used within the Controller to identify this Email
Notification.

Email address of the recipient.

Agent: SNMP Notification Properties

Property Ul Field Name

Description

severity Notification Severity = Severity level of this notification.

snnmpManager = SNMP Manager

88 / uc-67x-ri

SNMP Manager that will receive this notification.

Specifications

Use commas to separate multiple recipients. Variables and Functions are supported.
Variables and Functions are supported. If the enai | Tenpl at e contains text in the body,
this text is appended.

Use commas to separate multiple recipients. Variables and Functions are supported.

If you specify both an emai | Connecti on and an emai | Tenpl at e, the Controller uses

the emai | Connecti on.

If you specify both an enai | Connecti on and an emai | Tenpl at e, the Controller uses
the emai | Connecti on.

Use commas to separate multiple recipients. Variables and Functions are supported.
Valid values:

® As String = Offline, As Value =0
® As String = Active, As Value =1

Variables and Functions are supported.

Use commas to separate multiple recipients Variables and Functions are supported.

Specifications

Valid values:
® As String = Normal, As Value =1
® As String = Warning, As Value = 2
® As String = Minor, As Value = 3
® As String = Major, As Value = 4
® As String = Critical, As Value =5

Default is Normal (1).
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stat us Status Options Comma-separated list of statuses Valid values:
® As String = Offline, As Value =0
® As String = Active, As Value = 1

sysld n/a sys_id used within the Controller to identify this SNMP Notification.

Resume an Agent

Description
URI http://host_name/opswise/resources/agent/ops-resume-agent
HTTP Method POST
Description Resumes the specified agent.
Example URI http://localhost:8080/opswise/resources/agent/ops-resume-agent
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Resume an Agent: XML and JSON Examples.
Request Properties See Resume an Agent: Request Properties.
Example Response See Resume an Agent: XML and JSON Examples.

Resume an Agent: XML and JSON Examples

Example XML JSON
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Example Request = = XML

By Agent Name

¥ JSON

<r esune- agent >
<agent Nanme>XPS- 8300 - AGNT0001</ agent Nanme>
</ resume- agent >

By Agent ID

"agent Name": "Mark-4 - AGNTOO1"

}

or

"agent|D': "AGNTO01"

}

<r esume- agent >
<agent | D>AGNT0001</ agent | D>
</ resume- agent >

Example

XML
Response

¥ JSON

<conmand- r esponse>

<t ype>r esune_agent </ t ype>

<success>t rue</ success>

<i nf o>Successful ly resuned agent "XPS-8300 -
AGNT0001". </ i nf 0>

<errors />
</ command- r esponse>

Resume an Agent: Request Properties

Properties Ul Field Name Description

agent | D Agent ID Unique ID for this Agent, created during installation.

agent Name = Agent Name

Set an Agent Task Execution Limit

Description

URI

90 / uc-67x-ri

Name used within the Controller to identify this resource.

{

"type": "resune_agent",

"success": true,

"info": "Successfully resuned agent "Mark-4 -
AGNTO001". *,

“errors": ""

Specifications

Maximum 40 alphanumerics.

http://host_name/opswise/resources/agent/ops-set-agent-task-execution-limit

Required Mutually Exclusive With

Y agent Nanme
(unless agent Nane

is specified)
Y agent | D

(unless agent | D
is specified)



http://<i>host_name</i>/opswise/resources/agent/ops-set-agent-task-execution-limit
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HTTP Method POST

Description Sets the task execution limit for the specified agent.

Example URI http://localhost:8080/opswise/resources/agent/ops-set-agent-task-execution-limit
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Set an Agent Task Execution Limit: XML and JSON Examples.
Request Properties See Set an Agent Task Execution Limit: Request Properties.
Example Response See Set an Agent Task Execution Limit: XML and JSON Examples.

Set an Agent Task Execution Limit: XML and JSON Examples

Example XML JSON
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Example -

Request XML

By Agent Name
Limit Type: Limited

<set - agent -t ask- execution-limt>
<agent Name>XPS- 8300 - AGNT0001</ agent Nane>
<limtAnmunt>10</1i m t Anount >
<limtType>Limted</limtType>

</ set - agent -t ask- execution-limt>

By Agent ID
Limit Type: Limited

<set - agent -t ask- execution-limt>
<agent | D>AGNT0001</ agent | D>
<limtAmunt>10</1im t Amount >
<limtType>Limted</limtType>

</ set - agent -t ask-execution-limt>

By Agent ID
Limit Type: Unlimited

<set - agent -t ask-execution-limt>
<agent | D>AGNT0001</ agent | D>
<limtType>Unlimted</linmtType>

</ set - agent -t ask- execution-limt>

Example -

XML
Response

<command- r esponse>
<t ype>set _agent _task_execution_|limt</type>
<success>true</success>

task limt type: "Limted", anount: "10".</info>
<errors />
</ command- r esponse>

<i nfo>Successful |y updated agent "XPS-8300 - AGNT0001" with

Set an Agent Task Execution Limit: Request Properties
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™ JSON

By Agent Name
Limit Type: Limited

"agent Name": "Mark-4 - AGNT001",
“limtAmunt": 10,
"limtType": "Linited"
}

By Agent ID
Limit Type: Limited

{

"agent| D': "AGNTOO01",
"l'imtAmount": 10,
"limtType": "Limted"

}

By Agent ID
Limit Type: Unlimited

“agent|D': "AGNTOO1",
“limtType": "Unlimted"

¥ JSON

"type": "set_agent _task_execution_limt",
"success": true,

"info": "Successfully updated agent "Mark-4 -
AGNTO001" with task limt type: "Unlimted".",
"errors': ""
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Property

agent| D

agent Nane

l'i m t Anount

limtType

Ul Field
Name

Agent ID

Agent
Name

Limit
Amount

Task
Execution
Limit

Description

Unique ID for this Agent, created during installation.

Name used within the Controller to identify this resource.

Number of tasks that can be running at the same time by the Agent.

Specification for whether a Limited or Unlimited number of task instances can be run concurrently on the
Agent.

For purposes of imposing this task execution limit, running task instances are those in any of these
statuses: Cancel Pending, Queued, Received, Running, Submitted, and Started.

Suspend an Agent

URI

HTTP Method

Description

Example URI

Authentication

Consumes Content-Type

Produces Content-Type

Example Request

Request Properties

/
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Description
http://host_name/opswise/resources/agent/ops-suspend-agent
POST

Suspends the specified agent.
http://localhost:8080/opswise/resources/agent/ops-suspend-agent
HTTP Basic

application/xml, application/json

application/xml, application/json

See Suspend an Agent: XML and JSON Examples.

See Suspend an Agent: Request Properties, below.

Specifications

Maximum 40
alphanumerics.
Valid values:
® As String =
Unlimited, As
Value =1
® As String =
Limited, As
Value = 2

Required

Y
(unless
agent Nane

is specified)

Y

(unless
agent | D
is specified)

Y

(if
limtType
is Limited
).

Y

Mutually
Exclusive
With

agent Nane

agent| D


http://<i>host_name</i>/opswise/resources/agent/ops-suspend-agent
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Example Response See Suspend an Agent: XML and JSON Examples.

Suspend an Agent: XML and JSON Examples

Example XML JSON
Example * ML * JSON
Request
By Agent Name By Agent Name
<suspend- agent > {
<agent Name>XPS- 8300 - AGNT0001</ agent Nanme> "agent Nane": "Mark-4 - AGNTOO1"
</ suspend- agent > }
By Agent ID By Agent ID

<suspend- agent > {
<agent | D>AGNT0001</ agent | D> "agent| D': "AGNTOOL1"
</ suspend- agent >

Example * ML ¥ JSON
Response
<command- r esponse>
<t ype>suspend_agent </t ype> "type": "suspend_agent",
<success>true</success> "success": true,
<i nfo>Successful ly suspended agent "XPS-8300 - "info": "Successfully suspended agent "Mark-4 -
AGNT0001". </ i nf 0> AGNT001". ",
<errors /> “errors": ""
</ command- r esponse> }

Suspend an Agent: Request Properties

Property Ul Field Name Description Specifications Required Mutually Exclusive With

agent | D Agent ID Unique ID for this Agent, created during installation. Y agent Narre
(unless agent Nane

is specified)
agent Name Agent Name Name used within the Controller to identify this resource. Maximum 40 alphanumerics. Y agent| D

(unless agent |1 D
is specified)
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Agent Cluster Web Services

Overview

Create an Agent Cluster

Delete an Agent Cluster

List Agent Clusters

Modify an Agent Cluster

Read an Agent Cluster

Resolve an Agent Cluster

Resume an Agent Cluster

Resume an Agent Cluster Membership
Return an Agent from an Agent Cluster
Set an Agent Cluster Task Execution Limit
Suspend an Agent Cluster

Suspend an Agent Cluster Membership

Overview

Universal Controller supports the following RESTful-based web services for Agent Cluster operations, which are listed alphabetically on this page.

Create an Agent Cluster

Delete an Agent Cluster

List Agent Clusters

Modify an Agent Cluster

Read an Agent Cluster

Resolve an Agent Cluster

Resume an Agent Cluster

Resume an Agent Cluster Membership
Return an Agent from an Agent Cluster
Set an Agent Cluster Task Execution Limit
Suspend an Agent Cluster

Suspend an Agent Cluster Membership

Formatting specifications for each web service, including details about property requirements, are provided.

Create an Agent Cluster

Description
URI http://host_name/opswise/resources/agentcluster
HTTP Method POST
Description Creates a new Agent Cluster.
Example URI http://localhost:8080/opswise/resources/agentcluster
Consumes Content-Type application/xml, application/json
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Produces Content-Type n/a

Example Request See Read an Agent Cluster: XML and JSON Examples.
Agent Cluster Properties See Agent Cluster Properties.

Agent Properties See Agent Properties.

Agent Cluster: Email Notification Properties = See Agent Cluster Email Notification Properties.
Agent Cluster: SNMP Notification Properties = See Agent Cluster SNMP Notification Properties.
Example Response

® Status 200 /OK
Successfully created the agent cluster with sysld {sysld}.

Agent Cluster Properties

Property Ul Field Description Specifications Required
Name
current Count Current If1'i m t Type is Limited (2); Current number of tasks Integer; Read only. N

Task Count  currently being run by the Agents in this agent cluster.

di stribution Distribution | Method used to select an Agent in the Agent Cluster. Valid Values: N
® As String = Any, As Value = 1
® As String = Round Robin, As Value = 2
® As String = Lowest CPU Utilization, As Value = 3
® As String = Network Alias, As Value = 4

Default is Any (1).

i gnorel nacti veAgents  Ignore Specification for whether or not inactive (offline) Agents Optional; Valid values: true/false (default is false). N
Inactive should be ignored when the agent cluster is used for
Agents broadcasting.

i gnor eSuspendedAgent s ' Ignore Specification for whether or not suspended Agents should Optional; Valid values: true/false (default is false). N
Suspended ' be ignored when the agent cluster is used for broadcasting.
Agents

| ast Agent Used Last Agent | Agent that was selected the last time a task was sent to this = Read only. N
Used Agent Cluster.

| ast Resol ution Last If di stributionis Network Alias (4); Last attempted time = Read only. N
Resolution of Network Alias resolution.

I'i m t Anount Limit If1'i m t Type is Limited (2); Number of tasks that can be N
Amount running at the same time by the Agents in this agent cluster.
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limtType

nane

net wor kAl i as

net wor kAl i asPort

opswi seG oups

resol uti onDescri ption

resol uti onStatus
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Task
Execution
Limit

Cluster
Name

Network
Alias

Agent Port
Member of

Business
Services

Resolution
Description

Resolution
Status

Specification for whether a Limited or Unlimited humber of Valid Values:

task instances can be run concurrently by the Agents in this

Agent Cluster. ® As String = Unlimited, As Value = 1
® As String = Limited, As Value = 2

Default is Unlimited (1).
Name of this Agent Cluster.
If di stributionis Network Alias (4); Network alias (or

VIP).

If di stributionis Network Alias (4); Network alias (or
VIP) port that the Agent's Universal Broker is listening on.

List of Business Services that this Agent Cluster belongs to.
Format:

XML

<opsw seG oups>
<opswi seG oup>t est </ opswi seG oup>
</ opswi seG oups>

JSON

"opswi seGroups": ["test"]

If di stributionis Network Alias (4); Description of the Read only.
last attempted resolution.

If di stributionis Network Alias (4); Status of the last Read only.
resolution of the Network Alias.
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retai nSysl ds n/a
suspended Suspended
sysld n/a
type n/a

Agent Properties

Property Ul Field
Name

agent Name Agent

menber shi pSuspended Membership
Suspended

type n/a

sysld n/a

Specification for whether or not the Create an Agent Cluster

web service will persist the sysld property.

® |fretainSyslds="true" and sysl d is included in the
request, sysl d will be persisted to the database.
® |f retainSyslds="false" and sysl d is included in

the request, sys| d will be ignored; it will be
autogenerated by the Controller.

. Note
In XML web services, r et ai nSysl ds is
specified as an attribute in the
<agentCluster> element.

Indication of whether or not the ability for this cluster of
Agents to run tasks has been suspended.

sys_id used within the Controller to identify this Agent
Cluster.

Type of Agent Cluster.

Description

Name of an Agent in the Agent Cluster.

Optional; Valid values: true/false (default is true).

Read only; Boolean; Valid Values: true/false.

For List Agent Clusters: Read only; Valid values:

®* Windows
® Linux/Unix

For Create/Modify/Read Agent Clusters: Applicable to JSON only;

Specifies agent cluster type to create/modify. Valid values:
wi ndowsAgent Cl ust er and uni xAgent O ust er

Specifications

Indication of whether or not the Agent has been temporarily suspended from the Agent Cluster; the Agent will = Read only; Boolean; Valid
not be available as a selection from the Agent Cluster while it is suspended. Values: true/false.

Type of Agent

Read only; Valid values:

®* Windows
® Linux/Unix

sys_id used within the Controller to identify the Agent Cluster membership of this Agent.

Agent Cluster: Email Notification Properties
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Property Ul Field Description Specifications
Name
bcc Bcc Email address of the party being sent a blind (hidden) copy of ' Use commas to separate multiple recipients. Variables and Functions are supported.

the email, if any.

body Body Text of the email message. Variables and Functions are supported. If the enai | Tenpl at e contains text in the body,
this text is appended.

cc Cc Email address of the party being sent a copy of the email, if Use commas to separate multiple recipients. Variables and Functions are supported.
any.

emai | Connecti on Emalil Name of an Email Connection. If you specify both an emai | Connecti on and an emai | Tenpl at e, the Controller uses
Connection the emai | Connecti on.

emai | Tenpl ate Email Name of an Email Template. If you specify both an emai | Connect i on and an enai | Tenpl at e, the Controller uses
Template the emai | Connecti on.

replyTo Reply-To Email address of the sender of the email. Use commas to separate multiple recipients. Variables and Functions are supported.

state Notification Comma-separated list of Notification states Valid values:
State

® As String = Agents Unavailable, As Value = 1
® As String = Agent Available, As Value = 2

® As String = Suspended, As Value = 4

® As String = Resumed, As Value = 8

subj ect Subject Subject line of the email. Variables and Functions are supported.
sysld n/a sys_id used within the Controller to identify this Email
Notification.
to To Email address of the recipient. Use commas to separate multiple recipients Variables and Functions are supported.

Agent Cluster: SNMP Notification Properties

Property Ul Field Name Description Specifications

severity Notification Severity = Severity level of this notification. Valid values:
® As String = Normal, As Value =1
® As String = Warning, As Value = 2
® As String = Minor, As Value = 3
® As String = Major, As Value = 4
® As String = Critical, As Value =5

Default is Normal (1).

snnmpManager SNMP Manager SNMP Manager that will receive this notification.
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state Notification State Comma-separated list of Notification states Valid values:
® As String = Agents Unavailable, As Value = 1
® As String = Agent Available, As Value = 2
® As String = Suspended, As Value = 4
[ ]

As String = Resumed, As Value = 8

sysld n/a sys_id used within the Controller to identify this SNMP Notification.

Delete an Agent Cluster

Description
URI http://host_name/opswise/resources/agentcluster
HTTP Method DELETE
Description Deletes a specific Agent Cluster.
URI Parameters See Delete an Agent Cluster: URI Parameters.
Example URI http://localhost:8080/opswise/resources/agentcluster?agentclusterid=35dc94a7a8834d28b51e03b5780cd90c
Authentication HTTP Basic

Example Response
® Status 200 /OK
Agent cluster deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify agentclustername and agentclusterid at the same time.
® Status 404 /Not Found
A custom day with id "f87848b00a0001037f43e7c81c8ec969" does not exist.

Delete an Agent Cluster: URI Parameters

Name Description Specifications Required Mutually Exclusive With

agentclusterid Unique ID for this Agent Cluster. Y agent cl ust er nane
(unless agent cl ust er nane
is specified)

agent cl ust ername  Name used within the Controller to identify this Agent Cluster. Y agentclusterid
(unless agent cl usterid
is specified)

List Agent Clusters

Description
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URI

HTTP Method
Description

Example URI
Authentication
Consumes Content-Type
Produces Content-Type
Response Examples
Agent Cluster Properties

Agent Properties

Agent Cluster: Email Notification Properties

http://host_name/opswise/resources/agentcluster/list
GET

Retrieves information on all Agent Clusters.
http://localhost:8080/opswise/resources/agentcluster/list
HTTP Basic

n/a

application/xml, application/json

See List Agent Clusters: XML and JSON Examples.
See Agent Cluster Properties.

See Agent Properties.

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties = See Agent Cluster SNMP Notification Properties.

List Agent Clusters: XML and JSON Examples

XML

¥ XML

JSON

¥ JSON

101 /

<agent Cl ust er s>
<agent Cl uster version="1">
<agent s>
<agent >
<agent Nanme>pc -
SS0001</ agent Nanme>
<nenber shi pSuspended
>f al se</ nenber shi pSuspended>
<sysld
>af 1984d3481b4bcch9bealedeld6f bf 2</ sysl d>
<t ype>W ndows</ t ype>
</ agent >
</ agent s>
<current Count >0</ cur r ent Count >
<di stributi on>Network Alias<
/distribution>
<i gnor el nact i veAgent s>t r ue<
/i gnorel nacti veAgent s>
<i gnor eSuspendedAgent s>t r ue0<
/i gnor eSuspendedAgent s>
<l ast Agent Used>sb- qa- 123<

uc-67x-ri

"agents": [ {
"agent Nane": "Mark-4 - AGNT001",
"menber shi pSuspended": fal se,
"sysld":
"941e558d6f 2b4656bdb870e2551f a85e" ,
"type": "W ndows"
1.
“current Count": O,
"distribution": "Network Alias",
"ignorel nacti veAgents": true,
"i gnor eSuspendedAgents": true,
"] ast Agent Used": "sb-ga-123",
"l ast Resol ution": "2018-09-12
09: 52: 03. 410 - 0500",
“limtAmunt": 5,
"limtType": "Unlimted",
"name": "Cluster 1",
"networ kAl'i as": "qa-123",
"networ kAl i asPort": null,
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/| ast Agent Used>
<l ast Resol uti on>2018- 09- 12
09: 52: 03. 410 - 0500</ | ast Resol uti on>
<limtAmunt>5</1imtAnmunt >
<limtType>Unlimted</limtType>
<nanme>Cl uster 1</ nane>
<net wor kAl i as>ga- 123<
/ net wor KAl i as>
<net wor kAl i asPort />
<notifications>
<emai | Noti fication>
<sysl d>2b7286b87a7048399f bd95c01a380002<
/ sysl d>
<bcc />
<body />
<cc />
<enmi | Connecti on>Cpswi se - Gmail Account<
/ emai | Connecti on>
<emai | Tenpl at e>Cpswi se - Tenpl at e<
/ emai | Tenpl at e>
<replyTo />
<st at e>Agents Unavai | abl e<[/state|#state -
emai | ] &gt
<subj ect />
<to />
</emai | Notification>
<snnpNoti fi cati on>
<st at e>Agents Unavai | abl e</ st at es>
<sysl d>21d992c72be44b159aac91c4ee9f 40c6<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNMP Manager </ snnpManager >
</ snnpNoti fi cati on>
</notifications>
<opsw seG oups />
<resol uti onDescri pti on>Agent in
Use: ' sb-ga- 123' </resol uti onDescri pti on>
<resol utionSt at us>Success<
/resol utionSt at us>
<suspended>f al se</ suspended>
<sysld
>ch5b876aa9f ec69f 0032b55€0391d693</ sys| d>
<t ype>W ndows</t ype>
</ agent Cl ust er >
<agent Cl uster version="1">
<agent s>
<agent >
<agent Name>pc -
SS0002</ agent Nanme>
<nenber shi pSuspended
>f al se</ menber shi pSuspended>
<sysld
>af 1984d3481b4bccb9bealedeld6f bf 3</ sysl d>
<t ype>W ndows</ t ype>
</ agent >
</ agent s>
<current Count >0</ cur r ent Count >
<di stributi on>Network Alias<

uc-67x-ri

"notifications": {
"emai |l Notifications": [ {

"bee": null,

"body":
"${ops_system.identifier}",

"cc": null,

"enui | Connecti on":
"ecu-of fice-365",

"enui | Tenpl ate":
"agent-built-variabl es",

"replyTo": null,

"state": "Agents Unavail abl e",
"subject": null,
"sysld":
"el120f 05abd104e2e952c6b9e693891ab",
"to": "support @tonebranch. cont
Pl
"snnpNotifications": [ {
"severity": "Mnor",
"snnpManager": "test_manager",
"state": "Agents Unavail abl e",
"sysld":
"f c4f 4e8b0deadb51a77a3c20f 7e62b2a"
Pl
b
"opsw seG oups": [],
"resol utionDescription": "Agent in
Use: ' sbh-ga-123"'",
"resol utionStatus": "Success",
"suspended": fal se,
"sysld":

" 35dc94a7a8834d28b51e03b5780cd90c",
"type": "W ndows"
"version": 1

}
{

"agents": [
"agent Nane": "Mark-4 - AGNT002",
"menber shi pSuspended”: fal se,
"sysld":

" 941e558d6f 2b4656bdb870e2551f a85f ",

"type": "W ndows"

b T

"current Count": O,

"distribution": "Network Alias",

"ignorel nacti veAgents": true,

"i gnor eSuspendedAgent s": true,

"] ast Agent Used": "sb-ga-123",

"l ast Resol ution": "2018-09-13

10: 52: 03. 410 - 0500",

“limtAmunt": 5,

"limtType": "Unlimted",

"nane": "Cluster 2",

"networ kAl'i as": "qa-123",

"net wor kAl i asPort": null,

"notifications": {
"emai | Notifications": [ {

"“bce": null,
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/di stribution>
<i gnor el nact i veAgent s>t r ue<
/i gnor el nact i veAgent s>
<i gnor eSuspendedAgent s>t r ue0<
/'i gnor eSuspendedAgent s>
<l ast Agent Used>sb- gqa- 123<
/| ast Agent Used>
<l ast Resol uti on>2018- 09- 13
10: 52: 03. 410 -0500</ I ast Resol uti on>
<l'im tAnmount >5</ | i m t Anount >
<limtType>Unlimted</linmntType>
<nane>Cl uster 2</nane>
<net wor kAl i as>ga- 123<
/ net wor kAl i as>
<net wor kAl i asPort />
<noti fications>
<enmi | Noti fi cation>
<sysl d>2b7286b87a7048399f bd95c01a380002<
/ sysl d>
<bcc />
<body />
<cc />
<enmi | Connecti on>Cpswi se - Gmail Account<
/ emai | Connecti on>
<emmi | Tenpl at e>Cpswi se - Tenpl at e<
/ enui | Tenpl at e>
<replyTo />
<stat e>Agents Unavai |l abl e<[/state|#state -
emai | ] &gt
<subj ect />
<to />
</ enmi | Noti fication>
<snnmpNot i ficati on>
<st at e>Agent s Unavai | abl e</ st at es>
<sysl d>21d992c72be44b159aac91c4ee9f 40c6<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNVMP Manager </ snnpManager >
</ snnpNot i fi cati on>
</notifications>
<opsw seG oups />
<resol uti onDescri pti on>Agent in
Use: ' sb-qa-123' </resol uti onDescri pti on>
<resol uti onSt at us>Success<
/resol utionSt at us>
<suspended>f al se</ suspended>
<sysld
>cb5b876aa9f ec69f 0032b55€0391d694</ sysl| d>
<t ype>W ndows</ t ype>

uc-67x-ri

"body":
"${ops_system.identifier}",

"cc": null,

"enmi | Connecti on":
"ecu-of fice-365",

"enui | Tenpl ate":
"agent - built-variabl es",

"replyTo": null,

"state": "Agents Unavail abl e",
"subject": null,
"sysld":

"e120f 05abd104e2e952c6b9e693891ab",
"to": "support @tonebranch. cont

} 1.

"snnpNotifications": [ {
"severity": "M nor",
"snnpManager": "test_manager",
"state": "Agents Unavail abl e",
"sysld":

"f c4f 4e8b0deadb51a77a3c20f 7e62b2a"
Pl

"6pswi seGoups": [],

"resol uti onDescription": "Agent in
Use: ' sb-ga-123"",

"resol utionStatus": "Success",

"suspended": fal se,

"sysld":

" 35dc94a7a8834d28b51e03b5780cd90d",
"type": "W ndows"
"version": 1
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</ agent Cl ust er >
</ agent Cl ust er s>

Modify an Agent Cluster

URI

HTTP Method
Description

Example URI

Consumes Content-Type
Produces Content-Type
Example Request

Agent Cluster Properties
Agent Properties

Agent Cluster: Email Notification Properties

Description
http://host_name/opswise/resources/agentcluster

PUT

Modifies the Agent Cluster specified by the sysl d.
http://localhost:8080/opswise/resources/agentcluster
application/xml, application/json

n/a

See Modify an Agent Cluster: XML and JSON Examples.
See Agent Cluster Properties.

See Agent Properties.

See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties = See Agent Cluster SNMP Notification Properties.

Example Response

® Status 200 /OK
Successfully updated the agent cluster with sysld {sysld}.

Modify an Agent Cluster: XML and JSON Examples

XML
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XML

<wi ndowsAgent Cl ust er >
<di stribution>Any</di stribution>
<i gnor el nact i veAgent s>t rue<
/i gnorel nacti veAgent s>
<i gnor eSuspendedAgent s>t r ue0<
/i gnor eSuspendedAgent s>
<l'imtAmunt>5</1im tAmunt >
<limtType>Limted</limtType>
<nane>cl ust er 1</ nane>
<networ kAl i as />
<net wor kAl i asPort />
<notifications>
<emai | Notification>
<sysl d>2b7286hb87a7048399f bd95c01a380002<
/ sysl d>
<bcc />
<body />
<cc />
<emai | Connecti on>Cpswi se - Gmi |l Account<
/ emai | Connecti on>
<emai | Tenpl at e>Cpswi se - Tenpl at e<
/ emai | Tenpl at e>
<replyTo />
<stat e>Agents Unavai |l abl e<[/state|#state -
emai | ] &gt
<subject />
<to />
</emai | Notification>
<snnpNoti fi cati on>
<st at e>Agent s Unavai | abl e</ st at es>
<sysl| d>21d992c72be44b159aac91c4ee9f 40c6<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNVP Manager </ snnpManager >
</ snmpNot i fication>
</notifications>
<sysld
>35dc94a7a8834d28b51e03b5780cd90c</ sysl| d>
</ wi ndowsAgent Cl ust er >

Read an Agent Cluster

¥ JSON

"type": "wi ndowsAgent Cl uster"
"distribution": "Any"
"ignorel nacti veAgents": true
"i gnoreSuspendedAgents”: true
"l'imtAmount": 5,
"limtType": "Unlimted"
"name": "clusterl",
"networ kAlias": null,
"networ kAl i asPort": null
"notifications": {
"emai | Notifications": [ {
"bcc": null,
"body":
"${ops_system.identifier}",
"cc": null
"enmi | Connection":
"ecu-of fice-365",
"emai | Tenpl ate":
"agent - built-variabl es"”
"replyTo": null,

"state": "Agents Unavail abl e"
"subject”: null,
"sysld":
"el120f 05abd104e2e952c6b9e693891ab"
"to": "support @t onebranch. cont
"snmpNotifications": [ {
"severity": "Mnor",
"snnpManager": "test_manager",
"state": "Agents Unavail abl e"
"sysld":
"f c4f 4e8b0deadb51a77a3c20f 7e62b2a"
Pl
b
"sysld":

" 35dc94a7a8834d28b51e03b5780cd90c"
}

http://host_name/opswise/resources/agentcluster

Description
URI
HTTP Method GET
Description

105 /
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Retrieves information on a specific Agent cluster.
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URI Parameters See Read an Agent Cluster: URI Parameters.

Example URI http://localhost:8080/opswise/resources/agentcluster?agentclustername=clusterl
Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See Read an Agent Cluster: XML and JSON Examples.

Agent Cluster Properties See Agent Cluster Properties.

Agent Properties See Agent Properties.

Agent Cluster: Email Notification Properties = See Agent Cluster Email Notification Properties.

Agent Cluster: SNMP Notification Properties = See Agent Cluster SNMP Notification Properties.

Read an Agent Cluster: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
agentclusterid ID used within the Controller to identify this Agent cluster. String; URI parameter. | Y (unless agent cl ust er nane is specified) agent cl ust er nanme
agent cl ust ernanme = Name used within the Controller to identify this Agent cluster. = String; URI parameter. ' Y (unless agent cl ust eri d is specified) agentclusterid
Read an Agent Cluster: XML and JSON Examples

XML JSON

¥ XML ¥ JSON

<wi ndowsAgent C uster retainsSyslds="true"
versi on="1">
<agent s>
<agent >
<agent Name>pc - SS0001<
/ agent Nane>
<nenber shi pSuspended>f al se<
/ menber shi pSuspended>
<sysld
>af 1984d3481b4bcch9bealedeld6f bf 2</ sysl d>
<t ype>W ndows</t ype>
</ agent >
</ agent s>
<current Count >0</ cur r ent Count >
<di stribution>Network Alias<
/distribution>
<i gnor el nact i veAgent s>t rue<
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/i gnor el nacti veAgent s>
<i gnor eSuspendedAgent s>t r ue0<
/i gnor eSuspendedAgent s>

<l ast Agent Used>sb- ga- 123</ | ast Agent Used

>

<l ast Resol uti on>2018- 09- 12 09: 52: 03. 410

-0500</ | ast Resol uti on>
<l imtAnmount >5</ i ni t Amount >
<limtType>Unlimted</limtType>
<nanme>Cl ust er 1</ nane>
<net wor kAl i as>ga- 123</ net wor kAl i as>
<net wor kAl i asPort />
<notifications>
<emai | Noti fication>
<sysl| d>2b7286b87a7048399f bd95c01a380002<
/ sysl d>
<bcc />
<body />
<cc />
<enmi | Connecti on>Opswi se - Gmail Account<
/ emai | Connecti on>
<enmi | Tenpl at e>Qpswi se - Tenpl at e<
/ emai | Tenpl at e>
<replyTo />

<st at e>Agents Unavai |l abl e<[/state|#state -

emai | ] &gt
<subj ect />
<to />
</emai | Notification>
<snnpNoti fi cati on>
<st at e>Agent s Unavai | abl e</ st at es>
<sysl d>21d992c72be44b159aac91c4ee9f 40c6<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNVP Manager </ snnpManager >
</ snnpNot i fi cati on>
</notifications>
<opswi seG oups />
<resol uti onDescri pti on>Agent in
Use: ' sb-ga-123' </resol uti onDescri pti on>
<resol uti onSt at us>Success<
/resol uti onSt at us>
<suspended>f al se</ suspended>
<sysld

uc-67x-ri

"type": "w ndowsAgent Cl uster",
"agents": [ {
"agent Name": "Mark-4 - AGNT001",
"menber shi pSuspended”: fal se,
"sysld":
"941e558d6f 2b4656bdb870e2551f a85e",
"type": "W ndows"
} 1.
"current Count": O,
"distribution": "Network Alias",
"ignorel nacti veAgents": true,
"i gnoreSuspendedAgent s": true,
"| ast Agent Used": "sb-qga-123",
"l ast Resol ution": "2018-09-12
09: 52: 03. 410 -0500",
"l'imtAmunt": 5,
"limtType": "Unlimted",
"name": "Cluster 1",
"networ kAl'i as": "qa-123",
"networ kAl i asPort": null,
"notifications": {
“emai | Notifications": [ {
"bce": null,
"body":
"${ops_system.identifier}",
"cc": null,
"emai | Connecti on":
"ecu-of fice-365",
"emai | Tenpl ate":
"agent-built-variabl es",
"replyTo": null,

"state": "Agents Unavail abl e",
"subject”: null,
"sysld":

"e120f 05abd104e2e952c6b9e693891ab",
"to": "support @t onebranch. cont

F1,

"“snnpNotifications": [ {
"severity": "M nor",
"snnpManager": "test_manager",
"state": "Agents Unavail abl e",
"sysld":

"fcaf 4e8b0dead4b51a77a3c20f 7e62b2a"
Pl

"opswi seG oups": [],

"resol utionDescription": "Agent in
Use: ' sbh-ga-123"",
"resol utionStatus": "Success",

"retai nSyslds": true,

"suspended": fal se,

"sysld":
"35dc94a7a8834d28b51e03b5780cd90c" ,

"version": 1

}
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>35dc94a7a8834d28b51e03b5780cd90c</ sysl d>
</ wi ndowsAgent Cl ust er >

Resolve an Agent Cluster

Description
URI http://host_name/opswise/resources/agentcluster/resolve
HTTP Method POST
Description Resolves the Network Alias for the specified agent cluster.
Example URI http://localhost:8080/opswise/resources/agentcluster/resolve
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Resolve an Agent Cluster: XML and JSON Examples.
Request Properties See Resolve an Agent Cluster: Request Properties.
Example Response See Resolve an Agent Cluster: XML and JSON Examples.

Resolve an Agent Cluster: XML and JSON Examples

Example XML JSON
Example * ML ¥ JSON
Request

<resol ve- agent - cl uster >

<agent Cl ust er Nane>Agent _Cl uster _Al i as_Producti on< "agent Cl ust er Nane" :
/ agent C ust er Nane> "Agent _Cluster_Alias_Production"
</resol ve- agent - cl ust er> }
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Example
Response

-

XML

<conmmand- r esponse>

<type>resol ve_agent _cl uster</type>

<success>t rue</ success>

<i nfo>Successfully resol ved network alias for agent cluster
"Agent _Cluster_Alias_Production".</info>

<errors></errors>
</ command- r esponse>

Resolve an Agent Cluster: Request Properties

Property

agent C ust er Nane Cluster Name = Name used within the Controller to identify this agent cluster.

Ul Field Name Description

Resume an Agent Cluster

URI

HTTP Method

Description

Example URI
Authentication
Consumes Content-Type
Produces Content-Type

Example Request

Request Properties

Example Response

Description
http://host_name/opswise/resources/agentcluster/resume
POST

Resumes the specified agent cluster.
http://localhost:8080/opswise/resources/agentcluster/resume
HTTP Basic

application/xml, application/json

application/xml, application/json

See Resume an Agent Cluster: XML and JSON Examples.
See Resume an Agent Cluster: Request Properties.

See Resume an Agent Cluster: XML and JSON Examples.

Resume an Agent Cluster: XML and JSON Examples

Example
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XML

¥ JSON

}

"type": "resol ve_agent _cluster"”,
"success": true,
"info": "Successfully resol ved agent

"errors":

cluster\"Agent _C uster_Alias_Production\".

Specifications Required

JSON

Y
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Example * ML
Request
<r esune- agent - cl ust er >
<agent Cl ust er Name>Cpswi se - Default W ndows Cl uster<
/ agent Cl ust er Nane>
</resune- agent - cl ust er >
Example ¥ ML
Response

<conmand- r esponse>
<type>resune_agent _cl uster</type>
<success>t rue</ success>

Default Wndows O uster".</info>
<errors />
</ command- r esponse>

<i nfo>Successful ly resuned agent cluster "QOpsw se -

Resume an Agent Cluster: Request Properties

Property Ul Field Name Description

agent  ust er Name = Cluster Name = Name used within the Controller to identify this agent cluster.

Resume an Agent Cluster Membership

¥ JSON

Cluster"

}

"agent Cl uster Nane": "Opswi se - Default W ndows

¥ JSON

"type":

"info":

}

"resunme_agent _cluster",

"success": true,

" Successfully resuned agent cluster "Opswi se

- Default Wndows duster".",
"errors":

Specifications Required

Y

Description
URI http://host_name/opswise/resources/agent/ops-resume-agent-cluster-membership
HTTP Method POST
Description Resumes the specified agent cluster membership.
Example URI http://localhost:8080/opswise/resources/agent/ops-resume-agent-cluster-membership
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request

Request Properties

110 /
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See Resume an Agent Cluster Membership: XML and JSON Examples.

See Resume an Agent Cluster Membership: Request Properties.
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Example Response See Resume an Agent Cluster Membership: XML and JSON Examples.

Resume an Agent Cluster Membership: XML and JSON Examples

Example XML

Example Request = XML

By Agent Name

<r esune- agent - cl ust er - menber shi p>

<agent Cl ust er Nane>Cpswi se - Default W ndows
Cl ust er </ agent Cl ust er Nane>

<agent Nane>XPS- 8300 - AGNT0001</ agent Nane>
</ resune- agent - cl ust er - menber shi p>

By Agent ID

<r esune- agent - cl ust er - nrenber shi p>

<agent Cl ust er Name>Cpswi se - Default W ndows
Cl ust er </ agent Cl ust er Nane>

<agent | D>AGNT0001</ agent | D>
</ resune- agent - cl ust er - menber shi p>

Example -

XML
Response

<command- r esponse>
<type>r esune_agent _cl ust er _nenber shi p</type>
<success>true</ success>
<i nfo>Successful |y resuned agent cluster
menber shi p. </i nfo>
<errors />
</ conmand- r esponse>

Resume an Agent Cluster Membership: Request Properties

Property ul Description
Field
Name

agent Cl ust er Nane Cluster Name used within the Controller to identify this agent cluster.

Name
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JSON

¥ JSON

By Agent Name

"agent Cl ust er Nane": "Opswi se - Default W ndows
Cluster",
"agent Nane": " XPS-8300 - AGNT0001"
}
By Agent ID
"agent Cl ust er Nane": "Opswi se - Default W ndows
Cluster",
"agent|D': "AGNT0001"
}
¥ JSON
{ :
"type": "resume_agent _cl uster_nenbership",
"success": true,
"info": " Successfully resuned agent cluster
menber ship. ",
“errors":
}

Specifications Required

Mutually
Exclusive
With
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agent | D Agent  Defined by the user when installing the Agent; name used within the Controller to identify this resource. Y agent Name
ID (unless
agent Nanme
is specified)
agent Nanme Agent  Unique ID for this Agent, created during installation. The name of the communications server message queue. Y agent | d
Name | The Controller uses the communications server for communications between the Controller scheduler and Agents. (unless
agent | d
is specified)

Return an Agent from an Agent Cluster

Description
URI http://hostName:port/opswise/resources/agentcluster/agent
HTTP Method GET
Description Retrieves information on a specific Agent from an Agent Cluster for which a Distribution method of Any or Lowest CPU Utilization is specified.
URI Parameters See Return an Agent from an Agent Cluster: URI Parameters.

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json
Example Request URI http://localhost:8080/opswise/resources/agentcluster/agent?agentclustername=testCluster&ignoreexecutionlimit=true

Example Response See Return an Agent from an Agent Cluster: Example Response.

Return an Agent from an Agent Cluster: URI Parameters

Parameter Description Specifications Required
agent cl ust er nanme Name used within the Controller to identify this agent cluster. = Type = String; URI property. Y
i gnoreexecutionlimt Specification to use or ignore the task execution limit. Type = Boolean (true/false), Default is false; URI property. N

Return an Agent from an Agent Cluster: Example Response

XML Response JSON Response
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¥ XML Response

¥ JSON Response

<agent >
<host Nane>Mar k- 4</ host Nane>
<i pAddr ess>192. 168. 1. 21</ i pAddr ess>
<name>Mar k-4 - AGNT0002</ name>
<out put Pr ohi bi t ed>f al se</ out put Pr ohi bi t ed>
<queueNanme>AGNT0002</ queueNanme>
<status>Active</status>
<suspended>f al se</ suspended>
<sysl| D>4425b28449574bb181d78e47c02867ac</ sys| D>
<t ype>W ndows</t ype>
<version>6. 4. 1. 0</ ver si on>

</ agent >

“host Nanme": " Mark-4",

"i pAddress": "192.168.1.21",

"name": "Mark-4 - AGNT0002",

"out put Prohi bited": false,

"queueName": "AGNT0002",

"status": "Active",

"suspended": fal se,

"sysl D': "b4784b52bf 0e453db37dc0c5e9bd441a”,
"type": "Wndows",

"version": "6.4.1.0"

Set an Agent Cluster Task Execution Limit

Description
URI http://host_name/opswise/resources/agentcluster/taskexecutionlimit
HTTP Method POST
Description Sets the task execution limit for the specified agent cluster.
Example URI http://localhost:8080/opswise/resources/agentcluster/taskexecutionlimit
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request
Request Properties

Example Response

See Set an Agent Cluster Task Execution Limit: XML and JSON Examples.
See Set an Agent Cluster Task Execution Limit: Request Properties.

See Set an Agent Cluster Task Execution Limit: XML and JSON Examples.

Set an Agent Cluster Task Execution Limit: XML and JSON Examples

Example = XML
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Example .4

Request XML

Limit Type: Limited

<set-agent-cl uster-task-execution-limt>
<agent Cl ust er Nane>Cpswi se - Default Wndows O uster<
/ agent Cl ust er Nane>
<limtAmunt>15</1im t Anount >
<limtType>Limted</limtType>
</ set -agent-cl uster-task-execution-limt>

Limit Type: Unlimited

<set - agent-cl uster-task-execution-limt>

<agent Cl ust er Nane>Cpswi se - Default W ndows C uster<
/ agent Cl ust er Nane>

<limtType>Unlimted</limtType>
</ set-agent-cl uster-task-execution-limt>

Example .4
Response

<command- r esponse>

<type>set _agent _cluster_task_execution_limt</type>

<success>t rue</ success>

<i nfo>Successful | y updated agent cluster"Qpsw se -
Default Wndows Cluster” with task limt type: "Limted",
amount: "15".</info>

<errors />

¥ JSON

Limit Type: Limited

"agent Cl ust er Nane": "QOpswi se - Default W ndows
Cluster",

"l'imtAmount": 15,

"limtType": "Limnmited"
}

Limit Type: Unlimited

"agent Cl ust er Nane": "Opswi se - Default W ndows
Cluster"”,

"limtType": "Unlimted"

¥ JSON

"type": "set_agent_cluster_task_execution_limt",
"success": true,

amount: "15".",

"info": " Successfully updated agent cluster"Qpsw se -
Default Wndows Cluster” with task limt type: "Limted"

"errors": ""
</ command- r esponse> }
Set an Agent Cluster Task Execution Limit: Request Properties
Property Ul Field Description Specifications Required
Name
agent G ust er Nanme = Cluster Name used within the Controller to identify this agent cluster. Y
Name
I'i m t Amount Limit Number of tasks that can be running at the same time by the Agents in this agent cluster. SetonlyiflimtTypeis N
Amount
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limtType Task Specification for whether a Limited or Unlimited number of task instances can be run concurrently by the Agents | Valid values:
Execution in this agent cluster.
Limit ® As String =
For purposes of imposing this task execution limit, running task instances are those in any of these statuses: Unlimited, As
Cancel Pending, Queued, Received, Running, Submitted, and Started. Value = 1
® As String =
Limited, As Value
=2

Suspend an Agent Cluster

Description
URI http://host_name/opswise/resources/agentcluster/suspend
HTTP Method POST
Description Suspends the specified agent cluster.
Example URI http://localhost:8080/opswise/resources/agentcluster/suspend
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Suspend an Agent Cluster: XML and JSON Examples.
Request Properties See Suspend an Agent Cluster: Request Properties.
Example Response See Suspend an Agent Cluster: XML and JSON Examples.

Suspend an Agent Cluster: XML and JSON Examples

Example XML JSON
Example * ML * JSON
Request

<suspend- agent - cl ust er >

<agent Cl ust er Nane>Cpswi se - Default Wndows C uster< "agent Cl ust er Nane": "Qpswi se - Default W ndows
/ agent Cl ust er Nane> Cluster"
</ suspend- agent - cl ust er > }
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Example
Response

XML

<command-r esponse>
<type>suspend_agent _cl uster</type>
<success>true</success>
<i nfo>Successful |y suspended agent cluster "Qpsw se -
Default Wndows Cluster".</info>
<errors />
</ command- r esponse>

Suspend an Agent Cluster: Request Properties

Property

Ul Field Name Description

agent C ust er Nane Cluster Name = Name used within the Controller to identify this agent cluster.

Suspend an Agent Cluster Membership

URI

HTTP Method

Description

Example URI

Authentication

Description

¥ JSON
{
"type": "suspend_agent_cluster",
"success": true,
"info": " Successfully suspended agent cluster
"Opswi se - Default Wndows Cluster".",
"errors":
}

Specifications Required

http://host_name/opswise/resources/agent/ops-suspend-agent-cluster-membership

POST

Suspends the specified agent cluster membership.

http://localhost:8080/opswise/resources/agent/ops-suspend-agent-cluster-membership

HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request

See Suspend an Agent Cluster Membership: XML and JSON Examples.

Request Properties See Suspend an Agent Cluster Membership: Request Properties.

Example Response See Suspend an Agent Cluster Membership: XML and JSON Examples.

Suspend an Agent Cluster Membership: XML and JSON Examples

Example
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https://www.stonebranch.com/confluence/display/UC67/Agents#Agents-SuspendingAgents%2CAgentClusters%2CandAgentClusterMemberships
http://localhost:8080/opswise/resources/agent/ops-suspend-agent-cluster-membership
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Example -

Request XML

By Agent Name

<suspend- agent - cl ust er - nenber shi p>

<agent Cl ust er Name>Cpswi se - Default W ndows
Cl ust er </ agent Cl ust er Nane>

<agent Name>XPS- 8300 - AGNT0001</ agent Nane>
</ suspend- agent - cl ust er - nenber shi p>

¥ JSON

By Agent Name

By Agent ID

<suspend- agent - cl ust er - menber shi p>

<agent Cl ust er Name>Cpswi se - Default W ndows
Cl ust er </ agent C ust er Nane>

<agent | D>AGNT0001</ agent | D>
</ suspend- agent - cl ust er - nenber shi p>

"agent Cl ust er Nane": "QOpswi se - Default W ndows
Cluster",
"agent Nane": "XPS-8300 - AGNT0001"
}
By Agent ID

Example -

Response XML

"agent Cl ust er Name": "Opswi se - Default W ndows
Cluster",

"agent|D': "AGNTO001"
}

<command- r esponse>
<t ype>suspend_agent _cl ust er _nmenber shi p</type>
<success>true</success>
<i nfo>Successful | y suspended agent cl uster
menber shi p. </i nf o>
<errors />
</ conmand- r esponse>

¥ JSON

Suspend an Agent Cluster Membership: Request Properties

Property Ul Field Name Description

agent C ust er Name = Cluster Name = Name used within the Controller to identify this agent cluster.

agent | D Agent ID Unique ID for this Agent, created during installation.

agent Nane Agent Name Name used within the Controller to identify this resource.
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"type": "suspend_agent _cl uster_nenbership",
"success": true,
"info": " Successfully suspended agent cluster
nmenber ship. ",
"errors":
}

Specifications Required Mutually Exclusive With

Y

Y agent Name
(unless agent Nane

is specified)
Y agent | d

(unless agent I d
is specified)
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Bundle Web Services

Overview

Cancel a Scheduled Bundle Promotion
Delete a Scheduled Bundle Promotion
Schedule Bundle Promotion

Overview

Universal Controller supports the following RESTful-based web services for Bundle operations, which are listed alphabetically on this page.
® Cancel a Scheduled Bundle Promotion
® Delete a Scheduled Bundle Promotion
¢ Schedule Bundle Promotion

Formatting specifications for each web service, including details about parameter requirements, are provided.

Cancel a Scheduled Bundle Promotion

Description
URI http://host_name/opswise/resources/promotion/schedule/cancel
HTTP Method POST
Description Cancels the scheduled promotion of a Bundle.
URI Parameters See Cancel a Scheduled Bundle Promotion: URI Parameters, below.

Consumes Content-Type n/a

Produces Content-Type | application/xml, application/json

Example URI
® http://localhost:8080/opswise/resources/promotion/schedule/cancel?bundlename=BundleA&date=2018-12-10&time=10:00
® http://localhost:8080/opswise/resources/promotion/schedule/cancel?bundleid=8fc4fd900804418b84af7b33eb55eb09&date=2019-11-15&time=12:00
® http://localhost:8080/opswise/resources/promotion/schedule/cancel?scheduleid=1899e60df0db4152a4eefa46cf29e7d3

Example Response See Cancel a Scheduled Bundle Promotion: XML and JSON Examples.

Cancel a Scheduled Bundle Promotion: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
schedul ei d UUID of the promotion schedule. N bundl enane and
bundl ei d
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bundl enane Name of the bundle.

bundl ei d

dat e

time

UUID of the bundle.

Date when the promotion was scheduled.

Corresponds to the year, month, and day of the Scheduled Time field in a
promotion schedule.

Time when the promotion was scheduled.

Corresponds to the hour and minutes of the Scheduled Time field in a promotion
schedule.

Cancel a Scheduled Bundle Promotion: XML and JSON Examples

Examples

Example
Response

XML

<command- r esponse>
<t ype>schedul e_pronoti on</type>
<success>true</ success>
<i nf o></i nf 0>
<errors></errors>
</ conmand- r esponse>

(0.

<command-r esponse>
<t ype>schedul e_pronoti on</type>
<success>f al se</success>
<i nf o></i nf 0>
<errors>The pronption schedule can only be cancell ed
while in a Schedul ed status.</errors>
</ command- r esponse>

Delete a Scheduled Bundle Promotion

URI

HTTP Method

Description
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Description
http://host_name/opswise/resources/promotion/schedule
DELETE

Deleted the scheduled promotion of a Bundle.

N schedul ei d and
bundl ei d
N schedul ei d and

bundl ename

¥ JSON

Format: yyyy-MM-dd (For example: Y
(If bundl enan® or
bundl ei dis
specified)
Format: HH:mm (For example: 22:00). Y
(If bundl enan® or
bundl ei dis
specified)
{
"type": "schedul e_pronotion",
"success": true,
“info": ""
"errors": ""
}
OR
{
"type": "schedul e_pronotion",
"success": false,
"info": s
"errors": "The pronotion schedule can only be
cancell ed while in a Schedul ed status."
}


https://www.stonebranch.com/confluence/display/UC67/Promotion+Schedules#PromotionSchedules-ScheduledTime
https://www.stonebranch.com/confluence/display/UC67/Promotion+Schedules#PromotionSchedules-ScheduledTime
http://<i>host_name</i>/opswise/resources/promotion/schedule
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URI Parameters See Delete a Scheduled Bundle Promotion: URI Parameters, below.

Example URI

® http://localhost:8080/opswise/resources/promotion/schedule?bundlename=BundleA&date=2018-12-15&time=14:30
® http://localhost:8080/opswise/resources/promotion/schedule?bundleid=8fc4fd900804418b84af7b33eb55eb09&date=2018-12-15&time=17:00

® http://localhost:8080/opswise/resources/promotion/schedule?scheduleid=dd1de1b27848435ch852fb8807af6a30

Example Response
® Status 200
Promotion schedule deleted successfully.
® Status 400
One of parameters scheduleid, bundleid, or bundlename required.
® Status 400
Both date, and time parameters required when bundleid, or bundlename specified.
® Status 400
Unable to parse at least one of the date (yyyy-MM-dd) and time (HH:mm) parameters.
® Status 403
Operation prohibited due to security constraints.
® Status 403
Promotion Schedule cannot be deleted while Running.
¢ Status 404
Unable to find bundle by the bundlename specified.
® Status 404
More than one qualifying promotion schedule found.
® Status 404
Unable to find qualifying promotion schedule.

Delete a Scheduled Bundle Promotion: URI Parameters

Parameter Description Specifications

schedul ei d UUID of the promotion schedule.

bundl enane Name of the bundle.

bundl ei d UUID of the bundle.

date Date when the promotion was scheduled. Format: yyyy-MM-dd (For example:
2018-11-14).
Corresponds to the year, month, and day of the Scheduled Time field in a
promotion schedule.

time Time when the promotion was scheduled. Format: HH:mm (For example: 22:00).

Corresponds to the hour and minutes of the Scheduled Time field in a promotion
schedule.
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Required Mutually Exclusive With

N bundl enane and
bundl ei d

N schedul ei d and
bundl ei d

N schedul ei d and

bundl enanme

Y

(If bundl enan® or
bundl ei d is
specified)

Y

(If bundl enane or
bundl ei d is
specified)


http://localhost:8080/opswise/resources/promotion/schedule?bundlename=BundleA&date=2018-12-15&time=14:30
http://localhost:8080/opswise/resources/promotion/schedule?bundleid=8fc4fd900804418b84af7b33eb55eb09&date=2018-12-15&time=17:00
http://localhost:8080/opswise/resources/promotion/schedule?scheduleid=dd1de1b27848435cb852fb8807af6a30
https://www.stonebranch.com/confluence/display/UC67/Promotion+Schedules#PromotionSchedules-ScheduledTime
https://www.stonebranch.com/confluence/display/UC67/Promotion+Schedules#PromotionSchedules-ScheduledTime
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Schedule Bundle Promotion

Example URI http://localhost:8080/opswise/resources/bundle/promote

Description
URI http://host_name/opswise/resources/bundle/promote
HTTP Method POST
Description Schedules the promotion of a Bundle.
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Schedule Bundle Promotion: XML and JSON Examples.
Request Properties See Schedule Bundle Promotion: Properties.

Example Response See Schedule Bundle Promotion: XML and JSON Examples.

Schedule Bundle Promotion: XML and JSON Examples

Examples = XML

Example -

Request XML

<bundl e- pr onot e>

<tine>22: 00</time>

/notificati onOption>
</ bundl e- pr onot e>

<i d>al7c53a4975d4df 59ddf 4e6f 1f bOb111</i d>

<pronoti onTar get Nane>t est Tar get </ pr onot i onTar get Nanme>
<overri deUser >t est User </ overri deUser >

<overri dePasswor d>t est Passwor d</ over ri dePasswor d>

<al | owUnvTnpl t Changes>t r ue</ al | ownvTnpl t Changes>
<schedul e>t r ue</ schedul e>

<cr eat eSnapshot >t r ue</ cr eat eSnapshot >

<dat e>2015- 10- 31</ dat e>

<noti ficati onOpti on>operation success<
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JSON

¥ JSON

"id": "1bd5a9ae80714523a858633df 3c515bf ",
“pronoti onTar get Nane": "testTarget",
"overrideUser": "testUser",
"overridePassword": "testPasswordl",

"al | omUnvTnpl t Changes": true,

"schedul e": true,

"createSnapshot": true,

"date": "2018-01-04",

"time": "23:00",

"notificationOption": "operation success"



http://<i>host_name</i>/opswise/resources/bundle/promote
http://localhost:8080/opswise/resources/bundle/promote
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Example ¥ ML * JSON
Response
<command- r esponse>
<type>schedul e_pronotion</type> "type": "schedul e_pronotion",
<success>true</ success> "success": true,
<i nfo>Successful |l y schedul ed the pronotion of bundle "info": "Successfully schedul ed the pronotion of bundle
"test" to pronotion target "testTarget" for 2015-10-31 "abc" to pronption target "testTarget" for 2018-01-04
22:00: 00 -0600. </ i nf o> 23:00: 00 -0600. ",
<errors /> “errors": ""
</ conmand- r esponse> }

Schedule Bundle Promotion: Properties

Property Ul Field Description Specifications Required Mutually Exclusive With
Name
al | owunvTnpl t Changes = Allow Allow the promotion to Valid values: N
Universal contain new or changed
Template Universal Templates. ® Yes,Y,true
Changes ®* No,N,false
f, Note

In order to promote Universal Template
changes, the user must have the
ops_universal_template_admin role or the
ops_admin role.

cr eat eSnapshot Create Schedule the Bundle Valid values: N
Snapshot promotion using the current
Bundle records. ® Yes,Y true

® No,N,false

dat e Date Date on which to promote the Y
Bundle. (if schedul e
is Yes,Y,true);
format is
yyyy-MM-dd.
id n/a 32-character sysid of the Y nane
Bundle to be promoted. (unless nane
is specified)
nane Bundle Name = Name of the Bundle to be Y id
promoted. (unlessi d
is specified)
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notificationOption

overridePassword

overrideUser

pronotionTarget|d

pronoti onTar get Nane

schedul e

time
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System
Notification

Password

User

n/a

Promotion
Target

Schedule

Time

System Notification to send
on success and/or failure of
the promotion.

User password to use
instead of the default User
password for the promotion
target.

User name to use instead of
the default User name for the
promotion target.

ID of the Controller cluster
node on which to promote
the Bundle.

Name of the Controller
cluster node on which to
promote the Bundle.

Indication of whether or not
to schedule a Bundle
promotion.

Time on which to promote
the Bundle.

Valid values (not case sensitive):

® operation Failure (default)
® operation success/failure
® operation success

Default is the Default Promotion Target of the specified Bundle.

Default is the Default Promotion Target of the specified Bundle.

Valid values

® Yes,Y,true
®* No,N,false.

Default is 00:00.

Y
(if overri deUser
is specified)

Y

(if
overridePassword
is specified)

N pronoti onTar get Nane

N pronotionTarget|d


https://www.stonebranch.com/confluence/display/UC67/Installing+Universal+Controller#InstallingUniversalController-ConfigureSystemNotifications
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Business Service Web Services

Overview

Create a Business Service
Delete a Business Service
List Business Services
Modify a Business Service
Read a Business Service

Overview

Universal Controller supports the following RESTful-based web services for Business Service operations, which are listed alphabetically on this page.

Create a Business Service
Delete a Business Service
List Business Services
Modify a Business Service
Read a Business Service

Formatting specifications for each web service, including details about property requirements, are provided.

Create a Business Service

Description
URI http://host_name/opswise/resources/businessservice
HTTP Method POST
Description Creates a Business Service.
Example URI http://localhost:8080/opswise/resources/businessservice
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Business Service: Example Request, below.

Business Service Properties = See Business Service Properties, below.

Example Response
® Status 200 /OK
Successfully created the Business Service with sysld {sysld}.

Create a Business Service: Example Request
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XML Request JSON Request
¥ XML Request ¥ JSON Request
<busi nessServi ce retai nSyslds="true"> {
<descri pti on>1</descri pti on> "description': 1,
<nane>t est </ nane> "nane": "test",
<sysld "retai nSyslds": true,
>e3a0d7b81f 904c8f a4ae55cde6d58665< "sysld":
/ sysl d> "e3a0d7b81f 904c8f a4ae55cde6d58665"
</ busi nessServi ce> }

Business Service: Properties

Property Ul Field Description Specifications
Name

description  Description = User-defined; description of this record.

nane Name Name used within the Controller to identify this Business Service. Maximum 40 alphanumerics.
retainSyslds nl/a Specification for whether or not the Create a Business Service web service will persist the sysld property. Valid values: true/false (default is
true).

® |f retainSyslds="true" and sysl d is included in the request/response, sys| d will be persisted to the
database.

® |f retainSyslds="false" and sysl d is included in the request/response, sys| d will be ignored; it will be
autogenerated by the Controller.

*.  Note
In XML web services, r et ai nSysl ds is specified as an attribute in the <businessService>
element.
sysld n/a System ID field in the database for this Business Service record. Persisted only if retainSyslds is

set to true.

Delete a Business Service

Description
URI http://host_name/opswise/resources/businessservice
HTTP Method DELETE
Description Deletes a Business Service.
URI Parameters See Delete a Business Service: URI Parameters, below.
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Required


http://<i>host_name</i>/opswise/resources/businessservice
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Example URI http://localhost:8080/opswise/resources/businessservice?busserviceid=77171434c0a801¢c9016d5b2b5d17ddee

Example Response
® Status 200 /OK
Business Service deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify busser vi cenane and bussser vi cei d at the same time.
® Status 404 /Not Found
A business service with {name/id} "test" does not exist.

Delete a Business Service: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

busservi cei d ID used within the Controller to identify this Business Service. String; URI parameter. Y busservi cenane
(unless busser vi cenanme

is specified)
busservi cenane Name used within the Controller to identify this Business Service. = String; URI parameter. Y busservi cei d

(unless busservi cei d
is specified)

List Business Services

Description
URI http://host_name/opswise/resources/businessservicel/list
HTTP Method GET
Description Retrieves information on all Business Services.
Example URI http://localhost:8080/opswise/resources/businessservice/list
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json
Example Response See List Business Services: Example Response, below.

Response Properties See Business Service Properties.

List Business Services: Example Response

XML Request JSON Request
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¥ XML Request

<busi nessServi ces>
<busi nessServi ce version="1">
<description />
<nane>bus service 1</nane>
<sysld
>639d90bf 8b61479191f 46ble524ac916<
/ sysl d>
</ busi nessServi ce>
<busi nessServi ce version="4">
<description />
<nane>bus service 2</nane>
<sysld
>0f f 4a7baf a0441a9bla57b6451344ab6<
/ sysl d>
</ busi nessServi ce>
<busi nessServi ce version="1">
<description />
<nane>bus service 3</nane>
<sysld
>2822f a2848de438c97167bf ald7a633c<
/ sysl d>
</ busi nessServi ce>
<busi nessServi ce version="1">
<description />

™ JSON Request

"description": null,
"nane": "bus service 1",
"sysld":

"639d90bf 8b61479191f 46ble524ac916"

"version": 1

b

{

"description" nul |,
"nanme": "bus service 2",
"sysld":

"0f f 4a7baf a0441a9b1a57b6451344ab6"

"version": 4

b

{

"description": null,
"nane": "bus service 3",
"sysld":

"2822f a2848de438c97167bf ald7a633c"

"version": 1

b

"description': null,
"name": "bus service 4",

<nane>bus service 4</nane> "sysld":
<sysld "ff4b77d628aedbc78c78f 383bf 1265b0",
>f f 4b77d628ae4bc78c78f 383bf 1265b0< "version": 1
/ sysl d> }
</ busi nessServi ce> ]
</ busi nessServi ces>
Modify a Business Service
Description
URI http://host_name/opswise/resources/businessservice
HTTP Method PUT

Description

Example URI

Consumes Content-Type
Produces Content-Type n/a

Example Request
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application/xml, application/json

Modifies the Business Service specified by the sysl d.

http://localhost:8080/opswise/resources/businessservice

See Modify a Business Service: Example Request, below.



http://<i>host_name</i>/opswise/resources/businessservice
http://localhost:8080/opswise/resources/businessservice
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Business Service Properties = See Business Service Properties.

Example Response

® Status 200 /OK

Successfully updated the business service with sysld <sysld> to version <version>.

Modify a Business Service: Example Request

XML Request

¥ XML Request

JSON Request

¥ JSON Request

<busi nessServi ce> {
<descri pti on>1</descri ption> "description": 1,
<nane>t est </ nane> "nane": "test",
<sysld "sysld":
>e3a0d7b81f 904c8f a4ae55cde6d58665< "e3a0d7b81f 904c8f a4ae55cde6d58665"
/ sysl d> }
</ busi nessServi ce>
Read a Business Service
URI http://host_name/opswise/resources/businessservice
HTTP Method GET
Description Retrieves information on a specific Business Service.
URI Parameters See Read a Business Service: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/businessservice?busservicename=test
® http://localhost:8080/opswise/resources/businessservice?busserviceid=f87848b00a0001037f43e7c81c8ec969

Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See Read a Business Service: Example Response, below.

Business Service Properties = See Business Service Properties.

Read a Business Service: URI Parameters

Parameter Description
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Specifications Required

Mutually Exclusive With
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http://localhost:8080/opswise/resources/businessservice?busservicename=test
http://localhost:8080/opswise/resources/businessservice?busserviceid=f87848b00a0001037f43e7c81c8ec969
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busservi cei d

ID used within the Controller to identify this Business Service.

String; URI parameter. Y

(unless busser vi cenanme

is specified)

busservi cenane Name used within the Controller to identify this Business Service. = String; URI parameter. Y

Read a Business Service: Example Response

XML Response

¥ XML Response

130 /

<busi nessServi ce retainSyslds
="true" version="1">
<descri pti on>1</descri pti on>
<nane>t est </ nanme>
<sysld
>e3a0d7b81f 904c8f a4ae55cde6d58665<
/ sysl d>
</ busi nessServi ce>

(unless busservi cei d
is specified)

JSON Response

¥ JSON Response

uc-67x-ri

"description": 1,
"name": "test",
"retai nSyslds": true,
"sysld":
"e3a0d7b81f 904c8f a4ae55cde6d58665"
"version": 1

}

1

busservi cenane

busservicei d
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Calendar Web Services

® Overview
® Add an Existing Custom Day to a Calendar
® Add an Existing Custom Day to a Calendar: URI Parameters
® Create a Calendar
® Create a Calendar: Example Request
® Create a Calendar: Calendar Properties
® Create a Calendar: Custom Day Properties
® Create a Calendar: Local Custom Day Properties
¢ Delete a Calendar
® Delete a Calendar: URI Parameters
® List Calendars
® List Calendars: Example Response
® List Local Custom Day Qualifying Dates
® List Local Custom Day Qualifying Dates: URI Parameters
® List Local Custom Day Qualifying Dates: Example Response
® List Local Custom Day Qualifying Periods
® List Local Custom Day Qualifying Periods: Example Response
® List Custom Day Qualifying Periods: URI Parameters
® Modify a Calendar
® Modify a Calendar: Example Request
® Read a Calendar
® Read a Calendar: URI Parameters
® Read a Calendar: Example Response
® Read All Custom Days of a Calendar
¢ Read All Custom Days of a Calendar: URI Parameters
® Read All Custom Days of a Calendar: Example Response
® Read All Custom Days of a Calendar: Properties
® Remove a Custom Day from a Calendar
® Remove a Custom Day from a Calendar: URI Parameters

Overview

Universal Controller supports the following RESTful-based web services for Calendar operations, which are listed alphabetically on this page.

Add an Existing Custom Day to a Calendar
Create a Calendar

Delete a Calendar

List Calendars

List Local Custom Day Qualifying Dates
List Local Custom Day Qualifying Periods
Modify a Calendar

Read a Calendar

Read All Custom Days of a Calendar
Remove a Custom Day from a Calendar

Formatting specifications for each web service, including details about parameter requirements, are provided.
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', Note
You can create and modify a Calendar that contains one or more global Custom Days only if the Custom Day Global Permitted Universal Controller system property is set to true.

Add an Existing Custom Day to a Calendar

Description
URI http://host_name/opswise/resources/calendar/customdays
HTTP Method POST
Description Adds the specified Custom Day to the specified Calendar.
URI Parameters See Add an Existing Custom Day to a Calendar: URI Parameters, below.
Example URI http://localhost:8080/opswise/resources/calendar/customdays?calendarname=test&customdayid=sfsdffsf123456dfhkjhk

Example Response
® Status 200 /OK
Custom day <customDay> successfully added to the calendar <calendar>.
® Status 400 /Bad Request
Calendar <calendarName> doesn't exist.
® Status 400 /Bad Request
Custom Day <customDay> is already in the Calendar <calendarName>.

Add an Existing Custom Day to a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With

cal endarid Unique ID for the Calendar. Y cal endar nane
(unless cal endar nane
is specified)

cal endarnane = Name used within the Controller to identify the Calendar. Maximum 40 alphanumerics. 'Y cal endari d
(unless cal endari d
is specified)

cust ondayi d Unique ID for the Custom Day. Y cust ondaynane
(unless cust ondaynane
is specified)

cust ondaynane Name used within the Controller to identify the Custom Day. | Maximum 40 alphanumerics. =Y cust ondayi d
(unless cust ondayi d
is specified)

Create a Calendar
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URI

HTTP Method
Description

Example URI

Consumes Content-Type
Produces Content-Type
Example Request
Calendar Properties

Custom Day Properties

Description
http://host_name/opswise/resources/calendar
POST

Creates a new Calendar.
http://localhost:8080/opswise/resources/calendar
application/xml, application/json

n/a

See Create a Calendar: Example Request, below.
See Create a Calendar: Calendar Properties.

See Create a Calendar: Custom Day Properties.

Local Custom Day Properties = See Create a Calendar: Local Custom Day Properties.

Example Response

® Status 200 /OK

Successfully created the calendar with sysld <sysld>.

Create a Calendar: Example Request

XML Request
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JSON Request


http://<i>host_name</i>/opswise/resources/calendar
https://www.stonebranch.com/confluence/display/UC67/Creating+Calendars
http://localhost:8080/opswise/resources/calendar
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¥ XML Request

™ JSON Request

<cal endar retai nSyslds="true">
<busi nessDays>Monday, Tuesday, Wednesday, Thur sday, Fri day<
/ busi nessDays>
<cust onDays>
<cust onDay>
<name>Qps - Chri st mas</ name>
<sysl d>daf 16d70c0a801650040c4d58a3f eebd</ sysl d
>
</ cust onDay>
<cust onDay>
<nane>Qps - Fl ag Day</ nane>
<sysl d>daf 16d8f c0a801650040c4d54b2432f b</ sys| d>
</ cust onDay>
</ cust onDays>
<comment s>Aneri can Cal endar </ conment s>
<first DayOf Week>Sunday</ fi r st DayOf Week>
<l ocal Cust onDays>
<l ocal Cust onDay>
<adj ust ment >None</ adj ust nent >
<adj ust ment Anmount >1</ adj ust ment Anmount >
<adj ust ment Type>Day</ adj ust ment Type>
<cat egor y>Hol i day</ cat egory>
<comments />
<ct ype>Si ngl e Dat e</ctype>
<dat e>2017- 08- 23</ dat e>
<dateList />
<day>1</ day>
<dayof week>Sun</ dayof week>
<nmont h>Jan</ nont h>
<nane>| ocal custom day</ name>
<observedRul es />
<relfreg>lst</rel freq>
<sysl d>616ecl5e7a5e40dbaae421e3688a25e5</ sysld
>
</l ocal Cust onDay>
</l ocal Cust onDays>
<nane>QCpswi se - Anerican Cal endar </ nane>
<opswi seG oups />
<sysl| d>da24b953c0a8016501f bch18464d8328</ sysl d>
</ cal endar >

Create a Calendar: Calendar Properties

Property Ul Field
Name

Description
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Specifications

"busi nessDays": {
"val ue":
"Monday, Tuesday, Wednesday, Thur sday, Fri day"
}

" oments": "American Cal endar”,
"custonDays": [
{
"nane": "Ops - Christnmas",
"sysld": "daf 16d70c0a801650040c4d58a3f eebd"
}s
{

“name": "Ops - Flag Day",
"sysld": "daf 16d8f c0a801650040c4d54b2432f b"
}

¥

"firstDayOf Week": "Sunday",

"l ocal Cust onDays": [
{
"adj ustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Holiday",
“comments": null,
“ctype": "Single Date",
"date": "2017-08-23",
"dateList": [],

"day": 1,

"dayof week": "Sun",

"month": "Jan",

"nane": "local custom day",

"observedRul es": [],
"relfreq": "1st",
"sysld": "616ecl5e7a5e40dbaae421e3688a25e5"
| }
"nane": "Opsw se - Anmerican Cal endar"”,
"opswi seG oups”: [],
"retai nSyslds": true,
"sysld": "da24b953c0a8016501f bcbh18464d8328"

Required
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busi nessDays Business Comma-separated list of days.
Days
coment s Description = User-defined; description for the calendar.
excl udeRel ated n/a Specification for whether or not to exclude related

records (Custom Days, Local Custom Days) from an
update, even if they are provided in the request.

firstDayCOf Week = First Day Day that is considered the start of the week.
Of Week

nane Name Name used within the Controller to identify this calendar.
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Valid values:

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Optional: useDefaultlfBlank attribute. Boolean; Valid values: true/false.

If busi nessDays is blank or is not specified in the Request, busi nessDays
defaults to Monday, Tuesday,Wednesday, Thursday,Friday. To disable this
behavior, set useDefaultlfBlank to false. That is, to set busi nessDays to
blank when a calendar contains "Business Day" Custom Day(s), specify:
<busi nessDays useDefaul t|fBl ank="f al se"></ busi nessDays>.

If busi nessDays is blank and the useDefaultlfBlank attribute is not included
in the Request (<busi nessDays [/ >), busi nessDays defaults to

Monday, Tuesday,Wednesday, Thursday,Friday.

® |f busi nessDays is not blank, useDefaultlfBlank is ignored.
® |f useDefaultlfBlank is set to true (<busi nessDays

useDef aul t| f Bl ank="t r ue" ></ busi nessDays>), busi nessDays
defaults to Monday, Tuesday,Wednesday, Thursday,Friday.

If useDefaultlfBlank is set to false (<busi nessDays

useDef aul t | f Bl ank="f al se" ></ busi nessDays>), business days are
not set.

The Read a Calendar web service will return useDefaultlfBlank only if
busi nessDays is empty; useDefaultlfBlank will be set to false.

Valid values: true/false (default is false).

Valid values:

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Maximum 40 alphanumerics.
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opswi seGr oups Member of = List of Business Services:
Business
Services XML

<opsw seG oups>
<opswi seG oup>t est </ opswi seG oup>
</ opswi seG oups>

JSON

"opswi seG oups": [
"test"

]

retai nSysl ds n/a Specification for whether or not the Create a Calendar Valid values: true/false (default is true).
web service will persist the sysld property.

® [f retainSyslds="true" and sysl d is included in
the request/response, sys| d will be persisted to
the database.

® [f retainSyslds="false" and sysl d is included in
the request/response, sysl d will be ignored; it
will be autogenerated by the Controller.

4 Note

In XML web services, r et ai nSysl ds
is specified as an attribute in the
<calendar> element.

sysld n/a System ID field in the database for this Calendar record. Persisted only if retainSyslds is set to true.

Create a Calendar: Custom Day Properties

Property Ul Field Name Description Specifications Required
nanme Name Name used within the Controller to identify this Custom Day. = Maximum 40 alphanumerics. | Y
sysld n/a sysld of the Calendar-to-Custom Day relationship. N

Create a Calendar: Local Custom Day Properties
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Property

adj ust ment

adj ust ment Anount

adj ust ment Type

cat egory

coment s

ctype

date
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Ul Field Description
Name

Adjustment  If ct ype is Relative Repeating Date (1); Adjustment for the repeating date.

Adjustment | If adj ust ment is Less (1) or Plus (2); Amount (number of days) of the adjustment
Amount to be made.

Adjustment  If adj ust ment is Less (1) or Plus (2); Type of day on which to make the
Type adjustment.

Category Category of this Local Custom Day.

Description = Description of this Local Custom Day.

Type Type of this Local Custom Day.

Date Specific date for this Local Custom Day

Specifications Required

Valid values: N
® As String = None, As Value =0
® As String = Less, As Value = 1
® As String = Plus, As Value =2

Default is None (0).

Default is 1. N

Valid values: N

® As String = Day, As Value =1
® As String = Business Day, As Value = 2

Default is Day (1).

Valid values: N
® As String = Day, As Value =1
® As String = Business Day, As Value = 2
® As String = Holiday, As Value =3
® As String = Period, As Value = 4

Default is Day (1).

N
Valid values: N
® As String = Single Date, As Value =0
® As String = Relative Repeating Date, As
Value = 1
® As String = Absolute Repeating Date, As
Value = 2
® As String = List of Dates, As Value =3
Default is Single Date (0).
Format: yyyy-mm-dd. Y
(if ctype =
Single Date.
)

m


https://www.stonebranch.com/confluence/display/UC67/Creating+Custom+Days#CreatingCustomDays-CustomDayAdjustments
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dat eLi st

day

dayof week
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Dates

Day

Day Of

Week

Multiple specific dates for this Local Custom Day. XML
<dat eLi st>
<dat e>2017- 12- 13</ dat e>
<dat e>2017- 12- 14</ dat e>
</ dat eLi st >
JSON
"dateList": [
"2017-12-13",
"2017-12-14"
I
Day of the month. Integer; Valid values: 1-31.
Day of the week. Valid values:

As String = Sun, As Value = 1
As String = Mon, As Value =2
As String = Tue, As Value = 3
As String = Wed, As Value =4
As String = Thu, As Value =5
As String = Fri, As Value = 6

As String = Sat, As Value =7

Default is Mon (2).

Y

(if ctype
is List of
Dates.)

Y

(if ctype
is Absolute
Repeating
Date)

Y

(if ctype
is Relative
Repeating
Date)
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nmont h

nanme

observedRul es

139 /
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Month Month of the year. Valid values: Y
(ifctypeis

® As String = Jan, As Value =0 Relative
® As String = Feb, As Value = 1 Repeating
® As String = Mar, As Value = 2 Date
® As String = Apr, As Value = 3 or
® As String = May, As Value = 4 Absolute
® As String = Jun, As Value =5 Repeating
® As String = Jul, As Value = 6 Date)
® As String = Aug, As Value =7
® As String = Sep, As Value = 8
® As String = Oct, As Value =9
® As String = Nov, As Value = 10
® As String = Dec, As Value = 11
L]

As String = ALL, As Value = 12

Default is Jan (0).

Name Name of this Local Custom Day. Y
Observed | If cat egory is Holiday (3) and ct ype is Relative Repeating Date (1) or Absolute Valid day of week values: N
Rules Repeating Date (2); Rules for when the holiday will be observed.
® Sun, Mon, Tue, Wed, Thu, Fri, Sat
XML
<obser vedRul es>
<obser vedRul e>
<act ual DayOf Week>Sat </ act ual DayOf Week>
<obser vedDayOf Week>Fr i </ obser vedDay Of Week>
</ obser vedRul e>
<observedRul e>
<act ual DayOf Week>Sun</ act ual DayCf Week>
<obser vedDay Of Week>Mon</ obser vedDay Of Week>
</ observedRul e>
</ obser vedRul es>
JSON
"observedRul es" : [
"act ual DayOr Week" : "Sat",
"observedDayOf Week" : "Fri"
boA
"act ual DayOr Week" : "Sun",
"observedDayOf Week" : "Mon"
}l
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relfreq When Occurrence of this day in the month. Valid values: Y
(if ctype

® As String = 1st, As Value = 1 is Relative
® As String = 2nd, As Value = 2 Repeating
® As String = 3rd, As Value = 3 Date)
® As String = 4th, As Value = 4
® As String = Last, As Value =5
® As String = Every, As Value = 6

Default is 1st (1).

sysld n/a System ID in the database for this Local Custom Day. Persisted only if retainSyslds is set to true. Y
(if
retainSyslds

is true.)

Delete a Calendar

Description

URI http://host_name/opswise/resources/calendar
HTTP Method DELETE
Description Deletes the specified Calendar.
URI Parameters See Delete a Calendar: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/calendar?calendarname=testCalendar

® http://localhost:8080/opswise/resources/calendar?calendarid=f87848b00a0001037f43e7c81c8ec969
Authentication HTTP Basic

Example Response
® Status 200 /OK
Calendar deleted successfully.
® Status 404 /Not Found
A calendar with id "f87848b00a0001037f43e7c81c8ec969" does not exist.

Delete a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
cal endarid Unique ID for this Calendar. Y cal endar nanme

(unless cal endar nane

is specified)
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cal endar nane = Name used within the Controller to identify this Calendar. = Maximum 40 alphanumerics. ' Y

cal endari d

(unless cal endari d
is specified)

List Calendars

Description
URI http://host_name/opswise/resources/calendar/list
HTTP Method GET
Description Retrieves information on all Calendar.
Example URI http://localhost:8080/opswise/resources/calendar/list
Authentication HTTP Basic
Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

Example Response See List Calendars: Example Response, below.
Calendar Properties See Create a Calendar: Calendar Properties.
Custom Day Properties See Create a Calendar: Custom Day Properties.

Local Custom Day Properties = See Create a Calendar: Local Custom Day Properties.

List Calendars: Example Response
XML Response

¥ XML Response

<cal endar s>
<cal endar version="6">
<busi nessDays>Monday, Tuesday, Wednesday, Thur sday, Fri day</ busi nessDays

<comment s>Def aul t Syst em Cal endar </ conment s>
<cust onDays>
<cust onDay>
<name>Qps - Menorial Day</nanme>
<sysl d>daf 16d70c0a801650040c4d58a3f eebd</ sysl| d>
</ cust onDay>
<cust onDay>
<nane>Qps - Thanksgi vi ng Day USA</ nane>
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JSON Response

¥ JSON Response

"busi nessDays": {

"val ue":
"Monday, Tuesday, Wednesday, Thur sday, Fri day"
},
"comments": "Default System Cal endar",

"cust onDays": [

"nane": "Ops - Menorial Day",
"sysld":

"daf 16d70c0a801650040c4d58a3f eebd"
},
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https://www.stonebranch.com/confluence/display/UC67/Creating+Calendars
http://localhost:8080/opswise/resources/calendar/list
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<sysl d>b355ca6ea2c94aaa%a8895d496396e57</ sysl d>
</ cust onDay>
</ cust onDays>
<first DayOf Week>Sunday</ fi r st DayOf Week>
<l ocal Cust onDays>
<l ocal Cust onDay>

<adj ust ment >None</ adj ust nment >

<adj ust ment Anount >1</ adj ust nent Anount >
<adj ust nent Type>Day</ adj ust ment Type>
<cat egor y>Hol i day</ cat egor y>

<comments />

<ct ype>Si ngl e Date</ctype>

<dat e>2017- 08- 23</ dat e>

<dat eLi st />

<day>1</ day>

<dayof week>Sun</ dayof week>

<nont h>Jan</ nont h>

<nane>| ocal cust om day</ name>

<rel freg>lst</rel fregq>

<sysl d>616ec15e7a5e40dbaae421e3688a25e5</ sysl| d>

</l ocal Cust onDay>
</l ocal Cust onDays>
<first DayOf Week>Sunday</ fi r st DayOf Week>
<nane>Syst em Def aul t </ nane>
<opswi seG oups />
<sysl| d>77171434c0a801c9016d5b2b5d17ddee</ sysl| d>

<cal endar version="2">
<busi nessDays>Monday, Tuesday, Wednesday, Thur sday, Fri day</ busi nessDays>
<coment s>Aneri can Cal endar </ conment s>
<cust onDays />
<first DayOf Week>Sunday</ fi r st DayOf Week>
<l ocal Cust onDays>
<l ocal Cust onDay>

<adj ust ment >None</ adj ust nent >

<adj ust ment Amount >1</ adj ust ment Anmount >
<adj ust ment Type>Day</ adj ust ment Type>
<cat egor y>Hol i day</ cat egory>

<comments />

<ct ype>Si ngl e Dat e</ctype>

<dat e>2017- 08- 23</ dat e>

<dateList />

<day>1</ day>

<dayof week>Sun</ dayof week>

<nmont h>Jan</ nont h>

<nane>| ocal custom day</ name>

<rel freg>lst</rel fregq>

<sysl d>616ec15e7a5e40dbaae421e3688a25e5</ sysl| d>

</'| ocal Cust onDay>
</l ocal Cust onDays>
<nanme>Cpswi se - Anerican Cal endar </ nane>
<opswi seG oups/ >
<sysl d>da24b953c0a8016501f bch18464d8328</ sysl d>

{
"nane": "QOps - Thanksgi ving Day USA",
"sysld":
"b355cabea2c94aaa9a8895d496396e57"
}
1,
"firstDayOf Week": " Sunday",
"l ocal Cust onDays": [
{
"adj ustnent": "None",
"adj ust ment Anpunt ": 1,
"adj ust ment Type": "Day",
"category": "Holiday",
"coments": null,
"ctype": "Single Date",
"date": "2017-08-23",
"datelList":
"day": 1,
"dayof week": "Sun",
"pont h": "Jan",
"nane": "local custom day",
"relfreg": "1st",
"sysld":
"616ecl5e7ab5e40dbaae421e3688a25e5"
}
I
"name": "System Default",
"opswi seG oups : [],
"sysld":
"77171434c0a801c9016d5b2b5d17ddee",
"version": 6

.

"busi nessDays": {
"val ue":
"Monday, Tuesday, Wednesday, Thur sday, Fri day"
"comments": "Anerican Cal endar",
"cust onDays": [],
"firstDayOf Week": " Sunday",
"l ocal Cust onDays": [

"adj ustment": "None",
"adj ust mrent Amount ": 1,
"adj ust mrent Type": "Day",
"category": "Holiday",
"comments": null,
"ctype": "Single Date",
"date": "2017-08-23",
"dateList": null,

"day": 1,

"dayof week": "Sun",

“mont h": "Jan",

"nane": "local custom day",
"relfreg": "1st",

"sysld":

"616ecl5e7a5e40dbaae421e3688a25e5"
}
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</ cal endar > 1, . ;
</ cal endar s> "name": "Opswi se - Anerican Cal endar",
"opsw seG oups": [],
"sysld":

" da24b953c0a8016501f bcbh18464d8328",
"version": 2
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List Local Custom Day Qualifying Dates

Description
URI http://host_name/opswise/resources/calendar/localcustomdays/qualifyingdates
HTTP Method GET

Description Retrieves information on Qualifying Dates for a specific Local Custom Day.
URI Parameters
Example URI
Authentication HTTP Basic
Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json

Example Response See List Local Custom Day Qualifying Dates: Example Response, below.

List Local Custom Day Qualifying Dates: URI Parameters

Name Description Specifications

cust ondaynane Name used within the Controller to identify this Local Custom Day. = Maximum 40 alphanumerics.

cal endarid Unique ID for this calendar.

cal endarnane = Name used within the Controller to identify this calendar.

List Local Custom Day Qualifying Dates: Example Response

XML Response JSON Response
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See List Local Custom Day Qualifying Dates URI Parameters: URI Parameters, below.

Maximum 40 alphanumerics.

http://localhost:8080/opswise/resources/calendar/localcustomdays/qualifyingdates?customdayname=testLocalCustomDay&calendarname=testCalendar

Required Mutually Exclusive With

Y

Y cal endar nane
(unless cal endar nane
is specified)

Y cal endarid
(unless cal endari d
is specified)


http://<i>host_name</i>/opswise/resources/calendar/localcustomdays/qualifyingdates
https://www.stonebranch.com/confluence/display/UC67/Creating+Custom+Days#CreatingCustomDays-CreatingLocalCustomDays
http://localhost:8080/opswise/resources/calendar/localcustomdays/qualifyingdates?customdayname=testLocalCustomDay&calendarname=testCalendar
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¥ XML Response ¥ JSON Response
<qual i fyi ngDat es> [
<qual i fyi ngDat e>Mbn, Jan 1, 2018</quali fyi ngDate> "Mon, Jan 1, 2018",
<qual i fyi ngDat e>Tue, Jan 1, 2019</qual i fyi ngDat e> "Tue, Jan 2, 2019",
<qual i fyi ngDat e>Wed, Jan 1, 2020</qualifyi ngDat e> "Wed, Jan 1, 2020",
<qual i fyi ngDate>Fri, Jan 1, 2021</qualifyi ngDate> “Fri, Jan 1, 2021"
<qual i fyi ngDat e>Sat, Jan 1, 2022</quali fyi ngDat e> ]
<qual i fyi ngDat e>Sun, Jan 1, 2023</qualifyi ngDat e>
<qual i fyi ngDat e>Mbn, Jan 1, 2024</qualifyi ngDat e>
<qual i fyi ngDat e>Wed, Jan 1, 2025</quali fyi ngDat e>
<qual i fyi ngDat e>Thu, Jan 1, 2026</quali fyi ngDat e>
<qual i fyi ngDate>Fri, Jan 1, 2027</qualifyi ngDate>
<qual i fyi ngDat e>Sat, Jan 1, 2028</quali fyi ngDat e>
<qual i fyi ngDat e>Mon, Jan 1, 2029</qual i fyi ngDat e>
<qual i fyi ngDat e>Tue, Jan 1, 2030</qualifyi ngDate>
<qual i fyi ngDat e>Wed, Jan 1, 2031</quali fyi ngDate>
<qual i fyi ngDat e>Thu, Jan 1, 2032</qual i fyi ngDat e>
<qual i fyi ngDat e>Sat, Jan 1, 2033</qualifyi ngDate>
<qual i fyi ngDat e>Sun, Jan 1, 2034</quali fyi ngDate>
<qual i fyi ngDat e>Mon, Jan 1, 2035</quali fyi ngDat e>
<qual i fyi ngDat e>Tue, Jan 1, 2036</qualifyi ngDate>
<qual i fyi ngDat e>Thu, Jan 1, 2037</qualifyi ngDate>
<qual i fyi ngDat e>Fri, Jan 1, 2038</quali fyi ngDat e>
<qual i fyi ngDat e>Sat, Jan 1, 2039</qualifyi ngDate>
<qual i fyi ngDat e>Sun, Jan 1, 2040</qual i fyi ngDat e>
<qual i fyi ngDat e>Tue, Jan 1, 2041</quali fyi ngDate>
<qual i fyi ngDat e>Wed, Jan 1, 2042</quali fyi ngDat e>
<qual i fyi ngDat e>Thu, Jan 1, 2043</qualifyi ngDate>
<qual i fyi ngDat e>Fri, Jan 1, 2044</quali fyi ngDat e>
<qual i fyi ngDat e>Sun, Jan 1, 2045</quali fyi ngDat e>
<qual i fyi ngDat e>Mon, Jan 1, 2046</qualifyi ngDat e>
<qual i fyi ngDat e>Tue, Jan 1, 2047</quali fyi ngDate>
</ qual i fyi ngDat es>
List Local Custom Day Qualifying Periods
Description
URI http://host_name/opswise/resources/calendar/localcustomdays/qualifyingperiods
HTTP Method GET
Description Retrieves information on Qualifying Periods for a specific Local Custom Day.
URI Parameters See List Local Custom Day Qualifying Periods URI Parameters: URI Parameters, below.
Example URI http://localhost:8080/opswise/resources/calendar/localcustomdays/qualifyingperiods?customdayname=testLocalCustomDayé&calendarname=testCalendar
Authentication HTTP Basic

Consumes Content-Type n/a
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Produces Content-Type

Example Response

application/xml, application/json

See List Local Custom Day Qualifying Periods: Example Response, below.

List Local Custom Day Qualifying Periods: Example Response

XML Response

¥ XML Response

<qual i fyi ngPeri ods>

<qual i fyi ngPeri od>
<startDat e>Sun, Jan 1, 2017</start Date>
<endDat e>Sat, Jan 6, 2018</ endDat e>

</ qual i fyi ngPeri od>

<qual i fyi ngPeri od>
<startDat e>Sun, Jan 7, 2018</start Date>
<endDat e>Sat, Jan 5, 2019</endDat e>

</ qual i fyi ngPeri od>

<qual i fyi ngPeri od>
<startDate>Sun, Jan 6, 2019</start Date>
<endDat e>Sat, Jan 4, 2020</endDat e>

</ qual i fyi ngPeri od>

<qual i fyi ngPeri od>
<startDat e>Sun, Jan 5, 2020</start Date>
<endDat e>Sat, Jan 2, 2021</endDat e>

</ qual i fyi ngPeri od>

<qual i fyi ngPeri od>
<startDat e>Sun, Jan 3, 2021</start Date>
<endDat e>Sat, Jan 1, 2022</endDat e>

</ qual i fyi ngPeri od>

<qual i fyi ngPeri od>
<start Dat e>Sun, Jan 2, 2022</start Date>
<endDat e>Sat, Dec 31, 2022</endDate>

</ qual i fyi ngPeri od>

</ qual i fyi ngPeri ods>

JSON Response

¥ JSON Response

]

{
"startDate": "Sun, Jan 1,
"endDate": "Sat, Jan 6, 2018"

i

"startDate": "Sun, Jan 7,
"endDate": "Sat, Jan 5, 2019"

}

2017,

2018",

List Custom Day Qualifying Periods: URI Parameters

Name

cust ondaynane

cal endarid

cal endar nane

Description

Unique ID for this calendar.
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Name used within the Controller to identify this calendar.

Specifications

Name used within the Controller to identify this Local Custom Day. Maximum 40 alphanumerics.

Maximum 40 alphanumerics.

Required Mutually Exclusive With

Y

Y cal endar nane
(unless cal endar nane
is specified)

Y cal endarid
(unless cal endari d
is specified)
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Modify a Calendar

Description
URI http://host_name/opswise/resources/calendar
HTTP Method PUT
Description Modifies the Calendar specified by the sysl d.

To modify Calendar properties without modifying related records, see the excludeRelated property.

Example URI http://localhost:8080/opswise/resources/calendar
Consumes Content-Type application/xml, application/json

Produces Content-Type n/a

Example Request See Modify a Calendar: Example Request, below.
Calendar Properties See Create a Calendar: Calendar Properties.
Custom Day Properties See Create a Calendar: Custom Day Properties.

Local Custom Day Properties = See Create a Calendar: Local Custom Day Properties.

Example Response
® Status 200 /OK
Successfully updated the calendar with sysld <sysld> to version <version>.

Modify a Calendar: Example Request

The excludeRelated property is included in the XML as an attribute.

XML Request JSON Request
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¥ XML Request

™ JSON Request

<cal endar >
<busi nessDays>Monday, Tuesday, Wednesday, Thur sday, Fri day<
/ busi nessDays>
<cust onDays>
<cust onDay>
<name>Qps - Chri st mas</ name>
<sysl d>daf 16d70c0a801650040c4d58a3f eebd</ sysl d
>
</ cust onDay>
<cust onDay>
<nane>Qps - Fl ag Day</ nane>
<sysl d>daf 16d8f c0a801650040c4d54b2432f b</ sys| d>
</ cust onDay>
</ cust onDays>
<conment s>Arer i can Cal endar </ conment s>
<first DayOf Week>Sunday</ fi r st DayOf Week>
<l ocal Cust onDays>
<l ocal Cust onDay>
<adj ust ment >None</ adj ust nent >
<adj ust ment Anmount >1</ adj ust ment Anmount >
<adj ust ment Type>Day</ adj ust ment Type>
<cat egor y>Hol i day</ cat egory>
<comments />
<ct ype>Si ngl e Dat e</ctype>
<dat e>2017- 08- 23</ dat e>
<dateList />
<day>1</ day>
<dayof week>Sun</ dayof week>
<nmont h>Jan</ nont h>
<nane>| ocal custom day</ name>
<rel freg>lst</rel fregq>
<sysl d>616ecl5e7a5e40dbaae421e3688a25e5</ sysld
>
</l ocal Cust onDay>
</'| ocal Cust onDays>
<nanme>Cpswi se - Anerican Cal endar </ nane>
<opswi seG oups />
<sysl d>da24b953c0a8016501f bcb18464d8328</ sysl d>
</ cal endar >

"busi nessDays": {
"val ue":
"Monday, Tuesday, Wednesday, Thur sday, Fri day"
}

" oments": "American Cal endar”,
"custonDays": [
{
"nane": "Ops - Christnmas",
"sysld": "daf 16d70c0a801650040c4d58a3f eebd"
}s
{

“name": "Ops - Flag Day",
"sysld": "daf 16d8f c0a801650040c4d54b2432f b"
}

¥

"firstDayOf Week": "Sunday",

"l ocal Cust onDays": [
{
"adj ustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Holiday",
“comments": null,
“ctype": "Single Date",
"date": "2017-08-23",

"dateList": [],

"day": 1,

"dayof week": "Sun",

"month": "Jan",

"nane": "local custom day",
"relfreq": "1st",

"sysld": "6l6ecl5e7a5e40dbaae421e3688a25e5"
}

’ ame": "QOpsw se - Anmerican Cal endar”,
"opswi seG oups": [],
"sysld": "da24b953c0a8016501f bch18464d8328"

]

Read a Calendar

Description
URI http://host_name/opswise/resources/calendar
HTTP Method GET
Description Retrieves information on a specific Calendar.

148 |/ uc-67x-ri



http://<i>host_name</i>/opswise/resources/calendar
https://www.stonebranch.com/confluence/display/UC67/Creating+Calendars

Universal Controller 6.7.x Remote Interfaces

URI Parameters

Example URI

Consumes Content-Type
Produces Content-Type

Example Response

Calendar Properties

Custom Day Properties

See Read a Calendar: URI Parameters, below.

® http://localhost:8080/opswise/resources/calendar?calendarname=testCalendar
® http://localhost:8080/opswise/resources/calendar?calendarid=d26265a2c4f345359d9b356f18a462c1

n/a
application/xml, application/json
® Status 200 /OK

(See Read a Calendar: Example Response, below.)
® Status 404 /Not Found

A calendar with id "d26265a2c4f345359d9b356f18a462c1" does not exist.

See Create a Calendar: Calendar Properties.

See Create a Calendar: Custom Day Properties.

Local Custom Day Properties = See Create a Calendar: Local Custom Day Properties.

Read a Calendar: URI Parameters

Name Description

Specifications

cal endarid Unique ID for this Calendar.

cal endar nane = Name used within the Controller to identify this Calendar. = Maximum 40 alphanumerics.

Read a Calendar: Example Response

XML Response
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Required

Y
(unless cal endar nane
is specified)

Y
(unless cal endari d
is specified)

JSON Response

Mutually Exclusive With

cal endar nane

cal endari d


http://localhost:8080/opswise/resources/calendar?calendarname=testCalendar
http://localhost:8080/opswise/resources/calendar?calendarid=d26265a2c4f345359d9b356f18a462c1
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¥ XML Response

¥ JSON Response

<cal endar retai nSyslds="true" version="1">
<busi nessDays>Monday, Tuesday, Wednesday, Thur sday, Fri day<
/ busi nessDays>
<cust onDays>
<cust onDay>
<name>Qps - Chri st mas</ name>
<sysl d>daf 16d70c0a801650040c4d58a3f eebd</ sysl d
>
</ cust onDay>
<cust onDay>
<nane>Qps - Fl ag Day</ nane>
<sysl d>daf 16d8f c0a801650040c4d54b2432f b</ sys| d>
</ cust onDay>
</ cust onDays>
<conment s>Arer i can Cal endar </ conment s>
<first DayOf Week>Sunday</ fi r st DayOf Week>
<l ocal Cust onDays>
<l ocal Cust onDay>
<adj ust ment >None</ adj ust nent >
<adj ust ment Anmount >1</ adj ust ment Anmount >
<adj ust ment Type>Day</ adj ust ment Type>
<cat egor y>Hol i day</ cat egory>
<comments />
<ct ype>Si ngl e Dat e</ctype>
<dat e>2017- 08- 23</ dat e>
<dateList />
<day>1</ day>
<dayof week>Sun</ dayof week>
<nmont h>Jan</ nont h>
<nane>| ocal custom day</ name>
<rel freg>lst</rel fregq>
<sysl d>616ecl5e7a5e40dbaae421e3688a25e5</ sysld
>
</l ocal Cust onDay>
</'| ocal Cust onDays>
<nanme>Cpswi se - Anerican Cal endar </ nane>
<opswi seG oups />
<sysl d>da24b953c0a8016501f bcb18464d8328</ sysl d>
</ cal endar >

Read All Custom Days of a Calendar

Description
URI http://host_name/opswise/resources/calendar/customdays
HTTP Method GET
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"busi nessDays": {

"val ue":
"Monday, Tuesday, Wednesday, Thur sday, Fri day"
b
"comments": "“American Cal endar"”,
"custonDays": [
{
"nane": "Ops - Christnmas",
"sysld": "daf 16d70c0a801650040c4d58a3f eebd"
I
{

“name": "Ops - Flag Day",
"sysld": "daf 16d8f c0a801650040c4d54b2432f b"
}

¥

"firstDayOf Week": "Sunday",

"l ocal Cust onDays": [
{
"adj ustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Holiday",
“comments": null,
“ctype": "Single Date",
"date": "2017-08-23",
"dateList": [],

"day": 1,

"dayof week": "Sun",

"month": "Jan",

"nane": "local custom day",
"relfreq": "1st",

"sysld": "6l6ecl5e7a5e40dbaae421e3688a25e5"
}

ame": "QOpsw se - Anmerican Cal endar”,
"opswi seG oups": [],
"retai nSyslds": true,
"sysld": "da24b953c0a8016501f bcb18464d8328",
"version": 1

]



http://<i>host_name</i>/opswise/resources/calendar/customdays
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Description

URI Parameters
Example URI

Consumes Content-Type
Produces Content-Type

Example Response

Response Properties

Retrieves information on all Custom Days of a specific Calendar.
See Read All Custom Days of a Calendar: URI Parameters, below.
http://localhost:8080/opswise/resources/calendar/customdays?calendarname=test
application/xml, application/json
n/a
® Status 200 /OK
(See Red All Custom Days of a Calendar: Example Response, below.)

® Status 404 /Not Found
A calendar with id "d26265a2c4f345359d9b356f18a462c1" does not exist.

See Read All Custom Days of a Calendar: Response Properties, below.

Read All Custom Days of a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
cal endarid Unique ID for this Calendar. Y cal endar nanme

(unless cal endar nane

is specified)
cal endar nane = Name used within the Controller to identify this Calendar. = Maximum 40 alphanumerics. = Y cal endari d

(unless cal endari d
is specified)

Read All Custom Days of a Calendar: Example Response

XML Response
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JSON Response
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¥ XML Response

<cust onDays>
<cust onDay>

<adj ust nent >None</ adj ust nent >

<adj ust ment Anount >1</ adj ust nent Anount >

<adj ust nent Type>Day</ adj ust ment Type>

<cat egor y>Hol i day</ cat egory>

<comment s>New Year's Day - Jan 1st</conmment s>
<ct ype>Absol ut e Repeati ng Dat e</ctype>

<date />

<datelList />

<day>1</ day>

<dayof week>Sun</ dayof week>

<hol i day>t rue</ hol i day>

<nmont h>Jan</ nont h>

<nane>(ps - New Year's Day</ nane>

<peri od>f al se</ peri od>

<rel freg>lst</rel freq>

<sysl d>dae77560c0a80165006d8051753b806c</ sysl d

</ cust onDay>
<cust onDay>

<adj ust ment >None</ adj ust nent >

<adj ust ment Anobunt >1</ adj ust ment Anount >

<adj ust ment Type>Day</ adj ust nent Type>

<cat egor y>Hol i day</ cat egor y>

<comment s>New Year's Day - Jan 1st</comment s>
<ct ype>Absol ut e Repeating Date</ctype>

<date />

<datelList />

<day>1</ day>

<dayof week>Sun</ dayof week>

<hol i day>t rue</ hol i day>

<nont h>Jan</ nont h>

<nanme>0ps - New Year's Day</nanme>

<peri od>f al se</ peri od>

<relfreg>lst</relfreqgq>

<sysl d>dae77560c0a80165006d8051753b806c</ sysl d>

</ cust onDay>

</ cust onDays>

¥ JSON Response

{

"adj ustment": "None",

"adj ust ment Amount ": 1,

"adj ust ment Type": "Day",

"category": "Holiday",

"comments": "New Year's Day - Jan 1st",
"ctype": "Absol ute Repeating Date",
"date : null,

"dateList : [ ],

"day": 1,

"dayof week": "Sun",
"hol i day": true,
"mont h": "Jan",

"nane": "Ops - New Year's Day",
"period": false,

"relfreq": "1st",

"sysld":

"dae77560c0a80165006d8051753b806¢c"

Be

{

"adjustment": "None",

"adj ust ment Anount": 1,

"adj ust ment Type": "Day",

“category"": Holiday",

"coments": "New Year's Day - Jan 1st",
"ctype"": Absol ute Repeating Date",
"date : null,

"dateList : [],

"day": 1,

"dayof week": "Sun",
"hol i day": true,
"mont h": "Jan",

"name": "Ops - New Year's Day",

"period": false",

"relfreq": "1st",

"sysld": "dae77560c0a80165006d8051753b806¢c

}

Read All Custom Days of a Calendar: Properties

Property

adj ust ment

adj ust ment Anount

adj ust ment Type
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Ul Field Name Description

Adjustment Adjustment for the repeating date.

Adjustment Amount = Amount (number of days) of the adjustment to be made.

Adjustment Type

Type of day on which to make the adjustment.
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cat egory Category Category of this Local Custom Day.

coment s Description Description of this Custom Day.

ctype Type Type of this Custom Day.

date Date Specific date for this Custom Day

dat eLi st Dates Multiple specific dates for this Custom Day.

day Day Day of the month.

dayof week Day Of Week Day of the week.

hol i day Holiday Deprecated. Indication of whether or not this Custom Day is a holiday.
nmont h Month Month of the year.

nane Name Name of this Custom Day.

period Period Deprecated. Indication of whether or not this Custom Day defines a custom period of days.
relfreq When Occurrence of this day in the month.

sysld n/a System ID in the database for this Custom Day.

Remove a Custom Day from a Calendar

Description
URI http://host_name/opswise/resources/calendar/customdays
HTTP Method DELETE
Description Removes the specified Custom Day from a specific Calendar.
URI Parameters See Remove a Custom Day from a Calendar: URI Parameters, below.
Example URI http://localhost:8080/opswise/resources/calendar/customdays?calendarname=ExampleCalendar&customdayid=977e7539af6e450d924a92el1ad39a256
Authentication HTTP Basic

Example Response
® Status 200 /OK
Successfully removed custom day <customDay> from calendar <calendar>.
® Status 400 /Bad Request
Calendar <calendarName> doesn't exist.

Remove a Custom Day from a Calendar: URI Parameters

Name Description Specifications Required Mutually Exclusive With
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cal endarid

cal endar nane

cust ondayi d

cust ondaynane
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Unique ID for the Calendar.

Name used within the Controller to identify the Calendar.

Unique ID for the Custom Day.

Name used within the Controller to identify the Custom Day.

Maximum 40 alphanumerics.

Maximum 40 alphanumerics.

Y
(unless cal endar nane
is specified)

Y
(unless cal endari d
is specified)

Y
(unless cust ondaynane
is specified)

Y
(unless cust ondayi d
is specified)

cal endar nane

cal endarid

cust ondaynane

cust ondayi d
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Cluster Node Web Services

® Overview
® List All Cluster Nodes
® Read Current Cluster Node

Overview

Universal Controller supports the following RESTful-based web services for Cluster Nodes, which are listed alphabetically on this page.

® List All Cluster Nodes
® Read Current Cluster Node

Formatting specifications for each web service, including details about parameter requirements, are provided.

List All Cluster Nodes

Description
URI http://host_name/opswise/resources/clusternode/list
HTTP Method GET
Description Retrieves information on all Cluster Nodes.
Example URI http://localhost:8080/opswise/resources/clusternode/list

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json
Example Response See List All Cluster Nodes: XML and JSON Examples.

Properties See List All Cluster Nodes: Properties.

List All Cluster Nodes: XML and JSON Examples

XML JSON

¥ XML ¥ JSON
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<cl ust er Nodes>
<cl ust er Node>
<bui | dDat e>12- 18- 2017_0529<
/ bui | dDat e>
<bui | dl d>bui | d. devel opnent <
/ bui | dI d>
<host Name>asus- pc</ host Nanme>
<i pAddr ess>192. 168. 1. 21<
/i pAddr ess>
<nodel d>asus- pc: 8501- opswi se<
/ nodel d>
<nodeMbde>Act i ve</ nodeMbde>
<nodeSt art >2017-12-18 18: 40: 25<
/ nodeSt art >
<nodeTs>2017-12-19 09: 55: 46<
/ nodeTs>
<nodeUpt i nre>54920</ nodeUpt i ne>
<nodeUpt i neDi spl ay>15 Hours 15
M nutes 20 Seconds<
/ nodeUpt i neDi spl ay>
<paused>f al se</ paused>
<pausedFor Mai nt enance />
<rel1d>6.4.3.0</relld>
<sysl ld
>3a5385a3f 6df 47cb8eb7a2e29845d55b<
/ sysl | d>
</ cl ust er Node>
<cl ust er Node>
<bui | dDat e>12- 18-2017_0629<
/ bui | dDat e>
<bui | dl d>bui | d. devel opnent <
/ bui | dI d>
<host Nane>at ut - pc</ host Nane>
<i pAddr ess>192. 168. 1. 22<
/i pAddr ess>
<nodel d>asus- pc: 8502- opswi se<
/ nodel d>
<nodeMdde>Act i ve</ nodeMbde>
<nodeSt art >2017- 12- 18 19: 40: 25<
/ nodeStart >
<nodeTs>2017-12-19 10: 55: 46<
/ nodeTs>
<nodeUpt i me>54930</ nodeUpt i me>
<nodeUpt i neDi spl ay>16 Hours 15
M nutes 20 Seconds<
/ nodeUpt i meDi spl ay>
<paused>f al se</ paused>
<pausedFor Mai nt enance />
<rel 1d>6.4.3.0</rel | d>
<sysl|ld
>3a5385a3f 6df 47cb8eb7a2e29845d55¢c<
/ sysl | d>
</ cl ust er Node>
</ cl ust er Nodes>

{
"bui |l dDate": "12-18-2017_0529",
"buildld": "build.18",
"host Nanme": " Mark-4"
"i pAddress": "192.168.1.21",
"nodel d": "Mark-4:8080- opsw se6",
"nodeMode": "Active"
"nodeStart": "2017-12-18
18: 40: 25",
"nodeTs": "2017-12-19 09: 55: 46",
"nodeUpti ne": 54920
"nodeUpti neDi splay": "15 Hours 15
M nutes 20 Seconds",
"paused": false
" pausedFor Mai nt enance": nul |
"relld": "6.4.3.0",
"syslld":
"93ac346868f c4171a514d1d0b02487el"
b

{
"bui | dDate": "12-18-2017_0629",
“"buildld': "build. 18",
"host Nanme": "Mark-5"
"i pAddress": "192.168. 1. 22"
"nodel d": " Mark-5: 8080- opsw se6",
"nodeMode": "Active"
"nodeStart": "2017-12-18
19: 40: 25",
"nodeTs": "2017-12-19 10: 55: 46",
"nodeUptime": 54930
"nodeUpti meDi spl ay": "16 Hours 15
M nutes 20 Seconds",
"paused": false
" pausedFor Mai nt enance": nul |
"rel1d": "6.4.3.0",
"sysl | d":
"93ac346868f c4171a514d1d0b02487e2"

]
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List All Cluster Nodes: Properties

Property

bui | dDat e

bui I di d

host Name

i pAddr ess

nodel d

nodeMdde

nodeSt art

nodeTs

nodeUpti me
nodeUpt i meDi spl ay
paused

pausedFor Mai nt enance
relld

sysld

Read Current Cluster Node

URI

HTTP Method
Description

Example URI

Consumes Content-Type
Produces Content-Type
Response Example

Properties
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Ul Field Name Description

Build Date
Build Id
Host Name
IP Address
Node Id
Mode

Start Time
Timestamp
n/a

Uptime
Paused
n/a
Release

n/a

Description

Build date for this cluster node.

Build ID for this cluster node.

IP address or domain/name of the host machine where the cluster node resides.
IP address of this cluster node.

URL of the cluster node.

Current mode of the cluster node.

Date and time this cluster node was last started.

Date and time of the last heartbeat of this cluster node.

nodeUpt i meDi spl ay (in seconds).

Amount of time this cluster node has been running.

Indication that the Controller has been paused.

Deprecated. Indication that the Controller has been paused for maintenance.
Release number for this cluster node.

System ID field in the database for this cluster node record.

http://host_name/opswise/resources/clusternode/info

GET

Retrieves information on the current Cluster Node.

http://localhost:8080/opswise/resources/clusternode/info

n/a

application/xml, application/json

See Read Current Cluster Node: XML and JSON Examples.

See List All Cluster Nodes: Properties.


https://www.stonebranch.com/confluence/display/UC67/Server+Operations#ServerOperations-PauseUniversalController
https://www.stonebranch.com/confluence/display/UC67/Server+Operations#ServerOperations-PauseUniversalController
http://<i>host_name</i>/opswise/resources/clusternode/info
https://www.stonebranch.com/confluence/display/UC67/Cluster+Nodes
http://localhost:8080/opswise/resources/clusternode/info
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Read Current Cluster Node: XML and JSON Examples

XML

¥ XML

<cl ust er Node>
<bui | dDat e>12- 18- 2017_0529<
/ bui | dDat e>
<bui | dl d>bui | d. devel opnent <
/ bui | dI d>
<host Nanme>asus- pc</ host Nane
>
<i pAddr ess>192. 168. 1. 21<
/i pAddr ess>
<nodel d
>asus- pc: 8501- opswi se</ nodel d>
<nodeMdde>Act i ve</ nodeMbde>
<nodeSt art >2017- 12- 18
18: 40: 25</ nodeSt art >
<nodeTs>2016- 01- 20
09: 54: 20</ nodeTs>
<nodeUpt i me>55150<
/ nodeUpt i ne>
<nodeUpt i neDi spl ay>15 Hours
19 M nutes 10 Seconds<
/ nodeUpt i neDi spl ay>
<paused>f al se</ paused>
<pausedFor Mai nt enance />
<rel1d>6.4.3.0</rel ld>

<sysl I d
>3a5385a3f 6df 47ch8eb7a2e29845d55b<
/sysl | d>

</ cl ust er Node>
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JSON

¥ JSON

{
"bui | dDate": "12-18-2017_0529",

"buildld": "build. 18",
"host Nanme": " Mark-4",
"i pAddress": "192.168.1.21",
"nodel d": " Mark-4:8080-opsw se6",
"nodeMode": "Active",
"nodeStart": "2017-12-18
18: 40: 25",
"nodeTs": "2017-12-19 09: 55: 46",
"nodeUptinme": 54920,
"nodeUpti neDi splay": "15 Hours 19
M nutes 10 Seconds",
"paused": false,
" pausedFor Mai nt enance": null,
"rel1d": "6.4.3.0",
"syslld":
"93ac346868f c4171a514d1d0b02487el"
}
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Connections Web Services

Overview

Universal Controller supports RESTful-based web services for the following types of Connections:

Database Connections
Email Templates

Email Connections

SAP Connections
PeopleSoft Connections
SNMP Managers

Formatting specifications for each web service, including details about parameter requirements, are provided.
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Database Connection Web Services

Overview

Create a Database Connection
Delete a Database Connection
List Database Connections
Modify a Database Connection
Read a Database Connection

Overview

Universal Controller supports the following RESTful-based web services for Database Connection operations, which are listed alphabetically on this page.

Create a Database Connection
Delete a Database Connection
List Database Connections
Modify a Database Connection
Read a Database Connection

Formatting specifications for each web service, including details about property requirements, are provided.

Create a Database Connection

Description
URI http://host_name/opswise/resources/databaseconnection
HTTP Method POST
Description Creates an Database Connection.
Example URI http://localhost:8080/opswise/resources/databaseconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a Database Connection: Example Request, below.

Example Response
® Status 200 /OK
Successfully created the Database Connection with sysld {sysld}.
® Status 400 /Bad Request
Create Database Connection failed. A duplicate value has been detected. Name must be unique.

Database Connection Properties = See Database Connection Properties, below.

Create a Database Connection: Example Request
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XML Request JSON Request

¥ XML Request ¥ JSON Request

<dat abaseConnecti on retai nSysl ds="true">
<credentials />
<dbDescription />
<dbDri ver >com nysql . j dbc. Dri ver<
/ dbDri ver >
<dbMaxRows />
<dbType>My SQ.</ dbType>
<dbUr |
>j dbc: nysql ://1 ocal host: 3306/ opswi se<
/ dbUr | >
<nane>Dat abase Connection 1</nane>
<opswi seG oups />
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>

"credentials": null,"’
dbDescription": null,

"dbDriver": "com nysql.jdbc.Driver",

"dbMaxRows": nul |,

"dbType": "My SQ",

"dbUrl":
"jdbc: mysql ://1 ocal host: 3306/ opswi se",
"nane": "Database Connection 1",

"opsw seG oups": null,

"retai nSyslds": true,

"sysld":
"62701879a6264107bb757a952bcc65cc”
}

</ dat abaseConnect i on>

Database Connection Properties

Property Ul Field Name Description Specifications Required
credentials Credentials Credentials for this Database Connection. N
dbDescri ption Description Description of this record. N
dbDri ver Driver Name of the JDBC driver. Y
dbMax Rows Maximum Rows If necessary, specifies a limit to the number of rows you want returned by the SQL statement. N
dbType Database Type Type of Database. Valid Values: Y
® As String = MySQL (or My
SQL), As Value =1
® As String = MS SQL Server,
As Value = 2
® As String = Oracle, As Value
=3
® As String = DB2, As Value = 4
® As String = Sybase SQL
Anywhere, As Value =5
® As String = Other, As Value =
6
Default is MySQL (1).
dbUr | Connection URL URL of the database. Y
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nanme

opswi seG oups

retai nSysl ds

sysld

Connection Name Name used within the Controller to identify this Database Connection.

Member of Business Services that this record belongs to.
Business Services

XML

<opswi seG oups>
<opsw seG oup>groupl</opsw seG oup>
<opsw seG oup>gr oup2</ opswi seG oup>
</ opswi seG oups>

JSON

"opswi seGoups": ["groupl","group2"]

n/a Specification for whether or not the Create a Database Connection web service will persist the Valid values: true/false (default is

sysl d property. true).

® [f retainSyslds="true" and sysl d is included in the request/response, sys| d will be
persisted to the database.

® |f retainSyslds="false" and sysl d is included in the request/response, sysl d will be
ignored; it will be autogenerated by the Controller.

. Note
In XML web services, r et ai nSysl ds is specified as an attribute in the
<databaseConnection> element.

n/a System ID field in the database for this Database Connection record. Persisted only if retainSyslds is set to

true.

Delete a Database Connection

URI
HTTP Method
Description

URI Parameters
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Description
http://host_name/opswise/resources/databaseconnection
DELETE

Deletes a Database Connection.

See Delete a Database Connection: URI Parameters, below.


http://<i>host_name</i>/opswise/resources/databaseconnection

Universal Controller 6.7.x Remote Interfaces

Example URI
® http://localhost:8080/opswise/resources/databaseconnection?connectionname=Test4

Example Response
® Status 200 /OK
Database Connection deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connect i onnane and connect i oni d at the same time.
® Status 404 /Not Found
a Database Connection with {name/id} "test" does not exist.

Delete a Database Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

connectionid ID used within the Controller to identify this Database Connection. String; URI parameter. Y connecti onnane
(unless connect i onnane

is specified)
connecti onnane Name used within the Controller to identify this Database Connection. = String; URI parameter. Y connectionid

(unless connectionid
is specified)

List Database Connections

Description
URI http://host_name/opswise/resources/databaseconnection/list
HTTP Method GET
Description Retrieves information on all Database Connections.
Example URI http://localhost:8080/opswise/resources/databaseconnection/list
Authentication HTTP Basic
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List Database Connections: Example Response, below.

Database Connection Properties = See Database Connection Properties.

List Database Connections: Example Response

XML Response JSON Response
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¥ XML Response

<dat abaseConnecti ons>
<dat abaseConnecti on versi on="3">
<credentials />
<dbDescri ption />
<dbDri ver
>com nysql . jdbc. Driver</dbDriver>
<dbMaxRows />
<dbType>My SQ.</ dbType>
<dbUr |
>j j dbc: mysql ://1 ocal host: 3306/ opswi se<
/ dbUr | >
<nane>Dat abase Connection 1<
/ nanme>
<opswi seG oups />
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
</ dat abaseConnect i on>
<dat abaseConnecti on versi on="6">
<credentials />
<dbDescri ption />
<dbDri ver
>com nysql . jdbc. Dri ver</dbDri ver>
<dbMaxRows />
<dbType>My SQ.</ dbType>
<dbUr |
>j dbc: nysql : / /1 ocal host: 3306/ opswi se<
/dbUr | >
<nanme>Dat abase Connection 2<
/ nane>
<opsw seG oups />
<sysld
>3d7a03053ad64delb21b6849e6deaf d9<
/ sysl d>
</ dat abaseConnect i on>
<dat abaseConnecti ons>

¥ JSON Response

"credential s": null,
"dbDriver": "comnysql.jdbc.Driver",
"dbMaxRows": nul |,
"dbType": "My SQ",
"dbUrl":

"jdbc: mysql ://1 ocal host: 3306/ opswi se",
“dbDescription": null,

"nane": "Database Connection 1",
"opswi seG oups": null,
"sysld":

"62701879a6264107bb757a952bcc65cc”,
"version": 3
Iz
{
"credential s": null,
"“dbDescription": null,
"dbDriver": "comnysql.jdbc.Driver",
"“dbMaxRows": nul I,
"dbType": "My SQ",

"dbUrl":

"jdbc: mysql ://1 ocal host: 3306/ opswi se",
"nanme": "Database Connection 2",
"opswi seGroups”: null,

"sysld":

"3d7a03053ad64delb21b6849e6deaf d9",
"version": 6

Modify a Database Connection

Description
URI http://host_name/opswise/resources/databaseconnection
HTTP Method PUT
Description Modifies the Database Connection specified by the sysl| d.

Example URI

® http://localhost:8080/opswise/resources/databaseconnection
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Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify a Database Connection: Example Request, below.

Database Connection Properties = See Database Connection Properties.
Example Response

® Status 200 /OK
Successfully updated the Database Connection with sysld <sysld> to version <version>.

Modify a Database Connection: Example Request

XML Request JSON Request
¥ XML Request ¥ JSON Request
<dat abaseConnect i on>
<credentials /> {
<dbDescription /> "“credential s": null,
<dbDri ver>com nysql . j dbc. Dri ver</ dbDri ver > "dbDescription": null,
<dbMaxRows /> "dbDriver": "com nysql.jdbc.Driver",
<dbType>My SQ.</ dbType> "dbMaxRows": nul |,
<dbUr | "dbType": "My SQ",
>j dbc: nysql ://1 ocal host: 3306/ opswi se</ dbUr | > "dbUrl":
<nane>Dat abase Connecti on 1</ nane> "jdbc: mysql ://1 ocal host: 3306/ opswi se",
<opswi seG oups> "nane": "Database Connection 1",
<opswi seG oup>Account i ng</ opswi seG oup> "opswi seGoups": [ "Accounting" ],
</ opswi seG oups> "sysld":
<sysl d>62701879a6264107bb757a952bcc65cc< "62701879a6264107bb757a952bcc65¢cc”
/ sysl d> }
</ dat abaseConnecti on>

Read a Database Connection

URI http://host_name/opswise/resources/databaseconnection
HTTP Method GET

Description Retrieves information on a specific Database Connection.
URI Parameters See Read a Database Connection: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/databaseconnection?connectionname=Test4

Consumes Content-Type n/a
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Produces Content-Type application/xml, application/json
Example Response

Database Connection Properties = See Database Connection Properties.

Read a Database Connection: URI Parameters

Parameter Description

connectionid

connecti onnane Name used within the Controller to identify this Database Connection.

Read a Database Connection: Example Response
XML Response

¥ XML Response

ID used within the Controller to identify this Database Connection.

<dat abaseConnecti on retai nSyslds="true" version="1">

<credentials />

<dbDescription />

<dbDri ver>com nysql . j dbc. Dri ver </ dbDri ver >

<dbMaxRows />

<dbType>My SQ.</ dbType>

<dbUr| >j dbc: nysql : / /1 ocal host : 3306/ opswi se<
/ dbUr | >

<nane>Dat abase Connecti on 1</ nane>

<opswi seG oups />

<sysl d>62701879a6264107bb757a952bcc65cc</ sysl d>
</ dat abaseConnecti on>
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See Read a Database Connection: Example Response, below.

Specifications

String; URI parameter.

Required Mutually Exclusive With

Y connecti onnamne
(unless connect i onnane

is specified)
String; URI parameter. Y connectionid
(unless connecti oni d
is specified)
JSON Response
¥ JSON Response
{
"credential s": null,

"dbType": "My
"dbUrl":

"sysld":

"version": 1

}

"dbDescription": null,
"dbDriver": "comnysql.jdbc.Driver",
"dbMaxRows": nul |,

"jdbc: mysql ://1 ocal host: 3306/ opswi se",
"nane": "Database Connection 1",
"opswi seG oups": null,

"retai nSyslds": true,

"62701879a6264107bb757a952bcc65cc”

s,
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Email Connection Web Services

Overview

Create an Email Connection
Delete an Email Connection
List Email Connections
Modify an Email Connection
Read an Email Connection

Overview

Universal Controller supports the following RESTful-based web services for Email Connection operations, which are listed alphabetically on this page.

Create an Email Connection
Delete an Email Connection
List Email Connections
Modify an Email Connection
Read an Email Connection

Formatting specifications for each web service, including details about property requirements, are provided.

Create an Email Connection

Description
URI http://host_name/opswise/resources/emailconnection
HTTP Method POST
Description Creates an Email Connection.
Example URI http://localhost:8080/opswise/resources/emailconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create an Email Connection: Example Request, below.

Example Response
® Status 200 /OK
Successfully created the Email Connection with sysld {sysld}.
® Status 400 /Bad Request
Create Email Connection failed. A duplicate value has been detected. Name must be unique.

Email Connection Properties = See Email Connection Properties, below.

Create an Email Connection: Example Request
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XML Request

¥ XML Request

<enmi | Connection retai nSyslds="true">
<aut henti cati on>true<
[ aut henti cati on>
<def aul t Pnd>abc1</ def aul t Pwd>
<def aul t User >user 1</ def aul t User >
<descri pti on>descri pti on<
/ descri pti on>
<enmi | Addr
>j ane. doe@t onebr anch. conx/ enai | Addr >
<imap />
<i mapPort />
<i mapSs| >t rue</i mapSsl >
<imapStarttls>fal se<
/imapStarttl s>
<nane>Emai | Connection 1</ nanme>
<opswi seG oups />
<snt p>server 1</ snt p>
<snt pPort >4567</ snt pPort >
<snt pSsl >t rue</ snt pSsl >
<sntpStarttls>fal se<
/sntpStarttl s>
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
<syst enConnecti on>true<
/ syst emConnect i on>
<trashFol der />
<t ype>Qut goi ng</type>
</ emai | Connecti on>

Email Connection Properties

Property Ul Field Description
Name

aut henti cation Authentication | If t ype = Outgoing; Specification for whether or not def aul t User and passwor d are required.
Required
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JSON Request

¥ JSON Regquest

"aut hentication": true,
“defaul t Pwd": "abcl",

"defaul tUser": "userl",
"description": "description",
"enmi | Addr " :

"j ane. doe@t onebr anch. coni',
“imap": null,
"“imapPort": null,
"imapSsl": true,
"imapStarttls": null,
“nane": "Email Connection 1",

"opswi seGroups": null,
"retai nSyslds": true,
"snmtp": "serverl",
"sntpPort": 4567,
"smtpSsl": true,
"sntpStarttls": false,
"syst enConnection": true,
"sysld":
"62701879a6264107bb757a952bcc65cc”,
"trashFol der": null,
"type": "Qutgoing"

Specifications

Boolean; Valid values:
true/false. Default is

false.

Required

N
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def aul t Pnd Password If aut hent i cat i on = true; Password that the Controller will use to connect to the server.
® |fdef aul t Pwd
is omitted in the
request, it will
be ignored.
® |fdef aul t Pnd
is provided in
the request, it
will be updated.
def aul t User User Name If aut hent i cat i on = true; User name that the Controller will use to connect to the server.
description Description Description of this record.
emai | Addr Email If t ype = Outgoing; Email address of the sender.
Address
i map Incoming Mail | If t ype = Incoming; Name or IP address of the incoming email server.

Server (IMAP)

i mapPort IMAP Port If t ype = Incoming; Port on the machine where the incoming email server resides.

i mapSsl Enable SSL If t ype = Incoming; Specification for whether or not SSL connectivity is enabled for your server. Boolean; Valid values:
true/false. Default is
false.

imapStarttls Enable If t ype = Incoming; Specification for whether or not the use of the STARTTLS command (if supported by the

STARTTLS server) is enabled to switch the connection to a TLS-protected connection before issuing any login commands. (An
appropriate trust store must be configured so that the client will trust the server's certificate. )

nanme Connection Name used within the Controller to identify this Email Connection.
Name

opswi seG oups Member of Business Services that this record belongs to.
Business
Services XML

<opswi seG oups>
<opswi seG oup>gr oupl</ opswi seG oup>
<opsw seG oup>gr oup2</ opswi seG oup>
</ opswi seG oups>

JSON

"opswi seG oups”: ["groupl", "group2"]
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sntp Outgoing Mail = If t ype = Outgoing; Name or IP address of the outgoing email server.
Server
(SMTP)
snt pPor t SMTP Port If t ype = Outgoing; Port on the machine where the outgoing email server resides.
snt pSsl Enable SSL If t ype = Outgoing; Specification for whether or not SSL connectivity is enabled for your server. Boolean; Valid values:
true/false. Default is
false.
snmpStarttls Enable If t ype = Outgoing; Specification for whether or not the use of the STARTTLS command (if supported by the
STARTTLS server) is enabled to switch the connection to a TLS-protected connection before issuing any login commands. (An
appropriate trust store must be configured so that the client will trust the server's certificate. )
sysld n/a System ID field in the database for this Email Connection record. Persisted only if
retainSyslds is set to
true.
syst enConnecti on | Use for If t ype = Outgoing; Specification for whether or not this Email Connection is to be used for system notifications. Boolean; Valid values:
System true/false. Default is
Notifications false.
trashFol der Trash Folder  If t ype = Incoming; Folder to use for deleted emails.
type Connection Type of Email Connection. Valid Values:
Type
® As String =
Qutgoing, As
r. Note: Value =1
You cannot modify the type after the Email Connection has been created. ® As String =
Incoming, As
Value = 2

Default is Outgoing (1)

Delete an Email Connection

Description
URI http://host_name/opswise/resources/emailconnection
HTTP Method DELETE
Description Deletes an Email Connection.
URI Parameters See Delete an Email Connection: URI Parameters, below.

Example URI
® http://localhost:8080/opswise/resources/emailconnection?connectionname=Test4
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Example Response
® Status 200 /OK
Email Connection deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connect i onnane and connect i oni d at the same time.
® Status 404 /Not Found
An Email Connection with {name/id} "test" does not exist.

Delete an Email Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

connectionid ID used within the Controller to identify this Email Connection. String; URI parameter. ' Y connecti onnanme
(unless connect i onnane

is specified)
connecti onnane Name used within the Controller to identify this Email Connection. = String; URI parameter. Y connectionid

(unless connecti oni d
is specified)

List Email Connections

Description
URI http://host_name/opswise/resources/emailconnection/list
HTTP Method GET
Description Retrieves information on all Email Connections.
Example URI http://localhost:8080/opswise/resources/emailconnection/list
Authentication HTTP Basic
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List Email Connections: Example Response, below.

Email Connection Properties = See Email Connection Properties.

List Email Connections: Example Response
XML Response JSON Response

¥ XML Response ¥ JSON Response
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<emai | Connecti ons>
<emai | Connecti on version="7">
<aut henti cati on>true<
/ aut henti cati on>
<def aul t User >user 1<
/ def aul t User >
<descri pti on>descri pti on<
/ descri pti on>
<enmi | Addr
>j ane. doe@t onebr anch. conx
/ emai | Addr >
<imap />
<i mapPort />
<i mapSsl| >t rue</i mapSsl| >
<imapStarttl s>fal se<
/imapStarttl s>
<nane>Emai | Connection 1<
/ name>
<opswi seG oups />
<snt p>server 1</ snt p>
<snt pPort >4567</ snt pPort >
<snt pSsl >t rue</ snt pSsl >
<sntpStarttls>fal se<
/sntpStarttl s>
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
<syst enConnecti on>tr ue<
/ syst emConnect i on>
<trashFol der />
<t ype>Qut goi ng</type>
</ emai | Connecti on>
<emai | Connecti on version="2">
<aut henti cati on>true<
/ aut henti cati on>
<def aul t User >user 1<
/ def aul t User >
<descri pti on>descri ption<
/ descri ption>
<emai | Addr
>j ohn. doe@t onebr anch. conx
/ emai | Addr >
<imap />
<i mapPort />
<i mapSsl| >t rue</i mapSsl| >
<imapStarttls>fal se<
/imapStarttl s>
<nane>Emai | Connection 2<
/ nanme>
<opswi seG oups />
<snt p>server 1</ snt p>
<snt pPor t >4568</ snt pPort >
<snt pSsl >t rue</ snt pSsl >
<sntpStarttls>fal se<
/smpStarttl s>
<sysld
>62701879a6264107bb757a952bcc65cc<
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[ {
"aut hentication": true,
"defaul t User": "user1",
"description": "description",
"emai | Addr":

"j ane. doe@t onebr anch. coni',
“imap": null,

"imapPort": null,
"imapSsl": true,
"impStarttls": null,

"nane": "Email Connection 1",
"opswi seG oups": null,
"sntp": "serverl",

"sntpPort": 4567,

"sntpSsl": true,

"snmtpStarttls": false,

"syst emConnecti on": true,

"sysld":
"62701879a6264107bb757a952bcc65cc”,

"trashFol der": null,

"type": "Qutgoing",

"version": 7

Iz
"aut hentication": true,
"defaul t User": "user2",
"description": "description",
"emai | Addr":

"j ohn. doe@t onebr anch. coni',
“imap": null,

"imapPort": null,
"imapSsl": true,
"imapStarttls": null,

"nanme": "Email Connection 2",
"opswi seG oups": null,
"sntp": "serverl",

"smt pPort": 4568,

"smtpSsl": true,

"snmtpStarttls": false,

"syst emConnecti on": true,

"sysld":
"62701879a6264107bb757a952bcc65cc”,

"trashFol der": null,

“type": "Qutgoing",

"version": 2

}
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/ sysl d>

174 | uc-67x-ri

<syst enConnecti on>t r ue<

/ syst enConnect i on>

<trashFol der />
<t ype>Qut goi ng</type>
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</ enmmi | Connecti on>
<emai | Connecti ons>

Modify an Email Connection

Description
URI http://host_name/opswise/resources/emailconnection
HTTP Method PUT
Description Modifies the Email Connection specified by the sysl d.
Example URI

® http://localhost:8080/opswise/resources/emailconnection

Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an Email Connection: Example Request, below.

Email Connection Properties = See Email Connection Properties.

Example Response
® Status 200 /OK
Successfully updated the Email Connection with sysld <sysld> to version <version>.

Modify an Email Connection: Example Request

XML Request JSON Request
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¥ XML Request

™ JSON Request

<enmi | Connecti on>
<aut henti cati on>true< {
[ aut henti cati on> "aut hentication": true,
<def aul t Pnd>abc1</ def aul t Pwd> "def aul t Pwd": "abcl",
<def aul t User >user 1< "defaul t User": "user1",
/ def aul t User > “description": "description",
<descri pti on>descri pti on< "enmui | Addr":
/ descri ption> "j ane. doe@t onebr anch. coni',
<enmi | Addr “imap": null,
>j ane. doe@t onebr anch. conx "imapPort": null,
/ enai | Addr > "imapSsl": true,
<imap /> "imapStarttls": null,
<i mapPort /> “nanme": "Email Connection 1",
<i mapSs| >t rue</i mapSsl > "opswi seG oups": null,
<imapStarttls>fal se< "sntp": "serverl",
/imapStarttl s> "sntpPort": 4567,
<nane>Emai | Connection 1< "sntpSsl": true,
/ nane> "snmpStarttls": false,
<opswi seG oups /> "syst emConnection": true,
<snt p>server 1</ snt p> "sysld":
<snt pPort >4567</ snt pPort > "62701879a6264107bb757a952bcc65¢cc”,
<snt pSsl >t rue</ snt pSsl > "trashFol der": null,
<sntpStarttls>fal se< "type": "Qutgoing"
/smtpStarttl s>
<sysld
>62701879a6264107bb757a952bcc65¢cc<
/ sysl d>

<syst enConnect i on>t r ue<
/ syst enConnect i on>

<trashFol der />

<t ype>Qut goi ng</type>
</ emai | Connect i on>

Read an Email Connection

URI http://host_name/opswise/resources/emailconnection
HTTP Method GET

Description Retrieves information on a specific Email Connection.
URI Parameters See Read an Email Connection: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/emailconnection?connectionname=Test4

Consumes Content-Type n/a

Produces Content-Type application/xml, application/json

176 |/ uc-67x-ri


http://<i>host_name</i>/opswise/resources/emailconnection
http://localhost:8080/opswise/resources/emailconnection?connectionname=Test4

Universal Controller 6.7.x Remote Interfaces

Example Response

Email Connection Properties | See Email Connection Properties.

Read an Email Connection: URI Parameters

Parameter

connectionid

connecti onnane Name used within the Controller to identify this Email Connection. = String; URI parameter. Y

Description

Read an Email Connection: Example Response

XML Response

¥ XML Response

177 |/

ID used within the Controller to identify this Email Connection.

<emai | Connection retainSyslds="true" version="1">

<aut henti cati on>true</ aut henti cati on>
<def aul t User >user 1</ def aul t User >
<descri pti on>descri pti on</descri pti on>
<enmi | Addr >j ane. doe@t onebr anch. conx

/ emai | Addr >

<imap />

<i mapPort />

<i mapSs| >t rue</ i mapSsl| >
<imapStarttls>fal se</i mapStarttls>
<nane>Emai | Connection 1</nane>
<opswi seG oups />

<snt p>server 1</ snt p>

<snt pPort >4567</ snt pPor t >

<smt pSsl >t rue</ snt pSsl| >
<sntpStarttls>fal se</sntpStarttls>
<sysl d>62701879a6264107bb757a952bcc65cc<

/ sysl d>

<syst enConnect i on>t r ue</ syst enConnect i on>
<trashFol der />
<t ype>Qut goi ng</ t ype>

</ emai | Connecti on>

uc-67x-ri

See Read an Email Connection: Example Response, below.

Specifications Required Mutually Exclusive With

String; URI parameter. Y connecti onnane

(unless connect i onnane
is specified)
connectionid

(unless connecti oni d
is specified)

JSON Response

¥ JSON Response

{
"aut hentication": true,
“defaul tUser": "user1",
"description": "description",
"emai | Addr " :

"j ane. doe@t onebr anch. cont',
"imap": null,
"imapPort": null,
"imapSsl": true,
"imapStarttls": null,
"nane": "Email Connection 1",

"opsw seG oups": null,
"retainSyslds": true,
"sntp": "serverl",
"sntpPort": 4567,
"sntpSsl": true,
"sntpStarttls": fal se,
"syst enConnection": true,
"sysld":

"62701879a6264107bb757a952bcc65cc"
"trashFol der": null,
"type": "CQutgoing",
"version": 1
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Email Template Web Services

Overview

Create an Email Template
Delete an Email Template
List Email Templates
Modify an Email Template
Read an Email Template

Overview

Universal Controller supports the following RESTful-based web services for Email Template operations, which are listed alphabetically on this page.

Create an Email Template
Delete an Email Template
List Email Template
Modify an Email Template
Read an Email Template

Formatting specifications for each web service, including details about property requirements, are provided.

Create an Email Template

Description
URI http://host_name/opswise/resources/emailtemplate
HTTP Method POST
Description Creates an Email Template.
Example URI http://localhost:8080/opswise/resources/emailtemplate

Consumes Content-Type  application/xml, application/json
Produces Content-Type n/a
Example Request See Create an Email Template: Example Request, below.
Example Response
® Status 200 /OK
Successfully created the Email Template with sysld {sysld}.

® Status 400 /Bad Request
Create Email Template failed. A duplicate value has been detected. Name must be unique.

Email Template Properties See Email Template Properties, below.

Create an Email Template: Example Request
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XML Request JSON Request
¥ XML Request ¥ JSON Request
<emmi | Tenpl ate retai nSyslds="true">
<bcc /> {
<body>This is the body text.< "bcc": null,
/ body> "body": "This is the body text.",
<cc /> "cc": null,
<connecti on>QA #1</connecti on> "connection": "QA #1",
<description /> "description": null,
<opswi seG oups /> "opswi seG oups”: null,
<replyTo /> "replyTo": null,
<subj ect >SAP Task email < "subject": "SAP Task email",
/ subj ect > "sysld":
<sysld "55b5d2a6176e4c499chd43b0d4cc6515",
>55b5d2a6176e4c499cbd43b0d4cc6515< "tenpl ateNanme": " SAP Task emmi |
/ sysl d> tenpl ate",
<t enpl at eNane>SAP Task enai | "to": "doc@t onebranch. cont
t enpl at e</ t enpl at eNane&gt }
<t o>doc @t onebr anch. conk/t o>
</ emai | Tenpl at e>

Email Template Properties

Property Ul Field Name Description Specifications Required
connecti on Email Connection Connection used for the Email Template. Y
description Description Description of this record. N
opswi seG oups Member of Business Business Services that this record belongs to. N
Services
replyTo Reply-To Email address of the sender. Use commas to separate multiple N
recipients.
subj ect Subject Subject line of the email. N
t enpl at eNane = Template Name Name used within the Controller to identify this resource. Maximum = 40 alphanumerics. Y
bcc BCC Email address of the party being sent a blind (hidden) copy of the email, if Use commas to separate multiple Y
any. recipients. (unlesscc orto
is specified)
cc cC Email address of the party being sent a copy of the email, if any. Use commas to separate multiple Y
recipients. (unless bcc or
to
is specified)
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to To Email address of the recipient. Use commas to separate multiple Y
recipients. (unless cc or
bcc
is specified)
sysld n/a System ID field in the database for this Email Template record. Persisted only if retainSyslds is set to N
true.

Delete an Email Template

Description
URI http://host_name/opswise/resources/emailtemplate
HTTP Method DELETE
Description Deletes an Email Template.
URI Parameters See Delete an Email Template: URI Parameters, below.

Example URI
® http://localhost:8080/opswise/resources/emailtemplate?templatename=Test4

Example Response
® Status 200 /OK
Email Template deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify t enpl at ename and t enpl at ei d at the same time.
® Status 404 /Not Found
An Email Template with {name/id} "test" does not exist.

Delete an Email Template: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

tenpl atei d ID used within the Controller to identify this Email Template. String; URI parameter. Y t enpl at enane
(unless t enpl at enane

is specified)
t enpl at ename  Name used within the Controller to identify this Email Template. = String; URI parameter. Y tenpl ateid

(unlesstenpl at ei d
is specified)

List Email Templates

Description

URI http://host_name/opswise/resources/emailtemplate/list
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HTTP Method

Description

Example URI
Authentication
Consumes Content-Type
Produces Content-Type

Example Response

GET

Retrieves information on all Email Templates.
http://localhost:8080/opswise/resources/emailtemplate/list
HTTP Basic

n/a

application/xml, application/json

See List Email Templates: Example Response, below.

Email Template Properties = See Email Template Properties.

List Email Templates: Example Response

XML Response

182 /
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JSON Response
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¥ XML Response

<emai | Tenpl at es>
<emai | Tenpl ate version="7">
<bcc />
<body>Thi s is the body
t ext . </ body>
<cc />
<connecti on>QA #1<
/ connect i on>
<description />
<opswi seG oups />

<replyTo />

<subj ect >SAP Task emai | <
/ subj ect >

<sysld
>55b5d2a6176e4c499chd43b0d4cc6515<

/ sysl d>
<t enpl at eNane>SAP Task
emai | tenpl ate</tenpl at eNane&gt
<t o>doc @t onebr anch. conx
/to>
</ enmi | Tenpl at e>
<emai | Tenpl ate versi on="2">
<bcc />
<body>This is the body

¥ JSON Response

[ {
“bcc": null,
"body": "This is the body text.",
“cc": null,
"connection": "QA #1",

"description": null,

"opswi seG oups": null,

"replyTo": null,

"subject": "SAP Task emmil",

"sysld":
"55b5d2a6176e4c499chd43b0d4cc6515",

"tenpl at eNanme": "SAP Task emai |

tenpl ate",
"to": "doc@tonebranch. coni,
"version": 7
}
“bcc": null,
"body": "This is the body text.",
“cc": null,
"connection": "QA #2",

"description": null,
"opswi seG oups": null,
"replyTo": null,

t ext . </ body> "subject": "Emnil Task email",
<cc /> "sysld":
<connecti on>QA #2< "62701879a6264107bb757a952bcc65cc",
/ connect i on> "tenpl ateName": "Email Task email
<description /> tenpl ate",
<opswi seG oups /> "to": "doc@tonebranch. coni,
<replyTo /> "version": 2
<subj ect >Emai | Task }
emai | </ subj ect > ]
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
<t enpl at eName>Emai | Task
emai | tenpl ate</tenpl at eNane>
<t o>doc @t onebr anch. conx
/to>
</ emai | Tenpl at e>
<emmi | Tenpl at es>
Modify an Email Template
Description
URI http://host_name/opswise/resources/emailtemplate
HTTP Method PUT
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Description Modifies the Email Template specified by the sysl d.
Example URI
® http://localhost:8080/opswise/resources/emailtemplate
Consumes Content-Type  application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an Email Template: Example Request, below.
Email Template Properties = See Email Template Properties.
Example Response

® Status 200 /OK
Successfully updated the Email Template with sysld <sysld> to version <version>.

Modify an Email Template: Example Request
XML Request JSON Request

¥ XML Request ¥ JSON Request

<enmi | Tenpl at e>

<bcc /> {
<body>This is the body text.< "bcc": null,

/ body> "body": "This is the body text.",
<cc /> "cc": null,
<connecti on>QA #1</ connecti on "connection": "QA #1",

> "description": null,
<description /> "opswi seG oups": null,
<opswi seG oups /> "replyTo": null,
<replyTo /> "subject": "SAP Task emmil",
<subj ect >SAP Task emai | < "sysld":

/ subj ect > "55b5d2a6176e4c499cbd43b0d4cc6515",

<sysld "tenpl at eNanme": " SAP Task emil
>55b5d2a6176e4c499chd43b0d4cc6515< tenpl ate",
/ sysl d> "to": "doc@tonebranch. cont
<t enpl at eNane>SAP Task enai | }
t enpl at e</ t enpl at eNane&gt
<t o>doc@t onebr anch. conx/t 0>
</ enui | Tenpl at e>
Read an Email Template
URI http://host_name/opswise/resources/emailtemplate

HTTP Method GET
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Description

URI Parameters

Example URI

Consumes Content-Type
Produces Content-Type

Example Response

Retrieves information on a specific Email Template.

See Read an Email Template: URI Parameters, below.

® http://localhost:8080/opswise/resources/emailtemplate?templatename=Test4

n/a
application/xml, application/json

See Read an Email Template: Example Response, below.

Email Template Properties = See Email Template Properties.

Read an Email Template: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With
tenpl ateid ID used within the Controller to identify this Email Template. String; URI parameter. Y t enpl at enane

(unless t enpl at enane

is specified)
t enpl at enane  Name used within the Controller to identify this Email Template. = String; URI parameter. Y tenpl ateid

(unlesstenpl at ei d
is specified)

Read an Email Template: Example Response

XML Response

185 /

uc-67x-ri

JSON Response


http://localhost:8080/opswise/resources/emailtemplate?templatename=Test4

Universal Controller 6.7.x Remote Interfaces

¥ XML Response

186 /

<emui | Tenpl ate retai nSyslds="true" version="1">

<bcc />

<body>This is the body text.</body>

<cc />

<connecti on>QA #1</ connecti on>
<description />

<opswi seG oups />

<replyTo />

<subj ect >SAP Task emai | </ subj ect >

<sysl d>55b5d2a6176e4c499cbd43b0d4cc6515<

/ sysl d>

<t enpl at eNanme>SAP Task emai | tenpl ate<

/ t enpl at eNaneé&gt

<t o>doc @t onebr anch. conx/t 0>

</ emai | Tenpl at e>
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¥ JSON Response

{
"bcc": null,
"body": "This is the body text.",
"cc": null,

"connection": "QA #1",

"description": null,

"opswi seG oups”: null,

"replyTo": null,

"subject": "SAP Task enmil",

"sysld":
"55b5d2a6176e4c499chd43b0d4cc6515",

"tenpl at eNane": "SAP Task emai |
tenpl ate",

"to": "doc@tonebranch. cont',

"version": 1
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PeopleSoft Connection Web Services

Overview

Create a PeopleSoft Connection
Delete a PeopleSoft Connection
List PeopleSoft Connections
Modify a PeopleSoft Connection
Read a PeopleSoft Connection

Overview

Universal Controller supports the following RESTful-based web services for PeopleSoft Connection operations, which are listed alphabetically on this page.

Create a PeopleSoft Connection
Delete a PeopleSoft Connection
List PeopleSoft Connections
Modify a PeopleSoft Connection
Read a PeopleSoft Connection

Formatting specifications for each web service, including details about property requirements, are provided.

Create a PeopleSoft Connection

Description
URI http://host_name/opswise/resources/peoplesoftconnection
HTTP Method POST
Description Creates a PeopleSoft Connection.
Example URI http://localhost:8080/opswise/resources/peoplesoftconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create a PeopleSoft Connection: Example Request, below.

Example Response
® Status 200 /OK
Successfully created the PeopleSoft Connection with sysld {sysld}.
® Status 400 /Bad Request
Create PeopleSoft Connection failed. A duplicate value has been detected. Name must be unique.

PeopleSoft Connection Properties = See PeopleSoft Connection Properties, below.

Create a PeopleSoft Connection: Example Request
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XML Request

¥ XML Request

JSON Request

¥ JSON Request

<peopl esof t Connecti on retai nSyslds="true">
<credenti al s>user 1</credential s>

PeopleSoft Connection Properties

Property Ul Field Name
credentials Credentials
description Description

name Connection Name
endpoi nt Endpoint

opswi seG oups = Member of Business
Services
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<descri pti on>descri ption</description "credential s": "user 1",

> "description": "description",
<endpoi nt >upps. st one. br anch: 8080< "endpoi nt":

/ endpoi nt > "upps. st one. branch: 8080",
<nane>Peopl eSoft Connection 1</ nane> "nane": "Peopl eSoft Connection
<opswi seG oups /> 1",
<port >8080</ port > "opswi seGroups”: null,
<server >upps. st one. branch</ server > "port": "8080",
<sysld "retai nSyslds": true,

>62701879a6264107bb757a952bcc65cc</ sysl d> "server": "upps.stone.branch",

</ peopl esof t Connecti on> "sysld":
"62701879a6264107bb757a952bcc65cc"
}

Description

Credentials for the PeopleSoft connection.

User-defined; description of this record.

Name used within the Controller to identify this PeopleSoft Connection.
Web service endpoint for the PROCESSREQUEST service.

Business Services that this record belongs to.

XML

<opsw seG oups>
<opswi seG oup>gr oupl</ opswi seG oup>
<opsw seG oup>gr oup2</ opswi seG oup>
</ opsw seG oups>

JSON

"opsw seG oups": ["groupl", "group2"]

Specifications

Required

N

z < < Z
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port Port

retainSyslds n/a

server Server

sysld n/a

Port number for the PeopleSoft application server.

Specification for whether or not the Create a PeopleSoft Connection web service will persist the sysl d
property.

® |f retainSyslds="true" and sysl d is included in the request/response, sys| d will be persisted to
the database.

® |f retainSyslds="false" and sysl d is included in the request/response, sys| d will be ignored; it
will be autogenerated by the Controller.

r.  Note
In XML web services, r et ai nSys| ds is specified as an attribute in the
<PeopleSoftConnection> element.

Host name of the Name or IP address of the PeopleSoft application server.

System ID field in the database for this PeopleSoft Connection record.

Delete a PeopleSoft Connection

Description
URI http://host_name/opswise/resources/peoplesoftconnection
HTTP Method DELETE
Description Deletes a PeopleSoft Connection.
URI Parameters See Delete a PeopleSoft Connection: URI Parameters, below.

Example URI

® http://localhost:8080/opswise/resources/peoplesoftconnection?connectionname=Test4

Example Response

® Status 200 /OK

PeopleSoft Connection deleted successfully.
® Status 400 /Bad Request

Mutual exclusion violation. Cannot specify connect i onnane and connect i oni d at the same time.
® Status 404 /Not Found

a PeopleSoft Connection with {name/id} "test" does not exist.

Delete a PeopleSoft Connection: URI Parameters

Parameter Description
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Specifications Required

Valid values: true/false (default
is true).

Persisted only if retainSyslds
is set to true.

Mutually Exclusive With

N

N

Y

N
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connectionid ID used within the Controller to identify this PeopleSoft Connection. String; URI parameter. Y connecti onnane
(unless connect i onnanme

is specified)
connecti onnane Name used within the Controller to identify this PeopleSoft Connection. = String; URI parameter. Y connectionid

(unless connectionid
is specified)

List PeopleSoft Connections

Description
URI http://host_name/opswise/resources/peoplesoftconnection/list
HTTP Method GET
Description Retrieves information on all PeopleSoft Connections.
Example URI http://localhost:8080/opswise/resources/peoplesoftconnection/list
Authentication HTTP Basic
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List PeopleSoft Connections: Example Response, below.

PeopleSoft Connection Properties = See PeopleSoft Connection Properties.

List PeopleSoft Connections: Example Response

XML Response JSON Response
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¥ XML Response

<peopl esof t Connect i ons>
<peopl esof t Connecti on version="7">
<credenti al s>user 1<
/credenti al s>
<descri pti on>descri ption<
/ descri ption>
<endpoi nt
>upps. st one. branch: 8080</ endpoi nt >
<nane>Peopl eSoft Connecti on
1</ nane>
<opsw seG oups />
<port >8080</ port >
<server >upps. st one. branch<
/ server >
<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
</ peopl esof t Connecti on>
<peopl esof t Connecti on versi on="2">
<credenti al s>user 2<
/ credenti al s>
<descri pti on>descri pti on<
/ descri pti on>
<endpoi nt
>upps. st one. br anch: 8090</ endpoi nt >
<nane>Peopl eSoft Connecti on
2</ nanme>
<opswi seG oups />
<port >8090</ port >

¥ JSON Response

[ {
{
"credential s": "user 1",
"description": "description",
"endpoi nt":
"upps. st one. br anch: 8080",
"nane": "Peopl eSoft Connection
1",

"opswi seGroups”: null,

"port": "8080",

"server": "upps.stone. branch",

"sysld":
"62701879a6264107bb757a952bcc65cc”,

"version": 7

H
{
{
“credentials": "user 2",
"description": "description",
"endpoi nt":
"upps. st one. br anch: 80p0",
"nanme": "Peopl eSoft Connection
2",
"opswi seG oups”: null,
"port": "8090",
"server": "upps.stone. branch",
"sysld":

"3d7a03053ad64delb21b6849e6deaf d9",
“version": 2

<server >upps. st one. branch< }
/ server > ]
<sysld
>3d7a03053ad64delb21b6849e6deaf d9<
/ sysl d>
</ peopl esof t Connect i on>
<peopl esof t Connecti ons>
Modify a PeopleSoft Connection
Description
URI http://host_name/opswise/resources/peoplesoftconnection
HTTP Method PUT
Description Modifies the PeopleSoft Connection specified by the sysl d.

Example URI

® http://localhost:8080/opswise/resources/peoplesoftconnection
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Consumes Content-Type application/xml, application/json
Produces Content-Type n/a

Example Request See Modify a PeopleSoft Connection: Example Request, below.
PeopleSoft Connection Properties = See PeopleSoft Connection Properties.

Example Response

® Status 200 /OK
Successfully updated the PeopleSoft Connection with sysld <sysld> to version <version>.

Modify a PeopleSoft Connection: Example Request
XML Request

JSON Request

¥ XML Request ¥ JSON Request

<peopl esof t Connect i on>
<credenti al s>user 1<

/ credenti al s> "credentials": "user 1",
<descri pti on>descri pti on< "description": "description",
/ descri pti on> "endpoi nt":
<endpoi nt "upps. st one. branch: 8080",
>upps. st one. branch: 8080</ endpoi nt "nane": "Peopl eSoft Connection
> 1",
<nane>Peopl eSoft Connecti on "opswi seG oups": null,
1</ nane> "port": "8080",
<opswi seG oups /> "server": "upps.stone.branch",
<port >8080</ port > "sysld":

<server >upps. st one. branch<
/ server>

<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>
</ peopl esof t Connect i on>

"62701879a6264107bb757a952bcc65cc”
}

Read a PeopleSoft Connection

URI

http://host_name/opswise/resources/peoplesoftconnection

HTTP Method GET

Description

URI Parameters
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Retrieves information on a specific PeopleSoft Connection.

See Read a PeopleSoft Connection: URI Parameters, below.
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Example URI
® http://localhost:8080/opswise/resources/peoplesoftconnection?connectionname=Test4
Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See Read a PeopleSoft Connection: Example Response, below.

PeopleSoft Connection Properties = See PeopleSoft Connection Properties.

Read a PeopleSoft Connection: URI Parameters

Parameter Description

connectionid ID used within the Controller to identify this PeopleSoft Connection.

Specifications Required

String; URI parameter. Y
(unless connect i onnanme

is specified)

connecti onnane Name used within the Controller to identify this PeopleSoft Connection. = String; URI parameter. Y

Read a PeopleSoft Connection: Example Response
XML Response

¥ XML Request

<peopl esof t Connecti on retai nSyslds="true" version="1">
<credenti al s>user 1</credential s>
<descri pti on>descri pti on</descri pti on>
<endpoi nt >upps. st one. br anch: 8080</ endpoi nt >
<nane>Peopl eSoft Connection 1</ nanme>
<opswi seG oups />
<port >8080</ por t >
<server >upps. st one. branch</ server >
<sysl d>62701879a6264107bb757a952bcc65cc</ sysl d>

</ peopl esof t Connect i on>
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(unless connectionid

Mutually Exclusive With

connect i onnane

connectionid

is specified)
JSON Response
¥ JSON Response
{ .
"credential s": "user 1",
"description": "description",
"endpoi nt":
"upps. st one. branch: 8080",
"nane": "Peopl eSoft Connection
e
"opswi seG oups": null,
"port": "8080",
"retai nSyslds": true,
"server": "upps.stone. branch",
"sysld":

"62701879a6264107bb757a952bcc65cc”,
"version": 1
}
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SAP Connection Web Services

Overview

Create an SAP Connection
Delete an SAP Connection
List SAP Connections
Modify an SAP Connection
Read an SAP Connection
SAP Connection Properties

Overview

Universal Controller supports the following RESTful-based web services for SAP Connection operations, which are listed alphabetically on this page.

Create an SAP Connection
Delete an SAP Connection
List SAP Connections
Modify an SAP Connection
Read an SAP Connection

Formatting specifications for each web service, including details about property requirements, are provided.

Create an SAP Connection

Description
URI http://host_name/opswise/resources/sapconnection
HTTP Method POST
Description Creates an SAP Connection.
Example URI http://localhost:8080/opswise/resources/sapconnection

Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create an SAP Connection: Example Request, below.
Example Response
® Status 200 /OK
Successfully created the SAP Connection with sysld {sysld}.

® Status 400 /Bad Request
Create SAP Connection failed. A duplicate value has been detected. Name must be unique.

SAP Connection Properties = See SAP Connection Properties, below.

Create an SAP Connection: Example Request

195 / uc-67x-ri


http://<i>host_name</i>/opswise/resources/sapconnection
https://www.stonebranch.com/confluence/display/UC67/SAP+Connections
http://localhost:8080/opswise/resources/sapconnection

Universal Controller 6.7.x Remote Interfaces

XML Request JSON Request

¥ XML Request ¥ JSON Request

<sapConnection retai nSyslds="true">
<descri pti on>descri ption<
/ descri ption>
<nane>SAP Connection 1</nane>
<opswi seG oups />
<sapAshost />
<sapdient />
<sapConnecti onType>Load Bal anci ng<
/ sapConnect i onType>
<sapG oup>gr oupa</ sapG oup>
<sapGnhost >ABC</ sapGnhost >
<sapGnser v>t est </ sapGaser v>
<sapMshost >ser ver </ sapMshost >
<sapMysapsso2
>>D: \ el | en\ ga\ opswi se\testdir\new dat a<
/| sapMysapsso2>
<sapR3nanme>777</ sapR3nane>
<sapSapr out er
>/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11<
/ sapSapr out er >
<sapSncLi b>/ ga/ durability_export<
/ sapSncLi b>
<sapSncMde>OF f </ sapSncMbde>
<sapSncMynane>ny_t est _nane<
/ sapSncMynane>
<sapSncPar t ner name>part ner nane<
/ sapSncPar t ner name>
<sapSncQop>I ntegrity Protection<
/ sapSncQop>
<sapSncSso>No</ sapSncSso>
<sapSysnr />
<sapUseSynbol i cNanes>Yes<
/ sapUseSynbol i cNanmes>
<sapX509cert
>D:\el | en\ ga\ opswi se\testdir\ecu.txt<
/ sapX509cer t >
<sysld
>1c6a3b42f 2704ae8b3f 2b62cc5f 867¢c9<
/ sysl d>
</ sapConnecti on>

"description": null,
"nane": "SAP Connection 1",
"opswi seGoups": [],
"retai nSyslds": true,
"sapAshost": null,
"sapCient": null,
"sapConnectionType": "Load Bal anci ng",
"sapG oup": "groupa",
"sapGnhost": "ABC',
"sapGnserv": "test",
"sapMshost": "server",
"sapMysapsso2":

"D:\\ellen\\ga\\opsw se\\testdir\\new data",
"sapR3nane": "777",
"sapSaprouter":

"/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11",
"sapSncLi b": "/ga/durability_export",
"sapSncMode": "Of",

"sapSncMynane": "ny_test_nane",
“sapSncPart ner nane": "partnernane",
"sapSncQop": "Integrity Protection",

"sapSncSso": "No",
"sapSysnr": null,
"sapUseSynbol i cNanes": "Yes",
"sapX509cert":

"Di\\ellen\\ga\\opswi se\\testdir\\ecu.txt",
"sysld":

"1c6a3b42f 2704ae8b3f 2b62cc5f 867c9"

Delete an SAP Connection

URI

196 /

Description

http://host_name/opswise/resources/sapconnection
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HTTP Method DELETE

Description Deletes an SAP Connection.

URI Parameters See Delete an SAP Connection: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/sapconnection?connectionname=Test4

Example Response
® Status 200 /OK
SAP Connection deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify connect i onnane and connect i oni d at the same time.

® Status 404 /Not Found
An SAP Connection with {name/id} "test" does not exist.

Delete an SAP Connection: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

connecti onid ID used within the Controller to identify this SAP Connection. String; URI parameter. Y connecti onnane
(unless connect i onnane

is specified)
connecti onnanme Name used within the Controller to identify this SAP Connection. | String; URI parameter. Y connectionid

(unless connectionid
is specified)

List SAP Connections

Description
URI http://host_name/opswise/resources/sapconnection/list
HTTP Method GET
Description Retrieves information on all SAP Connections.
Example URI http://localhost:8080/opswise/resources/sapconnection/list
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List SAP Connections: Example Response, below.

SAP Connection Properties = See SAP Connection Properties.
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List SAP Connections: Example Response
XML Response JSON Response

¥ XML Response ¥ JSON Response

<sapConnect i ons>
<sapConnection version="7">
<descri pti on>descri pti on<
/ descri ption>
<name>SAP Connecti on 1</ nanme>
<opswi seG oups />
<sapAshost />
<sapdient />
<sapConnecti onType>Load Bal anci ng<
/ sapConnect i onType>
<sapG oup>gr oupa</ sapG oup>
<sapGnhost >ABC</ sapGnhost >
<sapOnser v>t est </ sapGaser v>
<sapMshost >ser ver </ sapMshost >
<sapMysapsso2
>>D:\ el | en\ ga\ opswi se\testdir\new dat a<
/ sapMysapsso2>
<sapR3nanme>777</ sapR3nane>
<sapSapr out er
>/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11<
/ sapSapr out er >
<sapSnclLi b>/ ga/ durability_export<
/ sapSncLi b>
<sapSncMde>O f </ sapSncMbde>
<sapSncMyname>ny_t est _nanme<
/ sapSncMynane>
<sapSncPar t ner name>part ner nane<
/ sapSncPar t ner nane>
<sapSncQop>I ntegrity Protection<
/ sapSncQop>
<sapSncSso>No</ sapSncSso>
<sapSysnr />
<sapUseSynbol i cNanes>Yes<
/ sapUseSynbol i cNanmes>
<sapX509cert
>D:\el | en\ ga\ opswi se\testdir\ecu.txt<
/ sapX509cer t >
<sysld
>1c6a3b42f 2704ae8b3f 2b62cc5f 867¢c9<
/ sysl d>
</ sapConnecti on>
<sapConnection version="2">
<descri pti on>descri pti on<
/ descri ption>
<name>SAP Connection 1</ name>
<opsw seG oups />
<sapAshost />
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[

“description": null,
"nane": "SAP Connection 1",
"opswi seGoups": [],
"retai nSyslds": true,
"sapAshost": null,
"sapCient": null,
"sapConnectionType": "Load Bal anci ng",
"sapG oup": "groupa",
"sapGnhost": "ABC',
"sapGaserv": "test",
"sapMshost": "server",
"sapMysapsso2":

"D:\\ellen\\ga\\opsw se\\testdir\\new data",
"sapR3nane": "777",
"sapSaprouter":

"/ H 192.168. 30. 17/ S/ 3297/ H 155. 56. 59. 11",
"sapSncLi b": "/qal/durability_export",
"sapSnchMode": "OFf",

"sapSncMynane": "ny_test_nane",
"sapSncPart ner nane": "partnernane",
"sapSncQop": "Integrity Protection",

"sapSncSso": "No",
"sapSysnr": null,
"sapUseSynbol i cNanes": "Yes",
"sapX509cert":

"Di\\ellen\\ga\\opswi se\\testdir\\ecu.txt",
"sysld":

"1c6a3b42f 2704ae8b3f 2b62cc5f 867¢c9"
"version": 7

b

"description": null,
"nane": "SAP Connection 1",
"opsw seG oups": [],
"retai nSyslds": true,
"sapAshost": null,
"sapCient": null,
"sapConnecti onType": "Load Bal anci ng",
"sapG oup": "groupa",
"sapGnhost": "ABC',
"sapGaserv": "test",
"sapMshost": "server",
"sapMysapsso2":
"D:\\ellen\\ga\\opsw se\\testdir\\new data",
"sapR3nane": "777",
"sapSaprouter":
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<sapdient />
<sapConnecti onType>Load Bal anci ng<
/ sapConnecti onType>
<sapG oup>gr oupa</ sapG oup>
<sapGahost >ABC</ sapGnhost >
<sapGaser v>t est </ sapGnser v>
<sapMshost >ser ver </ sapMshost >
<sapMysapsso2
>>D:\ el | en\ ga\ opswi se\testdir\new dat a<
/ sapMysapsso2>
<sapR3nanme>777</ sapR3nane>
<sapSapr out er
>/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11<
/ sapSapr out er >
<sapSncLi b>/ ga/ durability_export<
/ sapSnclLi b>
<sapSncMde>Of </ sapSncMbde>
<sapSncMynane>ny_t est _nane<
/ sapSncMynane>
<sapSncPar t ner name>par t ner nane<
/ sapSncPar t ner nanme>
<sapSncQop>Integrity Protection<
/ sapSncQop>
<sapSncSso>No</ sapSncSso>
<sapSysnr />
<sapUseSynbol i cNanes>Yes<
/ sapUseSynbol i cNanes>
<sapX509cert
>D:\ el | en\ ga\ opswi se\testdir\ecu.txt<
/ sapX509cert >
<sysld
>3d7a03053ad64delb21b6849e6deaf d9<
/ sysl d>
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"/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11",
"sapSncLi b": "/ga/durability_export",
"sapSncMode": "Of",

"sapSncMynane": "ny_test_nane",
"sapSncPart ner nane": "partnernane",
"sapSncQop": "Integrity Protection",

"sapSncSso": "No",
"sapSysnr": null,
"sapUseSynbol i cNanes": "Yes",
"sapX509cert":
"Di\\ellen\\ga\\opswi se\\testdir\\ecu.txt",
"sysld":
"3d7a03053ad64delb21b6849e6deaf d9"
"version": 2




Universal Controller 6.7.x Remote Interfaces

</ sapConnecti on> }
<sapConnect i ons> ]

Modify an SAP Connection

Description
URI http://host_name/opswise/resources/sapconnection
HTTP Method PUT
Description Modifies the SAP Connection specified by the sysl d.

Example URI

® http://localhost:8080/opswise/resources/sapconnection
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Modify an SAP Connection: Example Request, below.
SAP Connection Properties = See SAP Connection Properties.
Example Response

® Status 200 /OK
Successfully updated the SAP Connection with sysld <sysld> to version <version>.

Modify an SAP Connection: Example Request

XML Request JSON Request
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¥ XML Request

<sapConnect i on>
<descri pti on>descri ption<
/ descri ption>
<nane>SAP Connection 1</ nane>
<opswi seG oups />
<sapAshost />
<sapdient />
<sapConnect i onType>Load Bal anci ng<
/ sapConnect i onType>
<sapG oup>gr oupa</ sapG oup>
<sapGnhost >ABC</ sapGnhost >
<sapOnser v>t est </ sapGnaser v>
<sapMshost >ser ver </ sapMshost >
<sapMysapsso2
>>D:\ el | en\ ga\ opswi se\testdir\new dat a<
/| sapMysapsso2>
<sapR3nanme>777</ sapR3nane>
<sapSapr out er
>/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11<
/ sapSapr out er >
<sapSncLi b>/ ga/ durability_export<
/ sapSnclLi b>
<sapSncMde>OF f </ sapSncMbde>
<sapSncMynane>ny_t est _nane<
/ sapSncMynane>
<sapSncPar t ner name>part ner nane<
/ sapSncPar t ner name>
<sapSncQop>I ntegrity Protection<
/ sapSncQop>
<sapSncSso>No</ sapSncSso>
<sapSysnr />
<sapUseSynbol i cNanes>Yes<
/ sapUseSynbol i cNanmes>
<sapX509cert
>D:\el | en\ ga\ opswi se\testdir\ecu.txt<
/ sapX509cer t >
<sysld
>1c6a3b42f 2704ae8b3f 2b62cc5f 867¢c9<
/ sysl d>
</ sapConnect i on>

Read an SAP Connection

¥ JSON Request

"description": null,
"nane": "SAP Connection 1",
"opswi seGoups": [],
"retai nSyslds": true,
"sapAshost": null,
"sapCient": null,
"sapConnectionType": "Load Bal anci ng",
"sapG oup": "groupa",
"sapGnhost": "ABC',
"sapGnserv": "test",
"sapMshost": "server",
"sapMysapsso2":

"D:\\ellen\\ga\\opsw se\\testdir\\new data",
"sapR3nane": "777",
"sapSaprouter":

"/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11",
"sapSncLi b": "/ga/durability_export",
"sapSncMode": "Of",

"sapSncMynane": "ny_test_nane",
“sapSncPart ner nane": "partnernane",
"sapSncQop": "Integrity Protection",

"sapSncSso": "No",
"sapSysnr": null,
"sapUseSynbol i cNanes": "Yes",
"sapX509cert":

"Di\\ellen\\ga\\opswi se\\testdir\\ecu.txt",
"sysld":

"1c6a3b42f 2704ae8b3f 2b62cc5f 867c9"

}

URI http://host_name/opswise/resources/sapconnection
HTTP Method GET
Description Retrieves information on a specific SAP Connection.

URI Parameters
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Example URI

® http://localhost:8080/opswise/resources/sapconnection?connectionname=Test4

Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See Read an SAP Connection: Example Response, below.

SAP Connection Properties = See SAP Connection Properties.

Read an SAP Connection: URI Parameters

Parameter Description Specifications

connectionid ID used within the Controller to identify this SAP Connection. String; URI parameter.

connecti onnane Name used within the Controller to identify this SAP Connection. = String; URI parameter.

Read an SAP Connection: Example Response

XML Response JSON Response
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Required Mutually Exclusive With

Y connecti onnane
(unless connect i onnanme

is specified)

Y connectionid
(unless connectionid
is specified)
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¥ XML Response

<sapConnection retainSyslds="true" version="1">
<descri pti on>descri pti on</descri pti on>
<name>SAP Connection 1</ name>
<opsw seG oups />
<sapAshost />
<sapClient />
<sapConnecti onType>Load Bal anci ng<
/ sapConnecti onType>
<sapG oup>gr oupa</ sapG oup>
<sapGnhost >ABC</ sapGnhost >
<sapGnser v>t est </ sapGnser v>
<sapMshost >ser ver </ sapMshost >
<sapMysapsso2
>>D:\ el | en\ ga\ opswi se\testdir\new dat a<
/ sapMysapsso2>
<sapR3nane>777</ sapR3nane>
<sapSapr out er
>/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11<
/ sapSapr out er >
<sapSnclLi b>/ ga/durability_export<
/ sapSncLi b>
<sapSncMde>O f </ sapSncMbde>
<sapSncMynane>ny_t est _nane</ sapSncMynane>
<sapSncPar t ner nanme>part ner nane<
/ sapSncPar t ner nane>
<sapSncQop>Integrity Protection</sapSncQop
>
<sapSncSso>No</ sapSncSso>
<sapSysnr />
<sapUseSynbol i cNanes>Yes<
/ sapUseSynbol i cNanmes>

¥ JSON Response

"description": null,
"nanme": "SAP Connection 1",
"opswi seGoups": [],
"retai nSyslds": true,
"sapAshost": null,
"sapCient": null,
"sapConnectionType": "Load Bal anci ng",
"sapG oup": "groupa",
"sapGnhost": "ABC',
"sapGaserv": "test",
"sapMshost": "server",
"sapMysapsso2":

"D:\\ellen\\ga\\opsw se\\testdir\\new data",
"sapR3nane": "777",
"sapSaprouter":

"/ H 192. 168. 30. 17/ S/ 3297/ H 155. 56. 59. 11",
"sapSncLi b": "/qga/durability_export",
"sapSncMode": "Of",

"sapSncMynane": "ny_test_nane",
"sapSncPart ner nane": "partnernane",
"sapSncQop": "lIntegrity Protection",

"sapSncSso": "No",
"sapSysnr": null,
"sapUseSynbol i cNanes": "Yes",
"sapX509cert":

"Di\\ellen\\ga\\opswi se\\testdir\\ecu.txt",
"sysld":

"1c6a3b42f 2704ae8b3f 2b62cc5f 867c9"
"version": 1

<sapX509cert }
>D:\el | en\ ga\ opswi se\testdir\ecu.txt<
/ sapX509cert >
<sysl d>1c6a3b42f 2704ae8b3f 2b62cc5f 867c9<
/ sysl d>
</ sapConnecti on>
SAP Connection Properties
Property Ul Field Name Description
description Description Description of this record.
Connection Name used within the Controller to identify this SAP Connection.

Name

uc-67x-ri

Specifications

Required
N

Y
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opswi seGr oups Member of
Business
Services
retai nSysl ds n/a
sapAshost Application
Server
sapd i ent Client
sapConnecti onType Connection
Type
sapG oup Group
sapGahost Gateway

204 |/ uc-67x-ri

Business Services that this record belongs to.

XML

<opsw seG oups>
<opsw seG oup>groupl</opsw seG oup>
<opswi seG oup>gr oup2</ opsw seG oup>
</ opsw seG oups>

JSON

"opsw seG oups": ["groupl", "group2"]

Specification for whether or not the Create an SAP Connection web service will persist the sysl| d
property.

® |fretainSyslds="true" and sysl d is included in the request/response, sys| d will be
persisted to the database.

® [f retainSyslds="false" and sysl d is included in the request/response, sysl d will be
ignored; it will be autogenerated by the Controller.

*.  Note
In XML web services, r et ai nSys| ds is specified as an attribute in the
<sapConnection> element.

If connect i onType = Specific Application Server; Host name of an SAP application server. If the
path to the server goes through SAP routers, prefix the host name with the SAP router string.

If connect i onType = Specific Application Server; SAP Client number.

Type of SAP Connection.

If connect i onType = Load Balancing; Host name of the message server.

If connect i onType = Specific Application Server; Host name of the SAP gateway.

Valid values: true/false (default
is true).

Valid Values:

® As String = Specific
Application Server, As
Value =1

® As String = Load
Balancing, As Value =
2
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sapGaserv

sapMshost

sapMysapsso2

sapR3nane
sapSapr out er
sapSnclLi b

sapSnchMode

sapSncMynane

sapSncPar t ner nanme

sapSncQop

sapSncSso
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Gateway
Service

Message
Server

Single Sign-On
Ticket

System ID
SAProuter
SNC Library

SNC Mode

SNC My Name

SNC Partner
Name

SNC Quality of
Protection

SNC Single
Sign-On

If connect i onType = Specific Application Server; Service name of the SAP gateway.

If connect i onType = Load Balancing; Application servers group name.

Path to a file that contains the actual value for the MYSAPSSO2 parameter.

If connect i onType = Load Balancing; System ID of the SAP system to which you want to connect.

SAProuter parameter.
SNC_LIB parameter; Path to the third-party security library for SNC.

SNC_MODE parameter; Specification for whether or not SNC is activated.

SNC_MYNAME parameter; Token/identifier representing the external RFC program.

SNC_PARTNERNAME parameter; Token/identifier representing the back-end system.

SNC_QOP parameter.

SNC_SSO parameter; Specification for whether or not to use single sign-on for SNC.

Valid Values:

As String = Off, As
Value =0
As String = On, As
Value =1

Valid Values:

As String =
Authentication Only, As
Value =1

As String = Integrity
Protection, As Value =
2

As String = Privacy
Protection, As Value =
3

As String = Default
Protection, As Value =
8

As String = Maximum
Protection, As Value =
9

Valid Values:

As String = No, As
Value =0

As String = Yes, As
Value =1

z z zZz <
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sapSysnr

sapUseSynbol i cNanes

sapX509cert

sysld

206 /
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System
Number

Use Symbolic
Names

X.509
Certificate

uuIiD

If connect i onType = Specific Application Server; SYSNR parameter.

If connect i onType = Load Balancing; USE_SYMBOLIC_NAMES parameter; Specification for
whether or not to use symbolic service names.

Path to a file that contains the actual value for the X509CERT parameter.

System ID field in the database for this SAP Connection record.

Valid Values:

® As String = Off, As

Value =0
® As String = On, As
Value =1

Persisted only if retainSyslds
is set to true.
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SNMP Manager Web Services

Overview

Create an SNMP Manager
Delete an SNMP Manager
List SNMP Managers
Modify an SNMP Manager
Read an SNMP Manager

Overview

Universal Controller supports the following RESTful-based web services for SNMP Manager operations, which are listed alphabetically on this page.

Create an SNMP Manager
Delete an SNMP Manager
List SNMP Managers
Modify an SNMP Manager
Read an SNMP Manager

Formatting specifications for each web service, including details about property requirements, are provided.

Create an SNMP Manager

Description
URI http://host_name/opswise/resources/snmpmanager
HTTP Method POST
Description Creates an SNMP Manager.
Example URI http://localhost:8080/opswise/resources/snmpmanager

Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See Create an SNMP Manager: Example Request, below.
Example Response
® Status 200 /OK
Successfully created the SNMP Manager with sysld {sysl|d}.

® Status 400 /Bad Request
Create SNMP Manager failed. A duplicate value has been detected. Name must be unique.

SNMP Manager Properties See SNMP Manager Properties, below.

Create an SNMP Manager: Example Request
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XML Request

¥ XML Request

<snnpManager retai nSyslds="true">

<descri pti on>descri ption<
/ descri ption>

<manager Addr ess>Junk. conx
/ manager Addr ess>

<manager Port >123</ nanager Por t
>

<name>Test 4</ name>

<opswi seG oups />

<sysld
>62701879a6264107bb757a952bcc65cc<
/ sysl d>

<t rapConmuni t y>Test 4<
/trapComuni t y>
</ snnpManager >

SNMP Manager Properties

Property Ul Field Name

description Description

manager Addr ess = Manager Address

manager Port Manager Port

nane

Manager Name

opswi seGroups  Member of Business Services
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JSON Request

¥ JSON Regquest

{
"description": "description",
"manager Addr ess": "Junk. cont',
"manager Port": 123,
"nanme": "Test4",

"opswi seG oups": null,
"retai nSyslds": true,
"sysld":
"62701879a6264107bb757a952bcc65cc”,
"trapCommunity": "public"
}

Description
Description of this record.
Name or IP address of the SNMP Manager.

Port used by the SNMP Manager.

Name used within the Controller to identify this SNMP Manager.

Business Services that this record belongs to.

XML

<opsw seG oups>
<opswi seG oup>gr oupl</ opswi seG oup>
<opsw seG oup>group2</ opswi seG oup>
</ opsw seG oups>

JSON

"opsw seG oups": ["groupl", "group2"]

Specifications

Required

N

z < < <
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retai nSysl ds n/a Specification for whether or not the Create an SNMP Manager web service will persist the Valid values: true/false

sysl d property.

(default is true).

® |f retainSyslds="true" and sysl d is included in the request/response, sysl| d will be

persisted to the database.

® |fretainSyslds="false" and sysl d is included in the request/response, sys| d will be

ignored; it will be autogenerated by the Controller.

', Note

In XML web services, r et ai nSys| ds is specified as an attribute in the

<snmpManager> element.

sysld n/a System ID field in the database for this SNMP Manager record.

trapCommunity  Trap Community String Used by the trap receiver to determine which traps to process.

Delete an SNMP Manager

Description
URI http://host_name/opswise/resources/snmpmanager
HTTP Method DELETE
Description Deletes an SNMP Manager.
URI Parameters See Delete an SNMP Manager: URI Parameters, below.

Example URI
® http://localhost:8080/opswise/resources/snmpmanager?managername=Test4

Example Response
® Status 200 /OK
SNMP Manager deleted successfully.
® Status 400 /Bad Request

Mutual exclusion violation. Cannot specify manager nane and manager i d at the same time.

® Status 404 /Not Found
An SNMP Manager with {name/id} “test" does not exist.

Delete an SNMP Manager: URI Parameters

Parameter Description Specifications Required
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Persisted only if
retainSyslds is set to true.

Default is public.

Mutually Exclusive With


http://<i>host_name</i>/opswise/resources/snmpmanager
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managerid ID used within the Controller to identify this SNMP Manager. String; URI parameter. ' Y manager namne
(unless manager nane

is specified)
manager name = Name used within the Controller to identify this SNMP Manager. | String; URI parameter. Y manageri d

(unless manageri d
is specified)

List SNMP Managers

Description
URI http://host_name/opswise/resources/snmpmanager/list
HTTP Method GET
Description Retrieves information on all SNMP Managers.
Example URI http://localhost:8080/opswise/resources/snmpmanager/list
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type application/xml, application/json
Example Response See List SNMP Managers: Example Response, below.

SNMP Manager Properties See SNMP Manager Properties.

List SNMP Managers: Example Response

XML Response JSON Response
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¥ XML Response

¥ JSON Response

<snnpManager s>
<snnpManager version="7">
<descri pti on>descri ption<
/ descri pti on>
<manager Addr ess
>ga. st one. br anch</ manager Addr ess>
<manager Por t >162<
/ manager Por t >
<nane>ga. st one. branchl<
/ name>
<opsw seG oups />
<sysld
>3d7a03053ad64delb21b6849e6deaf d9<
/ sysl d>
<t rapConmuni t y>Test 4<
/trapComuni ty>
</ snnpManager >
<snnpManager version="2">
<descri pti on>descri ption<
/ descri pti on>
<manager Addr ess
&gt ga. st one. br anch</ manager Addr ess
>
<manager Port >162<
/ manager Por t >
<nane>ga. st one. br anch2<
/ name>
<opswi seG oups />
<sysld
>94640ch62679407692ch41091e5¢c73f e<
/ sysl d>
<t rapConmuni t y>Test 4<
/trapCommuni t y>
</ snnpManager >
<snnpManager s>

[

"description": "description",
"manager Addr ess":

ga. st one. branch",
"manager Port": 162,

"

“nanme": "ga.stone.branchl",
"opswi seG oups": null,
"sysld":

"3d7a03053ad64delb21b6849e6deaf d9",
"trapComuni ty": "public",
"version": 7

b

"description": "description",
" manager Addr ess":

"qga. stone. branch",
"manager Port": 162,

"name": "ga.stone.branch",
"opswi seGroups": null,
"sysld":

"94640ch62679407692ch41091e5c73f e",
"trapCommuni ty": "public",
"version": 2

}

Modify an SNMP Manager

http://host_name/opswise/resources/snmpmanager

Description
URI
HTTP Method PUT
Description
Example URI

211 /

Modifies the SNMP Manager specified by the sysl d.

® http://localhost:8080/opswise/resources/snmpmanager
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Consumes Content-Type application/xml, application/json

Produces Content-Type n/a

Example Request See Modify an SNMP Manager: Example Request, below.
SNMP Manager Properties See SNMP Manager Properties.

Example Response

® Status 200 /OK
Successfully updated the SNMP Manager with sysld <sysld> to version <version>.

Modify an SNMP Manager: Example Request

XML Request JSON Request
¥ XML Request ¥ JSON Request
<snnpManager >
<descri pti on>descri pti on</descri pti on> {
<manager Addr ess>Junk. conx/ manager Addr ess> "description": "description",
<manager Por t >123</ manager Port > "manager Addr ess": "Junk. cont',
<nane>Test 4</ nane> “manager Port": 123,
<opswi seG oups> "nanme": "Test4",
<opsw seG oup>Account i ng</ opswi seG oup> "opswi seG oups": [ "Accounting"
</ opswi seG oups> 1,
<sysl d>62701879a6264107bb757a952bcc65cc< "sysld":
/ sysl d> "62701879a6264107bb757a952bcc65¢cc",
<t rapCommuni t y>Test 4</ t r apConmuni t y> "trapConmmunity": "public"
</ snnmpManager > }

Read an SNMP Manager

URI http://host_name/opswise/resources/snmpmanager
HTTP Method GET

Description Retrieves information on a specific SNMP Manager.
URI Parameters See Read an SNMP Manager: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/snmpmanager?managername=Test4

Consumes Content-Type n/a

Produces Content-Type application/xml, application/json
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Example Response

SNMP Manager Properties | See SNMP Manager Properties.

Read an SNMP Manager: URI Parameters

See Read an SNMP Manager: Example Response, below.

Parameter Description Specifications Required Mutually Exclusive With
manageri d ID used within the Controller to identify this SNMP Manager. String; URI parameter. | Y manager name
(unless manager nane
is specified)
manager nane = Name used within the Controller to identify this SNMP Manager. = String; URI parameter. Y manageri d
(unless manageri d
is specified)
Read an SNMP Manager: Example Response
XML Response JSON Response
¥ XML Response ¥ JSON Response
<snnpManager retainSyslds="true" version="1">
<descri pti on>descri pti on</descri pti on> {
<manager Addr ess>Junk. conx/ manager Addr ess "description": "description",
> "manager Addr ess": "Junk. cont',
<manager Port >123</ nanager Por t > "manager Port": 123,
<nane>Test 4</ name> "nanme": "Test4",
<opswi seG oups /> "opswi seGoups": null,
<sysl d>62701879a6264107bb757a952bcc65cc< "sysld":
/ sysl d> "62701879a6264107bb757a952bcc65cc",

<t rapCommuni t y>Test 4</t r apConmuni t y>

</ snnmpManager >
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"trapCommunity": "public",
"version": 1
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Credential Web Services

Overview

Create a Credential
Delete a Credential
List Credentials
Modify a Credential
Read a Credential

Overview

Universal Controller supports the following RESTful-based web services for Credential operations, which are listed alphabetically on this page.

Create a Credential
Delete a Credential
List Credentials
Modify a Credential
Read a Credential

Formatting specifications for each web service, including details about property requirements, are provided.

Create a Credential

Description
URI http://host_name/opswise/resources/credential
HTTP Method POST
Description Creates a Credential.
Example URI http://localhost:8080/opswise/resources/credential

Consumes Content-Type = application/xml, application/json
Produces Content-Type | n/a
Example Request See Create a Credential: Example Request, below.
Properties See Credential Properties.
Example Response
® Status 200 /OK
Successfully created the credential with sysld {sysld}.

® Status 400 /Bad Request
Create credential failed. A duplicate value has been detected. Name must be unique.
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Create a Credential: Example Request

XML Request

¥ XML Request

<credential retai nSyslds="true">
<description />
<nane>t est </ nane>
<opswi seG oups>
<opsw seG oup>bsl</ opsw seG oup>
<opswi seG oup>bs2</ opswi seG oup>
</ opswi seG oups>
<runti meKeyLocation />
<runt i nrePassPhrase />
<runti nePasswor d>t est <
/ runti mePasswor d>
<runti nmeUser >t est </ runti neUser >
<sysld
>36208a27bda64312a854985314922953<
/ sysl d>
<t ype>St andar d</ t ype>
</credential >

JSON Request

¥ JSON Request

{
"description': "Testing",
"name": "test",
"opsw seG oups": [
"bs1"
"bhg 2"

]

"retai nSyslds": true,
"runti meKeyLocation": null,
"runti mePassPhrase": null,
“runti mePassword": "test",
"runtimeUser": "test",
"sysld":

" 6e9791f 0d0Of 541339dad3202e806276f ",
"type": "Standard"

Credential Properties

Properties Ul Field Description

description

nane

Name

Description = User-defined; description of this record.

Name Name used within the Controller to identify this Credential.
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opswi sew& oups Member of
Business
Services
retai nSysl ds n/a

runti meKeyLocati on Key
Location
(SFTP
only)

runti nePassPhrase  Pass
Phrase
(SFTP

only)
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Business Services that this record belongs to.
Format:

XML

<opsw seG oups>
<opswi seG oup>t est </ opswi seG oup>
</ opswi seG oups>

JSON

"opswi seG oups": ["test"]

Specification for whether or not the Create a Credential web service will persist the sysid property.

® [fretainSyslds="true" and sysl d is included in the request, sys| d will be persisted to the database.

® |fretainSyslds="false" and sysl d is included in the request, sys| d will be ignored; it will be
autogenerated by the Controller.

', Note
In XML web services, r et ai nSys| ds is specified as an attribute in the <credential>

element.

Using SFTP requires that you supply a valid credential that specifies the location of the SSL Private key on
your Agent. This property provides the location, which must exist on the Agent where you intend to run the
SFTP task. Currently, the Controller does not support password authentication for SFTP Transfer.

For File Transfer over SSL, make sure you have your private/public keys properly set up and working before
you configure the Controller to use it. For example, to validate the keys, log into your destination server from

your agent server using ssl.

Pass phrase for the Runtime User's SSL Private key file.

Optional; Valid values:
true/false (default is true).
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runti nePasswor d

runti meUser

sysld

type

Runtime Runtime user's password.

Password ® If
runti nePassword
is omitted in the
request, it will be
ignored.

® If

runti mePasswor d
is provided in the
request, it will be
updated.

Runtime Runtime user ID, including an LDAP- or AD-formatted user ID, under which the job will be run.

User

n/a System ID field in the database for this Credential record. Persisted only if

retainSyslds is set to true.
Type Type of Credential. Valid Values:
® As String =
Standard, As Value
. Note: =1
You cannot modify the type after the Credential has been created, but you can convert any ® As String =
Credential type to any other type. Resolvable, As

Value =2

® As String = Web
Service, As Value =

3
® As String = Email,
As Value = 4

Default is Standard (1).

Delete a Credential

URI

HTTP Method
Description

URI Parameters

Example URI
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Description
http://host_name/opswise/resources/credential
DELETE

Deletes a Credential.

See Delete a Credential: URI Parameters, below.

http://localhost:8080/opswise/resources/credential?credentialname=test


https://www.stonebranch.com/confluence/display/UC67/Credentials#Credentials-ConvertingCredentialTypes
http://<i>host_name</i>/opswise/resources/credential
http://localhost:8080/opswise/resources/credential?credentialname=test
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Example Response
® Status 200 /OK
Credential deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify cr edent i al nane and cr edent i al i d at the same time.
® Status 404 /Not Found
A credential with {name/id} "test" does not exist.

Delete a Credential: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

credentialid ID used within the Controller to identify this Credential. String; URI parameter. | Y credenti al nane
(unless cr edent i al name

is specified)
credenti al nane Name used within the Controller to identify this Credential. | String; URI parameter. Y credentialid

(unless credentialid
is specified)

List Credentials

Description
URI http://host_name/opswise/resources/credential/list
HTTP Method GET
Description Retrieves information on all Credentials.
Example URI http://localhost:8080/opswise/resources/credential/list
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json
Example Response See List Credentials: Example Response, below.

Properties See Credential Properties.

List Credentials: Example Response

XML Response JSON Response

219 / uc-67x-ri


http://<i>host_name</i>/opswise/resources/credential/list
http://localhost:8080/opswise/resources/credential/list

Universal Controller 6.7.x Remote Interfaces

¥ XML Response

<credenti al s>
<credential version="1">
<description />
<nane>t est </ nanme>
<opswi seG oups>
<opswi seG oup>bsl</ opswi seG oup>
<opswi seG oup>hs2</ opswi seG oup>
</ opswi seG oups>
<runti meKeyLocation />
<runti neUser >ops. adni n<
/runtimeUser >
<sysld
>36208a27bda64312a854985314922953<
/ sysl d>
<t ype>St andar d</ t ype>
</ credential >
<credential version="1">
<description />
<nane>t est 2</nane>
<opswi seG oups>
<opsw seG oup>bsl</ opswi seG oup>
<opswi seG oup>bs2</ opswi seG oup>
</ opswi seG oups>
<runti neKeylLocation />
<runti meUser >ops. adm n2<
/runtineUser >
<sysld
>36208a27bda64312a854985314922954<
/ sysl d>
<t ype>St andar d</ t ype>
</credential >
</credenti al s>

Modify a Credential

Description

¥ JSON Response

[ {
"description": null,
"nane": "test",
"opswi seG oups": ["bsl","bs2"],
"runti meKeyLocation": null,
"runtimeUser": "test",
"sysld":

" 6e9791f 0d0Of 541339dad3202e806276f ",
"type": "Standard",
"version": 1

b
{

"description": null,
"nane": "test 2",
"opswi seG oups": ["bsl","bs2"],
"runti meKeyLocation": null,
"runtimeUser": "test 2",
"sysld":

" 6e9791f 0d0f 541339dad3202e8062769",
"type": "Standard",
“version": 1
}

]

URI http://host_name/opswise/resources/credential

HTTP Method PUT

Description Modifies the Credential specified by the sysl d.

Example URI http://localhost:8080/opswise/resources/credential

Consumes Content-Type = application/xml, application/json

Produces Content-Type | n/a
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Example Request See Modify a Credential: Example Request, below.
Properties See Credential Properties.
Example Response

® Status 200 /OK
Successfully updated the credential with sysld <sysld> to version <version>.

Modify a Credential: Example Request

XML Request JSON Request
¥ XML Request ™ JSON Request
<credential >
<descri pti on>Testi ng/ descri ption {
> "description": "Testing",
<nane>t est </ name> "nanme": "test",
<opswi seG oups> "opswi seG oups": [
<opswi seG oup>bsl</ opswi seG oup> "bs1",
<opsw seG oup>hs2</ opswi seG oup> "bs2"
</ opswi seG oups> 1,
<runti meKeyLocation /> “runti meKeyLocation": null,
<runt i nePassPhrase /> "runti mePassPhrase": null,
<runti nePasswor d>ops. adni n< "runti mePassword": "test",
/ runti mePasswor d> "runtimeUser": "test",
<runti meUser >t est </runti neUser > "sysld":
<sysld " 6e9791f 0d0Of 541339dad3202e806276f ",
>36208a27bda64312a854985314922953< "type": "Standard"
/ sysl d>
<t ype>St andar d</ t ype>
</credential >

Read a Credential

URI http://host_name/opswise/resources/credential
HTTP Method GET

Description Retrieves information on a specific Credential.
URI Parameters See Read a Credential: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/credential?credentialname=test
® http://localhost:8080/opswise/resources/credential?credentialid=f87848b00a0001037f43e7c81c8ec969

Consumes Content-Type n/a
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Produces Content-Type
Example Response

Properties

application/xml, application/json

See Credential Properties.

Read a Credential: URI Parameters

Parameter

credentialid

Description

ID used within the Controller to identify this Credential.

See Read a Credential: Example Response, below.

Specifications

String; URI parameter.

credenti al nane Name used within the Controller to identify this Credential. | String; URI parameter.

Read a Credential: Example Response

XML Response

¥ XML Response

222 |/

<credenti al

<description />
<nane>t est </ nane>
<opswi seG oups>
<opswi seG oup>bsl</ opswi seG oup>
<opswi seG oup>bs2</ opswi seG oup>
</ opswi seG oups>
<runti neKeylLocation />
<runti meUser >ops. adnmi n</runti meUser >
<sysl d>36208a27bda64312a854985314922953<

/ sysl d>

<t ype>St andar d</ t ype>

</credenti al >

retai nSyslds="true" version="1">
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Required Mutually Exclusive With

Y credenti al name
(unless cr edent i al name

is specified)
Y credentialid
(unless credentialid
is specified)

JSON Response

¥ JSON Response

{ .
"description": null,

"nanme": "test",
"retai nSyslds":
"runti meUser":

"sysld":

"“version": 1

"opswi seG oups": ["bsl","bs2"],

"runti meKeyLocation": null,

"6e9791f 0d0Of 541339dad3202e806276f ",
"type": "Standard",

true,

"test",
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Custom Day Web Services

® Overview
® Create a Custom Day
® Create a Custom Day: Example Request
® Custom Day: Properties
® Delete a Custom Day
® Delete a Custom Day: URI Parameters
® List Custom Day Qualifying Dates
® List Custom Day Qualifying Dates: URI Parameters
® List Custom Day Qualifying Dates: Example Response
® List Custom Day Qualifying Periods
® List Custom Day Qualifying Periods: URI Parameters
® List Custom Day Qualifying Periods: Example Response
® List Custom Days
® List Custom Days: Example Response
® Modify a Custom Day
® Modify a Custom Day: Example Request
® Read a Custom Day
® Read a Custom Day: URI Parameters
® Read a Custom Day: Example Response

Overview

Universal Controller supports the following RESTful-based web services for Custom Day operations, which are listed alphabetically on this page.

® Create a Custom Day

® Delete a Custom Day

® List Custom Day Qualifying Dates
® List Custom Day Qualifying Periods
® List Custom Days

® Modify a Custom Day

® Read a Custom Day

Formatting specifications for each web service, including details about parameter requirements, are provided.

For Local Custom Day operations, see Calendar Web Services.
‘. Note

You can create and modify a Custom Day only if the Custom Day Global Permitted Universal Controller system property is set to true.

Create a Custom Day
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URI

HTTP Method

Description

Example URI

Consumes Content-Type
Produces Content-Type
Example Request
Custom Day Properties

Example Response

Description
http://host_name/opswise/resources/customday
POST

Creates a new Custom Day.
http://localhost:8080/opswise/resources/customday
application/xml, application/json

n/a

See Create a Custom Day: Example Request, below.
See Custom Day Properties, below.

® Status 200 /OK
Successfully created the custom day with sysld <sysld>.

Create a Custom Day: Example Request

XML Request
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JSON Request


http://<i>host_name</i>/opswise/resources/customday
https://www.stonebranch.com/confluence/display/UC67/Creating+Custom+Days
http://localhost:8080/opswise/resources/customday
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¥ XML Request

<custonDay retai nSyslds="true">
<adj ust ment >None<
/ adj ust nent >
<adj ust ment Anount >1<
/ adj ust nent Anount >
<adj ust ment Type>Day<
/ adj ust nent Type>
<cat egor y>Day<
/ cat egory>
<comments />
<ctype>Rel ati ve
Repeat i ng Dat e</ ct ype>
<date />
<datelList />
<day>1</ day>
<dayof week>Sun<
/ dayof week>
<hol i day>f al se<
/ hol i day>
<nmont h>Sep</ nont h>
<nane>speci al day<
/ nane>
<nt hAnount >8<
/ nt hAnount >
<nt hType>Busi ness
Day</ nt hType>
<observedRul es />
<peri od>f al se</ peri od

>

<relfreg>Nth</relfreq
>

<sysld
>dae77560c0a80165006d8051753b806¢c<
/ sysl d>

</ cust onDay>

Custom Day: Properties

Property Ul Field Description
Name
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™ JSON Request

{
"adjustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Day",
"coments": null,
"ctype": "Relative Repeating
Dat e",
"date": null,
"dateList": [],
"day": 1,
"dayof week": "Sun",
"hol i day": false,
"nonth": "Sep",
"name": "special day",

"nt hAmount": 8,

"nt hType": "Busi ness Day",

"observedRul es": [],

"period": false,

"relfregq": "Nth",

"retai nSyslds": true,

"sysld":
" dae77560c0a80165006d8051753b806¢"
}

Specifications

Required

Mutually
Exclusive
With
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adj ust ment Adjustment | If ct ype is Relative Repeating Date (1); Adjustment for the repeating date. Valid values:

® As String = None, As
Value =0

® As String = Less, As
Value =1

® As String = Plus, As
Value = 2

Default is None (0).

adj ust ment Anount = Adjustment = If adj ust ment is Less (1) or Plus (2); Amount (number of days) of the adjustment to

Default is 1.
Amount be made.
adj ust ment Type Adjustment  If adj ust ment is Less (1) or Plus (2); Type of day on which to make the adjustment. | Valid values:
Type
® As String = Day, As
Value =1
® As String = Business
Day, As Value = 2
Default is Day (1).
cat egory Category Category of this Local Custom Day. Valid values:
® As String = Day, As
Value =1
® As String = Business
Day, As Value =2
® As String = Holiday, As
Value =3
® As String = Period, As
Value = 4
Default is Day (1).
conment s Description | Description of this Custom Day.
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ctype Type Type of this Custom Day.
date Date Specific date for this Custom Day
dat eLi st Dates Multiple specific dates for this Custom Day.
XML
<dat eLi st >

<dat €>2017- 12- 13</ dat e>
<dat €>2017- 12- 14</ dat e>
</ dateLi st>

JSON

"dateList": [
"2017-12-13",
"2017-12-14"

IF

day Day Day of the month.
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Valid values:

® As String = Single Date,
As Value =0

® As String = Relative
Repeating Date, As
Value =1

® As String = Absolute
Repeating Date, As
Value = 2

® As String = List of Dates,
As Value = 3

Default is Single Date (0).

Format: yyyy-mm-dd.

Integer; Valid values: 1-31.

Y
(if ctype =
Single Date. )

Y

(if ctype
is List of
Dates.)

Y

(if ct ype
is Absolute
Repeating
Date)

datel i st

date
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dayof week Day Of Day of the week. Valid values:

Week

As String = Sun, As
Value =1

As String = Mon, As
Value = 2

As String = Tue, As
Value =3

As String = Wed, As
Value = 4

As String = Thu, As
Value =5

As String = Fri, As Value
=6

As String = Sat, As Value
=7

Default is Mon (2).

hol i day (none) Deprecated. Indication of whether or not this Custom Day is a holiday. Boolean; Valid values: true/false;
Default is false.

mont h Month Month of the year. Valid values:

As String = Jan, As Value
=0

As String = Feb, As
Value =1

As String = Mar, As
Value = 2

As String = Apr, As Value
=3

As String = May, As
Value = 4

As String = Jun, As Value
=5

As String = Jul, As Value
=6

As String = Aug, As
Value =7

As String = Sep, As
Value = 8

As String = Oct, As Value
=9

As String = Nov, As
Value = 10

As String = Dec, As
Value = 11

As String = ALL, As
Value = 12

Default is Jan (0).
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Y

(if ctype
is Relative
Repeating
Date)

N
(ifrel freq
is Nth)

Y
(ifctypeis
Relative
Repeating
Date

or

Absolute
Repeating
Date)
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name Name Name of this Custom Day. Y

nt hAnount Nth If rel freqis Nth; Value of N. Y
Amount

nt hType Nth Type If rel freq is Nth; Type of Nth day. Valid values: N

® As String = Day, As
Value =1

® As String = Business
Day, As Value = 2

Default is Day (1).

observedRul es Observed | If cat egory is Holiday (3) and ct ype is Relative Repeating Date (1) or Absolute Valid day of week values: N
Rules Repeating Date (2); Rules for when the holiday will be observed.
® Sun, Mon, Tue, Wed,
XML Thu, Fri, Sat

<obser vedRul es>
<obser vedRul e>
<act ual DayOf Week>Sat </ act ual DayCf Week>

<obser vedDayOf Week>Fri </ obser vedDay Of Week>
</ obser vedRul e>
<observedRul e>

<act ual DayOf Week>Sun</ act ual Day Of Week>

<obser vedDayOf Week>Mon</ obser vedDay Of Week>
</ obser vedRul e>
</ obser vedRul es>

JSON
"observedRul es" : [ {
"act ual DayOf Week" : "Sat",
"observedDayOf Week" : "Fri"
oA
"act ual DayOr Week" : "Sun",
"observedDayOf Week" : " Mon"
}l
period (none) Deprecated. Indication of whether or not this Custom Day defines a custom period Boolean; Valid values: true/false; N
of days. Default is false.
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relfreq When Occurrence of this day in the month.

retai nSysl ds n/a Specification for whether or not the Create a Custom Day web service will persist the
sysld property.

® [fretainSyslds="true" and sysl d is included in the request/response,
sysl d will be persisted to the database.

* |fretainSyslds="false" and sysl d is included in the request/response,
sysl d will be ignored,; it will be autogenerated by the Controller.

. Note
In XML web services, r et ai nSys| ds is specified as an attribute in
the <customDay> element.

sysld n/a System ID in the database for this Custom Day.

Delete a Custom Day

Description
URI http://host_name/opswise/resources/customday
HTTP Method DELETE
Description Deletes a specific Custom Day.
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Valid values:

As String = 1st, As Value
=1

As String = 2nd, As
Value = 2

As String = 3rd, As Value
=3

As String = 4th, As Value
=4

As String = Last, As
Value =5

As String = Every, As
Value = 6

As String = Nth, As Value
=7

As String = Last Day, As
Value = 8

As String = Last
Business Day, As Value
=9

Default is 1st (1).

Valid values: trueffalse (default is

true).

Persisted only if retainSyslds is
set to true.

Y

(if ctype
is Relative
Repeating
Date)

Y
(if retainSyslds
is true.)


http://<i>host_name</i>/opswise/resources/customday
https://www.stonebranch.com/confluence/display/UC67/Creating+Custom+Days
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URI Parameters See Delete a Custom Day: URI Parameters, below.

Example URI
® http://localhost:8080/opswise/resources/customday?customdayname=testCustomDay
® http://localhost:8080/opswise/resources/customday?customdayid=f87848b00a0001037f43e7c81c8ec969

Authentication HTTP Basic

Example Response
® Status 200 /OK
Custom day deleted successfully.
® Status 404 /Not Found
A custom day with id "f87848b00a0001037f43e7c81c8ec969" does not exist.

Delete a Custom Day: URI Parameters

Name Description Specifications Required Mutually Exclusive With

cust ondayi d Unique ID for this Custom Day. Y cust ondaynane
(unless cust ondaynane

is specified)
cust ondaynane Name used within the Controller to identify this Custom Day. Maximum 40 alphanumerics. Y cust ondayi d

(unless cust ondayi d
is specified)

List Custom Day Qualifying Dates

Description

URI http://host_name/opswise/resources/customday/qualifyingdates
HTTP Method GET
Description Retrieves information on Qualifying Dates for a specific Custom Day.
URI Parameters See List Custom Day Qualifying Dates URI Parameters: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/customday/qualifyingdates?customdayname=testCustomDay

® http://localhost:8080/opswise/resources/customday/qualifyingdates?customdayname=testCustomDay&calendarname=testCalendar
Authentication HTTP Basic

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json

Example Response See List Custom Day Qualifying Dates: Example Response, below.
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List Custom Day Qualifying Dates: URI Parameters

Name Description Specifications

cust ondayi d Unique ID for this Custom Day.

cust ondaynane Name used within the Controller to identify this Custom Day. Maximum 40 alphanumerics.

cal endarid Unique D for this Calendar.

cal endarnane = Name used within the Controller to identify a Calendar. Maximum 40 alphanumerics.

List Custom Day Qualifying Dates: Example Response

XML Response JSON Response
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Required

Y
(unless cust ondaynane
is specified)

Y
(unless cust ondayi d
is specified)

Y;
If Custom Day adj ust ment Type

is Business Day or

When is Last Business Day.
(unless cal endar nane

is specified)

Y;
If Custom Day adj ust ment Type

is Business Day or

When is Last Business Day.
(unless cal endari d

is specified)

Mutually Exclusive With

cust ondaynane

cust ondayi d

cal endar nane

cal endarid
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¥ XML Response ¥ JSON Response
[
<qual i fyi ngDat es> “Mn, Jan 1, 2018",
<qual i fyi ngDat e>Mbn, Jan 1, 2018</quali fyi ngDate> "Tue, Jan 1, 2019",
<qual i fyi ngDat e>Tue, Jan 1, 2019</qual i fyi ngDat e> "Wed, Jan 1, 2020",
<qual i fyi ngDat e>Wed, Jan 1, 2020</qualifyi ngDat e> "Fri, Jan 1, 2021",
<qual i fyi ngDate>Fri, Jan 1, 2021</qualifyi ngDate> "Sat, Jan 1, 2022",
<qual i fyi ngDat e>Sat, Jan 1, 2022</quali fyi ngDat e> "Sun, Jan 1, 2023",
<qual i fyi ngDat e>Sun, Jan 1, 2023</qualifyi ngDate> "Mon, Jan 1, 2024",
<qual i fyi ngDat e>Mbn, Jan 1, 2024</qualifyi ngDat e> "Wed, Jan 1, 2025",
<qual i fyi ngDat e>Wed, Jan 1, 2025</quali fyi ngDat e> "Thu, Jan 1, 2026",
<qual i fyi ngDat e>Thu, Jan 1, 2026</quali fyi ngDat e> "Fri, Jan 1, 2027",
<qual i fyi ngDate>Fri, Jan 1, 2027</qualifyi ngDate> "Sat, Jan 1, 2028",
<qual i fyi ngDat e>Sat, Jan 1, 2028</quali fyi ngDat e> "Mon, Jan 1, 2029",
<qual i fyi ngDat e>Mon, Jan 1, 2029</qual i fyi ngDat e> "Tue, Jan 1, 2030",
<qual i fyi ngDat e>Tue, Jan 1, 2030</qualifyi ngDate> "Wed, Jan 1, 2031",
<qual i fyi ngDat e>Wed, Jan 1, 2031</quali fyi ngDate> "Thu, Jan 1, 2032",
<qual i fyi ngDat e>Thu, Jan 1, 2032</qual i fyi ngDat e> "Sat, Jan 1, 2033",
<qual i fyi ngDat e>Sat, Jan 1, 2033</qualifyi ngDate> "Sun, Jan 1, 2034",
<qual i fyi ngDat e>Sun, Jan 1, 2034</quali fyi ngDate> "Mon, Jan 1, 2035",
<qual i fyi ngDat e>Mon, Jan 1, 2035</quali fyi ngDat e> "Tue, Jan 1, 2036",
<qual i fyi ngDat e>Tue, Jan 1, 2036</qualifyi ngDate> "Thu, Jan 1, 2037",
<qual i fyi ngDat e>Thu, Jan 1, 2037</qualifyi ngDate> “Fri, Jan 1, 2038",
<qual i fyi ngDat e>Fri, Jan 1, 2038</quali fyi ngDat e> "Sat, Jan 1, 2039",
<qual i fyi ngDat e>Sat, Jan 1, 2039</qualifyi ngDat e> “Sun, Jan 1, 2040",
<qual i fyi ngDat e>Sun, Jan 1, 2040</qual i fyi ngDat e> "Tue, Jan 1, 2041",
<qual i fyi ngDat e>Tue, Jan 1, 2041</quali fyi ngDate> "Wed, Jan 1, 2042",
<qual i fyi ngDat e>Wed, Jan 1, 2042</quali fyi ngDat e> "Thu, Jan 1, 2043",
<qual i fyi ngDat e>Thu, Jan 1, 2043</qualifyi ngDate> "Fri, Jan 1, 2044",
<qual i fyi ngDat e>Fri, Jan 1, 2044</quali fyi ngDat e> "Sun, Jan 1, 2045",
<qual i fyi ngDat e>Sun, Jan 1, 2045</quali fyi ngDat e> "Mon, Jan 1, 2046",
<qual i fyi ngDat e>Mon, Jan 1, 2046</qualifyi ngDat e> "Tue, Jan 1, 2047"
<qual i fyi ngDat e>Tue, Jan 1, 2047</quali fyi ngDate> ]
</ qual i fyi ngDat es>
List Custom Day Qualifying Periods
Description

URI http://host_name/opswise/resources/customday/qualifyingperiods

HTTP Method GET

Description Retrieves information on Qualifying Periods for a specific Custom Day.

URI Parameters See List Custom Day Qualifying Periods URI Parameters: URI Parameters, below.

Example URI
® http://localhost:8080/opswise/resources/customday/qualifyingperiods?customdayname=testCustomDay
® http://localhost:8080/opswise/resources/customday/qualifyingperiods?customdayname=testCustomDay&calendarname=testCalendar
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Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json

Example Response See List Custom Day Qualifying Periods: Example Response, below.

List Custom Day Qualifying Periods: URI Parameters

Name Description Specifications

cust ondayi d Unique ID for this Custom Day.

cust ondaynane Name used within the Controller to identify this Custom Day.

cal endarid Unique ID for this Calendar.

cal endarnanme  Name used within the Controller to identify a Calendar.

List Custom Day Qualifying Periods: Example Response

XML Response JSON Response
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Maximum 40 alphanumerics.

Maximum 40 alphanumerics.

Required

Y
(unless cust ondaynane
is specified)

Y
(unless cust ondayi d
is specified)

Y

If Custom Day When

is Last Business Day.
(unless cal endar nanme
is specified)

Y

If Custom Day When
is Last Business Day.
(unless cal endari d
is specified)

Mutually Exclusive With

cust ondaynane

cust ondayi d

cal endar nane

cal endarid
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¥ XML Response ™ JSON Response

[
<qual i fyi ngPeri ods> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 1, 2017",
<startDat e>Sun, Jan 1, 2017</start Date> "endDate": "Sat, Jan 6, 2018"
<endDat e>Sat, Jan 6, 2018</endDat e> 1,

</ qual i fyi ngPeri od> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 7, 2018",
<startDate>Sun, Jan 7, 2018</start Date> "endDate": "Sat, Jan 5, 2019"
<endDat e>Sat, Jan 5, 2019</endDat e> 1,

</ qual i fyi ngPeri od> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 6, 2019",
<start Dat e>Sun, Jan 6, 2019</start Date> "endDate": "Sat, Jan 4, 2020"
<endDat e>Sat, Jan 4, 2020</endDat e> },

</ qual i fyi ngPeri od> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 5, 2020",
<start Dat e>Sun, Jan 5, 2020</start Date> "endDat e": "Sat, Jan 2, 2021"
<endDat e>Sat, Jan 2, 2021</endDat e> },

</ qual i fyi ngPeri od> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 3, 2021",
<start Dat e>Sun, Jan 3, 2021</start Date> "endDate": "Sat, Jan 1, 2022"
<endDat e>Sat, Jan 1, 2022</endDat e> 1,

</ qual i fyi ngPeri od> {

<qual i fyi ngPeri od> "startDate": "Sun, Jan 2, 2022",
<startDate>Sun, Jan 2, 2022</start Date> "endDate": "Sat, Dec 31, 2022"
<endDat e>Sat, Dec 31, 2022</endDat e> }

</ qual i fyi ngPeri od> ]

</ qual i fyi ngPeri ods>

List Custom Days

Description

URI

HTTP Method
Description

Example URI
Authentication
Consumes Content-Type
Produces Content-Type
Example Response

Custom Day Properties
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http://host_name/opswise/resources/customday/list
GET

Retrieves information on all Custom Days.
http://localhost:8080/opswise/resources/customday/list
HTTP Basic

n/a

application/xml, application/json

See List Custom Days: Example Response, below.

See Custom Day Properties.


http://<i>host_name</i>/opswise/resources/customday/list
https://www.stonebranch.com/confluence/display/UC67/Creating+Custom+Days
http://localhost:8080/opswise/resources/customday/list
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List Custom Days: Example Response
XML Response JSON Response

¥ XML Response ¥ JSON Response

<cust onDays>
<cust onDay version="1">
<adj ust ment >None<
/ adj ust nent >
<adj ust ment Anount >1<
/ adj ust nent Anount >
<adj ust ment Type>Day<
/ adj ust nent Type>
<cat egor y>Day<
/ cat egory>
<conments />
<ctype>Rel ati ve
Repeat i ng Dat e</ ct ype>
<date />
<datelList />
<day>1</ day>
<dayof week>Sun<
/ dayof week>
<hol i day>f al se<
/ hol i day>
<nmont h>Sep</ nont h>
<nane>speci al day<
/ nane>
<nt hAnount >8<
/ nt hAnount >
<nt hType>Busi ness
Day</ nt hType>
<peri od>f al se</ peri od

>
<relfreg>Nth</relfreq
>
<sysld
>dae77560c0a80165006d8051753b806¢c<
/ sysl d>

</ cust onDay>
<cust onDay version="1">
<adj ust ment >None<
/ adj ust nent >
<adj ust ment Anount >1<
/ adj ust nent Anount >
<adj ust nent Type>Day<
/ adj ust nent Type>
<cat egor y>Day<
/ cat egory>
<comments />
<ctype>Rel ati ve

236 / uc-67x-ri



Universal Controller 6.7.x Remote Interfaces

Repeat i ng Dat e</ ct ype>

<date />
<datelist /> [
<day>1</ day>
<dayof week>Sun< "adj ustment": "None",
/ dayof week> "adj ust ment Amount *: 1,
<hol i day>f al se< "adj ust ment Type": "Day",
/ hol i day> "category": "Day",
<nont h>Sep</ nont h> "comrents": null,
<nane>speci al day< "ctype": "Relative Repeating
/ name> Dat e",
<nt hAmount >9< "date": null,
/ nt hAmount > "dateList": [],
<nt hType>Busi ness "day": 1,
Day</ nt hType> "dayof week": "Sun",
<peri od>f al se</ peri od "hol i day": fal se,
> "mont h": " Sep",
<relfreg>Nth</relfreq "nane": "special day",
> "nt hAnount": 8,
<sysld "nt hType": "Business Day",
>dae77560c0a80165006d8051753b806¢c< "period": false,
/sysl d> "relfregq": "Nth",
"retai nSyslds": true,
"sysld":

" dae77560c0a80165006d8051753b806¢"
"version": 1
Je
{
"adjustment": "None",
"adj ust ment Anount ": 1,
"adj ust ment Type": "Day",
"category": "Day",
"coments": null,
"ctype": "Relative Repeating

Dat e",
"date": null,
"dateList": [],
"day": 1,
"dayof week": "Sun",
"holiday": false,
“month": "Sep",
"nane": "special day",

"nt hAmount *: 9,
"nt hType": "Busi ness Day",
"period": false,
"relfreg": "Nth",
"retai nSyslds": true,
"sysld":
"abc77560c0a80165006d8051753b806¢"
"version": 1
}
]
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</ cust onDay>
</ cust onDays>

Modify a Custom Day

Description
URI http://host_name/opswise/resources/customday
HTTP Method PUT
Description Modifies the Custom Day specified by the sysl d.
Example URI http://localhost:8080/opswise/resources/customday

Consumes Content-Type = application/xml, application/json

Produces Content-Type | n/a

Example Request See Modify a Custom Day: Example Request, below.
Custom Day Properties See Custom Day Properties.

Example Response

® Status 200 /OK
Successfully updated the custom day with sysld <sysld> to version <version>.

Modify a Custom Day: Example Request

XML Request JSON Request
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¥ XML Request

<cust onDay>
<adj ust ment >None<
/ adj ust nent >
<adj ust ment Anount >1<
/ adj ust nent Anount >
<adj ust ment Type>Day<
/ adj ust nent Type>
<cat egor y>Day<
/ cat egory>
<conments />
<ctype>Rel ati ve
Repeat i ng Dat e</ ct ype>
<date />
<datelList />
<day>1</ day>
<dayof week>Sun<
/ dayof week>
<hol i day>f al se<
/ hol i day>
<nmont h>Sep</ nont h>
<nane>speci al day<
/ nane>
<nt hAnount >8<
/ nt hAnount >
<nt hType>Busi ness
Day</ nt hType>
<peri od>f al se</ peri od

>
<relfreg>Nth</relfreq
>
<sysld
>dae77560c0a80165006d8051753b806c<
/ sysl d>

</ cust onDay>

Read a Custom Day

™ JSON Request

{
"adjustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Day",
"coments": null,
"ctype": "Relative Repeating
Dat e",
"date": null,
"dateList": [],
"day": 1,
"dayof week": "Sun",
"hol i day": false,
"nonth": "Sep",
"name": "special day",

"nt hAmount ": 8,
"nt hType": "Busi ness Day",
"period": false,
"relfregq": "Nth",
"sysld":
" dae77560c0a80165006d8051753b806¢"
}

Description
URI http://host_name/opswise/resources/customday
HTTP Method GET

Description Retrieves information on a specific Custom Day.

URI Parameters See Read a Custom Day: URI Parameters, below.

Consumes Content-Type n/a
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Produces Content-Type

Example URI

Example Response

Custom Day Properties

application/xml, application/json

http://localhost:8080/opswise/resources/customday?customdayname=testCustomDay
http://localhost:8080/opswise/resources/customday?customdayid=f87848b00a0001037f43e7c81c8ec969

Status 200 /OK

(See Read a Custom Day: Example Response, below.)

Status 404 /Not Found

A custom day with id "f87848b00a0001037f43e7c81c8ec969" does not exist.

See Custom Day Properties.

Read a Custom Day: URI Parameters

Name Specifications Required Mutually Exclusive With
cust ondayi d Unique ID for this Custom Day. Y cust ondaynane
(unless cust ondaynane
is specified)
cust ondaynane Name used within the Controller to identify this Custom Day. Maximum 40 alphanumerics. Y cust ondayi d

(unless cust ondayi d
is specified)

Read a Custom Day: Example Response

XML Response
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JSON Response
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¥ XML Response
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<custonDay retai nSyslds="true" version="1">
<adj ust ment >None</ adj ust nment >
<adj ust nent Anount >1<
/ adj ust nent Anmount >
<adj ust ment Type>Day<
/ adj ust nent Type>
<cat egor y>Day</ cat egor y>
<conments />
<ctype>Rel ati ve Repeating
Dat e</ ct ype>
<date />
<datelList />
<day>1</ day>
<dayof week>Sun</ dayof week>
<hol i day>f al se</ hol i day>
<nmont h>Sep</ nont h>
<nane>speci al day</ nane>
<nt hAnount >8</ nt hAnount >
<nt hType>Busi ness Day</ nt hType

<peri od>f al se</ peri od>

<relfreg>Nth</rel freg>

<sysld
>dae77560c0a80165006d8051753b806¢c</ sys| d>
</ cust onDay>

uc-67x-ri

¥ JSON Response

{
"adjustnment": "None",
"adj ust ment Amount ": 1,
"adj ust ment Type": "Day",
"category": "Day",
"“coments": null,
"ctype": "Relative Repeating
Dat e",
"date": null,
"dateList": [],
"day": 1,
"dayof week": "Sun",

“hol i day": false,
"mont h": " Sep",
"nanme": "special day",
"nt hAmount ": 8,
"nt hType": "Business Day",
“period": false,
"relfreg": "Nth",
"retai nSyslds": true,
"sysld":

" dae77560c0a80165006d8051753b806¢c"
"version": 1

}
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Group Web Services

Overview
Create a Group
Create and Modify a Group: XML and JSON Examples
Delete a Group
® Delete a Group: URI Parameters

® List Groups

® List Groups XML and JSON Examples
® Modify a Group
® Read a Group

® Read a Group: URI Parameters

® Read a Group XML and JSON Examples
® Properties
® Group Properties
® Group Member Properties
® Group Permission Properties
® Group Role Properties

Overview

Universal Controller supports the following RESTful-based web services for User and Group operations, which are listed alphabetically on this page.

Create a Group
Delete a Group
List Groups
Modify a Group
Read a Group

Formatting specifications for each web service, including details about parameter requirements, are provided.

Create a Group

Description
URI http://host_name/opswise/resources/usergroup
HTTP Method POST
Description Creates a new User Group.
Example URI http://localhost:8080/opswise/resources/usergroup
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example See Create and Modify a Group: XML and JSON Examples, below.
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Group Properties See Group Properties, below.

Group Member Properties See Group Member Properties, below.
Group Permission Properties = See Group Permission Properties, below.
Group Role Properties See Group Role Properties, below.
Example Response

® Status 200 /OK
Successfully created the group with sysld {sysld}.

Create and Modify a Group: XML and JSON Examples

The excludeRelated and retainSyslds properties are specified as attributes in the <userGroup> element of XML web services.

XML JSON
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XML

<user G oup retainSyslds="true">
<ctrl Navi gationVisibility>true<
/ctrl NavigationVisibility>
<descri pti on>Descri ption</description>
<emai | >t est @t onebr anch. conx/ emai | >
<gr oupMenber s>
<gr oupMenber >
<sysl d>1f e28873315d4316ad8f ec7c89477723</ sysl d>
<user >user c</ user >
</ gr oupMenber >
<gr oupMenber >
<sysl d>361f 995ad8f 04a2ah39eell2e4al30la</ sysl d>
<user >user b</ user >
</ gr oupMenber >
</ gr oupMenber s>
<gr oupRol es>
<gr oupRol e>
<rol e>ops_report_admi n</rol e>
<sysl d>9c0d5e987a5847668c0182ahf 03c0le7</ sysl| d>
</ gr oupRol e>
</ gr oupRol es>
<manager />
<name>t est </ name>
<navi gationVisibility>
<navi gat i onNode>Report s</ navi gat i onNode>
</ navigationVisibility>
<parent />
<permi ssi ons>
<perm ssi on>
<al | G oups>true</all G oups>
<commands />
<def aul t G oup>t rue</ def aul t G- oup>
<nameW | dcar d>* </ naneW | dcar d>
<opCr eat e>t r ue</ opCr eat e>
<opDel et e>t r ue</ opDel et e>
<opExecut e>f al se</ opExecut e>
<opRead>t r ue</ opRead>
<opUpdat e>t r ue</ opUpdat e>
<opswi seG oups />
<per m ssi onType>Task</ per ni ssi onType>
<sysl d>48eb7ec0c0a8026e0da9406f eb022f 4e</ sysl d>
</ per m ssi on>

</ ber m ssi ons>
<sysl d>920ef 061f f 4d498abe6e7ef 883b1lb5el</ sysl d>
</ user G oup>

Delete a Group
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¥ JSON
{ . .
"ctrl NavigationVisibility": true,
"description": "Description",
"emai | ": "test @tonebranch. cont',

"groupMenbers": [ {
"sysld": "b6fd058ee3db424ea374109299949b18",

"user": "userc"

PA
"sysld": "c54e8898f 3bb493e9f 5ed7f 030007e2e",
"user": "userb"

Pl
"groupRol es": [ {

"role": "ops_report_adm n",
"sysld": "4112408600e947b89d051d36bf 9cf 6b3"
Pl
"manager": null,
"nane": "test",

"navigationVisibility": [ "Reports" ],
"parent": null,
"perm ssions": [ {

"al | Groups": true,

"commands": nul |,

"defaul t G oup": true,

"nameW | dcard": "*",

"opCreate": true,

"opDel ete": true,

"opExecute": false,

"opRead": true,

"opUpdate": true,

"opswi seG oups": [],

"perm ssionType": "Task",

"sysld": "48eb7ec0c0a8026e0da9406f eb022f 4e"
F1
"retai nSyslds": true,
"sysld": "920ef 061f f 4d498abebe7ef 883b1b5el"

}
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Description

URI

HTTP Method
Description

URI Parameters

Example URI

Example Response

http://host_name/opswise/resources/usergroup
DELETE
Deletes a Group.

See Delete a Group URI Parameters, below.

http://localhost:9080/opswise/resources/usergroup?groupname=Test_Group
http://localhost:9080/opswise/resources/usergroup?groupid=f93b9403aec546bcbeflc2c06cf26e3c

Status 200 /OK
User group {groupname} deleted successfully.
Status 400 /Bad Request

Mutual exclusion violation. Cannot specify groupid and groupname at the same time.

Status 404 /Not Found
User group with {groupname/groupid} does not exist.

Delete a Group: URI Parameters

Parameter

groupid

groupnane Name used within the Controller to identify this group. = String; URI parameter.

List Groups

URI

HTTP Method
Description

Example URI
Authentication
Produces Content-Type
Example

Group Properties

Group Member Properties
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Description

ID used within the Controller to identify this group.

Specifications

Description
http://host_name/opswise/resources/usergroup/list
GET

Retrieves information on all Groups.
http://localhost:8080/opswise/resources/usergroup/list
HTTP Basic

application/xml, application/json

See Read a Group: XML and JSON Examples.

See Group Properties.

See Group Member Properties.

String; URI parameter.

Required Mutually Exclusive With
Y (unless gr oupnane is specified) gr oupnane

Y (unless gr oupi d is specified) groupi d


http://<i>host_name</i>/opswise/resources/usergroup
https://www.stonebranch.com/confluence/display/UC67/Users+and+Groups#UsersandGroups-AddingaGroup
http://localhost:9080/opswise/resources/usergroup?groupname=Test_Group
http://localhost:9080/opswise/resources/usergroup?groupid=f93b9403aec546bcbef1c2c06cf26e3c
http://<i>host_name</i>/opswise/resources/usergroup/list
https://www.stonebranch.com/confluence/display/UC67/Users+and+Groups#UsersandGroups-AddingaGroup
http://localhost:8080/opswise/resources/usergroup/list
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Group Permission Properties = See Group Permission Properties.

Group Role Properties See Group Role Properties.

List Groups XML and JSON Examples

XML

¥ XML

<user G oups>
<user G oup>
<ctrl Navi gationVisibility>true<
/ctrl Navi gationVisibility>
<descri pti on>Descri pti on</descri pti on>
<emai | >t est @t onebr anch. conx/ emai | >
<gr oupMenber s>
<gr oupMenber >
<sysl d>1f e28873315d4316ad8f ec7c89477723</ sysl d>
<user nane="User C'>userc</user>
</ gr oupMenber >
<gr oupMenber >
<sysl d>361f 995ad8f 04a2ab39eell2e4al30la</ sysl d>
<user name="User B">userb</user>
</ gr oupMenber >
</ gr oupMenber s>
<gr oupRol es>
<gr oupRol e>
<rol e description="report admin
rol e">ops_report_adni n</rol e>
<sysl d>9c0d5e987a5847668c0182abf 03c01le7</ sysl d>
</ gr oupRol e>
</ gr oupRol es>
<manager />
<nane>t est 1</ name>
<navi gationVisibility>
<navi gat i onNode>Report s</ navi gat i onNode>
</ navi gationVisibility>
<parent />
<perm ssi ons>
<perm ssi on>
<al | Groups>true</al |l G oups>
<conmands />
<def aul t G oup>t rue</ def aul t G- oup>
<naneW | dcar d>* </ naneW | dcar d>
<opCr eat e>t rue</ opCr eat e>
<opDel et e>t rue</ opDel et e>
<opExecut e>f al se</ opExecut e>
<opRead>t r ue</ opRead>
<opUpdat e>t r ue</ opUpdat e>
<opswi seG oups />
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JSON

¥ JSON

"ctrl NavigationVisibility": true,
"description": "Description",
"emui | ": "test@tonebranch. cont,
"groupMenbers": [

"sysld": "b6fd058ee3db424ea374109299949b18",
"user": {
"name": "USERC',
"val ue": "userc"
}
}
1.
"groupRol es": [
"role": {
"description': "The report adm nistrator
"val ue": "ops_report_adm n"
b
"sysld": "4112408600e947b89d051d36bf 9cf 6b3"
}
1.
"manager": null,
"name": "test1",
"navigationVisibility": [ "Reports" ],
"parent": null,

"perm ssions": [],

"sysld": "920ef 061ff 4d498abebe7ef 883b1lb5el"
1
{

"ctrl NavigationVisibility": true,
"description": "Description",
"groupMenbers”: [],

"groupRol es": [

"role": {
“description': "The report adm nistrator
"val ue": "ops_report_adm n"

}

" ysld": "4112408600e947b89d051d36bf 9cf 6b3"

role. ",

role.",
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<per m ssi onType>Task</ per ni ssi onType>
<sysl| d>48eb7ec0c0a8026e0da9406f eb022f 4e</ sysl d>
</ per m ssi on>
</ perm ssi ons>
<sysl d>920ef 061f f 4d498abe6e7ef 883b1lb5el</ sysl d>
</ user G oup>
<user G oup>
<ctrl Navi gationVisibility>true<
/ctrl NavigationVisibility>
<descri pti on>Descri pti on</descri pti on>
<groupMenbers />
<gr oupRol es>
<gr oupRol e>
<rol e description="report adm n
rol e">ops_report_adni n</rol e>
<sysl d>9c0d5e987a5847668c0182abf 03c01e7</ sysl d>
</ gr oupRol e>
</ groupRol es>
<manager />
<nane>t est 2</ name>
<navi gationVisibility>
<navi gat i onNode>Report s</ navi gat i onNode>
</ navi gationVisibility>
<parent />
<perm ssi ons>
<per mni ssi on>
<al | Groups>true</al | G oups>
<conmmands />
<def aul t G oup>t rue</ def aul t G- oup>
<naneW | dcar d>*</ nameW | dcar d>
<opCr eat e>t rue</ opCr eat e>
<opDel et e>t rue</ opDel et e>
<opExecut e>f al se</ opExecut e>
<opRead>t r ue</ opRead>
<opUpdat e>t r ue</ opUpdat e>
<opswi seG oups />
<per m ssi onType>Task</ per ni ssi onType>
<sysl| d>48eb7ec0c0a8026e0da9406f eb022f 4e</ sysl d>
</ perm ssi on>
</ per m ssi ons>
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1.

"manager": null,

"name": "test2",
"navigationVisibility": [ "Reports" ],
"parent": null,

"perm ssions": [

"al | Groups": true,

"commands": null,

"def aul t G oup": true,

"naneW | dcard": "*",

"opCreate": true,

"opDel ete": true,

"opExecute": fal se,

"opRead": true,

"opUpdate": true,

"opsw seG oups": [],

"perm ssionType": "Task",

"sysld": "48eb7ec0c0a8026e0da9406f eb022f 4e"
}

IE
"sysld": "920ef 061ff 4d498abe6e7ef 883blb5el"
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<sysl| d>920ef 061f f 4d498abebe7ef 883b1b5el</ sysl d> }
</ user G oup> ]

Modify a Group

Description
URI http://host_name/opswise/resources/usergroup
HTTP Method PUT
Description Modifies the Group specified by the sysl d in the request.

To modify Group properties without modifying related records, see the excludeRelated property, below.

Example URI http://localhost:8080/0pswise/resources/usergroup
Consumes Content-Type application/xml, application/json

Produces Content-Type n/a

Example Request See Create and Modify a Group: XML and JSON Examples.
Group Properties See Group Properties.

Group Member Properties See Group Member Properties.

Group Permission Properties = See Group Permission Properties.
Group Role Properties See Group Role Properties.
Example Response

® Status 200 /OK
Successfully updated the user group with sysld <sysld>.

Read a Group

Description
URI http://host_name/opswise/resources/usergroup
HTTP Method GET
Description Retrieves information on a specific Group.
URI Parameters See Read a Group: URI Parameters, below.

248 | uc-67x-ri


http://<i>host_name</i>/opswise/resources/usergroup
https://www.stonebranch.com/confluence/display/UC67/Users+and+Groups#UsersandGroups-AddingaGroup
http://localhost:8080/opswise/resources/usergroup
http://<i>host_name</i>/opswise/resources/usergroup
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Example URI

Consumes Content-Type
Produces Content-Type

Example Response

Response Group Member Properties
Response Group Permission Properties

Response Group Role Properties

® http://localhost:8080/opswise/resources/usergroup?groupname=test.group
® http://localhost:8080/opswise/resources/usergroup?groupid=c489750500d444eca9325559d0ef9673
n/a
application/xml, application/json
® Status 200 /OK
(See Read a Group: Example XML and JSON Examples, below.)
® Status 404 /Not Found
A user group with id "f87848b00a0001037f43e7c81c8ec969" does not exist.
See Group Member Properties.
See Group Permission Properties.

See Group Role Properties.

Read a Group: URI Parameters

Parameter  Description Specifications Required Mutually Exclusive With
groupid ID used within the Controller to identify this group. String; URI parameter. ' Y (unless gr oupnane is specified) gr oupnane
groupnanme Name used within the Controller to identify this group. = String; URI parameter. | Y (unless gr oupi d is specified) groupi d

Read a Group XML and JSON Examples

The retainSyslds property is specified as an attribute in the <userGroup> element of the XML response.

XML
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XML

<user G oup retainSyslds="true">
<ctrl Navi gationVi sibility>true<
/ctrl NavigationVisibility>
<descri pti on>Descri ption</description>
<enmi | >t est @t onebr anch. conx/ enui | >
<gr oupMenber s>
<gr oupMenber >
<sysl d>1f e28873315d4316ad8f ec7c89477723</ sysl d>
<user name="User C'>userc</user>
</ gr oupMenber >
<gr oupMenber >
<sysl d>361f 995ad8f 04a2ah39eell2e4al30la</ sysl d>
<user nane="User B">userb</user>
</ gr oupMenber >
</ gr oupMenber s>
<gr oupRol es>
<gr oupRol e>
<rol e description="report adm n
rol e">ops_report_admni n</rol e>
<sysl d>9c0d5e987a5847668c0182abf 03c01le7</ sysl d>
</ gr oupRol e>
</ gr oupRol es>
<manager />
<nane>t est </ nane>
<navi gationVisibility>
<navi gat i onNode>Report s</ navi gat i onNode>
</ navigationVisibility>
<parent />
<perm ssi ons>
<perm ssi on>
<al | Groups>true</al |l G oups>
<commands />
<def aul t G oup>t rue</ def aul t G- oup>
<naneW | dcar d>*</ nameW | dcar d>
<opCr eat e>t r ue</ opCr eat e>
<opDel et e>t rue</ opDel et e>
<opExecut e>f al se</ opExecut e>
<opRead>t r ue</ opRead>
<opUpdat e>t r ue</ opUpdat e>
<opswi seG oups />
<per m ssi onType>Task</ per ni ssi onType>
<sysl| d>48eb7ec0c0a8026e0da9406f eb022f 4e</ sysl d>
</ perm ssi on>

</ ber m ssi ons>
<sysl| d>920ef 061f f 4d498abebe7ef 883b1lb5el</ sysl d>
</ user G oup>

Properties
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¥ JSON
{ . .
"ctrl NavigationVisibility": true,
"description": "Description",
"emai | ": "test @tonebranch. cont',

"groupMenbers": [ {
"sysld": "b6fd058ee3db424ea374109299949b18",

"user": {
"nanme": "USERC',
"val ue": "userc"
}
boA
"sysld": "c54e8898f 3bb493e9f 5ed7f 030007e2e",
"user": {
"nanme": "USERB",
"val ue": "userb"
}
F1
"groupRol es": [ {
"role": {
"description': "The report admnistrator role.",
"val ue": "ops_report_adm n"
H
"sysld": "4112408600e947b89d051d36bf 9cf 6b3"
F1,
"manager": null,
"nane": "test",

"navigationVisibility": [ "Reports" ],
"parent": null,
"perm ssions": [ {

"al | Groups": true,

"commands": nul |,

"defaul t G oup": true,

"nameW | dcard": "*",

"opCreate": true,

"opDel ete": true,

"opExecute": false,

"opRead": true,

"opUpdate": true,

"opswi seG oups": [],

"perm ssionType": "Task",

"sysld": "48eb7ec0c0a8026e0da9406f eb022f 4e"
FT
"retai nSyslds": true,
"sysld": "920ef 061f f 4d498abebe7ef 883b1b5el"
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Group Properties

Property

ctrlNavigationVisibility

description

emai |

excl udeRel at ed

groupMenbers

251 /

uc-67x-ri

Ul Field
Name

Control

Navigation
Visibility

Description

Email

n/a

n/a

Description Specifications

Indication of whether or not to control the visibility of Boolean. Valid values: true/false. Default is false.

navigation pane entries in the Controller Navigator, via the
navi gat i onVi si bi | i ty property, for members of this
Group. Ifctrl Navi gati onVi si bil ity is false, all
entries are visible.

Description of the group.
Email address of this group.

For the Modify Group web service; specification for Valid values: true/false (default is false).
whether or not to exclude related records (Group Roles,

Group Members, Group Permissions) from the update,

even if they are provided in the request.

Note

In XML, excl udeRel at ed is specified
as an attribute in the <userGroup>
element.

=

Users in this group Format:
XML

<gr oupMenber s>
<gr oupMenber >
<user >user c</ user >
</ gr oupMenber >
</ gr oupMenber s>

JSON

"groupMenbers": [
{

"user": "userc"

Required
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gr oupRol es n/a Roles assigned to this group. Format:
XML

<gr oupRol es>
<gr oupRol e>
<rol e>ops_report _adm n</rol e>
</ gr oupRol e>
</ gr oupRol es>

JSON

"groupRol es": [
{

"role": "ops_report_gl obal "
}
]

manager Manager ID of the Universal Controller user that is the manager of
this group.
nane Name Name of the group.
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navi gationVisibility

par ent

per mi ssi ons

ret ai nSysl ds
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Navigation
Visibility

Parent
n/a

n/a

List of all Controller Navigator entries.

Name of this group's parent group, if any.
Permissions assigned to this group.

For Create and Read web services; specification for
whether or not the web service should persist the sysld

property.

® |fretai nSyslds istrue and sysl d is included
in the request/response, sys| d will be persisted
to the database.

® |fretai nSyslds is false and sysl d is included
in the request/response, sys! d will be ignored; it
will be autogenerated by the Controller. |

Note

In XML, r et ai nSysl| ds is specified as
an attribute in the <userGroup>
element.

L
L]

Format:
XML

<navi gationVisibility>
<navi gat i onNode>Report s</ navi gat i onNode>
</navigationVisibility>

To include all values, set the navi gat i onNode to All

<navi gationVisibility>
<navi gati onNode>Al | </ navi gat i onNode>
</ navi gationVisibility>

JSON

"navigationVisibility": [
"Reports",
" Support Portal "

]

Valid values: (see navi gat i onNode Valid Values, below)

Valid values: true/false (default is true).
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sysld n/a System ID field in the database for this record. Persisted only if retainSyslds is set to true.

navigationNode Valid Values

Values Navigation Panel

All navigation panels
° Al
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Automation Center
Activity
Task Instances
History
All Triggers
Active Triggers
Cron Triggers
Time Triggers
Manual Triggers
Temporary Triggers
File Monitor Triggers
Task Monitor Triggers
Variable Monitor Triggers
Email Monitor Triggers
Application Monitor Triggers
Composite Triggers
Forecasts
Forecast Calendar
All Tasks
Workflow Tasks
Linux/Unix Tasks
Windows Tasks
z/OS Tasks
Universal Command Tasks
SAP Tasks
PeopleSoft Tasks
File Transfer Tasks
Manual Tasks
Timer Tasks
SQL Tasks
Stored Procedure Tasks
Email Tasks
Web Service Tasks
Task Monitors
File Monitors
FTP File Monitors
System Monitors
Variable Monitors
Email Monitors
Application Control Tasks
Calendars
Custom Days
Variables
Scripts
Virtual Resources
Credentials

Reporting
Dashboards
Reports
Widgets
Colors
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Group Member Properties

All Agents
Linux/Unix Agents
Windows Agents
z/OS Agents

Linux/Unix Agent Clusters
Windows Agent Clusters

OMS Servers

Cluster Nodes

Email Templates
Email Connections
Database Connections

PeopleSoft Connections

SAP Connections
SNMP Managers
Applications

Bundles

Promotion Targets
Promotion History
Promotion Schedules

Properties

LDAP Settings

Data Backup / Purge
Server Operations
Universal Templates
Filters

Users

Groups

Business Services
Audits

Support Portal
Video Classroom

Agents & Connections

Bundles & Promotion

Administration

Property Ul Field Name Description

sysld

user

n/a System ID field in the database for this record.

User User name of a group member.

Group Permission Properties

Property
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Ul Field Name

Description

Specifications Required

N

Y

Specifications

Required
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al | Groups

conmmands

def aul t Group

nameW | dcard

opCreate

opDel ete

opExecut e

opRead

opUpdat e
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Member of Any
Business
Service or
Unassigned
Commands
Unassigned to
Business
Service

Name

Create

Delete

Execute

Read

Update

Specification for whether or not this permission applies
both to records that belong to any Business Service and to
records that do not belong to any Business Service.

Commands that are associated with each permission.
Specification for whether or not this permission applies to
records that do not belong to any Business Service.
Specification to apply this permission to records whose
name matches the string specified here.

Allows members of the group to create records of the

specified per m ssi onType.

Allows members of the group to delete records of the
specified per mi ssi onType.

Allows the user to execute records of the specified
per m ssi onType.

Allows the user to read records of the specified
per m ssi onType.

Allows members of the group to update records of the
specified per m ssi onType.

Boolean. Valid Values: true/false. Default is false. N
Valid values: see Command Permissions, below. N
Boolean. Valid Values: true/false. Default is false. N
Wildcards (*'s) can be used. Y
Boolean. Valid Values: true/false. Default is false. N

Cannot be set to true if per m ssi onType is Agent or Task Instance.

Boolean. Valid Values: trueffalse. Default is false. N
Cannot be set to true if per m ssi onType is Agent.

Boolean. Valid Values: true/false. Default is false. N

If the Strict Connection Execute Constraints Universal Controller system
property is false:

® opExecut e can be set to true only if per m ssi onType is Agent,
Credential, Script, or Virtual Resource.

If the Strict Connection Execute Constraints Universal Controller system
property is true:

® opExecut e can be set to true only if per m ssi onType is Agent,
Credential, Database Connection, Email Connection, SAP Connection,
Script, SNMP Manager, or Virtual Resource.

Boolean. Valid Values: true/false. Default is false. N

If the Strict Business Service Membership Read Constraints Universal Controller
system property is false:

® opRead must be set to true if per m ssi onType is Agent, Agent

Cluster, Calendar, Credential, Database Connection, Email Connection,
SAP Connection, Email Template, SNMP Manager, or Virtual Resource.

Boolean. Valid Values: true/false. Default is false. N

Must be set to true if opCr eat e is set to true.


https://www.stonebranch.com/confluence/display/UC67/Universal+Controller+Properties#UniversalControllerProperties-StrictConnectionExecuteConstraints
https://www.stonebranch.com/confluence/display/UC67/Universal+Controller+Properties#UniversalControllerProperties-StrictConnectionExecuteConstraints
https://www.stonebranch.com/confluence/display/UC67/Universal+Controller+Properties#UniversalControllerProperties-StrictBusinessServiceMembershipReadConstraints
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opswi seG oups = Member of Applies this permission to records that are members of the = Format:
Business selected Business Service(s). XML
Services

<opsw seG oups>
<opswi seG oup>t est </ opswi seG oup>
</ opsw seG oups>

JSON
"opsw seG oups": ["test"]
perm ssi onType Type Type of permission for this group. Valid values:
® As String = Agent, As Value =1
® As String = Calendar, As Value = 2
® As String = Credential, As Value = 3
® As String = Task, As Value =4
® As String = Task Instance, As Value =5
® As String = Trigger, As Value = 6
® As String = Application, As Value =7
® As String = Script, As Value = 8
® As String = Variable, As Value =9
® As String = Virtual Resource, As Value = 10
® As String = Agent Cluster, As Value =11
® As String = Email Template, As Value = 12
® As String = Email Connection, As Value = 13
® As String = Database Connection, As Value = 14
® As String = SAP Connection, As Value = 15
® As String = SNMP Manager, As Value = 16
® As String = PeopleSoft Connection, As Value = 17
® As String = Bundle, As Value = 18
® As String = Promotion Target, As Value = 19
sysld n/a System ID field in the database for this record. Persisted only if retainSyslds is set to true.

Command Permissions

Permission Type Commands

Agent
* ALL
® resume_agent
® suspend_agent
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Agent Cluster

ALL

resolve_agent_cluster
resume_agent_cluster
suspend_agent_cluster
resume_agent_cluster_membership
suspend_agent_cluster_membership

Application

® ALL

® appl_start

® appl_stop

® appl_query
Bundle

® ALL

® promote_bundle
Calendar

® ALL

® copy_calendar
Credential

Database Connection
* ALL
® copy_database_connection
® database_connection_test

Email Connection
* ALL
® copy_email_connection
® email_connection_test

Email Template
* ALL
® copy_email_template

PeopleSoft Connection
* ALL
® copy_peoplesoft_connection

Promotion Target
* ALL
* refresh_target_agents
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SAP Connection

Script

SNMP Manager

Task

Task Instance
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ALL
copy_sap_connection

ALL
copy_script

ALL
copy_snmp_manager

ALL

copy_task

launch

recalculate_forecast
reset_statistics
reset_zos_override_statistics
set_execution_restriction

ALL

cancel
clear_all_dependencies
clear_exclusive
clear_resources
clear_timewait
force_finish
force_finish_cancel
hold

insert_task

rerun

release
release_recursive
retrieve_output
set_edge_satisfied (Mark as Satisfied in Ul)
set_edges_satisfied (Clear Predecessors in Ul)
set_priority_low
set_priority_medium
set_priority_high
set_manual_completed
set_manual_started
skip

unskip
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Trigger

ALL
assign_trigger_execution_user
copy_trigger

disable_trigger

enable_trigger
recalculate_forecast
trigger_now

Variable
Virtual Resource

* ALL
® copy_virtual_resource

Group Role Properties

Property Ul Field Name Description Specifications Required
role Role Role assigned to this group. Y
sysld n/a System ID field in the database for this record. N
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OMS Server Web Services

Overview

Create an OMS Server
Delete an OMS Server
List OMS Servers
Modify an OMS Server
Read an OMS Server
Properties

Overview

Universal Controller supports the following RESTful-based web services for OMS Server operations, which are listed alphabetically on this page.

Create an OMS Server
Delete an OMS Server
List OMS Servers
Modify an OMS Server
Read an OMS Server

Formatting specifications for each web service, including details about parameter requirements, are provided.

Create an OMS Server

Description
URI http://host_name/opswise/resources/omsserver
HTTP Method POST
Description Creates an OMS Server.
Example URI http://localhost:8080/opswise/resources/omsserver
Consumes Content-Type application/xml, application/json
Produces Content-Type n/a
Example Request See OMS Server: XML and JSON Examples.
Request OMS Server Properties See OMS Server: Properties.

Request Email Notification Properties = See OMS Server: Email Notification Properties.

Request SNMP Notification Properties = See OMS Server: SNMP Notification Properties.
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Example Response
® Status 200 /OK
Successfully created the OMS Server with sysld {sysld}.
® Status 400 /Bad Request
Create OMS Server failed. A duplicate value has been detected. OMS Server Address must be unique.

Delete an OMS Server

Description
URI http://host_name/opswise/resources/omsserver
HTTP Method DELETE
Description Deletes an OMS Server.
URI Parameters See Delete an OMS Server: URI Parameters, below.
Example URI http://localhost:8080/opswise/resources/omsserver?serveraddress=localhost: 7878

Example Response
® Status 200 /OK
OMS Server deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify ser ver addr ess and ser veri d at the same time.
® Status 404 /Not Found
OMS Server with {server address/id} "localhost:7878" does not exist.

Delete an OMS Server: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

serverid ID used within the Controller to identify this OMS Server. = String; URI parameter. ' Y server addr ess
(unless ser ver addr ess

is specified)
serveraddress IP address or host name of this OMS Server. String; URI parameter. ' Y serverid

(unless serverid
is specified)

List OMS Servers

Description
URI http://host_name/opswise/resources/omsserver/list
HTTP Method GET
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Description Retrieves the Server address or partial server address of all OMS servers.
Example URI http://localhost:8080/opswise/resources/omsserver/list
Authentication HTTP Basic

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json
Example Response See OMS Server: XML and JSON Examples.

Response Properties See OMS Server: Properties.

Modify an OMS Server

Description
URI http://host_name/opswise/resources/omsserver
HTTP Method PUT
Description Modifies the OMS Server specified by the sysl d.

To modify OMS Server properties without modifying related records, see the excludeRelated property.
Example URI http://localhost:8080/opswise/resources/omsserver
Consumes Content-Type = application/xml, application/json
Produces Content-Type | n/a
Example Request See OMS Server: XML and JSON Examples.
Request Properties See OMS Server: Properties.
Example Response
® Status 200 /OK
Successfully updated the OMS Server with sysld {sysld}.

® Status 400 /Bad Request
Update OMS Server failed. A duplicate value has been detected. OMS Server Address must be unique.

Read an OMS Server

URI http://host_name/opswise/resources/omsserver
HTTP Method GET

Description Retrieves information on a specific OMS Server.
URI Parameters See Read an OMS Server: URI Parameters.
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Consumes Content-Type  n/a

Produces Content-Type | application/xml, application/json

Example URI http://localhost:8080/opswise/resources/omsserver?serveraddress=localhost: 7878
Example Response See OMS Server: XML and JSON Examples.
Response Properties See OMS Server: Properties.

Read an OMS Server: URI Parameters

Parameter Description Specifications
serverid ID used within the Controller to identify this OMS Server. = String; URI parameter.
server address |IP address or host name of this OMS Server. String; URI parameter.

OMS Server: XML and JSON Examples

XML JSON
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Required Mutually Exclusive With

Y server addr ess
(unless ser ver addr ess

is specified)

Y serverid
(unless serverid
is specified)
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XML

<onmsServer version="1">
<aut hent i cat e>f al se<
/ aut henti cat e>
<l ast Connect ed
>| ocal host/127. 0. 0. 1: 7878<
/| ast Connect ed>
<noti fications>
<ermi | Noti fi cati on>
<st at us>Di sconnect ed</ st at us>
<sysld
>735cc6806d1347e5a073036ee5397097<
/ sysl d>
<bcc />
<body>t est </ body>
<cc />
<emmi | Connecti on>Cpswi se -
Test Account </ enmi | Connecti on>
<emai | Tenpl at e>Cpswi se -
Tenpl at e</ emai | Tenpl at e>
<replyTo />
<subject />
<to />
</emai |l Notification>
<snnmpNot i fication>
<st at us>Di sconnect ed</ st at us>
<sysld
>c17b45b2bdd84b3aa9437c60baf 60647<
/ sysl d>
<severity>M nor</severity>
<snnpManager >SNMP Manager <
/ snnpManager >
</ snnpNot i fi cati on>
</ notifications>
<server Addr ess>| ocal host : 7878<
/ server Addr ess>
<sessi onSt at us>None<
/ sessi onSt at us>
<st at us>Di sconnect ed</ st at us>
<sysld
>1307d3159099415¢c9bd36158b812ed54<
/ sysl d>
<t i meout >30</ti neout >
</ onsServer >

Properties

OMS Server: Properties
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¥ JSON
"aut henticate": false
"| ast Connect ed":
"l ocal host/127.0.0. 1: 7878",
"notifications": {
"emai | Notifications": [ {
"bcc": null
“body": "test",
"cc": null,
"emai | Connection": "Opsw se -
Test Account ",
"“emai | Tenpl ate": "Opsw se -
Tenpl at e",
"replyTo": null
"status": "Disconnected",
"subject": null
"sysld":
" 3104c0f 2e5f d4e8c9e54ab5f 653cf e2e"”,
"to": nul
Pl
“snmpNotifications": [ {
"severity": "M nor",
"snnpManager": "SNWP Manager",
"status": "Disconnected",
"sysld":
"bc2898e0c1b94594ac7912a34df 33216"
Pl
"retai nSyslds": true,
"server Address": "l ocal host: 7878",
"sessionStatus": "Operational"
"status": "Connected"
"sysld":
" 0f 28a0cadaa64e2a8710c417bb895055"
“tineout": 60
}
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Ul Field Name

Authenticate OMS

Server

excl udeRel ated n/a

| ast Connect ed

retai nSysl ds

server Addr ess

sessi onSt at us

st at us

sysld

ti meout

uc-67x-ri

Last Connected
Server Address

n/a

OMS Server
Address

Session Status

Status

n/a

Network Timeout
(Seconds)

Description
Specification for whether or not the Controller authenticates the OMS server digital certificate.

For the Modify OMS Server web service; specification for whether or not to exclude related records
from the update, even if they are provided in the request.

1. Note
In XML, excl udeRel at ed is specified as an attribute in the <omsServer>
element.

OMS Server, in a High Availability environment of multiple cluster nodes, that is connected to the
Controller or was last connected to the Controller.

Specification for whether or not the Create an OMS Server web service will persist the sysld
property.

® |f retainSyslds="true" and sysl d is included in the request/response, sysl| d will be
persisted to the database.

® |f retainSyslds="false" and sysl d is included in the request/response, sys| d will be
ignored,; it will be autogenerated by the Controller.

1 Note
In XML web services, r et ai nSysl ds is specified as an attribute in the
<omsServer> element.

IP address or host name of an OMS Server, or a comma-separated list of OMS Servers configured
as an OMS Server cluster.

Current status of the OMS server messaging sessions: heartbeat, input, and output sessions.

Current status of the OMS server.

System ID field in the database for this OMS Server record.

Network socket time-out value used for TCP/IP receive and connect operations.

Specifications

Boolean; Valid values:
true/false. Default is false.

Valid values: true/false (default
is false).

Read-only.

Valid values: true/false (default
is true).

Read-only. Valid values:

®* None

® Impaired

® QOperational
Read-only. Valid values:

® Disconnected

® Connected
Persisted only if retainSyslds

is set to true.

Integer.

Required

N

No

n/a

n/a

n/a

N
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OMS Server: Email Notification Properties

Property

bcc

body

cc

emai | Connecti on

emai | Tenpl at e

replyTo

st at us

subj ect

sysld

to

Ul Field Description

Name

Bcc Email address of the party being sent a blind (hidden)
copy of the email, if any.

Body Text of the email message.

Cc Email address of the party being sent a copy of the
email, if any.

Email Name of an Email Connection.

Connection

Email Name of an Email Template.

Template

Reply-To Email address of the sender of the email.

Status Comma-separated list of statuses

Options

Subject Subject line of the email.

n/a sys_id used within the Controller to identify this Email
Notification.

To Email address of the recipient.

OMS Server: SNMP Notification Properties

Property
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Ul Field Name Description

Specifications

Use commas to separate multiple recipients. Variables and Functions are
supported.

Variables and Functions are supported. If the emai | Tenpl at e contains text

in the body, this text is appended.

Use commas to separate multiple recipients. Variables and Functions are
supported.

If you specify both an emai | Connect i on and an emai | Tenpl at e, the
Controller uses the emai | Connect i on.

If you specify both an enai | Connecti on and an emai | Tenpl at e, the
Controller uses the emai | Connecti on.

Use commas to separate multiple recipients. Variables and Functions are
supported.

Valid values:

® As String = Disconnected, As Value =0
® As String = Connected, As Value = 1

Variables and Functions are supported.

Use commas to separate multiple recipients Variables and Functions are
supported.

Specifications

Required

Required

N

N

N

Y

(unless

emai | Tenpl at e
is specified)

Y

(unless

emai | Connecti on
is specified)

N


https://www.stonebranch.com/confluence/display/UC67/Variables+and+Functions
https://www.stonebranch.com/confluence/display/UC67/Variables+and+Functions
https://www.stonebranch.com/confluence/display/UC67/Variables+and+Functions
https://www.stonebranch.com/confluence/display/UC67/Email+Connections
https://www.stonebranch.com/confluence/display/UC67/Email+Templates
https://www.stonebranch.com/confluence/display/UC67/Variables+and+Functions
https://www.stonebranch.com/confluence/display/UC67/Variables+and+Functions
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severity Notification Severity = Severity level of this notification. Valid values:
® As String = Normal, As Value =1
® As String = Warning, As Value = 2
® As String = Minor, As Value = 3
® As String = Major, As Value = 4
L]

As String = Critical, As Value =5

Default is Normal (1).

snnmpManager SNMP Manager SNMP Manager that will receive this notification.
stat us Status Options Comma-separated list of statuses Valid values:
® As String = Disconnected, As Value =0
® As String = Connected, As Value = 1
sysld n/a sys_id used within the Controller to identify this SNMP Notification.
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Password Web Services

® Overview
® Change a Universal Controller User Password
® Change Runtime Password of Credentials

Overview

Universal Controller supports the following RESTful-based web services for Password operations, which are listed alphabetically on this page.

® Change a Universal Controller User Password
® Change Runtime Password of Credentials

Formatting specifications for each web service, including details about parameter requirements, are provided.

Change a Universal Controller User Password

Description
URI http://host_name/opswise/resources/opswise/ops-change-user-password
HTTP Method POST
Description Changes a Universal Controller user password.
Example URI http://localhost:8080/opswise/resources/opswise/ops-change-user-password
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Change a Universal Controller User Password: XML and JSON Examples.
Request Properties See Change a Universal Controller User Password: Request Properties.
Example Response See Change a Universal Controller User Password: XML and JSON Examples.
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Note
The Authentication user must have the ops_admin or ops_user_admin role.

=

If the Authentication user has an expired password or has a Password Requires Reset condition, the Authentication user can change only his/her own password.
The Password Requires Reset condition will be cleared only if the Authentication user is changing his/her own password.
The Password Last Changed time will be updated for any user whose password has been changed through the Change User Password operation, regardless of who changed it.

Once the Authentication user, with an expired password or Password Requires Reset condition, has changed his/her own password via the Change User Password operation,
he/she can proceed with authenticating for all other Web Service APlIs.

Change a Universal Controller User Password: XML and JSON Examples

Examples XML JSON
Example * ML ¥ JSON
Request

<change- user - passwor d>

<user | d>t est. passwor d</ user | d> "userld": "test.password",
<newPasswor d>t est </ newPasswor d> "newPassword": "test"
</ change- user - passwor d> }
Example ML ¥ JSON
Response
<command- r esponse> {
<t ype>change_user _passwor d</t ype> "type": "change_user_password",
<success>t rue</ success> "success": true,
<i nfo>Successful | y changed password for user "info": "Successfully changed password for user
"test.password". </info> "test.password".",
<errors /> "errors": ""
</ conmand- r esponse> }

Change a Universal Controller User Password: Request Properties

Property Ul Field Name Description Specifications Required
userld User Id ID of this Universal Controller user. Y
newPassword Password Name of a user password for this user. Y

271 | uc-67x-ri


https://www.stonebranch.com/confluence/display/UC67/Roles+and+Permissions#RolesandPermissions-opsadmin
https://www.stonebranch.com/confluence/display/UC67/Roles+and+Permissions#RolesandPermissions-opsuseradmin
https://www.stonebranch.com/confluence/display/UC67/Logging+In#LoggingIn-PasswordExpiration
https://www.stonebranch.com/confluence/display/UC67/Users+and+Groups#UsersandGroups-PasswordRequiresReset

Universal Controller 6.7.x Remote Interfaces

Change Runtime Password of Credentials

Description
URI http://host_name/opswise/resources/credential/ops-change-password
HTTP Method POST
Description Changes the runtime password of the credentials based on name.
Example URI http://localhost:8080/opswise/resources/credential/ops-change-password
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Change Runtime Password of Credentials: XML and JSON Examples.

Request Properties See Change Runtime Password of Credentials: Request Properties.

Example Response See Change Runtime Password of Credentials: XML and JSON Examples.
‘1, Note

The user must have the Update Credential permission.

Change Runtime Password of Credentials: XML and JSON Examples

Examples XML JSON
Example ¥ ML * JSON
Request

<change- credenti al s- passwor d>

<nane>t est </ nanme> "nanme": "test",
<newRunt i nrePasswor d>t est 2</ newRunt i nePasswor d> "newRunt i nrePassword": "test2"
</ change- credenti al s- passwor d> }
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Example -

Response XML

<command- r esponse>
<type>change_credenti al s_passwor d</type>
<success>t rue</success>
<i nf o>Successful |y changed runtine password for
credentials with name "test".</info>
<errors />
</ conmand- r esponse>

Change Runtime Password of Credentials: Request Properties

Property Ul Field Name Description

nane Name Name of this Credential.

new unt i mepassword Runtime Password Name of a new runtime password for this Credential.
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¥ JSON
"type": "change_credential s_password",
"success": true,
"info": "Successfully changed runtinme password for
credentials with nane "test".",
"errors": ""
}

Specifications Required
Y

Y
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Properties Web Services

Overview

List Properties
Modify a Property
Read a Property

Overview

Universal Controller supports the following RESTful-based web services for Universal Controller system properties, which are listed alphabetically on this page.
® List Properties
® Modify a Property
® Read a Property

Formatting specifications for each web service, including details about property requirements, are provided.

List Properties

Description
URI http://host_name:port/opswise/resources/property/list
HTTP Method GET
Description Retrieves information on all properties.
Example URI http://localhost:8080/opswise/resources/property/list
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type  application/xml, application/json
Example Response See List Properties: XML and JSON Responses, below.

List Properties Properties = See List Properties: Properties, below.

List Properties: XML and JSON Responses

XML JSON
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XML

<properties>
<property>
<nane | abel =" Adnmi ni strator Enmail
Addr ess" >adm n. enni | _addr d</ nane>
<val ue>admi n@t onebr anch. conx/ val ue>
</ property>
<property>
<nane | abel =" Agent Cache Retention Period In
Days" >agent . cache. r et enti on</ nane>
<val ue>7</ val ue>
</ property>
</ properties>

List Properties: Properties

Property Ul Field Name Description

namnme

val ue

Name Name of the property.

Value Value of the property.

Modify a Property

Description
URI http://host_name:port/opswise/resources/property
HTTP Method PUT
Description Modifies the specified property.
Example URI
URI Parameters See Modify a Property: URI Parameters, below.

Example Response

® Status 200 /OK

Successfully updated the property with name {propertyname}.

® Status 404 /Not Found

A property with name {propertyname} does not exist.

Modify a Property: URI Parameters

275 /
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¥ JSON
[ |
"nane": {
"l abel": "Adm nistrator Email Address",
"val ue": "adm n.email _addr"
"{/al ue": "adm n@t onebranch. cont
Do
{
"name":
"l abel ": "Agent Cache Retention Period |n Days",
"val ue": "agent.cache.retention"
D
"val ue": "7"
}
]

http://localhost:8080/opswise/resources/property?propertyname=opswise.forecast.days&value=20



http://<i>host_name:port</i>/opswise/resources/property
http://localhost:8080/opswise/resources/property?propertyname=opswise.forecast.days&value=20
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Parameter Description Specifications Required
propertynane Name used within the Controller to identify this property. = String; URI parameter. Y
val ue Value of this property. Case-sensitive; URI parameter. Y

Read a Property

URI http://host_name:port/opswise/resources/property
HTTP Method GET

Description Retrieves information on a specific property.

URI Parameters See Read a Property: URI Parameters, below. z\

Consumes Content-Type n/a

Produces Content-Type application/xml, application/json
Example URI http://localhost:8080/opswise/resources/property?propertyname=opswise.forecast.days
Example Response See Read a Property: XML and JSON Responses, below.

Read a Property Properties = See List Properties: Properties.

Read a Property: URI Parameters

Parameter Description Specifications Required

propertynane Name used within the Controller to identify this property. = String; URI parameter. ' Y

Read a Property XML and JSON Responses

XML JSON
¥ XML ¥ JSON
<property>
<nane | abel ="Forecast Period In "name": {
Days" >opsw se. f or ecast . days</ nane> "nane": "Forecast Period In
<val ue>31</ val ue> Days",
</ property> "val ue": "opsw se. forecast. days"
H
"val ue": "31"
}
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Report Web Services

® Overview
® Run Report

Overview

Universal Controller supports the following RESTful-based web service for Report.
® Run Report

Formatting specifications for the web service, including details about parameter requirements, are provided.

Run Report
Description
URI http://host_name/opswise/resources/report/run
HTTP Method GET
HTTP Header Accept
® application/pdf (Default)
® application/xml
® application/json
® text/csv
® text/tab-separated-values
Description Run report.
Chart reports are generated in png format (“image/png")
List reports are generated in pdf format (application/pdf), by default.
® To get the report in XML format, the Accept HTTP Header must be set to application/xml.
® To get the report in JSON format, the Accept HTTP Header must be set to application/json.
® To get the report in CSV format, the Accept HTTP Header must be set to text/csv.
® To get the report in TSV format, the Accept HTTP Header must be set to text/tab-separated-values.
URI Parameters See Run Report: URI Parameters, below.
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Example URI

Authentication

® http://localhost:8080/opswise/resources/report/run?reporttitle=testReport

® http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Me

® http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Group&groupname=testGroup
® http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Everyone

HTTP Basic

Example Responses = See Run Report Examples, below.

Run Report:

Parameter

gr oupnane

reporttitle

visibility

URI Parameters

Description

If vi si bi l'i ty = Group; Name of a specific
user group.

Title of the Report.

Users that will be able to view this report.

Run Report Examples

XML

279 |/
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Specifications

Valid Values:

* Me
* Group
® Everyone

If there are multiple reports with the same title:

® Ifvisibility is not provided, reports are sorted in the following order:
1. User visibility
2. Group visibility (group(s) that the user running the report is a member of)
3. Everyone visibility
® Ifvisibility is provided:
® Ifvisibility =Me, web service returns only the report that matches r eporttitl e and is visible
to the user running the report.
® |fvisibility =Group, web service returns only the report matches reporttitl e andis visible
to the gr oupnane.
® Ifvisibility =Everyone, web service returns only the report that matches reporttitl e andis
visible to Everyone.

JSON Csv

Required

N


http://localhost:8080/opswise/resources/report/run?reporttitle=testReport
http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Me
http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Group&groupname=testGroup
http://localhost:8080/opswise/resources/report/run?reporttitle=testReport&visibility=Everyone
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XML

<report>
<rows rowCount="2">
<r ow>
<col ums>
<col um | abel =" Task Nane" >t 1</ col urm>
<col um | abel =" Type" >Wor kf | ow</ col urm>
<col um | abel =" Task Descri ption" />
</ col utms>
</ row>
<r ow>
<col ums>
<col um | abel =" Task nane" >t 2</ col utm>
<col umm | abel =" Type" >Wor kf | ow</ col um>
<col umm | abel =" Task Descri ption" />
</ col utms>
</ row>
</ rows>
<title>test report</title>
<t ot al Rows>2</t ot al Rows>
</report>
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¥ JSON
{
"rows": {
"rowCount": 2,
"rows": [ {
"colums": [ {
"] abel ": "Task Nane",
"value": "t1"
’ "l abel ": "Type",
"val ue": "Workfl ow'
iz
"l abel ": "Task Description",
"val ue": ""
}l
Vo
"colums": [ {
"l abel ": "Task Nane",
"val ue": "t2"
’ "l abel ": "Type",
"val ue": "Workfl ow'
bo {
"l abel ": "Task Description",
"val ue": ""
I
Pl
i
"title": "test report",
"total Rows": 2
}

Csv

Task Narme, Type, Task Description
t1, Workfl ow, ,
t 2, Wor kfl ow, ,
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Script Web Services

Overview
Create a Script
Delete a Script
List Scripts
Modify a Script
Read a Script

Overview

Universal Controller supports the following RESTful-based web services for Script operations, which are listed alphabetically on this page.

Create a Script
Delete a Script
List Scripts
Modify a Script
Read a Script

Formatting specifications for each web service, including details about property requirements, are provided.

Create a Script

Description
URI http://host_name/opswise/resources/script
HTTP Method POST
Description Creates a Script.
Example URI http://localhost:8080/opswise/resources/script

Consumes Content-Type = application/xml, application/json
Produces Content-Type | n/a
Example Request See Create a Script: Example Request, below.
Example Response
® Status 200 /OK
Successfully created the Script with sysld {sysld}.
® Status 400 /Bad Request
Create Script failed. A duplicate value has been detected. Name must be unique.

Script Properties See Create a Script: Script Properties, below.

Notes Properties See Create a Script: Notes Properties, below.
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Create a Script: Example Request

XML Request

¥ XML Request

<script retai nSyslds="true">
<cont ent >echo % </ cont ent >
<descri pti on>descri pti on</descri pti on>
<not es>
<not e>
<sysld
>a8756a120a00010357097d05f a5¢c558e</ sysl| d>
<t ext >t est</text>
<title>note 1</title>
</ not e>
</ not es>
<opswi seG oups>
<opswi seG oup>1</ opswi seG oup>
<opswi seG oup>2</ opswi seG oup>
</ opswi seG oups>
<resol veVari abl es>f al se</resol veVari abl es>
<scri pt Nane>t est . bat </ scri pt Nane>
<scri pt Type>Scri pt </ scri pt Type>
<sysl d>f 8756a120a00010357097d05f a5c558e<
/ sysl d>
</scri pt>

Create a Script: Script Properties

Property Ul Field Description
Name

cont ent Content

description Description

excl udeRel at ed n/a

282 |/

JSON Request

¥ JSON Request

{

“content": "echo",
"description": "description",
"notes": [ {
"sysld":
"a8756a120a00010357097d05f a5¢c558e"
"text": "test",
"title": "note"
1L
"opswi seG oups": ["1","2"],
"resol veVari abl es": fal se,
"retai nSyslds": true,
"scriptNane": "test.bat",
"script Type": "Script",
"sysld":
"f8756a120a00010357097d05f a5¢c558e"

Content of the script or SAP definition file.
User-defined; description of this record.

Specification for whether or not to exclude related records (Notes) from an update, even if

they are provided in the request.

uc-67x-ri

Specifications

Valid values: true/false (default is false).

Required

Y
N

N
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opswi sew& oups Member of
Business
Services

resol vabl eVari abl es = Resolvable

UAC
Variables
retai nSysl ds n/a
scri pt Nanme Script Name
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Business Services that this record belongs to.

XML

<opsw seG oups>
<opswi seG oup>gr oupl</ opsw seG oup>
<opsw seG oup>gr oup2</ opsw seG oup>
</ opsw seG oups>

JSON

"opsw seG oups": ["groupl", "group2"]

Controls whether or not the Script will be parsed in pursuit of Universal Controller variables. It

allows the Controller to avoid the overhead of parsing a Script that does not contain variables.

Specification for whether or not the Create a Script web service will persist the sysld property.

® |f retainSyslds="true" and sysl d is included in the request/response, sysl d will be
persisted to the database.

® [f retainSyslds="false" and sysl d is included in the request/response, sys! d will
be ignored; it will be autogenerated by the Controller.

. Note
In XML web services, r et ai nSysl ds is specified as an attribute in the
<script> element.

Name of the script.

Valid values: true/false (default is true).

This name can be the same as the name
of the script file.

You also can specify a file extension; the
default file extension for Windows is .bat.

If the name has the extension .ps1,
Windows will run the script as a
powershell script.

You may have to create the appropriate
file association and security for this to
work.

Y
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script Type Script Type Type of Script Valid Values:

® As String = Script, As Value = 1
(for use in Windows or
Linux/Unix tasks)

® As String = SAP Definition, As
Value = 2 (for use in SAP tasks)

® As String = UDM Script, As
Value = 3 (for use in UDM File
Transfer tasks)

® As String = Web Service
Payload, As Value = 4 (for use in
Web Service tasks)

Default is Script (1).

sysld n/a System ID field in the database for this Script record. Persisted only if retainSyslds is set to
true.

Create a Script: Notes Properties

Property Ul Field Name Description Specifications Required
sysld n/a sys_id used within the Controller to identify this Note. N
t ext Text Text of this note. N
title Title Title of this note. N

Delete a Script

Description
URI http://host_name/opswise/resources/script
HTTP Method DELETE
Description Deletes a Script.
URI Parameters See Delete a Script: URI Parameters, below.
Example URI http://localhost:8080/opswise/resources/script?scriptname=test

Example Response
® Status 200 /OK
Script deleted successfully.
® Status 400 /Bad Request
Mutual exclusion violation. Cannot specify scri pt nanme and scri pti d at the same time.
® Status 404 /Not Found
A Script with {name/id} "test" does not exist.
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Delete a Script: URI Parameters

Parameter Description Specifications Required Mutually Exclusive With

scriptid ID used within the Controller to identify this Script. String; URI parameter. Y scri pt name
(unless scri pt name
is specified)

scri pt name  Name used within the Controller to identify this Script. = String; URI parameter. Y scriptid
(unless scriptid
is specified)

List Scripts

Description

URI http://host_name/opswise/resources/script/list

HTTP Method GET

Description Retrieves information on all Scripts.

Example URI http://localhost:8080/opswise/resources/script/list

Authentication HTTP Basic

Consumes Content-Type  n/a

Produces Content-Type | application/xml, application/json

Example Response See List Scripts: Example Response, below.

Script Properties See Create a Script: Script Properties.

Notes Properties See Create a Script: Notes Properties.

List Scripts: Example Response

XML Response JSON Response
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¥ XML Response

<scri pt s>
<script version="2">
<cont ent >echo % </ cont ent >
<descri pti on>descri pti on</descri pti on>
<not es>
<not e>
<sysld
>a8756a120a00010357097d05f a5¢c558e</ sysl| d>
<t ext >t est</text>
<title>note 1</title>
</ not e>
</ not es>
<opsw seG oups>
<opswi seG oup>gr oupl</ opswi seG oup>
<opsw seG oup>gr oup2</ opsw seG oup>
</ opswi seG oups>
<resol veVari abl es>f al se</resol veVari abl es>
<scri pt Nane>t est . bat </ scri pt Nane>
<scri pt Type>Scri pt </ scri pt Type>
<sysl d>f 8756a120a00010357097d05f a5c558e</ sys| d>
</scri pt>
<script version="3">
<cont ent >echo ?*</content >
<descri pti on>descri pti on</ descri pti on>
<not es>
<not e>
<sysld
>a8756a120a00010357097d05f a5¢c558f </ sysl d>
<t ext >t est </t ext>
<title>note 1</title>
</ not e>
</ not es>
<opswi seG oups>
<opsw seG oup>gr oupl</ opsw seG oup>
<opswi seG oup>gr oup2</ opswi seG oup>
</ opswi seG oups>
<resol veVari abl es>f al se</resol veVari abl es>
<scri pt Nane>t est 2. bat </ scri pt Nane>
<scri pt Type>Scri pt </ scri pt Type>
<sysl| d>f 8756a120a00010357097d05f a5c558f </ sysl d>
</script>
</scri pts>

¥ JSON Response

"content": "echo",
"description": "description",
"notes": [ {
"sysld":
"a8756a120a00010357097d05f a5¢c558e" ,
"text": "test",
"title": "note"
} 1.

"opsw seG oups":
[*groupl", "group2"],
"resol veVari abl es": fal se,
"scriptNane": "test.bat",
"scriptType": "Script",
"sysld":
"f8756a120a00010357097d05f a5c558e",
"version": 2

b
"content": "echo",
"description": "description",
"notes": [ {
"sysld":
"a8756a120a00010357097d05f a5¢c558f ",
"text": "test",
"title": "note"
F1,

"opsw seG oups":
[*groupl", "group2"],
"resol veVari abl es": fal se,
"scriptNane": "test2. bat",
"scriptType": "Script",
"sysld":
"f8756a120a00010357097d05f a5¢c558f ",
"version": 3
}
]

Modify a Script

URI

286 /

Description

http://host_name/opswise/resources/script
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HTTP Method PUT

Description

Example URI

Modifies the Script specified by the sysl d.

http://localhost:8080/opswise/resources/script

Consumes Content-Type = application/xml, application/json

Produces Content-Type | n/a

Example Request
Script Properties

Notes Properties

See Create a Script: Script Properties.

See Create a Script: Notes Properties.

Example Response

® Status 200 /OK

See Modify a Script: Example Request, below.

Successfully updated the Script with sysld <sysld> to version <version>.

Modify a Script: Example Request

XML Request

¥ XML Request

JSON Request

¥ JSON Request

<scri pt>
<cont ent >echo % </ cont ent >
<descri pti on>descri pti on</descri pti on>
<not es>
<not e>
<sysld
>a8756a120a00010357097d05f a5¢c558e</ sysl| d>
<t ext >t est</text>
<title>note 1</title>
</ not e>
</ not es>
<opswi seG oups>
<opswi seG oup>gr oupl</ opswi seG oup>
<opswi seG oup>gr oup2</ opswi seG oup>
</ opswi seG oups>
<resol veVari abl es>f al se</resol veVari abl es>
<scri pt Nane>t est . bat </ scri pt Nane>
<scri pt Type>Scri pt </ scri pt Type>
<sysl d>f 8756a120a00010357097d05f a5c558e</ sys| d>
</scri pt>

“content": "echo",
"description": "description",
"notes": [ {
"sysld":
"a8756a120a00010357097d05f a5¢c558e",
"text": "test",
"title": "note"

Pl

"opsw seG oups":
["groupl", "group2"],

"resol veVari abl es": fal se,

"scriptNane": "test.bat",

"scriptType": "Script",

"sysld":
"f8756a120a00010357097d05f a5c558e"
}

Read a Script
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URI http://host_name/opswise/resources/script
HTTP Method GET

Description Retrieves information on a specific Script.
URI Parameters See Read a Script: URI Parameters, below.
Example URI

® http://localhost:8080/opswise/resources/script?scriptname=test
® http://localhost:8080/opswise/resources/Script?Scriptid=f87848b00a0001037f43e7c¢81c8ec969

Consumes Content-Type n/a

Produces Content-Type | application/xml, application/json

Example Response See Read a Script: Example Response, below.
Script Properties See Create a Script: Script Properties.
Notes Properties See Create a Script: Notes Properties.

Read a Script: URI Parameters

Parameter Description

scriptid ID used within the Controller to identify this Script.

scri pt name  Name used within the Controller to identify this Script.

Read a Script: Example Response

XML Response
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Specifications Required Mutually Exclusive With

String; URI parameter. Y scri pt name
(unless scri pt nane

is specified)
String; URI parameter. ' Y scriptid

(unless scriptid
is specified)

JSON Response
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Universal Controller 6.7.x Remote Interfaces

¥ XML Response
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<script retai nSyslds="true" version="1">
<cont ent >echo % </ cont ent >
<descri pti on>descri pti on</descri ption>
<not es>
<not e>
<sysld
>a8756a120a00010357097d05f a5¢c558e</ sysl| d>
<t ext >t est </ t ext >
<title>note 1</title>
</ not e>
</ not es>
<opswi seG oups>
<opsw seG oup>gr oupl</ opsw seG oup>
<opswi seG oup>gr oup2</ opswi seG oup>
</ opswi seG oups>
<resol veVari abl es>f al se</resol veVari abl es>
<scri pt Name>t est . bat </ scri pt Nane>
<scri pt Type>Scri pt </ scri pt Type>
<sysl d>f 8756a120a00010357097d05f a5c558e</ sysl d>
</script>

¥ JSON Response

"content": "echo",
"description": "description",
"notes": [ {
"sysld":
"a8756a120a00010357097d05f a5¢c558e" ,
"text": "test",
"title": "note"
} 1.

"opsw seG oups":
[*groupl", "group2"],
"resol veVari abl es": fal se,
"retai nSyslds": true,
"scriptNane": "test.bat",
"scriptType": "Script",
"sysld":
"f8756a120a00010357097d05f a5¢c558e" ,
"version": 2

}
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Server Operations Web Services

Overview

Universal Controller supports RESTful-based web services for the following types of Server Operations:

® Export and Import
* LDAP

Formatting specifications for each web service, including details about parameter requirements, are provided.
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Server Operations Web Services - Export and Import

Overview

Bulk Export

Bulk Export with Versions
Bulk Export Activity

Bulk Export Audit

Bulk Export History

Bulk Import

Overview

Universal Controller supports the following RESTful-based web services for Export and Import Server Operations, which are listed alphabetically on this page.

Bulk Export

Bulk Export with Versions
Bulk Export Activity

Bulk Export Audit

Bulk Export History

Bulk Import

Formatting specifications for each web service, including details about parameter requirements, are provided.

Bulk Export

Description
URI http://host_name/opswise/resources/serveroperation/bulkExport
HTTP Method POST
Description Performs a Bulk Export server operation.
Example URI http://localhost:8080/opswise/resources/serveroperation/bulkExport
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json
Example Response See Bulk Export: XML and JSON Examples.

Response Properties See Bulk Export: Response Properties.

Bulk Export: Example Response

XML Response JSON Response
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¥ XML Response
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<server Oper at i onResponse>
<oper ati on>Bul k Export </ operation>
<success>true</ success>
<out put >Bul k export conpl eted successfully.
Bul k exporting table: ops_abort_action
No records exported for table ops_abort_action.

Bul k exporting table: ops_backup

Bul k exporting 3 record(s) to file

"D:\toncat\opsw se_export\Tue_ Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_backup. xm ".
Bul k exporting table: ops_bundle

No records exported for table ops_bundle.

Bul k exporting table: ops_cal endar

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 23 59 EDT_2018- BULK_EXPORT\ ops_cal endar . xni ".
Bul k exporting table: ops_config

Bul k exporting 134 record(s) to file

"D:\toncat\opsw se_export\Tue_ Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_confi g. xm ".
Bul k exporting table: ops_credentials

No records exported for table ops_credentials.

Bul k exporting table: ops_task_manual

Bul k exporting 1 record(s) to file

"D:\toncat\opswi se_export\Tue_Jun_19 14 23 59 EDT_2018- BULK_EXPORT\ ops_t ask_manual . xmi ".
Bul k exporting table: ops_task_nonitor

No records exported for table ops_task_nonitor.

Bul k exporting table: ops_task_sl eep

Bul k exporting 3 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_ 23 59 EDT_2018- BULK_EXPORT\ ops_t ask_sl eep. xm ".
Bul k exporting table: ops_task_sql

No records exported for table ops_task_sql.

Bul k exporting table: ops_trigger_nanual

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_tri gger _nmanual . xm ".
Bul k exporting table: ops_trigger_tenp

No records exported for table ops_trigger_tenp.

Bul k exporting table: ops_unix_agent_cl uster

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_23 59_EDT_2018- BULK_EXPORT\ ops_uni x_agent _cl uster. xm "
Bul k exporting table: ops_unix_agent_cluster_join

No records exported for table ops_uni x_agent_cluster_join.

Bul k exporting table: ops_w ndows_agent _cl uster

Bul k exporting 1 record(s) to file

"D:\toncat\opswi se_export\ Tue_Jun_19_14_23_59_EDT_2018- BULK_EXPORT\ ops_wi ndows_agent _cl uster. xm ".
Bul k exporting table: ops_wi n_agent_cluster_join

No records exported for table ops_w n_agent_cluster_join.
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¥ JSON Response

{
"operation": "Bulk Exp

"success": true,
"output": "Bul k export
for table ops_abort_acti

i.nBuI k exporting table:
\"D:\\tontat\\ opsw se_ex|
\nBul k exporting table: |

\nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\ nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\'nBul k exporting table: |

ihéul k exporting table: !
\"D:\\tontat\\opsw se_ex|
\ nBul k exporting table: !

i.nBuI k exporting table: !
\"D:\\tontat\\ opsw se_ex|
\ nBul k exporting table: |

i.nBuI k exporting table: !
\"D\\tontat\\opsw se_ex|
\nBul k exporting table: |

i'néul k exporting table:
\"D:\\tontat\\ opsw se_ex|
\'nBul k exporting table: |

ihéul k exporting table: !
\"D:\\tontat\\opsw se_ex|
\ nBul k exporting table: |

\ nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\ nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\nBul k exporting table: |
\"D\\tontat\\opsw se_ex|
\nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\'nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\nBul k exporting table: |

i.nBuI k exporting table: !
\"D:\\tontat\\opsw se_ex|
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Bhik exporting table: ops_group_has_role
Bul k exporting 6 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14 23 59 EDT 2018- BULK_EXPORT\ ops_group_has_rol e. xm ".

Bul k exporting table: ops_user
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_23 59 _EDT_2018- BULK_EXPORT\ ops_user. xm ".

Bul k exporting table: ops_user_grnenber
Bul k exporting 1 record(s) to file

"D:\toncat\opswi se_export\Tue_Jun_19 14 23 59 EDT_2018- BULK_EXPORT\ ops_user _gr nenber . xni "

Bul k exporting table: ops_user_group
Bul k exporting 2 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_user _group. xm ".

Bul k exporting table: ops_user_has_role
Bul k exporting 25 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_user _has_rol e. xm "

Bul k exporting table: ops_permn ssion
Bul k exporting 8 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_ 14 23 59 EDT_2018- BULK_EXPORT\ ops_per mi ssi on. xm ".

Bul k exporting table: ops_user_preference
No records exported for table ops_user_preference

Bhik exporting table: ops_nav_tree_pref
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 23 59 _EDT 2018- BULK_EXPORT\ ops_nav_tree_pref.xm "

Bul k exporting table: ops_Idap
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 23 59 EDT_2018- BULK_EXPORT\ ops_I| dap. xni ".

Bul k exporting table: ops_| dap_mappi ng
Bul k exporting 13 record(s) to file

"D:\tonctat\opsw se_export\Tue Jun_19 14 23 59 EDT 2018- BULK_EXPORT\ ops_| dap_rappi ng. xm .

Bul k exporting table: ops_single_sign_on
Bul k exporting 2 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14 23 59 EDT 2018- BULK_EXPORT\ ops_si ngl e_si gn_on. xm ".

Bul k exporting table: ops_chart_col or
Bul k exporting 26 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_23 59_EDT_2018- BULK_EXPORT\ ops_chart _col or. xm ".

Bul k exporting table: ops_wi dget_activity
No records exported for table ops_w dget_activity.

Ehik exporting table: ops_dashboard
Bul k exporting 1 record(s) to file

"D:\toncat\opswi se_export\Tue_Jun_19_14_23_59_EDT_2018- BULK_EXPORT\ ops_dashboard. xm " .

Bul k exporting table: ops_dashboard_portl et

No records exported for table ops_dashboard_portl et

Ehik exporting table: ops_unv_tnplt_field_choice

No records exported for table ops_unv_tnplt_field_choice

</ out put >
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\'nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\' nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\'nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

ihéulk exporting table:
\"D\\tontat\\opsw se_ex
\ nBul k exporting table:

:ihBqu exporting table:
ops_unv_tnplt_fiel d_choi
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<pat h>D: \ t ontat\ opswi se_export\ Fri _Jun_15 14 27 58 EDT 2018- BULK_EXPORT</ pat h>
</ server Qper at i onResponse>

Bulk Export with Versions

Description
URI http://host_name/opswise/resources/serveroperation/bulkExportWithVersions
HTTP Method POST
Description Performs a Bulk Export with Versions server operation.
Example URI http://localhost:8080/opswise/resources/serveroperation/bulkExportWithVersions
Authentication HTTP Basic

Consumes Content-Type  n/a

Produces Content-Type | application/xml, application/json

Example Response See Bulk Export with Versions: Example Response.

Response Properties See Bulk Export: Response Properties.

Bulk Export with Versions: Example Response

XML Response

¥ XML Response
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"path": "D \\tontat\\:
}

JSON Response

¥ JSON Response

<server Qper ati onResponse>
<operati on>Bul k Export with Versions</operation>
<success>true</ success>
<out put >Bul k export with Versions conpl eted successfully.
Bul k exporting table: ops_abort_action
No records exported for table ops_abort_action.

Bul k exporting table: ops_backup

Bul k exporting 3 record(s) to file

"D \toncat\opsw se_export\Tue Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_backup. xm ".
Bul k exporting table: ops_bundle

No records exported for table ops_bundle.

Bul k exporting table: ops_cal endar

uc-67x-ri

"operation": "Bul k Exp

"success": true,

“output": "Bul k export
\nBul k exporting table: |

i.néul k exporting table:
\"D:\\tontat\\ opsw se_ex|
\ nBul k exporting table: |

\nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\nBul k exporting table: |
\"D:\\tontat\\ opsw se_ex|
\ nBul k exporting table: !


http://<i>host_name</i>/opswise/resources/serveroperation/bulkExportWithVersions
http://localhost:8080/opswise/resources/serveroperation/bulkExportWithVersions
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Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_cal endar . xm ".
Bul k exporting table: ops_config

Bul k exporting 134 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_confi g. xm ".
Bul k exporting table: ops_credentials

No records exported for table ops_credentials

Bul k exporting table: ops_task_manua

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\ Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_t ask_manual . xm ".
Bul k exporting table: ops_task_nonitor

No records exported for table ops_task_nonitor

Bul k exporting table: ops_task_sl eep

Bul k exporting 3 record(s) to file

"D \tontat\opsw se_export\Tue Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_t ask_sl eep. xm ".
Bul k exporting table: ops_task_sq

No records exported for table ops_task_sql

Bul k exporting table: ops_trigger_manua

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_tri gger _manual . xm ".
Bul k exporting table: ops_trigger_tenp

No records exported for table ops_trigger_tenp

Bul k exporting table: ops_unix_agent_cl uster

Bul k exporting 1 record(s) to file

"D:\tonctat\opsw se_export\Tue_Jun_19_ 14 30_48 EDT_2018- BULK_EXPORT\ ops_uni x_agent _cl uster. xm ".
Bul k exporting table: ops_uni x_agent_cluster_join

No records exported for table ops_unix_agent_cluster_join

Bul k exporting table: ops_w ndows_agent _cl uster

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_wi ndows_agent _cl uster. xm ".
Bul k exporting table: ops_wi n_agent_cluster_join

No records exported for table ops_w n_agent_cl uster_j oin.

Bul k exporting table: ops_group_has_role

Bul k exporting 6 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_ EDT_2018- BULK_EXPORT\ ops_group_has_rol e. xm "
Bul k exporting table: ops_user

Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_user . xm ".

Bul k exporting table: ops_user_grnenber

Bul k exporting 1 record(s) to file

"D:\tontat\opsw se_export\Tue Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_user _gr menber. xm ".
Bul k exporting table: ops_user_group

Bul k exporting 2 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48 EDT_2018- BULK_EXPORT\ ops_user _group. xm ".
Bul k exporting table: ops_user_has_role

Bul k exporting 25 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_user _has_rol e. xm ".
Bul k exporting table: ops_perm ssion

Bul k exporting 8 record(s) to file

"D \tontat\opsw se_export\Tue Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_per m ssi on. xm ".
Bul k exporting table: ops_user_preference

No records exported for table ops_user_preference
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ihéulk exporting table:
\"D\\tontat\\opsw se_ex
\ nBul k exporting table:

ihéulk exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

ihéulk exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

iﬁéulk exporting table:
\"D:\\tontat\\opsw se_ex

ihéﬁlk exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

\'nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
tabl e: ops_user_preferen
ops_list_grid_pref\nNo r
\ nBul k exporting table:

\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\'nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

ihéulk exporting table:
\"D:\\tontat\\opsw se_ex
\ nBul k exporting table:

ihéulk exporting table:
\"D:\\tontat\\opsw se_ex
\'nBul k exporting table:

iﬁéulk exporting table:
\"D\\tontat\\opsw se_ex
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Bul k exporting table: ops_nav_tree_pref
Bul k exporting 1 record(s) to file

"D:\tonctat\opsw se_export\Tue_Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_nav_tree_pref.xm ".

Bul k exporting table: ops_Idap
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_30_48_EDT_2018- BULK_EXPORT\ ops_| dap. xm ".

Bul k exporting table: ops_| dap_nappi ng
Bul k exporting 13 record(s) to file

"D:\toncat\opswi se_export\Tue_Jun_19_ 14 30_48_EDT_2018- BULK_EXPORT\ ops_| dap_nappi ng. xm ".

Bul k exporting table: ops_single_sign_on
Bul k exporting 2 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_ 14 30_48 EDT_2018- BULK_EXPORT\ ops_si ngl e_si gn_on. xm ".

Bul k exporting table: ops_chart_col or
Bul k exporting 26 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 _30_48_ EDT_2018- BULK_EXPORT\ ops_chart _col or. xm ".

Bul k exporting table: ops_wi dget_activity
No records exported for table ops_wi dget_activity.

Bul k exporting table: ops_dashboard
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue Jun_19 14 30_48 EDT 2018- BULK_EXPORT\ ops_dashboard. xm ".

Bul k exporting table: ops_dashboard_portl et
No records exported for table ops_dashboard portlet.

Bul k exporting table: ops_task_manual _v
Bul k exporting 3 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19 14 _30_48_EDT_2018- BULK_EXPORT\ ops_t ask_manual _v. xm ".

Bul k exporting table: ops_task_nonitor_v
No records exported for table ops_task_nonitor_v.

Bul k exporting table: ops_trigger_nanual _v
Bul k exporting 1 record(s) to file

"D:\toncat\opsw se_export\Tue_Jun_19_14_ 30_48_ EDT_2018- BULK_EXPORT\ ops_tri gger _nmanual _v.xm "

Bul k exporting table: ops_trigger_tenp_v
No records exported for table ops_trigger_tenp_v.

</ out put >
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\'nBul k exporting table:

\ nBul k exporting table: |
ops_zos_step_acti on_syso
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<pat h>D: \ t ontat\ opswi se_export\ Fri _Jun_15_14_27_58_EDT_2018- BULK_EXPORT</ pat h> "path": "D \\tontat\\:
</ server Qper at i onResponse> }

Bulk Export Activity

Description
URI http://host_name/opswise/resources/serveroperation/bulkExportActivity
HTTP Method POST
Description Performs a Bulk Export Activity server operation.
Example URI http://localhost:8080/opswise/resources/serveroperation/bulkExportActivity
Authentication HTTP Basic

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json
Example Response See Bulk Export: XML and JSON Examples.

Response Properties See Bulk Export: Response Properties.

Bulk Export Activity: Example Response

Success

XML Response JSON Response
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¥ XML Response

<server Qper at i onResponse>
<operati on>Bul k Export Activity</operation>
<success>true</ success>
<out put >Bul k export conpl eted successfully.
Bul k exporting table: ops_exec_workfl ow
No records exported for table ops_exec_workfl ow.

Bul k exporting table: ops_exec_manual
Bul k exporting 13 record(s) to file

Bul k exporting table: ops_exec_emil
No records exported for table ops_exec_ensil.

Bul k exporting table: ops_nap
Bul k exporting 13 record(s) to file

"D:\toncat\opswi se_export\Tue_Jun_19 14 _36_48 EDT_2018- BULK_EXPORT\ ops_exec_nanual . xm ".

¥ JSON Response

"operation": "Bulk Export Activi-

"success": true,

"output": "Bulk export activity .
\'nBul k exporting table: ops_exec_w

i'n'BuI k exporting table: ops_exec_m
\"D:\\tontat\\opsw se_export\\ Tue_.
\'nBul k exporting table: ops_exec_el

i.nBuI k exporting table: ops_nap\nB
\"D:\\tontat\\opsw se_export\\ Tue_.
\'nBul k exporting table: ops_exec_t:

\nBul k exporting table: ops_zos_st:
ops_zos_step_action_sysop.\n",

"D:\toncat\opsw se_export\Tue_Jun_19_14_36_48_ EDT_2018- BULK_EXPORT\ ops_nap. xm ". "path": "D:\\tontat\\opsw se_exp

Bul k exporting table: ops_exec_to_resource }

No records exported for table ops_exec_to_resource.
</ out put >
<pat h>D: \ t ontat\ opswi se_export\ Fri_Jun_15_14_27_58_EDT_2018- BULK_EXPORT</ pat h>

</ server Qper at i onResponse>

Failure
XML Response JSON Response
¥ XML Response ¥ JSON Response

<server Qper at i onResponse> "operation": "Bulk Export Activity",
<operati on>Bul k Export Activity< "success": false,

/ oper ati on> "output": "Failed to conplete bul k export activity due to error(s).\nBulk
<success>f al se</ success> Export Activity not permitted; Universal Controller property \"Bul k Export
<out put >Fai l ed to conpl ete bul k export Activity Permitted\" is not enabled.\n",

activity due to error(s). }

Bul k Export Activity not permtted; Universal

Control l er property "Bul k Export Activity
Permtted" is not enabl ed.

</ out put >
</ server Oper ati onResponse>

Bulk Export Audit
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Description
URI http://host_name/opswise/resources/serveroperation/bulkExportAudit
HTTP Method POST
Description Performs a Bulk Export Audit server operation.
Example URI http://localhost:8080/opswise/resources/serveroperation/bulkExportAudit
Authentication HTTP Basic

Consumes Content-Type n/a
Produces Content-Type | application/xml, application/json
Example Response See Bulk Export: XML and JSON Examples.

Response Properties See Bulk Export: Response Properties.

Bulk Export Audit: Example Response

XML Response JSON Response
¥ XML Response ¥ JSON Response
<server Qper at i onResponse> "operation": "Bul k Export Audit",
<operation>Bul k Export Audit </operation> "success": true,
<success>true</success> "output": "Bulk export audit conpleted suc
<out put >Bul k export audit conpleted successfully. ops_audi t\ nBul k exporting 67 record(s) to fil
Bul k exporting table: ops_audit \"D:\\tontat\\opsw se_export\\Tue Jun_19 14 :
Bul k exporting 65 record(s) to file "path": "D:\\tontat\\opsw se_export\\Fri_.
"D \tontat\opsw se_export\Tue_ Jun_19 14 38 07_EDT_2018- BULK_EXPORT\ ops_audi t.xm ". }
</ out put >
<pat h>D: \ t ontat \ opswi se_export\ Fri _Jun_15_14_ 27 58 EDT_2018- BULK_EXPORT</ pat h
>
</ server Oper at i onResponse>

Bulk Export History

Description
URI http://host_name/opswise/resources/serveroperation/bulkExportHistory
HTTP Method POST
Description Performs a Bulk Export History server operation.
Example URI http://localhost:8080/opswise/resources/serveroperation/bulkExportHistory
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Authentication HTTP Basic

Consumes Content-Type n/a

Produces Content-Type | application/xml, application/json

Example Response See Bulk Export: XML and JSON Examples.

Response Properties See Bulk Export: Response Properties.

Bulk Export History: Example Response
XML Response

¥ XML Response

<server Qper at i onResponse>
<operati on>Bul k Export Hi story</operation>
<success>true</ success>
<out put >Bul k export history conpl eted successful ly.
Bul k exporting table: ops_history
No records exported for table ops_history.
</ out put >
<pat h

/ pat h>
</ server Qper at i onResponse>

>D: \tontat\ opswi se_export\Fri_Jun_15_14_27_58_EDT_2018- BULK_EXPORT<

Bulk Export: Response Properties

Property Ul Field Name Description Specifications
operation n/a Server Operation that was performed.
success | n/a Result of the Server Operation. Boolean; Valid values: true/false.
output n/a Output of the server operation.
path n/a Directory containing the exported files.
Bulk Import
Description
URI http://host_name/opswise/resources/serveroperation/bulkimport
HTTP Method POST
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JSON Response

¥ JSON Response

"operation": "Bulk Export H story",
"success": true,

"output": "Bulk export history conpleted successfully.\nBu
table: ops_history\nNo records exported for table ops_histor:
"pat h":
"D:\\toncat\\opsw se_export\\Fri_Jun_15_14 27 29 EDT_2018-BU

}



http://<i>host_name</i>/opswise/resources/serveroperation/bulkImport
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Description Performs a Bulk Import server operation.

URI Parameters See Bulk Import: URI Parameters, below.

Example URI http://localhost:8080/opswise/resources/serveroperation/bulklmport?path=<path>
Authentication HTTP Basic

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json
Example Response See Bulk Import: XML and JSON Examples.

Response Properties See Bulk Import: Properties.

Bulk Import: URI Parameters

Name Description Specifications = Required
path Directory containing the imported file(s). Y
', Note
Some characters in the path parameter may need to be URL-encoded. For example, the backslash character in a Windows path may need to be encoded as %5C as shown
below:

http://localhost:8080/opswise/resources/serveroperation/bulkimport?path=D:%5Ctomcat%5Copswise_export%5CFri_Jun_15_14 17_33_EDT_2018-BULK_EXPORT

Bulk Import: Example Response

XML Response JSON Response
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¥ XML Response ¥ JSON Response
<server Oper at i onResponse>
<operation>Bul k | nport </ operation> "operation": "Bulk |nport",
<success>true</ success> "success": true,
<out put >Bul k i nport conpl eted successfully. "output": "Bulk inmport conpleted successfully.\
Processing bul k inport directory \"D:\\tonctat\\ opswi se_export\\Fri_Jun_15_ 14 17_:
"D:\toncat\opswi se_export\Fri_Jun_15_14_17_33_EDT_2018- BULK_EXPORT". inporting 1 file(s).\nBulk inporting file:
Bul k inporting 1 file(s). D:\\tontat\\ opsw se_export\\ Fri_Jun_15_14_17_ 33
Bul k inporting file: record(s) found in file ops_audit.xnm .\n"
D:\ t ontat\ opswi se_export\Fri _Jun_15_14 17_33_EDT_2018- BULK_EXPORT\ ops_audi t . xm }
47 record(s) found in file ops_audit.xmn .
</ out put >
</ server Oper at i onResponse>

Bulk Import: Response Properties

Property Ul Field Name Description Specifications

operation n/a Server Operation that was performed.

success | nla Result of the Server Operation. Boolean; Valid values: true/false.
output n/a Output of the server operation.
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Server Operations Web Services - LDAP

® Overview
® LDAP Refresh
® LDAP Refresh: Example Response
® LDAP Refresh: Response Properties
® | DAP Refresh (Asynchronous)
® LDAP Refresh (Asynchronous): Example Response
® |LDAP Refresh (Asynchronous): Response Properties

Overview

Universal Controller supports the following RESTful-based web services for LDAP Server Operations, which are listed alphabetically on this page.

® | DAP Refresh
® LDAP Refresh (Asynchronous)

Formatting specifications for each web service, including details about parameter requirements, are provided.

LDAP Refresh

Description

URI http://host_name/opswise/resources/serveroperation/ldapRefresh

HTTP Method POST

Description If LDAP is configured for this installation, it refreshes every 24 hours. This system operation forces a refresh. The refresh writes all log entries to the response output, as well as to
the log, and the response will not be returned until the process completes. If you estimate the refresh could take a considerable amount of time, we recommend you use LDAP
Refresh (Asynchronous).

Example URI ' http://localhost:8080/opswise/resources/serveroperation/ldapRefresh

Authentication HTTP Basic

Consumes n/a
Content-Type

Produces application/xml, application/json
Content-Type

Example See LDAP Refresh: Example Response.
Response

Response See LDAP Refresh: Response Properties.
Properties

LDAP Refresh: Example Response
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¥ XML Response

304 /

<server Qper at i onResponse>
<oper ati on>LDAP Refresh</operation>
<success>true</ success>
<out put >Processi ng LDAP users with target OU. OU=Test Users
LDAP Processi ng Range: (sAMAccount Nane<=a)
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (sAMAccount Nanme<=a)) (( & obj ect C ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (sAMAccount Nane>=z)
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (sAMAccount Name>=z)) (( & obj ect C ass=user) ( obj ect Cat egory=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=_) ( sAMAccount Nane<=0))
LDAP Search: Nane[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAVAccount Nanme>=_) (sAMAccount Name<=0))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=0) (sSAMAccount Nanme<=1))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=0) (sAMAccount Name<=1))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=1) (sAMAccount Nane<=2))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=1) (sAMAccount Nanme<=2))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=2) (sAMAccount Nanme<=3))
LDAP Search: Nane[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=2) (sAMAccount Name<=3))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=3) (sAMAccount Nanme<=4))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=3) (sAMAccount Name<=4))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=4) (sAMAccount Nane<=5))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Nane>=4) (sAMAccount Name<=5))) (( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processing Range: (& sAVAccount Nanme>=5) (sAMAccount Name<=6) )
LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=5) (sAMAccount Name<=6))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=6) ( SAMAccount Nanme<=7))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=6) (sAMAccount Name<=7))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=7) ( sAMAccount Nane<=8))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch] ,
Filter[ (& (& sAMAccount Nanme>=7) (sAMAccount Name<=8))) (( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=8) (sAMAccount Nane<=9))
LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=8) (sAMAccount Nane<=9))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=9) (sAMAccount Nanme<=a))
LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=9) (sAMAccount Narme<=a))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Nane>=a) (sAMAccount Name<=b))
LDAP Search: Nane[ OU=Test Users, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=a) (sAMAccount Name<=b))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=b) (sAMAccount Nane<=c))
LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],
Filter[ (& (& sAMAccount Name>=b) (sAMAccount Nane<=c))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
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JSON Response

¥ JSON Response

"operation": "LD
"success": true,
"out put": "Proce:

(sAMAccount Nanme<=a
Filter[ (& (sAMAccol
(sAMAccount Nanme>=z
Filter[ (& (sAMAccol
( & sAMAccount Nanme>:
Filter[ (& (& sAMAc
Processi ng Range:
( & sAMAccount Nanme>
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Nanme>:
Filter[ (& (& sSAMAc
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Nanme>:
Filter[ (& (& sAMAc
Processi ng Range:
( &(sAMAccount Nane>:
Filter[ (& (& sSAMAc
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Nanme>:
Filter[ (& (& sAMAc
Processi ng Range:
( & sAMAccount Nanme>:
Filter[ (& (& sSAMAc
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAMAc
Processi ng Range:
( &(sAMAccount Nanme>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Nanme>:
Filter[ (& (& sSAMAc
Processi ng Range:
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LDAP Processi ng Range: (& sAMAccount Name>=c) ( sAMAccount Nane<=d))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Nanme>=c) ( sAMAccount Name<=d))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=d) (sAMAccount Nane<=e))

LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=d) (sAMAccount Nanme<=e))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=e) (sSAMAccount Nanme<=f))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=e) (sAMAccount Name<=f))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Nanme>=f) (sAMAccount Name<=g))

LDAP Search: Nane[ OU=Test Users, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=f) (sAMAccount Name<=g))) (( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=g) (sAMAccount Nane<=h))

LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=g) (sAMAccount Nanme<=h))) ( ( & obj ect Cl ass=user) ( obj ect Cat egory=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=h) (sAMAccount Nanme<=i))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=h) (sAMAccount Narme<=i))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=i) (sAMAccount Name<=j))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=i ) (sAMAccount Nanme<=j))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=j) (sAMAccount Nane<=k))

LDAP Search: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=j ) (sAMAccount Nanme<=k))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=k) (sAMAccount Nanme<=l))

LDAP Search: Nane[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAVAccount Nanme>=k) (sAMAccount Name<=|))) ( (& obj ect Cl ass=user) (obj ect Cat egor y=person))))]
LDAP Processing Range: (& sAMAccount Name>=l) (sAMAccount Name<=m))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=l) (sAMAccount Name<=n))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=n) ( sAMAccount Nane<=n))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=m) (sAMAccount Nane<=n))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=n) ( sAMAccount Nane<=0))

LDAP Search: Nane[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=n) ( sAMAccount Nanme<=0))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=0) ( SAMAccount Nanme<=p))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=0) (sAMAccount Name<=p))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=p) (sAMAccount Nane<=q))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Nane>=p) (sAMAccount Name<=q))) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processing Range: (& sAVAccount Nanme>=q) (sAMAccount Name<=r))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=q) (SAMAccount Narme<=r))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=r) (sAMAccount Nanme<=s))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=r) (sAMAccount Name<=s))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=s) (sAMAccount Nane<=t))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Nanme>=s) (sAMAccount Name<=t))) (( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=t) (sAMAccount Nane<=u))

LDAP Sear ch: Name[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=t ) (sAMAccount Nane<=u))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=u) (SAMAccount Nanme<=v))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=u) (sAMAccount Name<=v))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Nanme>=v) (sAMAccount Name<=w) )
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( & sAMAccount Name>:
Filter[ (& (& sAVAc
Processi ng Range:
( & sAMAccount Nanme>:
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Filter[ (& (& sSAMAC
Processi ng Range:
( & sAMAccount Name>:
Filter[ (& (& sAMAC
Processi ng Range:
( &(sAMAccount Nanme>:
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LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=v) (sAMAccount Name<=w) ) ) ( ( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=w) ( SAMAccount Name<=x))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=w) ( SAMAccount Name<=x))) ( (& obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=x) (sAMAccount Nane<=y))

LDAP Sear ch: Nanme[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAMAccount Name>=x) ( sSAMAccount Nanme<=y))) ( ( & obj ect Cl ass=user) (obj ect Cat egor y=person))))]
LDAP Processi ng Range: (& sAMAccount Name>=y) (sAMAccount Nane<=z))

LDAP Search: Nane[ OU=Test User s, dc=qgad, dc=st one, dc=br anch],

Filter[ (& (& sAVAccount Nane>=y) (sAMAccount Name<=z))) (( & obj ect Cl ass=user) ( obj ect Cat egor y=person))))]
Ski ppi ng LDAP group processing. No group filter or target OUs specified.
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Filter[ (& (& sAMAC
Processi ng Range:

( &(sAMAccount Nanme>:
Filter[ (& (& sAVAc
Processi ng Range:

( &( sAMAccount Nanme>:
Filter[ (& (& sAMAC
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</ out put > LDAP group processi
</ server Qper at i onResponse>

LDAP Refresh: Response Properties

Property Ul Field Name Description Specifications

operation  n/a Server Operation that was performed.

success | nla Result of the Server Operation. Boolean; Valid values: true/false.
output n/a Output of the server operation.

LDAP Refresh (Asynchronous)

Description
URI http://host_name/opswise/resources/serveroperation/ldapRefreshAsync
HTTP Method POST
Description If LDAP is configured for this installation, it refreshes every 24 hours. This system operation forces a refresh. The refresh is performed in the background and sends log

entries to the Controller log.

Example URI http://localhost:8080/opswise/resources/serveroperation/ldapRefreshAsync
Authentication HTTP Basic
Consumes n/a

Content-Type

Produces application/xml, application/json
Content-Type

Example Response See LDAP Refresh (Asynchronous): Example Response.

Response Properties = See LDAP Refresh (Asynchronous): Response Properties.

LDAP Refresh (Asynchronous): Example Response

XML Response JSON Response
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¥ XML Response ¥ JSON Response

<server Oper at i onResponse> "operation": "LDAP Refresh",
<oper ati on>LDAP Refresh (Asynchronous) < "success": true,

/ oper ati on> "output": "LDAP Refresh schedul ed for background
<success>true</success> processing."
<out put >LDAP Refresh schedul ed for }

background processing
</ out put >

</ server Oper at i onResponse>

LDAP Refresh (Asynchronous): Response Properties

Property Ul Field Name Description Specifications

operation n/a Server Operation that was performed.

success | n/a Result of the Server Operation. Boolean; Valid values: true/false.
output n/a Output of the server operation.
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System Web Services

® Overview
® Retrieve System Details

Overview

Universal Controller supports the following RESTful-based web services for system operations, which are listed alphabetically on this page.
® Retrieve System Details

Formatting specifications for each web service, including details about parameter requirements, are provided.

Retrieve System Details

Description
URI http://host_name/opswise/resources/opswise/status
HTTP Method GET
Description Retrieves Universal Controller system status/information.
Example URI http://localhost:8080/opswise/resources/opswise/status
Authentication HTTP Basic

Consumes Content-Type  n/a
Produces Content-Type | application/xml, application/json

Example Response See Retrieve System Details: Example Response, below.

Retrieve System Details: Example Response

XML Response JSON Response
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¥ XML Response

<stat us>

<bui | d>bui | d. 78</ bui | d>

<bui | dDat e>04- 06- 2017_0217</ bui | dDat e>

<dat abaseConnecti ons>C i ent (0/3) Reserved (0/2) Server
(0/ 6) </ dat abaseConnecti ons>

<dat abaseNane>ga_opsw se6410b78</ dat abaseNane>

<dat abaseType>MYSQL</ dat abaseType>

<dat abaseURL>j dbc: nysql : // ga- db2. st one. branch/ <
/ dat abaseURL>

Unlimted] [Days: 8/365]</Ilicense>
<l i censeExpi red>f al se</ | i censeExpi red>
<menor yFree>76976. 09 MB (95. 80% </ nenor yFr ee>
<menor yMaxi nun>7282. 00 MB</ menor yMaxi nune
<menor yUsed>305. 91 MB (4. 20% </ nenor yUsed>
<nodel d>ga- opsw se6: 8080- qa_opswi se6410b78</ nodel d>
<nodeMbde>Act i ve</ nodeMbde>
<nodeTi me>2018- 01- 01 11: 26: 52 - 0400</ nodeTi ne>
<nodeUpti ne>6 Days 19 Hours 53 M nutes 53 Seconds<
/ nodeUpt i ne>
<rel ease>6. 4. 3. 0<r el ease>
</ st at us>

¥ JSON Response

<l i cense>[ Agents: 129/5000] [Triggers: Unlimted] [Tasks:

“build": "build.78",

"bui | dDat e": "04-06-2017_0217",

"dat abaseConnections": "Cient (0/3) Reserved (0/2) Server
(o/e6)",

" dat abaseNane": "qa_opswi se6410b78",

"dat abaseType": "MYSQ",

"dat abaseURL": "jdbc: nmysql ://qga-db2. stone. branch/",

"license": "[Agents: 129/5000] [Triggers: Unlimted] [Tasks:
Unlinited] [Days: 8/365]",

"licenseExpired": false,

"nmenoryFree": "76976.09 MB (95.80%",

"menor yMaxi muni': "7282.00 MB",

"menoryUsed": "305.91 MB (4.20%",

"nodel d": "qga- opswi se6: 8080- ga_opsw se6410b78",

"nodeMode": "Active",

"nodeTi ne": "2018-01-01 11:26:52 -0400",

"nodeUptine": "6 Days 19 Hours 53 M nutes 53 Seconds",

"rel ease": "6.4.3.0"

}

Retrieve System Details Properties

The System Details properties match the fields on the System Details widget which displays, by default, on the Universal Controller Home dashboard.

Property Ul Field Name Description
bui l d Build Build number for this version of the Controller.
bui | dDat e Build Date Date when this build was created.

dat abaseConnecti ons
dat abaseNane
dat abaseType

dat abaseURL
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Database Connections
Database Name
DatabaseType

Database URL

Name of the database used by this Controller.

Type of database used by this Controller.

URL of the database used by this Controller.
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i cense License License information for Agents, Triggers, Tasks, and Days.
Valid values:

® Unlimited
® Number remaining in license / total number in license

Ii censeExpired n/a Indication (true or false) that your Universal Controller license has expired.
menor yFr ee Memory Free Amount of memory available for use by this Controller.
menor yMaxi num Memory Maximum Maximum amount of memory for this Controller.
menor yUsed Memory Used Amount of memory currently being used by this Controller.
nodel d Node Id URL of the Controller.
nodeMde Node Mode Current mode of the Controller.
Valid values:

® Active

® Passive

* Offline
nodeTi ne Node Time Time of day on the Controller when the details were retrieved.
nodeUpti me Node Uptime Amount of time the Controller has been running.
rel ease Release Release level of the Controller.

311 / uc-67x-ri


https://www.stonebranch.com/confluence/display/UC67/Downloading+Universal+Controller+Software#DownloadingUniversalControllerSoftware-Versioning

Universal Controller 6.7.x Remote Interfaces

312 / uc-67x-ri



Universal Controller 6.7.x Remote Interfaces

Task Instance Web Services

Overview

Cancel a Task Instance

Clear All Dependencies

Clear Exclusive Dependencies

Clear Predecessor Dependencies

Clear Time Dependency

Clear Virtual Resource Dependencies

Delete a Task Instance

Force Finish a Task Instance

Force Finish/Cancel a Task Instance

Hold a Task Instance

Issue Set Completed Command for a Manual Task Instance
Issue Set Started Command for a Manual Task Instance
List Task Instances

List Task Instance Variables (Show Variables)
Release a Task Instance from Hold

Rerun a Task Instance

Retrieve Task Instance Output

Set or Modify Wait Time/Duration for Task Instance
Set Priority for a Task Instance

Skip a Task Instance

Skip a Task Instance Path

Unskip a Task Instance

Overview

Universal Controller supports the following RESTful-based web services for Task Instance operations, which are listed alphabetically on this page.

Cancel a Task Instance

Clear All Dependencies

Clear Exclusive Dependencies

Clear Predecessor Dependencies

Clear Time Dependency

Clear Virtual Resource Dependencies

Delete a Task Instance

Force/Finish a Task Instance

Force/Finish Cancel a Task Instance

Hold a Task Instance

Issue Set Completed Command for a Manual Task Instance
Issue Set Started Command for a Manual Task Instance
List Task Instances

List Task Instance Variables (Show Variables)

Release a Task Instance from Hold

Rerun a Task Instance

Retrieve Task Instance Output

Set or Modify Wait Time/Duration for Task Instance

Set Priority for a Task Instance

Skip a Task Instance
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® Skip a Task Instance Path
® Unskip a Task Instance

Formatting specifications for each web service, including details about parameter requirements, are provided.

For RESTful-based web services for Workflow Task Instance operations, see Workflow Task Instance Web Services.

Cancel a Task Instance

*,  Note
A Web Service Task instance cannot be cancelled if the specified Protocol is SOAP.

Description
URI http://host_name/opswise/resources/taskinstance/cancel
HTTP Method POST
Description Cancel a task instance.
Example URI http://localhost:8080/opswise/resources/taskinstance/cancel
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json

Example Request See Cancel a Task Instance: XML and JSON Examples.
Request Properties See Cancel a Task Instance: Request Properties.
Example Response See Cancel a Task Instance: XML and JSON Examples.

Cancel a Task Instance: XML and JSON Examples

Examples XML JSON
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Example ML
Request
<t ask-i nst ance>
<i d>1464817327170011848D633V6106ENQ7</ i d>
</t ask-i nstance>
or
<t ask-i nst ance>
<nane>Ti mer 60</ nanme>
<criteria>Newest |nstance</criteria>
<wor kf | ow nst anceNane>t est </ wor kf | ow nst anceNane
>
</ task-instance>
Example  YML
Response

<command- r esponse>
<t ype>cancel </t ype>

¥ JSON
"nane": "Tinmer 60",
“criteria": "Newest |nstance",
"wor kf | owml nst anceNane": "test"
}

¥ JSON

<success>t rue</ success>
<i nf o>Command Cancel executed successfully agai nst
task instance "test".</info>

"type": "cancel ",
"success": true,
"info": "Command Cancel executed successfully against

task instance \"Tinmer 60\".",

<errors /> "errors": ""
</ conmand- r esponse>
Cancel a Task Instance: Request Properties
Property Ul Field  Description Specifications Required Mutually
Name Exclusive

With
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criteria n/a Specific task instance with this task Valid values: N
instance nane that you want to cancel.
® As String = Oldest Active Instance, As Value = 1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3
® As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

. Note
Values with an underscore characters ( _ ) instead of spaces
also are supported (for example, oldest_active_instance).

id n/a sys_id used within the Controller to identify Y nane
this task instance. (unless
narme
is
specified)
nane Instance = Name of the task instance. Y id
Name (unless
id
is
specified)
wor kf | owl nst anceNarme = Workflow = Name of the parent Workflow of the task You can select to display the Workflow field on the Activity Monitor and/or Task N
instance. Instances List; it is not displayed in the Task Instance Details.

Clear All Dependencies

Description
URI http://host_name/opswise/resources/taskinstance/cleardependencies
HTTP Method POST
Description Clears all dependencies of a task instance.
Example URI http://localhost:8080/opswise/resources/taskinstance/cleardependencies
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json
Example Request See Clear All Dependencies: XML and JSON Examples.

Request Properties See Clear All Dependencies: Request Properties.
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Example Response

See Clear All Dependencies: XML and JSON Examples.

Clear All Dependencies: XML and JSON Examples

Examples

Example
Request

Example
Response

XML

<t ask-i nst ance>
<i d>1464817327170011848D633V6106ENQ7</ i d>
</t ask-instance>

or

<t ask-i nst ance>

<nane>Ti mer 60</ nane>

<criteria>Newest Instance</criteria>

<wor kf | ow nst anceNane>t est </ wor kf | ow nst anceNane>
</t ask-i nstance>

XML

<command- r esponse>
<type>cl ear_al | _dependenci es</type>
<success>true</success>
<i nf o>Command Cl ear All Dependenci es executed
successful ly agai nst task instance "Tiner 60".</info>
<errors />
</ command- r esponse>

Clear All Dependencies: Request Properties

Property
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Ul Field  Description
Name

Specifications

JSON
¥ JSON
"name": "Timer 60",
"criteria": "Newest |nstance",
"wor kf | om nst anceNane": "Test"
}
¥ JSON
"type": "clear_all_dependencies",
"success": true,
"info": "Command Cl ear All Dependenci es executed
successfully against task instance \"Tiner 60\".",
"errors": ""
}

Required

Mutually
Exclusive
With
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criteria n/a Specific task instance with this task Valid values: N
instance nane for which
you want to clear all dependencies. ® As String = Oldest Active Instance, As Value =1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value = 3
® As String = Newest Instance, As Value = 4
Default is Oldest Active Instance (1).

r.  Note
Values with an underscore characters ( _ ) instead of spaces also
are supported (for example, oldest_active_instance).

id n/a sys_id used within the Controller to Y name
identify this task instance. (unless
name
is
specified)
nane Instance = Name of the task instance. Y id
Name (unless
id
is
specified)
wor kf | owl nst anceNarme = Workflow = Name of the parent Workflow of the | You can select to display the Workflow field on the Activity Monitor and/or Task N
task instance. Instances List; it is not displayed in the Task Instance Details.

Clear Exclusive Dependencies

Description
URI http://host_name/opswise/resources/taskinstance/clearexclusive
HTTP Method POST
Description Clears all exclusive dependencies of a task instance.
Authentication HTTP Basic
Example URI http://localhost:8080/opswise/resources/taskinstance/clearexclusive

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json
Example Request See Clear Exclusive Dependencies: XML and JSON Examples.

Request Properties See Clear Exclusive Dependencies: Request Properties.

318 / uc-67x-ri


https://www.stonebranch.com/confluence/display/SMLRI/Glossary#Glossary-sysid
http://<i>host_name</i>/opswise/resources/taskinstance/clearexclusive
https://www.stonebranch.com/confluence/display/SMLRI/Glossary#Glossary-ExclusiveDependencies
http://localhost:8080/opswise/resources/taskinstance/clearexclusive

Universal Controller 6.7.x Remote Interfaces

Example Response See Clear Exclusive Dependencies: XML and JSON Examples.

Clear Exclusive Dependencies: XML and JSON Examples

Examples = XML JSON
Example * ML * JSON
Request
<t ask-i nst ance>
<i d>1464817327170011848D633V6106ENQ7</ i d> “nane": "Tiner 60",
</t ask-instance> "criteria": "Newest I|nstance",
“wor kf | ow nst anceNane": " Test"
}
or
<t ask-i nst ance>
<nane>Ti mer 60</ nane>
<criteria>Newest |nstance</criteria>
<wor kf | ow nst anceNane>t est </ wor kf | om nst anceNane>
</t ask-instance>
Example * ML ¥ JSON
Response
<conmmand- r esponse> {
<type>cl ear_excl usi ve</type> "type": "clear_exclusive",

<success>true</ success>

<i nf o>Command Cl ear Excl usive executed successfully
agai nst task instance "Tinmer 60".</info>

<errors />
</ conmand- r esponse>

Clear Exclusive Dependencies: Request Properties

Property Ul Field = Description
Name
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"success": true,

"info": "Conmand C ear Excl usive executed successfully

agai nst task instance \"Tiner 60\".",
"errors":

}

Specifications

Required Mutually
Exclusive
With
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criteria n/a Specific task instance with this task instance nane Valid values:

for which you want to clear exclusive dependencies.

As String = Oldest Active Instance, As Value =1
As String = Newest Active Instance, As Value = 2
As String = Oldest Instance, As Value = 3

As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

Note

Values with an underscore characters ( _ ) instead of
spaces also are supported (for example,
oldest_active_instance).

id n/a sys_id used within the Controller to identify this task
instance.
nane Instance = Name of the task instance.
Name

wor kf | owl nst anceName = Workflow = Name of the parent Workflow of the task instance. You can select to display the Workflow field on the Activity Monitor
and/or Task Instances List; it is not displayed in the Task Instance
Details.

Clear Predecessor Dependencies

Description

URI http://host_name/opswise/resources/taskinstance/clearpredecessors

HTTP Method POST

Description Clears all predecessor dependencies of a task instance in a Workflow.

Authentication HTTP Basic

Example URI http://localhost:8080/opswise/resources/taskinstance/clearpredecessors

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json

Example Request See Clear Predecessor Dependencies: XML and JSON Examples.
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Y

(unless
nane

is
specified)

Y

(unless
id

is
specified)

N

namnme
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Request Properties See Clear Predecessor Dependencies: Request Properties.

Example Response See Clear Predecessor Dependencies: XML and JSON Examples.

Clear Predecessor Dependencies: XML and JSON Examples

Examples XML JSON
Example * ML ¥ JSON
Request
<t ask-i nstance> {
<i d>1464817327170011848D633V6106ENQ7</ i d> “name": "Tinmer 60",
<pr edecessor Name>* </ pr edecessor Nane> “criteria": "Newest |nstance",
</t ask-i nstance> "wor kfl owl nst anceNanme": "Test",
"predecessor Name": "Task 1"
}
or

<t ask-i nst ance>
<nanme>Ti ner 60</ nane>
<criteria>Newest |Instance</criteria>
<wor kf | owl nst anceNanme>t est </ wor kf | ow nst anceNane>
<pr edecessor Nane>* </ pr edecessor Nane>
</t ask-instance>

Example -

XML ¥ JSON
Response

<conmand- r esponse>

<type>set_edges_sati sfied</type> "type": "set_edge_satisfied",

<success>true</ success> "success": true,

<i nf o>Command Cl ear Predecessors executed successfully agai nst "info": "Successfully nmarked the
task instance "Tinmer 60".</info> dependency as satisfied.",

<errors /> "errors": ""

</ conmand- r esponse>

Clear Predecessor Dependencies: Request Properties

Property Ul Field  Description Specifications Required Mutually
Name Exclusive
With
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criteria

namnme

pr edecessor Nane

n/a Specific task instance with this task instance nane for
which you want to clear predecessor dependencies.

n/a sys_id used within the Controller to identify this task
instance.

Instance | Name of the task instance.

Name

n/a Name of the predecessor task instance for which you

want to clear dependency.

wor kf | owl nst anceNamre = Workflow = Name of the parent Workflow of the task instance.

Clear Time Dependency

URI

HTTP Method

Description

Authentication
Example URI
Consumes Content-Type

Produces Content-Type
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Description
http://host_name/opswise/resources/taskinstance/cleartimewait
POST

Clears the time dependency of a task instance.

HTTP Basic
http://localhost:8080/opswise/resources/taskinstance/cleartimewait
application/xml, application/json

application/xml, application/json

Valid values:

® As String = Oldest Active Instance, As Value = 1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3

® As String = Newest Instance, As Value = 4
Default is Oldest Active Instance (1).

' Note
Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_active_instance).

* = Clears dependencies from all predecessor task instances.

You can select to display the Workflow field on the Activity Monitor
and/or Task Instances List; it is not displayed in the Task Instance
Details.

Y

(unless
nane

is
specified)

Y

(unless
id

is
specified)

Y

namnme
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Example Request See Clear Time Dependency: XML and JSON Examples.
Request Properties See Clear Time Dependency : Request Properties.
Example Response See Clear Time Dependency: XML and JSON Examples.

Clear Time Dependency: XML and JSON Examples

Examples

Example
Request

Example
Response

XML JSON
¥ XML ¥ JSON
<t ask-i nstance>
<i d>1464817327170011848D633V6106ENQ7</ i d> "nane": "Task 1",
</t ask-instance> “criteria": "Newest |nstance",
"wor kf | ow nst anceNane": "Test"
}
or
<t ask-i nstance>
<nanme>Test task</nane>
<criteria>Newest Instance</criteria>
<wor kf | ow nst anceNane>t est </ wor kf | om nst anceNane>
</t ask-i nstance>
¥ XML ¥ JSON
<command- r esponse>
<type>cl ear_tinmewait</type> "type": "clear_timewait",

<success>t rue</success>
<i nfo>Command Cl ear Tine Wait/Del ay executed

<errors />
</ command- r esponse>

successful |y against task instance "Test task".</info>

"success": true,

"info": "Command Cl ear Tinme Wait/Delay executed
successful ly against task instance \"Task 1\".",

"errors": "

}

Clear Time Dependency: Request Properties

Property
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Ul Field  Description
Name

Specifications

Required

Mutually
Exclusive
With
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criteria n/a Specific task instance with this task instance nane | Valid values:

for which you want to clear time dependency.

As String = Oldest Active Instance, As Value =1
As String = Newest Active Instance, As Value = 2
As String = Oldest Instance, As Value = 3

As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

id n/a sys_id used within the Controller to identify this
task instance.

nanme Instance = Name of the task instance.
Name

Note

Values with an underscore characters ( _ ) instead of
spaces also are supported (for example,
oldest_active_instance).

wor kf | owm nst anceName | Workflow = Name of the parent Workflow of the task instance. = You can select to display the Workflow field on the Activity Monitor and/or
Task Instances List; it is not displayed in the Task Instance Details.

Clear Virtual Resource Dependencies

Description
URI http://host_name/opswise/resources/taskinstance/clearresources
Example URI http://localhost:8080/opswise/resources/taskinstance/clearresources
HTTP Method POST
Description Clears virtual resource dependencies of a task instance.
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json
Example Request See Clear Virtual Resource Dependencies: XML and JSON Examples.

Request Properties See Clear Virtual Resource Dependencies: Request Properties.
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Example Response See Clear Virtual Resource Dependencies: XML and JSON Examples.

Clear Virtual Resource Dependencies: XML and JSON Examples

Examples XML JSON
Example ¥ ML ~ JSON
Request
<t ask-i nst ance> {
<i d>1464817327170011848D633V6106ENQ7</ i d> "nane": "Task 1",
<r esour ceNane>V1</ r esour ceNane> "criteria": "Newest |nstance",
</t ask-i nstance> "wor kf | owl nst anceNane": "Test",
"resourceNane": "V1"
}
or

<t ask-i nst ance>
<nane>Ti mer 60</ nanme>
<criteria>Newest |nstance</criteria>
<wor kf | ow nst anceNane>t est </ wor kf | om nst anceNane>
<r esour ceNane>V1</ r esour ceNane>
</ task-instance>

Example ML ¥ JSON
Response
<conmand- r esponse> {
<t ype>cl ear _r esour ces</type> "type": "clear_resources"”,
<success>t rue</ success> "success": true,
<i nf o>Command Cl ear Resources executed successfully "info": "Command Cl ear Resources executed successfully
agai nst task instance "Tinmer 60".</info> agai nst task instance \"Task 1\".",
<errors /> "errors":
</ conmand- r esponse> }

Clear Virtual Resource Dependencies: Request Properties

Property Ul Field  Description Specifications Required Mutually
Name Exclusive
With
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criteria

namnme

resour ceName

n/a Specific task instance with this task instance nane for

which you want to clear virtual resource
dependencies.

n/a sys_id used within the Controller to identify this task
instance.

Instance = Name of the task instance.
Name

n/a Name of the virtual resource for which you want to
clear dependency.

wor kf | owl nst anceNamre = Workflow = Name of the parent Workflow of the task instance.

Delete a Task Instance

URI

HTTP Method

Description

Authentication
Consumes Content-Type
Example URI

Example Request
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Description
http://host_name/opswise/resources/taskinstance

DELETE

Valid values:
® As String = Oldest Active Instance, As Value =1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3
® As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

' Note

Values with an underscore characters ( _ ) instead of
spaces also are supported (for example,
oldest_active_instance).

* = Clears dependencies from all virtual resources.

You can select to display the Workflow field on the Activity Monitor
and/or Task Instances List; it is not displayed in the Task Instance
Details.

Y

(unless
nane

is
specified)

Y

(unless
id

is
specified)

Y

Deletes the specified task instance. For Workflow task instances, if the r ecur si ve property is set to true, all children task instances will be removed.

HTTP Basic
application/xml, application/json
http://localhost:8080/opswise/resources/taskinstance

See Delete a Task Instance: XML and JSON Examples.

namnme
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Request Properties See Delete a Task Instance: Request Properties.
Example Response

® Status 200 /OK
Task instance(s) deleted successfully.

Delete a Task Instance: XML and JSON Examples
XML JSON

¥ XML ¥ JSON

Delete Task instance by task instance id.

& na_rre" 2 "Task 1",

<t ask-i nst ance> "criteria": "Newest
<id | nst ance"

>1464817327170011848D633V6106ENQ7</ i d> }

</t ask-instance>

Delete Task instance and all of its children by task instance id.

<t ask-i nst ance>
<id

>14483224900880190549PGHP231 R12MO</ i d>
<recursive>true</recursive>

</t ask-instance>

Delete Task instance by task instance name.

<t ask-i nst ance>
<nane>Ti ner 60</ nane>
<criteria>Newest |nstance<
/criteria>
</t ask-i nst ance>

Delete a Task Instance: Request Properties
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Property Ul Field @ Description Specifications Required Mutually
Name Exclusive
With
criteria nla Specific task instance with this task instance name which you want | Valid values: N
to delete.

® As String = Oldest Instance, As Value = 3
® As String = Newest Instance, As Value = 4

Default is Oldest Instance (3).

! Note

Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_instance).

id n/a sys_id used within the Controller to identify this task instance. Y name
(unless
name
is
specified)

nane Instance | Name of the task instance. Y id
Name (unless
id
is
specified)

recursive nla For Workflow task instances only; Specification for whether or notto = Boolean; Valid values: true/false. Default is false. N
delete all children task instances of the task instance.

Force Finish a Task Instance

Description
URI http://host_name/opswise/resources/taskinstance/forcefinish
HTTP Method POST
Description Force Finish a task instance. (To Force Finish (Halt) a task instance, set the halt property to true.)
Example URI http://localhost:8080/opswise/resources/taskinstance/forcefinish
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json

Example Request See Force Finish a Task Instance: XML and JSON Examples.
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Request Properties

Example Response

See Force Finish a Task Instance: Request Properties.

See Force Finish a Task Instance: XML and JSON Examples.

Force Finish a Task Instance: XML and JSON Examples

Examples

Example
Request

Example
Response

XML

¥ JSON

<t ask-i nst ance>
<i d>1464817327170011848D633V6106ENQ7</ i d>
</t ask-instance>

or

<t ask-i nst ance>

<nane>Ti mer 60</ nane>

<hal t >t rue</ hal t >

<criteria>Newest Instance</criteria>

<wor kf | owl nst anceNane>t est </ wor kf | om nst anceNane
>
</t ask-instance>

"nane": "Task 1",

"halt": "True",

"criteria": "Newest |nstance",
"wor kf | ow nst anceNane": "Test"

}

XML

¥ JSON

<command-r esponse>

<type>force_finish</type>

<success>true</ success>

<i nf o>Conmand Force Fini sh executed successfully
agai nst task instance "test".</info>

<errors />
</ command- r esponse>

"type": "force_finish",

"success": true,

"info": "Conmand Force Finish executed successfully
agai nst task instance \"Task 1\".",

“errors": ""

Force Finish a Task Instance: Request Properties

Property
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Name

Specifications

Required

Mutually
Exclusive
With
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criteria

hal t

namnme

wor kf | owl nst anceName = Workflow = Name of the parent Workflow of the task instance.

n/a Specific task instance with this task instance Valid values:

nane that you want to force finish.

As String = Oldest Active Instance, As Value =1
As String = Newest Active Instance, As Value = 2
As String = Oldest Instance, As Value = 3

As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

n/a Prevents successor task instances of the
specified task instance in a Workflow from being
run.

n/a sys_id used within the Controller to identify this

task instance.

Instance = Name of the task instance.
Name

Force Finish/Cancel a Task Instance

URI

HTTP Method

Description

Example URI
Authentication
Consumes Content-Type

Produces Content-Type
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Description
http://host_name/opswise/resources/taskinstance/forcefinishcancel

POST

Note

Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_active_instance).

Boolean. Valid values: true/false. Default is false.

You can select to display the Workflow field on the Activity Monitor and/or
Task Instances List; it is not displayed in the Task Instance Details.

Force Finish/Cancel a task instance. (To Force Finish/Cancel (Halt) a task instance, set the halt property to true.)

http://localhost:8080/opswise/resources/taskinstance/forcefinishcancel
HTTP Basic
application/xml, application/json

application/xml, application/json

Y

(unless
name

is
specified)

Y

(unless
id

is
specified)

N

nane
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Force Finish/Cancel a Task Instance: XML and JSON Examples

Example Request
Request Properties

Example Response

Examples

Example

Request

Example
Response

See Force Finish Cancel a Task Instance: XML and JSON Examples.

See Force Finish/Cancel a Task Instance: Request Properties.

See Force Finish Cancel a Task Instance: XML and JSON Examples.

XML

<t ask-i nst ance>

<i d>1464817327170011848D633V6106ENQ7</ i d>
</t ask-instance>

or

<t ask-i nst ance>
<nanme>Ti ner 60</ nane>
<hal t >t rue</ hal t >
<criteria>Newest |nstance</criteria>

<wor kf | ow nst anceNane>t est </ wor kf | ow nst anceNane>

</t ask-i nst ance>

XML

<command- r esponse>
<type>force_fini sh_cancel </type>
<success>true</ success>
<i nf o>Command Force Fi ni sh/ Cancel executed
successful ly against task instance "test".</info>
<errors />
</ conmand- r esponse>

JSON
¥ JSON
{
"pane": "Task 1",
“halt": "True",
"criteria": "Newest |nstance",
"wor kf |l ow nst anceNane": "Test"
}
¥ JSON
"type": "force_finish_cancel”,
"success": true,
"info": "Command Force Finish/Cancel executed
successful ly against task instance \"Task 1\".",
"errors": ""
}

Force Finish/Cancel a Task Instance: Request Properties

Property
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Description

Specifications

Required

Mutually
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criteria n/a Specific task instance with this task instance Valid values: N
nane that you want to force finish/cancel.
® As String = Oldest Active Instance, As Value = 1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3
® As String = Newest Instance, As Value = 4
Default is Oldest Active Instance (1).

' Note
Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_active_instance).

hal t n/a Prevents successor task instances of the Boolean. Valid values: true/false. Default is false. N
specified task instance in a Workflow from being
run.
id n/a sys_id used within the Controller to identify this Y nane
task instance. (unless
nane
is
specified)
nane Instance = Name of the task instance. Y id
Name (unless
id
is
specified)

wor kf | owl nst anceName | Workflow = Name of the parent Workflow of the task instance. = You can select to display the Workflow field on the Activity Monitor and/or N
Task Instances List; it is not displayed in the Task Instance Details.

Hold a Task Instance

Description
URI http://host_name/opswise/resources/taskinstance/hold
HTTP Method POST
Description Hold a task instance.
Example URI http://localhost:8080/opswise/resources/taskinstance/hold
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json

Produces Content-Type | application/xml, application/json
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Example Request
Request Properties

Example Response

See Hold a Task Instance: XML and JSON Examples.
See Hold a Task Instance: Request Properties.

See Hold a Task Instance: XML and JSON Examples.

Hold a Task Instance: XML and JSON Examples

Examples

Example
Request

Example
Response

XML

<t ask-i nst ance>
<i d>410d6c0bc0a801¢c901838d8ac43h3279</i d>
</t ask-instance>

or

<t ask-i nst ance>

<nanme>Ti ner 60</ nane>

<criteria>Newest Instance</criteria>

<wor kf | owl nst anceNanme>t est </ wor kf | ow nst anceNane
>
</ task-instance>

XML

<command- r esponse>

<t ype>hol d</t ype>

<success>t rue</ success>

<i nf o>Command Hol d executed successful |y agai nst task
instance "test".</info>

<errors />
</ conmand- r esponse>

Hold a Task Instance: Request Properties

Property
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Ul Field
Name

Description Specifications

JSON
¥ JSON
"nanme": "Task 1",
“criteria": "Newest |nstance",
"wor kf | ow nst anceNane": "Test"
}
¥ JSON
"type": "hold",
"success": true,
"info": "Command Hol d executed successful |y agai nst

"errors":

task instance \"Task 1\".",

Required Mutually
Exclusive
With



Universal Controller 6.7.x Remote Interfaces

criteria n/a Specific task instance with this task Valid values: N
instance nane that you want to hold.
® As String = Oldest Active Instance, As Value = 1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3
® As String = Newest Instance, As Value = 4
Default is Oldest Active Instance (1).

. Note
Values with an underscore characters ( _ ) instead of spaces
also are supported (for example, oldest_active_instance).

id n/a sys_id used within the Controller to Y name
identify this task instance. (unless
name
is
specified)
nane Instance = Name of the task instance. Y id
Name (unless
id
is
specified)
wor kf | owl nst anceName = Workflow = Name of the parent Workflow of the task | You can select to display the Workflow field on the Activity Monitor and/or Task N
instance. Instances List; it is not displayed in the Task Instance Details.

Issue Set Completed Command for a Manual Task Instance

Description
URI http://host_name/opswise/resources/taskinstance/setcompleted
HTTP Method POST
Description Issues a Set Completed command for a Manual Task instance.
Example URI http://localhost:8080/opswise/resources/taskinstance/setcompleted
Authentication HTTP Basic

Consumes Content-Type = application/xml, application/json
Produces Content-Type | application/xml, application/json
Example Request See Issue Set Completed Command for a Manual Task Instance: XML and JSON Examples.

Request Properties See Issue Set Completed Command for a Manual Task Instance: Request Properties.
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Example Response See Issue Set Completed Command for a Manual Task Instance: XML and JSON Examples.

Issue Set Completed Command for a Manual Task Instance: XML and JSON Examples

Examples XML JSON
Example * ML * JSON
Request

<t ask-i nst ance> {
<i d>1464817327170011848D633V6106ENQ7</ i d> "nane": "Task 1",
</t ask-instance> "criteria": "Newest I|nstance",
"wor kf | ow nst anceNane": “Test"
}

or

<t ask-i nst ance>

<nane>t est manual </ nane>

<criteria>Newest Instance</criteria>

<wor kf | owl nst anceNane>t est </ wor kf | ow nst anceNane
>
</t ask-instance>

Example * ML * JSON
Response
<command- r esponse> {
<type>set _manual _conpl et ed</t ype> "type": "set_nmanual _conpl et ed",
<success>true</success> "success": true,
<i nf o>Conmand Set Conpl eted executed successfully "info": "Conmand Set Conpl eted executed successfully
agai nst task instance "test".</info> agai nst task instance \"Task 1\".",
<errors /> “errors":
</ command- r esponse> }

Issue Set Completed Command for a Manual Task Instance: Request Properties

Property Ul Field = Description Specifications Required Mutually
Name Exclusive
With
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criteria

namnme

wor kf | om nst anceNanme = Workflow

n/a

n/a

Instance
Name

Specific task instance with this task instance nane
that you want to issue a Set Completed command
for.

sys_id used within the Controller to identify this task
instance.

Name of the task instance.

Name of the parent Workflow of the task instance.

Issue Set Started Command for a Manual Task Instance

URI

HTTP Method

Description

Example URI
Authentication
Consumes Content-Type
Produces Content-Type

Example Request
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Description

POST

HTTP Basic

http://host_name/opswise/resources/taskinstance/setstarted

Issues a Set Started command for a Manual Task instance.

http://localhost:8080/opswise/resources/taskinstance/setstarted

application/xml, application/json

application/xml, application/json

Valid values:

As String = Oldest Active Instance, As Value =1
As String = Newest Active Instance, As Value = 2
As String = Oldest Instance, As Value = 3

As String = Newest Instance, As Value = 4

Default is Oldest Active Instance (1).

Note

Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_active_instance).

You can select to display the Workflow field on the Activity Monitor
and/or Task Instances List; it is not displayed in the Task Instance

Details.

See Issue Set Started Command for a Manual Task Instance: XML and JSON Examples.

Y

(unless
nane

is
specified)

Y

(unless
id

is
specified)

N

namnme
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Request Properties

Example Response

See Issue Set Started Command for a Manual Task Instance: Request Properties

See Issue Set Started Command for a Manual Task Instance: XML and JSON Examples.

Issue Set Started Command for a Manual Task Instance: XML and JSON Examples

Examples

Example
Request

Example
Response

Issue Set Started Command for a Manual Task Instance: Request Properties

Property
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XML

<t ask-i nst ance>
<i d>1464817327170011848D633V6106ENQ7</ i d>
</t ask-instance>

or

<t ask-i nst ance>

<nane>t est manual </ nane>

<criteria>Newest Instance</criteria>

<wor kf | owl nst anceNane>t est </ wor kf | ow nst anceNane
>
</task-instance>

XML

<command- r esponse>

<type>set _manual _started</type>

<success>true</ success>

<i nfo>Comand Set Started executed successfully
agai nst task instance "test".</info>

<errors />
</ conmand- r esponse>

Ul Field
Name

Description

Specifications

JSON
¥ JSON
"nane": "Task 1",
"criteria": "Newest I|nstance",
"wor kf | owl nst anceNane": "Test"
}
¥ JSON
"type": "set_nanual _started",
"success": true,
"info": "Conmand Set Started executed successfully
agai nst task instance \"Task 1\".",
"errors": ""
}

Required

Mutually
Exclusive
With
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criteria n/a Specific task instance with this task instance nane Valid values:
that you want to issue a Set Started command for.
® As String = Oldest Active Instance, As Value =1
® As String = Newest Active Instance, As Value = 2
® As String = Oldest Instance, As Value =3
® As String = Newest Instance, As Value = 4
Default is Oldest Active Instance (1).
, Note
Values with an underscore characters ( _) instead of
spaces also are supported (for example,
oldest_active_instance).
id n/a sys_id used within the Controller to identify this task
instance.
name Instance | Name of the task instance.
Name
wor kf | owl nst anceName = Workflow = Name of the parent Workflow of the task instance. You can select to display the Workflow field on the Activity Monitor and/or

Task Instances List; it is not displayed in the Task Instance Details.

List Task Instances

URI

HTTP Method

Description

Authentication

Example URI

Consumes Content-Type
Produces Content-Type
Example Request

Request Properties
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Description
http://host_name/opswise/resources/taskinstance/list

POST

Retrieves information on task instances matching specific search criteria.

HTTP Basic
http://localhost:8080/opswise/resources/taskinstance/list
application/xml, application/json

application/xml, application/json

See List Task Instances: XML and JSON Request Examples.

See List Task Instances: Request Properties.

Y

(unless
nane

is
specified)

Y

(unless
id

is
specified)

N

namnme
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Example Response See List Task Instances: XML and JSON Response Examples.

List Task Instances: XML and JSON Examples

Examples XML

Example YL
Request

Task instance with mulltiple query criteria.

<t ask-instance-query-filter>

<nane>B- 06884* </ nane>

<st at us>! 45</ st at us>

<cust onFi el d1>My* </ cust onfi el d1>

<cust onFi el d2>* Cust ont </ cust onFi el d2>

<wor kf | owDef i ni ti onl d>36551ed5663042c2b79975ad6a23915e<
/ wor kf | owDef i nitionld>

<t askNane>B- 06884 - Tiner - END - ${B_08477_WKFLW. | D} </ t askNane>
</task-instance-query-filter>

All task instances in the last three minutes.

<t ask-instance-query-filter>
<nane>* </ nane>
<updat edTi neType>Cf f set </ updat edTi meType>
<updat edTi ne>- 3qm</ updat edTi me>
</task-instance-query-filter>

Task instance with the specified id.

<t ask-instance-query-filter>
<sys| d>1448396297341015141TB2QF51JBYMBV</ sys| d>
</task-instance-query-filter>

Task instance with multiple query criteria.
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JSON

¥ JSON

Task instance with multiple query criteria.

{
"pane": "*",
"status": "145",
"instanceNunber": 2,
"busi nessServi ces": "Rgr A",
“custonfi el d2": "*Custonr",
}

All task instances in the last three minutes.

"name": "*",

"type": "Tinmer",

"updat edTi neType": "offset",
"updat edTi ng": "-3mm"

Task instance with the specified id.

{
"sysld":
"1513644026115413351L SOACLESSKLXZ"

}

Task instance with multiple query criteria.



Universal Controller 6.7.x Remote Interfaces

340 / uc-67x-ri

<t ask-instance-query-filter>
<name>* </ nane>
<stat us>110</ st at us>
<t ype>w ndows</t ype>
<agent Name>t est agent </ agent Nanme>
<lateStart>true</lateStart>
<l at eFi ni sh>true</| at eFi ni sh>
<ear| yFi ni sh>f al se</ ear| yFi ni sh>
</task-instance-query-filter>

All task instances that either started late or finished late.

<t ask-instance-query-filter>
<name>*</ nanme>
<l ate>true</| ate>
</task-instance-query-filter>

All task instances that either started late, finished late, or finished early.

<t ask-instance-query-filter>
<nane>* </ nane>
<l ateEarl y>true</| at eEarl y>
</task-instance-query-filter>

All task instances that neither started late nor finished late.

<t ask-instance-query-filter>
<nane>* </ nane>
<| at e>f al se</| at e>
</task-instance-query-filter>

All task instances that neither started late, finished late, nor finished early.

<t ask-instance-query-filter>
<nanme>*</ nanme>
<l at eEar | y>f al se</| at ekar| y>
</task-instance-query-filter>

{
"pane": "*",
"status": "200",
"type": "wi ndows",
"agent Name": "Mark-4 -

AGNT0002",
"lateStart": true,
"l at eFi ni sh": fal se,
"earl yFinish": fal se

}

All task instances that either started late or finished late.

"name": "*"
“late": true

All task instances that either started late, finished late, or
finished early.

"name': "
"l ateEarly": true

All task instances that neither started late nor finished late.

"name': "*"
“late": false

All task instances that neither started late, finished late, nor
finished early.
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Example
Response
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XML

<t askl nst ance>

<agent />
<credentials />
<custonfi el d1 | abel ="Custom 1">My Custom Fi el d #1</ cust onFi el d1>

<custonFi el d2 | abel =" Custom 2">My Ot her Custom Fi el d #2</ cust onFi el d2>

<ear | yFi ni sh>f al se</ear| yFi ni sh>

<endTi me></ endTi ne>

<executi onUser >ops. adm n</ executi onUser >

<exi t Code>0</ exi t Code>

<fini shedEar| y>f al se</fi ni shedEar| y>

<fi ni shedLat e>f al se</fi ni shedLat e>

<i nst anceNunber >6</ i nst anceNunber >

<l at eFi ni sh>f al se</| at eFi ni sh>

<l ateStart>fal se</|l ateStart>

<l aunchTi me>2019- 06- 27 11:18:41 -0400</I| aunchTi me>
<nanme>B- 06884 - Tiner - END - 15616456627821537077YBESF7HOKELV</ name>
<queuedTi me></ queuedTi ne>

<start Ti me>2019- 06-27 11: 18: 41 -0400</start Ti ne>
<startedLat e>fal se</startedLat e>

<st at us>RUNNI NG</ st at us>

<statusDescription />

<sysl| d>15616456627821537077YBESF7HOKELV</ sysl d>

<t askl d>05564cd1f 6¢c4484997cf b66782f eb0dO</ t askl d>

<t askNane>B- 06884 - Tinmer - END - ${B_08477_WKFLW.| D} </ t askName>
<triggerld />

<triggerNane />

<triggerTi ne>2019- 06- 27 11:18:41 -0400</triggerTi me>

<triggeredBy>Wrkflow. B-06884 - Main ${ops_task_ref_count}</triggeredBy>

<type>Ti ner</type>
<updat edTi ne>2019- 06- 27 11:18: 41 - 0400</ updat edTi me>

<wor kf | owDef i ni tionl d>36551ed5663042c2b79975ad6a23915e</ wor kf | owDefi ni ti onl d>

<wor kf | owDef i ni ti onNane>B- 06884 - Main

${ ops_task_ref_count} </ wor kf | owDef i ni ti onName>

<wor kf | ow nst ancel d>15616456627821077078NIHW/H7SLHVT</ wor kf | om nst ancel d>

<wor kf | ow nst anceNane>B- 06884 - Mi n 3</wor kf| ow nst anceNanme>
<busi nessServi ces>
<busi nessSer vi ce>Account i ng</ busi nessSer vi ce>
<busi nessServi ce>QA Depart nent </ busi nessSer vi ce>
</ busi nessServi ces>
</ t askl nst ance>

</t askl nst ance>

"name": "n
"lateEarly": fal se

¥ JSON

"agent": null,

"busi nessServi ces": [
"Accounti ng",
"QA Departnent"

]

redentials": null,
"custonFiel d1": {
"| abel ": "Custom 1",
"value": "My Custom Field #1"
IE
"custonfi el d2": {
"| abel ": "Custom 2",
"value": "My Qther Custom Field
#2"
b
"ear|l yFinish": "fal se",
"endTi me": "2019-06-27 11:20: 11
-0400",

"executionUser": "ops.adm n",
"exit Code": "0",
"finishedEarly": "false",
"finishedLate": "false",
"instanceNunber": 6,

"| ateFini sh": "fal se",
"lateStart": "fal se",

"l aunchTi ne": "2019-06-27 11:18:41
-0400",

"name": "B-06884 - Timer - END -
15616456627821537077YBESF7HOKELV" ,

"queuedTi nme": "",

“startTinme": "2019-06-27 11:18:41
-0400",

"startedLate": "fal se",

"status": "SUCCESS",

"statusDescription": null,

"sysld":
"15616456627821537077YBESF7HOKELV" ,

"taskl d":
" 05564cd1f 6¢c4484997cf b66782f eb0d0",

“taskNane": "B-06884 - Tiner - END
- ${B_08477_WKFLW.ID}",

“triggerld': null,

"triggerNane": null,
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“triggerTime": "2019-06-27
11:18:41 -0400",
"triggeredBy": "Wrkflow B-06884
- Main ${ops_task_ref_count}",
"type": "Tiner",
"updat edTi ne": "2019- 06- 27
11:20: 11 - 0400",
"wor kf | owDefinitionld":
" 36551ed5663042c2b79975ad6a23915e",
"wor kf | owDef i ni ti onNarme": "B-06884
- Main ${ops_task_ref_count}",
"wor kf | ow nst ancel d":
"15616456627821077078NOHW/H7SLHVT" ,
"wor kf | ow nst anceNane": "B-06884 -
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List Task Instances: Request Properties

Property

agent Narme

busi nessServi ces

cust onfi el d1

custonfi el d2

executi onUser

i nst anceNunber
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Ul Field Name Description

Agent Name of the agent that this
task instances is assigned
to run on.

Member of Business Services that this

Business task instance belongs to.

Services

Custom 1 User-defined task field 1.

(default, which
you can change
in the User
Defined Task
Field Label 1
Universal
Controller
system
property.)

Custom 2 User-defined task field 2.
(default, which

you can change

in the User

Defined Task

Field Label 2

Universal

Controller

system

property.)

Execution User Execution User of a task
instance that determines
the security context under
which the task instance
runs.

Instance Number = Sequentially assigned
number, maintained per
task, representing the
creation order of the
instance.

Specifications

Comma-separated list.

Wildcards are supported.

Wildcards are supported.

System-supplied.

Integer value.

Main 3"

Required
N

Mutually Exclusive With
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